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AGENDA
COMMISSIONERS’ MEETING
TUESDAY, DECEMBER 1, 2009
AT 1:30 P.M.

. Minutes

a) 11/17/09

Marcus Cederqvist
a) HAVA Update
b) LAP Advisory Group Meeting — Monday, December 7, 2009 at 1:30 PM

Steven H. Richman
a) Discussion of Proposed Petition Rules Modifications

John Ward
a) Comparative Expenditures

For Your Information

Demos.org: News Alert — Federal Court Lawsuit Settlement Brings Ohio Into
Compliance with National Voter Registration Act

HAVA Weekly Status Report, Week Ending November 26, 2009

Prepared Testimony at New York State Assembly Election Law Committee Hearing
— October 22, 2009

News Items of Interest

Ithacajournal.com: New N.Y. Voting System Raises Privacy Concerns
Gouverneur Times: First the Impossible, Now the Improbable, in NY-23
Gouverneur Times: Hoffman Will Not Challenge Election

New York Newsday: Nassau Needs Machines for Election

New York Newsday: Mangano Ahead by 213

New York Newsday: Suozzi Trails Mangano by 160

New York Newsday: Suozzi Narrows Mangano’s Lead to 122
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Board of Elections FOR IMMEDIATE RELEASE
in the City of New York

32 Broadway, 7" Floor
New York, NY

10004-1609 For more information, contact:

Valerie Vazquez, Director of Communications and Public Affairs
(212)-487-5404; FAX (212) 487-2426 vvazquez@boe.nyc.ny.us

Board of Elections in the City of New York to hold a
meeting of the Chinese and Korean Language
Assistance Program Advisory Groups

What:

The Board of Elections in the City of New York has created Advisory Groups to determine
how most effectively to provide election materials, information, and assistance to Chinese
and Korean American voters and to publicize the City’s language assistance programs.
Individuals or groups interested in joining the Chinese Advisory Group should call Joanne
Liu at 212-487-5462 and those interested in joining the Korean Advisory Group should call
Rose Ham at 212-487-5318.

When:
Monday, December 7", 2009 at 1:30 P.M.

Where:
6" Floor Hearing Room, 42 Broadway, New York, NY 10004
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(212) 487-5300 FINANCE OFFICER

COMMISSIONERS www.vote.nyc.ny.us
DATE: December 1, 2009
TO: Commissioners
FROM: John J. Ward

Finance Officer

RE: Comparative Expenditures

FY10 P.S. Projection through 11/27/09 Payroll: $ 7,918,000
FY10 P.S. Actual through 11/27/09 Payroll: $13,459,495

Difference ($ 5,541,495)

Overtime pays two weeks ending 11/13/09

OVERTIME USAGE

General Office 85,079
Brooklyn 123,470
Queens 81,506
Bronx 56,675
New York 106,011
Staten Island 13,973

Total $466,713

Respectfully submitted,
COC=>

Officer
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From: demosmail@bonded4.cooleremail.net on behalf of Democracy Dispatches [updates@demos.org]
Sent:  Monday, November 30, 2009 3:10 PM

To: Steven H. Richman

Subject: Lawsuit Settiement Brings Ohio Into Compliance with Federal Voter Registration Law

Demos Democracy DiSPATCHES

DEMOS.ORG | PAST UPDATES | CONTACT | SUPPORT | SUBSCRIBE | VIEW ONLINE NOVEMBER 30, 2009

NEWS ALERT

Federal Court Lawsuit Settlement Brings
Ohio Into Compliance with National Voter
Registration Act

Hundreds of Thousands of Low-Income Ohioans to Benefit

Cleveland, OH--Low-income Ohio citizens will be ensured access to voter
registration at Ohio public assistance offices as a result of a settlement agreement
submitted to Federal District Court Judge Patricia A. Gaughan over this past holiday
weekend.

The settlement successfully resolves a three-year old lawsuit filed against the Ohio
Secretary of State (SOS) and the Director of the Ohio Department of Job and Family
Services (ODJFS) in September 2006 by Lorain resident Carrie Harkless, Cleveland
resident Tameca Mardis, and the Association of Community Organizations for Reform
Now (ACORN) charging widespread violations of the federal National Voter
Registration Act (NVRA). Section 7 of the NVRA requires public assistance agencies to provide voter registration
opportunities to their clients.

"As a result of the steps the Secretary of State and ODJFS Director will take, we expect hundreds of thousands of voting-
eligible low-income Ohioans to be registered to vote," said Lisa Danetz, Senior Counsel in the Democracy Program at
Demos and co-lead counsel for the plaintiffs.

"We applaud the integration of voter registration into agency processes as well as the planned monitoring of the county
public assistance offices."

The case was filed in the United States District Court for the Northern District of Ohio, and after a decision by the Sixth
Circuit Court of Appeals, the case returned to the district court where it settled after extensive fact discovery. The Court of
Appeals decision established an important precedent that state officials have ultimate responsibility for compliance with
this federal law, even when local agencies also have day-to-day responsibility for administering public benefits programs.

"This settlement is good news for all citizens in Ohio and especially the low income communities we serve. The fact that the
state of Ohio will honor its duty under the law by assisting people to register to vote when they are in government offices
will help more citizens become voters," said Mary Keith, a member of Ohio ACORN's Board of Directors.

"Across the country, the people least likely to be registered to vote are those from low-income households," said Teresa
James, Election Counsel for Project Vote. "Our hope is that other states that have been ignoring the NVRA will not wait to
be sued to fulfill their obligations to these millions of unregistered Americans."

"We are delighted to have worked with our co-counsel and Ohio officials to ensure that Ohio citizens receiving public

11/30/2009
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assistance will be afforded a greater opportunity to register to vote and participate in the democratic process," said Neil
Steiner, a partner at Dechert LLP.

The groups have filed similar lawsuits in Indiana and New Mexico, and in 2008 successfully settled a lawsuit in
Missouri that has led to a vast increase in voter registration applications submitted at the state's public assistance offices.
In fact, agency-based registrations in Missouri skyrocketed from 8,000 a year to more than 100,000 in just eight months
after the court-ordered settlement. It is estimated that proper implementation of the NVRA's public assistance provisions
nationwide could result in 2-3 million additional voter registrations per year.

The plaintiffs in the Ohio case are represented by Demos, the Lawyers' Committee for Civil Rights Under Law, Project Vote,
Dechert LLP and Cleveland attorney Donna Taylor Kolis of Freedman, Domiano & Smith.

Read More...

For news, research, and on-going litigation on the National Voter Registration Act, click here.

Manage Subscriptions:
You are receiving this email because you are subscribed to our Democracy Dispatches e-Alert.

EDIT your contact preferences here. | Don't want updates? UNSUBSCRIBE here.

szﬁs'ﬁiend @

This CoolerEmail was delivered to you by Democracy Dispatches. You can take your email address off Democracy Dispatches'
email list, or update your preferences and/or send comments to Democracy Dispatches. If you request to be taken off
Democracy Dispatches' email list, Democracy Dispatches will honor your request pursuant to CoolerEmail's permission-based
email terms and conditions. Postal address: 220 Fifth Avenue, 5th floor, New York, NY 10001

Powered by CoolerEmail
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State of New York
STATE BOARD OF ELECTIONS

James A, Waish 40 STEUBEN STREET Todd D. Valentine
Chair ALBANY, N.Y. 12207 Executive Director
Douglas A. Kellner Phone: 518/474-6367 Fax: 518/486-4546 Robert A. Brehm
Chair website: www.elections.state.ny.us . Executive Director
Gregory P. Peterson Kimberly A. Galvin
Commissioner Special Counsel
Evelyn J. Aquila . Paul M. Collins
Commissioner Deputy Counsel

November 27, 2009

Honorable Gary L. Sharpe

United States District Court

for the Northern District of New York
James T. Foley U.S. Courthouse

445 Broadway, Room 441

Albany, New York 12207

Re:  United States v. New York State Board of Elections, et al.
Civil Action No. 06-CV-0263 (GLS)

Dear Judge Sharpe,

We enclose herewith Status Report of the Defendant New York State Board of Elections
for the week ending November 26, 2009.

Respectfully submitted,
s/

Kimberly A. Galvin (505011)
Special Counsel

s/
Paul M. Collins (101384)
Deputy Special Counsel




NEW YORK STATE BOARD OF ELECTIONS

HAVA COMPLIANCE UPDATE

Activities & Progress for the Week of 11/20/09 -11/26/09

Following is a detailed report concerning the previous week’s progress in
implementing the terms of the Court's Orders. ,

PLAN A

Overall Compliance Status Summary

Overall, activities and progress toward HAVA compliance are on schedule with the

revised timeline.

Contracting with Voting System Vendors

Status of tasks in this category: on schedule

OGS is working with Dominion and ES&S on their most recent regular add requests.

Testing, Certification, and Selection of Voting Systems & Devices

Status of tasks in this category: on schedule

o Overall progress of testing :

NYSTEC & SBOE had a meeting to set the schedule for the final
stages required for certification, so that at the December 15" Board
Meeting the Board has all the information it needs tovote on
certification.

SysTest delivered it final test report and testing documents to
SBOE. SBOE, SysTest and NYSTEC spent the week reviewing
the final test reports.

'SBOE, SysTest and NYSTEC met with Dominion this week to

discuss the reports. Similar meetings are scheduled for ES&S at
the beginning of next week.

Reports will be provided to CEMAC on December 4, and they will

be meeting with SBOE and NYSTEC on December 7" to review the
testing documents and reports.
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NEW YORK STATE BOARD OF ELECTIONS

Delivery and Implementation of Voting Systems & Devices

Status of tasks in this category: on schedule

o Acceptance Testing is continuing on the balance of
Dominion machines.

o SBOE and the DOJ have discussed the fact that there

are still two counties that have not ordered the balance of
machines required for 2010 compliance.

HAVA COMPLAINT PROCESS

NYC HAVA Complaint

4

NYCBOE responded to the SBOE inquiry. SBOE is formulating a strategy to move
. forward and has advised the Department of Justice of the City Board’s response and
will be discussing the matter with the DOJ on their next status call.

10



ASSEMBLY STANDING COMMITTEE ON ELECTION LAW
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NYC Board of Elections
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ASSEMBLY STANDING COMMITTEE ON ELECTION LAW
ASSEMBLY STANDING COMMITTEE ON EDUCATION
ASSEMBLY STANDING COMMITTEE ON LIBRARIES AND EDUCATION TECHNOLOGY
SUBCOMMITTEE ON ELECTION DAY OPERATIONS AND VOTER
DISENFRANCHISEMENT

NOTICE OF PUBLIC HEARING

SUBJECT:  Administration of Elections in New York State in compliance with the federal Help
America Vote Act. .

PURPOSE: To examine the impact of the enacted 2009-10 State Budget on New York
State’s implementation of the Help America Vote Act on the State Board of -
Elections, local boards of elections and other public entities that conduct
elections, such as school districts, public and association libraries and fire
districts.

NEW YORK CITY
Thursday
October 22, 2009 .
10:30 AM
Assembly Hearing Room
250 Broadway
Room 1923, 19" Floor

In 2005, New York enacted legislation implementing the federal Help America Vote Act (HAVA).
Since then, among other actions taken, the State Board of Elections (BOE) has: (1) created a
statewide database of registered voters; (2) overseen local boards of elections’ placement of
one handicap accessible voting system in each poll site; (3) established a program to distribute
funds to counties for improving poll site accessibility; (4) promulgated various regulations to
implement HAVA, including voting machine regulations for acceptance testing and certification
testing; and (5) created a statewide core curriculum for training poll workers and educating the
public about the transition to and use of new voting machines and systems that meet HAVA
requirements. The BOE is also currently testing the optical scan voting machines that counties
have selected to replace the current lever machines.

In September, 2009, many counties outside of the New York City metropolitan area participated
in a pilot program testing the optical scan voting machines that will be used statewide beginning
in September, 2010. This pilot program will provide information as to how the new voting
systems will impact poll site configuration, the number of poll workers needed and other issues
relevant to the administration of elections. Of particular concern to boards of elections are the
fiscal and human resources necessary to run an election with the new voting systems.

Upon statewide implementation of the new voting systems, the use of lever machines will be
banned in New York State, affecting the administration of elections in school districts which
currently use these voting machines. School districts across the State, where voters annually
approve a budget, propositions, and elect school board mémbers, have asked the State
Education Department whether they will be allowed to continue using lever voting machines
following the statewide transition to the optical scan machines. Currently, there is no consensus
among board of election commissioners to allow the continued use of lever voting machines,
and it is unclear whether school districts will be able to use the new optical scan machines.
Localities, public and association libraries and fire districts that currently use lever machines
face the same issue.

12
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Persons wishing to present pertinent testimony to the Committees at this public hearing should
complete and return the enclosed reply form as soon as possible. It is important that the reply
form be fully completed and returned so that persons may be notified in the event of emergency
postponement or cancellation. )

Oral testimony will be limited to 10 minutes’ duration. In preparing the order of witnesses, the
Committees will attempt to accommodate individual requests to speak at particular times in view
of special circumstances. These requests should be made on the attached reply form or
communicated to Committee staff as early as possible. In the absence of a request, witnesses
will be scheduled in the order in which reply forms are postmarked.

Ten copies of any prepared testimony should be submitted at the hearing registration desk. The
Committees would appreciate advance receipt of prepared statements.

In order to meet the needs of those who may have a disability, the Assembly, in accordance
with its policy of non-discrimination on the basis of disability, as well as the 1990 Americans with
Disabilities Act (ADA), has made its facilities and services available to all individuals with
disabilities. For individuals with disabilities, accommodations will be provided, upon reasonable
request, to afford such individuals access and admission to Assembly facilities and activities.

Joan L. Millman

Member of Assembly
Chair
- Committee on Election Law

Catherine Nolan

Member of Assembly
Chair
Committee on Education

Barbara Lifton

Member of Assembly
, Chair .
Committee on Libraries and Education Technology

Brian Kavanagh

Member of Assembly
Chair ,
Subcommittee on Election Day Operations
And Voter Disenfranchisement
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Co-Chair

- -.2RD oF ¥ " Evelyn J. Aquila
Gregory P. .Pelerson -------- Commissioner
Commissioner NEW YORK STATE BOARD OF ELECTIONS -
; i 40 STEUBEN STREET Robert A. Brehm
Tedd D. Valentine Lo
Co-Executive Director ALBANY, N.Y. 12207-2108 Co-Executive Director

Phone: 518/474-6220
www.elections.state.ny.us

TESTIMONY BEFORE THE
NEW YORK STATE ASSEMBLY
COMMITTEE ON ELECTION LAW
COMMITTEE ON EDUCATION
COMMITTEE ON LIBRARIES AND EDUCATION TECHNOLOGY

DOUGLAS A. KELLNER
Co-Chair, New York State Board of Elections
ROBERT A. BREHM
Co-Executive Director, New York State Board of Elections
October 22, 2009

Congress adopted the Help America Vote Act in 2002. The law, passed in
reaction to the debacle that occurred in Florida in 2000, was filled with good
intentions including the modernization of accessible voting systems; funding to
replace lever and punch card voting systems; and the creation of state-wide voter
registration databases, accompanied by the obligation of identity verification for
newly registering voters. HAVA also provided for provisional ballots, based on
the affidavit ballot system already used in New York and several other states,
and finally, HAVA established the U.S. Election Assistance Commission charged
with providing assistance to state and local election officials, and monitoring the
distribution of federal funds made available to states for compliance purposes.

In 2005, New York State enacted the Election Reform and Modernization
Act and other legislation to implement HAVA in New York State. New York

12005 Laws of New York, c. 181.
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should be proud of that legislation that promotes transparency, accuracy and
verifiability of voting systems:

« New York requires that every voting system produce a voter verifiable
paper audit trail (NY Election Law § 7-202(1)(j))

« New York requires that there be an audit of the paper trail of at least
3% of the voting machines in each county, and authorizes the
escalation of the audit to a greater number of machines where errors or
the closeness of the results warrant. (NY Election Law § 9-211)

» New York prohibits any device or functionality potentially capable of
externally transmitting or receiving data via the Internet or radio
waves or other wireless means. (NY Election Law § 7-202(1)(t));

e New York requires that the manufacturer and/or vendor of each voting
machine, system or equipment place into escrow a complete copy of all
programming, source coding and software. (NY Election Law § 7-208).

The regulations adopted by the New York State Board of Elections to
implement the New York Election Modernization and Reform Act also contain a
number of positive features that have formed a model for other states: :

« New York was the first state to require compliance with the 2005
Voluntary Voting System Guidelines adopted by the US Election
Assistance Commission;

e New York provides for public access to observe usability testing of the
voting systems in the certification process and provides public access
to all test plans and test results, except where disclosure would
compromise the security features of the voting system;

» New York requires that vendors disclose all litigation and any
problems experienced by the voting system in other jurisdictions, so
we can learn from those problems and not repeat them here.

e New York requires that vendors disclose any pecuniary interest in the
laboratories that test their products.

New York was the first state in the nation to require that voting system
vendors comply with the Voluntary Voting System Guidelines (VVSG) adopted
by the US Election Assistance Commission in December 2005. New York election
officials, both at the state and county levels, have maintained a bi-partisan
consensus that New York would not follow the path taken by so many other
states that hastily implemented HAVA by purchasing whatever equipment was

? The New York Voting Systems Standards are found at 7 NYCRR 6209,
hitp://www.elections.state.ny.us/NYSBOE/hava/voting_systems_standards-4-20.pdf 15




available before rigorous certification testing to assure that the new equipment
met all of the current standards. As a consequence, more than 35 states suffered
major problems in implementing HAVA, and many states have discovered that
they have to replace the equipment initially acquired in order to assure that their
voting systems meet the current standards to assure accuracy, transparency and
verifiability.

New York committed itself to full testing of each voting system before
certifying compliance with the VVSG. Although New York has encountered
delays in bringing new, fully compliant voting systems into use, we have had
our commitment to our groundbreaking testing initiatives reaffirmed, as those
delays uncovered major flaws in the certification testing process previously used
by the national certification authorities. New York’s exposure of the
inadequacies of the old process has led to major reforms at the Election
Assistance Commission. Indeed, New York should be proud that its standards
have become the gold standard for certification testing. Both ES&S and
Dominicn Voting Systems, the two companies that have submitted voting
systems for certification to New York’s high standards deserve praise for their
commitment to the process, and the recognition that if they obtain certification
from New York, they will have met the highest industry standards that will
enhance their ability to market their systems nationally and internationally.

The certification process is almost complete, but there are still numerous
tests that we expect will be completed in the next month. We are advised that to
date, there are no “showstopper” issues, and we remain committed to full
compliance with the standards, as provided in our contracts with the vendors.
We anticipate that if all goes well, we will be certifying the ES&S DS-200 and the
Dominion ImageCast precinct based voting systems in December. On the other
hand, if we do identify a problem in the testing that remains outstanding, we will
still insist on the modifications necessary to achieve compliance with the New
York State regulations and the VVSG.

The Pilot Project

The State Board of Elections concluded that there would be substantial
advantages using the new voting systems in selected jurisdictions as a pilot
project. In recognition that we are using equipment that is not fully certified, the
State Board imposed additional security and verification procedures in order to
assure the accuracy of the results.



Forty-seven counties opted to participate in a 2009 pilot project. Thirteen
of those counties did not have primaries, leaving thirty-four counties in the
Primary Pilot Project. Attached is a list of the jurisdictions participating in the
Pilot Project. All machines used were subject to functional testing to validate the
logic and accuracy of the systems, and each machine was subject to thorough
acceptance testing. As a further safeguard the State Board required:

e Full compliance with the audit provisions contained in Election
Law §9-211 and the audit provisions contained in the proposed
regulation 6210.18.

« Conduct a 100% hand audit of all ballots in election districts when
the difference in the result of the election between the potential
winning and losing candidates in any contested election on the
ballots is 1% or less AND,

e Randomly select 3 % from all the devices used in each county, or,
borough within NYC, and hand audit all of the ballots tabulated by
that device. If the outcome does not match the canvass report, then
a 100% hand audit is to be conducted.

We are happy to report that the Pilot Project for the 2009 Primary
successfully accomplished our goals of introducing the new voting systems and
identifying election administration issues that will require greater attention both
for our county boards of elections and the State Board.

The good news is that there were no significant scanner malfunctions.
Indeed, it is worth noting that there were significantly more problems with lever
machines, minor breakdowns to which we have become accustomed, than there
were problems with the new scanners.

Nevertheless, our on-site inspections and review of comments from
county boards and unofficial observers have helped us to identify areas that
require greater attention and training. The most widespread comment is that
more needs to be done to assure voter privacy. This means training inspectors
on the proper placement of the voter privacy booths where voters mark their
ballots and proper use of the privacy sleeves.

17



Another key issue is the need for increased training for inspectors and
watchers on the new ballot security issues that arise when the election is
conducted with paper ballots. It is essential that election officials maintain
complete records to establish the chain of custody of the ballots. The State Board
has already published guidelines for the use of security seals and other security-
related protocols, but it is important to reinforce the need for county boards and
inspectors to follow those guidelines in order to provide a secure election process
and an auditable paper trail of the ballots cast by the voters.

There is a huge learning curve with this new technology and the best
remedy is more training including hands-on training sessions where inspectors
can get a feel for the new equipment, procedures and related documents. The
State Board conducted on-site visits on Primary Day, underscoring the overall
successful implementation of this new technology. Our ongoing evaluation of
the pilot project will include the review of various forms and certificates
provided to county boards, to better define the purpose and path of travel of
those documents.

The State Board has redistributed security seal procedures, to once again
highlight one of our Best Practices which was successfully implemented by a
number of our county boards. By way of example, it is easy to adopt the use of
color-coded tamper-evident seals in which red seals should be used in those
areas where seals are confirmed only and are not removed or replaced during
Election Day. Blue seals are placed in those areas where once confirmed and
logged, must be removed and/or replaced, in order to use the voting system.

The State Board expects that the General Election Pilot Program will
provide a broader opportunity to speak with voters and inspectors, as well as
county boards of elections, to gather helpful suggestions as well as criticisms,
and we will prepare a corresponding report.

Additional Legislation

Now that it is clear that all New York jurisdictions will be using poll site
based ballot scanning, it has become apparent that there are significant revisions
to New York’s rules governing poll sites, election districts and election staffing
that would better take advantage of the features of the new scanning systems.

The law currently provides for the division of each town or city into
election districts. Election Law 4-100 contains strict rules for the formation of

18



election districts that were based on the features of lever voting machines and the
need to have all voters in the election district voting on the same ballot style
form. Particularly in densely populated urban and suburban areas, it is not
unusual to locate multiple election districts at the same poll site.

Scanners allow the use of multiple ballot styles. Therefore, it is no longer
necessary that all of the voters have the same ballot form (although it is essential
that election officials give each voter the correct ballot form). Most other states,
therefore, do not restrict the number of voters at a voting precinct and organize
each poll site to accommodate the number of voters at that site.

New York’s current law that provides for four inspectors assigned to each
election district at a poll site is inefficient. Instead, New York should look to the
model in other states and should appoint and organize election workers based on
the poll site not on the election district. The Election Commissioners Association of
the State of New York has been considering proposals to address this issue, and 1
urge that the Election Committees of the Senate and Assembly also focus on this
issue—which could lead to substantial economies for the counties, and the more
efficient operation of poll sites.

Lever Voting Machines

New York enacted the Election Reform and Modernization Act of 2005.
(L. 2005, c. 181 amended L.2007, c. 506.) Section 11 of the law prohibits the use
of lever voting machines once the State Board of Elections certifies precinct based

ballot scanners or direct recording electronic machines that comply with Election
Law §7-202.

Section 301(a) of the federal Help America Vote Act sets forth minimal
standards for all voting systems used in federal elections. The Federal Election
Commission issued an advisory opinion, No. 5 of 2005, that concluded that lever
voting machines failed to meet four standards contained in HAVA § 301(a).
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1. Audit Capacity (HAV A §301(a)(2)(B)(1)) - “produce a permanent paper
record with a manual audit capacity...” for use in a recount.

2. Error Rate (HAVA §301(a)(5)) - requires that all voting systems have a test
error rate that complies with error rate requirements of §3.2.1 of the
VVSG.

3. Alternative Language Accessibility (HAVA §301(a)) - requires voting
systems provide alternative language accessibility pursuant to the
requirements of the Voting Rights Act of 1965 (42 U.S.C. §1973aa-1a).

4. Accessibility for Individuals with Disabilities (HAVA §301(a)) —ata
minimum, election officials must provide at least one voting system
equipped for individuals with disabilities at each polling place. Such
system must provide voters with disabilities the same opportunity for
access (including privacy and independence) as other voters.

The United States Department of Justice brought suit against the State of
“I¢w York to compel replacement of the lever voting machines in order to
comply with the Help America Vote Act. The federal court entered an order on
june 2, 2006 that required New York to replace all lever voting systems with
HAVA-compliant voting systems. New York State also applied for and accepted
nearly $50 million in federal funds pursuant to Title 1 of HAVA appropriated
solely for the purpose of replacing lever voting systems.(New York has also
received an additional $158 million in non-earmarked HAVA funds that are
available for new voting systems.)

The Attorney General's office and our own legal staff have repeatedly
advised us that there is no way for New York to retain its lever voting machines
without an amendment to the Help America Vote Act. Many people have
discussed such an amendment with members of our Congressional delegation,
but no one has introduced such a bill, and there is virtually no chance of enacting
such legislation.
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New York State is under court order to replace our lever voting machines.
New York has adopted some of the most progressive regulations in the nation to
insure the integrity of the new voting systems. Our certification testing system is
the most comprehensive in the nation and has become the model for other states.
We simply do not have the option to retain lever voting machines. The
movement to retain them is misdirected because it cannot succeed without an act
of Congress. Instead, the efforts of advocates of retaining lever machines would
be much more productive if they were directed to insuring the best possible
procedures for transparent, accurate and verifiable use of the new machines in
each county.

Uniform Administration of Elections

With the transition to new voting technology, and the banning of lever
voting machines, there comes the need to consider how all elections in New York
are conducted. Confusion among the electorate is sure to ensue unless they can
bz afforded at every opportunity at which they can cast a vote, a uniform way in
which to cast it. Our County Boards of Elections engender a team of dedicated
election professionals, and they have spent and continue to spend considerable
time and money to familiarize Election Day workers and voters on the use of this
new technology. With the consolidation of every aspect of voting system
ownership and use now housed within county boards, for the first time in many
parts of the state, voting systems now undergo regular preventative maintenance
routines and detailed pre-election testing and post-election manual audits to
ensure the election process is reliable, accurate and secure. This level of election
integrity should be relied upon by all voters in each election in which they
choose to participate, regardless of the sponsor of the election. It is imperative in
this economic climate to consider multiple levels of election sponsors - villages,
libraries, schools?, water districts, sewer districts, special municipal elections, and
the multiple layers of costs involved in supporting multiple different voting
systems at those multiple sponsor fronts.

3 April 28, 2009 State Education Department memorandum to District Superintendents of
Schools. Superintendents of Public Schools and School Attorneys advising the continued
use of lever machines was acceptable practice until such time as new machines are
certified for use by the New York State Board of Elections.



The regulations and procedures adopted by the State Board for the
accurate, secure and verifiable use of new optical scan voting systems should be
uniformly applied to all elections where new optical scan voting systems are
used to conduct elections, regardless of the sponsor of the election. County
Boards of Election may, pursuant to §3-224 of the NYS Election Law, permit
towns, villages, school districts, fire, ambulance, water, sanitation, police and
other special districts within the county to use voting machines and other
equipment owned by it and used for the conduct of elections.

The County Boards of Elections throughout New York can certainly
deliver consolidated election services in every election, ensuring that all aspects
of the election are presented in a uniform, secure and accurate manner. Such
uniformity will also eliminate voter confusion, as each election in which they
choose to participate will be conducted on the same equipment and administered
in the same manner.

While a mechanism exists in § 4-136 of the NYS Election Law for the
charge back of certain election expenses, we are happy to continue to participate
in discussions on how the existing provisions could be modified to incorporate
the additional requirements for the use of new optical scan voting systems in
special district elections.
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Pilot Countywide (CW), Pilot Pilot
Project City/Town (C/T), Election Pilot Registered

County Name Code| (Yes or No) | or Poll Site (PS) Districts Poll Sites Voters
Albany 1 Yes C/T (3) 25 15 20,136
Allegany 2 Yes C/T (TOWN-1) 2 1 1,200
Broome 4 Yes CW 190 123 118,000
Cattaraugus 5 Yes C/T-(1) 7 3 4,563
Cayuga 6 Yes CW 61 29 46,946
Chautauqua 7 Yes CW 124 60 82,000
Chemung 8 Yes C/T (Town-1) 8 4 5,290
Chenango 9 Yes CW 42 28 30,857
Clinton 10 No 0 0 0
Columbia 11 No 0 0 0
Cortland 12 Yes [ 42 28 30,136
Delaware 13 Yes CW 59 28 29,253
Dutchess 14 Yes PS 4 2 1,432
Erie 15 Yes CW Except Buffalo 625 248 437,182
Essex 16 No 0 0 0
Franklin 17 Yes CW 49 31 26,000
Fulton 18 Yes C/T (1 city/1 town) 8 8 9,140
Genesee 19 Yes CIT (1) 1 1 1,045
Greene 20 Yes C/T (TOWN-2) 2 2 1,200
Hamilton 21 Yes CW 11 11 4,695
 Herkimer 22 Yes CIT 3 1 2,063
Jefferson 23 Yes CW 91 50 59,058
Lewis 25 Yes CW 31 19 17,460
Livingston 26 Yes CIT (2) 4 3 2,736
Madison 27 Yes CW 55 33 40,637
{Monroe 28 Yes C/T (2) 11 6 6,386
[Montgomery 29 Yes CIT (1) 1 1 1,083
N I 30 No 0 0 0
Niagara 32 Yes C/T (2) 9 5 6,919
Oneida 33 Yes CIT (1) 4 4 3,862
Onondaga 34 Yes C/T (TOWNS- 11) 117 52 81,882
Ontario 35 Yes 1 Town 2 1 1,200
Orange 36 Yes CIT (2) 9 2 6,157
Orleans 37 Yes C/T TOWN-1 6 2 2,715
Oswego 38 Yes CW 124 56 73,000
Otsego 39 Yes CIT (7) 14 9 5,346
Putnam 40 Yes CW 86 22 59,270
Rensselaer 42 No 0 0 0
Rockland 44 No 0 0 0
Saratoga 45 Yes C/T (6) 14 7 10,592
Schenectady 46 Yes CIT (2) 10 3 6,908
Schoharie 47 Yes PS 3 1 1,963
Schuyler 48 Yes CW 17 16 12,340
Seneca 49 Yes CW 27 19 20,124
St.Lawrence 50 Yes CwW 102 65 60,333
Steuben 51 Yes CW 85 60 60,000
Suffolk 52 No 0 0 0
Sullivan 53 Yes PS 3 2 2,290
Tioga 54 Yes C/T (TOWN-2) 4 2 2,968
Tompkins 55 Yes C/T (CITY -1) 19 10 11,600
Ulster 56 Yes PS 5 2 2,887
Warren 57 No 0 0 0
Washington 58 No 0 0 0
Wayne 59 Yes PS 1 1 722
Westchester 60 No 0 0 0
Wyoming 61 Yes C/T (TOWN-1) 5 1 3,203
Yates 62 Yes CW 20 13 14,692
3i¢ 63a No 0 0 0
63b No 0 0 0
63c No 0 0 0
63d No 0 0 0
RICHmG) 63e No 0 0 0
Total 63f 2142 1090 1,429,471

Note: Version as of : Final (6-24-09)

23



Statement to the New York State Assembly committees on
Election Law, Education, and Libraries and Education Technology
and the Subcommittee on Election Day Operations and Voter Disenfranchisement
October 22, 2009
Assembly Hearing Room, 250 Broadway, New York, NY
Virginia Martin, Democratic Commissioner, Columbia County Board of Elections

Thank you, Assemblymembers Millman, Nolan, Lifton, Kavanagh, and others, for
providing this opportunity to be heard.

I’'m arelatively new election commissioner, having not yet completed a full year in the
position, and I believe that my perspective as someone quite new to the issues of election
administration and the Help America Vote Act may be a little different from others’, and
therefore particularly valuable, as sometimes a fresh perspective is.

This moming I want to speak to three issues: (1) whether we are truly addressing the
spirit of the Help America Vote Act, which I thought was to improve election
administration and to enable all individuals, including those with disabilities, to vote
privately and independently at the poll site; (2) how the current mandates, most of them
necessitated by New York’s 2005 Election Reform and Modernization Act, impact our
county boards financially, and (3) how the mandated transition to electronic voting and
vote-counting will likely prevent me as commissioner from doing my job, which is to
certify to the accuracy of election numbers.

1. Are we addressing the spirit of HAVA?

In the public notice of this hearing, the State Board of Elections says that it has
accomplished a number of HAVA objectives, including the creation of a statewide
database of voters, the placement of one accessible voting machine in each poll site,
establishing a program to distribute funds to improve poll-site access, and other items
relating to HAVA compliance. I will agree that a very robust and effective database has
been created, and certainly that each poll site now has an accessible BMD. Yes, we have
a means for reimbursement for our costs when we make our poll sites fully accessible. I
agree that those crucial objectives relating to improved administration and access have
been well met and implemented.

Where we are not meeting the spirit of HAVA, I think, is that only minimal attention is
being given to helping people with disabilities get out to vote in the manner to which they
have every right. This is happening not out of malice or conscious dismissiveness, but out
of the county boards’ need to direct every available resource to the complicated and all-
consuming transition to new voting machines. We counties would have our hands full
making a successful transition to our BMDs alone, but at the same time we’re faced with
having to introduce yet another system, the optical scan with post-election paper-ballot
audit, a system to be used by the vast majority of our voters—a system that dramatically
changes the way we administer elections.
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I said a transition to BMDs alone would be consuming and resource-intensive. This is
partially because the equipment is not high-quality and is prone to breakdowns and a
variety of other problems; it’s partially because the system itself is far more complex,
involving a handful of software programs that require highly trained technicians to
manage them; and it’s partially because the system introduces into election
administration many vulnerabilities that our old lever voting machines are free of.

For example, our BMDs, like the ballot scanners, rely on software rather than hardware
for programming. Software is aptly named: it is soft, pliable, changeable, and therefore
can be easily manipulated. Hardware (like we have on our lever machines) is, well, hard,
and cannot be easily manipulated. (The BMDs of course have hardware, too, but
unfortunately it’s poor-quality hardware that breaks easily.) The other vulnerability our
BMDs introduce is the paper ballot, which, while “harder” than software, is still easy to
manipulate (or tear/spindle/mutilate); paper can be lost (or can be introduced post-
election), and paper votes are subject to interpretation. When in the late 19" century the
then ultra-modemn lever voting machines were first introduced, one manufacturer boasted
that they would “protect mechanically the voter from rascaldom”—that rascaldom being
the tampering that so often happened to paper ballots. Going back to a fully paper-ballot
system is, in many ways, a step back in time and I would say a mis-step.

In Columbia County, we’re not participating in the pilot program. That’s because we
oppose the move to electronic voting and vote-counting and also because we know we
don’t have the resources to engage in a second major new process while we’re putting
huge amounts of time and energy into making our BMDs work well. We’re training a
whole new set of staff to operate them and be responsible for them. We’re training that
same staff and all our inspectors to appreciate and value the differences amongst our
voting public and to learn how they can best welcome voters with disabilities into the
polling places and if necessary to assist them. And we’re training them to ensure that all
our poll sites are fully accessible and truly appreciate what distinguishes accessible from
non-accessible.

We’re also engaged in a comprehensive program of outreach to our county’s disability
communities and to the general public. This program is to raise awareness, on a face-to-
face basis, about these new voting machines; to allay any fears that people, who have
historically been shunted aside when it comes to voting, may have about venturing out to
vote; to raise awareness among the rest of the population about the desire that people
with disabilities have to come to the poll site so that they can exercise their constitutional
right to a private and independently cast vote. It’s been a huge amount of work. I didn’t
design the program and curriculum we’re using, but I don’t believe that our voting-access
consultant got it from the State Board. While our program has been very well received
and is enjoying small but important successes, even after November’s election we will
have miles to go before we can begin to say we’ve done justice to addressing the needs
and the rights of the people in Columbia County who have disabilities. ‘
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And that’s one reason that neither I nor my Republican counterpart Don Kline can begin
to think about implementing yet another, and far more widely used, voting system. We
must get one right before we can think about doing another.

From what I can deduce about what other counties are spending their time on, the lion’s
share of it doesn’t appear to be access for the disabled. Our conference agendas and our
conference calls barely mention the needs of voters with disabilities. They’re dominated
by issues like chain of custody, security, seals, documentation, certification, testing,
audits, paper handling, transportation, ballot design, programming, and the like. I haven’t
heard anyone talk about a great disability outreach or education program, or how they’ve
developed and strengthened ties with the disability community. I don’t think they have
the time to.

2. The current mandates and their financial impact on county boards of elections

My second topic is how the current mandates impact our counties financially. The cost to
Columbia County just to implement BMD use and the education and outreach program I
spoke of above has been extraordinary. Yes, a good chunk of it will be reimbursed, but I
can’t tell you how much because no one in my county has had the time to examine that
question—or to apply for much of the reimbursement—we’re too busy making sure we
get our elections right.

But in a year when all our county’s departments are being mandated to cut expenses, ours
are going up. We’ve held the increase to a minimum by refusing to participate in the
pilot, by not purchasing the $78,000 election management system, and by not purchasing
a host of other needs associated with the optical scan/paper ballot system. Nor do we
intend to next year. Our small county can’t afford an additional $40,000 (that’s
approximately one dollar per voter) for paper ballots and so we haven’t put it in the
budget. My county stands behind me on this. When our deputies see the BMD expenses
they shake their heads in utter dismay, incredulous that they are so costly.

And nobody is arguing that democracy isn’t worth the cost; I’'m the first to say that
democracy doesn’t come cheap. But that doesn’t mean that you don’t try to be realistic in
the face of economic crisis or that you throw fiscal prudence out the window. I want to
pay what democracy and what voter-access programs reasonably cost, but I don’t want to
do it irrationally or ineffectively and I don’t want to rake our taxpayers over the coals in
the process.

Much of what the Election Reform and Modernization Act provided for was very good,
and I know people who put in Herculean efforts to include certain of its provisions.
They’re justifiably proud of what they’ve done. I take issue, however, with the mandate
to get rid of our lever machines. Most of the rationale for it I don’t agree with. HAVA
doesn’t prohibit lever machines, so why did New York decide to? Perhaps instituting
whole new voting systems seemed do-able in 2005. Given today’s fiscal environment,
and the state budget, and deficits, current and forecast, I believe that the only prudent
thing to do is to amend ERMA to allow counties to continue to use their lever machines
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as they may desire and as may be necessary so as to avoid taxing our residents far beyond
their means to pay.

Boards across the state have encountered enormous resistance from their counties when
they have tried to get the funds these unfunded mandates would have us incur. I know of
two cases in which county budgets have tripled. Commissioners and county
administrators have asked the state board for guidance; the state’s advice has been to
press the Legislature for more money or to pass the expenses down the line to their towns
and cities. I think both are irresponsible. What the state board should do is advocate on
our behalf to allow us to keep our levers, at least for the foreseeable future and through
the fiscal crisis. That would enable us to fully comply with the spirit of HAVA, which
was better election administration and access for all. As it stands now, we at county
boards are at our wits’ ends, struggling to run our elections with resources that don’t
begin to be adequate to the tasks we have at hand, which is to say that election
administration is suffering rather than improving.

3. How ERMA will prevent me as commissioner from discharging my duties with
integrity

Beyond the problem of too much to do with far too few resources in an undertaking as
crucial as elections are to democracy is the ultimate role that each election commissioner
has, which is to certify to the accuracy of an election result.

Until now, I’ve confidently certified two elections: a special congressional election and
the recent primary. I was very confident of those numbers because the relatively few
paper ballots that we had and hand-counted were handled with great care and oversight
according to established processes. Also, I have great confidence in the tabulating
mechanism in each of our lever machines. I can understand how the levers work—how
the pointers, the gears, the counters, and the levers interact to add up the votes just as the
voters cast them.

In Columbia County, we’ve done a pretty fair job of keeping our machines serviced, and
so we have few breakdowns. We have no trouble getting the parts or the help and advice
we need. We didn’t, it’s true, do everything that we might have to keep our machines in
tip-top operating condition because we understood that their years were numbered. I
know a lot of other counties did the same. But now, in anticipation of using our levers
into the future, we’re starting to ramp up our maintenance. Having gotten a good look at
what the electronic voting-machine industry puts out (and it’s not good), and having
gotten a better idea of the true costs associated with electronic voting, and having seen
the problems that continue to surface with electronic voting (the breakdowns, the
hackings, and the secretive and proprietary nature of that which should be available to
and understandable by the people), Columbia County has a far greater appreciation for
the beautiful simplicity of our lever voting machines.

We deal with the Voting Machine Service Center in western New York for our AVM
parts. They assure me that they are ready and more than willing to continue to service our
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levers for many years ahead. I have also discussed this issue with International Election
Solutions, which services the Shoup machines, and have been assured the same and that
they have a huge inventory of machines that they’ve bought up from other states when
they abandoned their levers. And, should we need brand-new machines, they have the
blueprints and would be delighted to build them. I don’t know where the oft-cited rumor
that parts for these machines are unavailable comes from.

Federal standards allow 1 in every 11 voting machines or systems to fail either partially
or completely in any 15-hour period. That's almost a 10% failure rate in every election.
New York's standards require nothing better, and in the state there are far fewer complete
failures of lever machines—only a few handfuls of machines out of about 20,000
statewide. Most lever problems can be resolved rapidly by technicians without the loss of
cast votes. And unlike computerized systems, this can be verified by poll workers
because lever machines are transparent machines.

If Columbia County starts using software to count votes, I will not certify an election
unless an appropriately designed audit of the paper ballots is conducted. So far, the State
Board has not mandated an audit that audit experts agree will expose inaccurate counts. If
my county 1mPlements computerized voting, I will demand an appropriate audit. It will
be expensive, ’fhough and [ know how well that will go over with my fiscally stressed
county, especxally after paying for all the other associated expenses. I'm afraid the county
would not pudget the filnds needed to ensure my confidence, and if it didn’t, I wouldn’t
ce,mafy the electiort. The high cost of auditing has other counties calling for less-stringent
audit Tegulatlons 1 shudder to think what the result to democracy will be if they get their
way.
Summary

[} - PR
I will end by saying that, as I see it, statewide, some but certainly not all of HAVA is
beirigicomplied with, and that, with a forced move to electronic voting, election-
administragion improvements will suffer as will any move toward greater access for
people with disabilities. I will also say that a continued movement toward electronic
voting will place exponentially greater stresses on our counties’ and our state’s budgets.
Given today’s financial crisis and given what in 2009 we know about electronic voting,
including the optical-scan paper ballot systems that so many of us fought for, I implore
you to rethink ERMA’s ban on the lever machines that are bought and paid for and that
instill confidence in us commissioners, in our poll workers, and in our voters. Thank you.
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The League of Women Voters of New York State
62 Grand Street, Albany, New York 12207
Phone: 518-465-4162 Fax: 518-465-0812
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OF WOMEN VOTERS
of New York State

TESTIMONY REGARDING THE ADMINISTRATION OF ELECTIONS IN
NEW YORK STATE IN COMPLIANCE WITH THE
FEDERAL HELP AMERICA VOTE ACT
BEFORE THE
NEW YORK STATE ASSEMBLY STANDING COMMITTEE ON ELECTION
LAW, ASSEMBLY STANDING COMMITTEE ON EDUCATION, ASSEMBLY
STANDING COMMITTEE ON LIBRARIES AND EDUCATION TECHNOLOGY
OCTOBER 22, 2009

Good Morning members of the Assembly Election Law Committee, Education Committee, and
Committee on Libraries and Education Technology.

My name is Adrienne Kivelson. Iam the Election Specialist for the League of Women Voters of
New York City. Iam here today representing the League of Women Voters of New York State as
well as the League of Women Voters of New York City. Thank You for the opportunity to address
the relevant committees today about the impact of the enacted 2009-2010 State Budget on New
York State’s implementation of the Help America Vote Act (HAVA) on the State Board of
Elections, local boards of elections and other public entities that conduct elections, such as school
districts, public and association libraries and fire districts.

The League of Women Voters of New York State is a nonpartisan political organization which
encourages informed and active participation in government and works to increase understanding of
major public policy issues, and influences public policy through education and advocacy. Voting is
fundamental to citizenship and the League has worked on the issues surrounding exercise of the
franchise since women became enfranchised in 1920.

We work in coalition with many other like-minded organizations to educate voters and to advocate
for laws which will secure the integrity of the vote while expanding opportunities for using it. With
respect to implementing the Help America Vote Act in New York State, we have worked in
coalition with other organizations whose mission is also to ensure that all eligible citizens can vote,
and that their votes will be accurately counted. These organizations have endorsed a voting system
based on voter-marked paper ballots. This goal was achieved when the paper ballot-scanner voting
system was chosen by New York counties in 2008. We advocated for the paper ballot-ballot
marker-scanner system because with rigorous procedures and citizen oversight it will meet the
League of Women Voters of the United States’ “SARA” test of security, accuracy, reliability and
accessibility.
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The League and many other organizations representing many constituencies, believe that the newer
technology can provide better verifiability and a voter verifiable paper record that is the official
record of the voter’s intent. A joint statement by New Yorkers for Verified Voting and League of
Women Voters of New York State “Do Lever Machines Provide a Better Voting System for
Democracy?” is attached to this testimony.

The familiar lever voting machine, though it has performed fairly well for over 100 years, does not
meet current standards for voting systems. The League and other election integrity organizations
recognized that our efforts should be directed toward selecting a voting system based on voter
marked paper ballots and establishing through legislation the highest standards for certification of
the new voting equipment. The Election Reform and Modemization Act of 2005 implements the
Federal law and, indeed, goes beyond that law, to set higher standards for accessibility, certification
of voting equipment, and post-clection auditing by local boards of elections. The lever machines
cannot meet these standards. They cannot truly be audited since they provide no record of
individual votes. To provide accessibility, counties have to deploy another machine with
completely different technology. In this regard, a local elections commissioner commented, “with
the optical scanner system, we now have two records to compare to verify the vote: a machine
count and the paper ballots. With the levers we have had no backup to recount the vote; all we
can do is recheck the numbers on the machine to make sure the inspectors recorded them
correctly.”

ERMA states that lever voting machines will no longer be permitted for use m New York State once
new voting systems have been certified, approved and implemented throughout the state. It is
presumed that the effective date for implementation of the law will be 2010. This has been
interpreted to mean that all elections where voting machines are used must conform to this law.
Localities, public and association libraries and fire districts that currently use lever machines are
subject to the same law.

We still have some have some issues with ERMA, particularly concerning the audits which we
believe should be broader and larger than the 3% established in the law. We will continue to press
for improved audit requirements.

Forty-seven New York counties are participating in a pilot program using the optical scanners in the
2009 elections. Early reports of the counties’ experiences in the primaries are positive. It is our
sndersiznding that no significant machine malfunctions were reported. The problems which did
arise had more to do with voter privacy and poll worker training. For example, there were repeated
complaints about the placement of privacy beoths, which may he new io our poll workers and
voters. It was apparent to observers that the degree to which poll workers had hands-on traiming o6
the equipment impacted on how well the election proceeded.

The optical scanners which are being used in the pilot program are those now heing lesied fof
certification by State BOE. Our representative on the Citizens Advisory Commitiee has reporied
that the initial public component of the. testing went well.

Everyone acknowledges that hands-on training is a key component i the trancifion 0 2 new voting
system. In this regard, we strongly support legislation amending the Flection, Labor and Education
laws to authorize persons seventeen years of age to serve as election inspectors and poll workers.
More than forty states permit 16-17 year old persons to serve in some capacity at the polls and ihese
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states have reported satisfactory results. This young tech-savvy population would be an asset at the
polls when new voting machines come online in 2010 and opening the doors to active participation
in the electoral process will stimulate life-long participation as a voter.

Concerns have been raised about added costs which will accrue to the counties to administer the
new voting system, over and above the federal funds the state is receiving for HAVA
implementation. We urge the state and counties to explore collaborative arrangements for
purchasing equipment such as privacy booths and ballot printers, consolidating training costs and
sharing EMS ballot programming consultants’ services.

The NYSBOE should authorize the use of HAVA money for EMS purchase, as well as other
systems’ support funds. We are pleased to hear that the State Board is already exploring the
possibility of reducing poll site staffing requirements as the precinct-based optical scanner can
handle multiple ballot types so it may not be necessary to have multiple inspectors for each election
district. We should all be pressing Congress for full funding of the Help America Vote Act.

The League position on election law supports uniformity in election laws and procedures in their
implementation and enforcement, as well as the promotion of measures that ensure the integrity of
all ballots. Uniformity in procedures and equipment and the schedule of elections enhances the
experience of the voter by creating the optimum conditions for providing the most complete
provision of information on issues and candidates and inspires confidence in the results because of a
transparent process.

While school elections are the province of the NYS Education Law, other municipal elections
(town, village, fire district, water district) are solely or jointly administered by the entity and the
larger jurisdiction, the county board of elections. As a result, these elections occur throughout the
year (March, April, May, June, November, and December). This patchwork of election
administration does not lend itself to a “one size fits all” solution particularly as the State transitions
to the new era of changing over to a more technically challenging voting process. The electronic
voting machines which will be the standard machine in use require more stringent operational
procedures to safeguard their integrity and to protect the investment which the state and counties
have made in their purchase.

The NYS Commission on Local Government Efficiency and Effectiveness (“The Lundine
Commission”), issued their final report in April 2008, and addressed some issues germane to the
discussion today in the section entitled, “Elections and Voter Participation.” In recommending
possible solutions which might bring about positive improvements to election administration in
New York State, they note that
e Surprisingly, very little data are available on elections, particularly for offices below the
state level.

e The State BOE receives from the County BOEs the voting results of federal, state, and
county offices, as well as for statewide ballot proposals. The State BOE does nof routinely
collect information on town, village and city elections, or on elections for fire districts or
other special districts with elected commissioners. They also do not conduct school-related
elections, such as votes for school board members, school budgets, or school-related
propositions.
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e There is no central repository in the state for information about how many people are voting,
voter enrollment information for each municipality, who is elected, what propositions were
put before the voter; and what the results of the vote were. Therefore, it is difficult to get a
good picture of voter participation rates in local elections.

The Commission report highlights some of the problems of voting and election administration in
New York. The impact of any decisions necessitated by the change to new voting equipment must
be carefully examined. Creating more uniformity in election dates by realigning the dates of local
elections throughout the state so that they would be synchronized might increase voter participation
as well as simplify election administration. It would also be fiscally prudent as the state and local
governments work to maintain mandated services at current levels. The Commission “encourages
regional solutions, cooperative services and consolidation” where possible as one of its
recommendations for the delivery of local government services. An objective examination of how
changes in election administration in New York State might yield more economy, efficiency and
accuracy to this vital governmental function would be a wise investment.

Thank You.

Aimee Allaud, Elections Specialist, League of Women Voters of New York State
Adrienne Kivelson, Election Specialist, League of Women Voters of New York City
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Do Lever Machines Provide a Better Voting System for Democracy?

Aimee Allaud
Elections Specialist, New York State League of Women Voters

Wanda Warren Berry
Executive Director, New Yorkers for Verified Voting

Some New Yorkers are seeking the support of our organizations for their misguided attempt to
keep the lever voting machines instead of implementing the paper ballot-optical scanner system
purchased last year by the county commissioners. This purchase was funded by millions of dollars
allotted to New York under the Help America Vote Act (HAVA) specifically for the replacement of lever
machines. Our commitment to high standards for verifiable and accessible voting prevents us from
supporting retention of the levers once the scanners pass New York's rigorous certification process.

Lever voting machines, though they have worked fairly well for over 100 years, do not meet
current standards for voting systems. Even if New York were not under a federal court order requiring
their replacement in 2009, we believe New Yorkers have learned to ask for a higher level of
accessibility and accountability than levers can provide.

In “Citizens’ Right to Vote” (2006), the national League of Women Voters resolved to support only voting
systems which:

« Provide a voter-verifiable paper record that is the official record of the voter’s intent.
« Allow the voter to verify this paper record while still in the process of voting.

« Allow verification of vote totals by an independent hand count of the paper record.

« Allow routine audits of the paper record in every election.

Lever machines do not meet these standards. They retain no record of individual votes. During voting, one
can see the small lever go down, but cannot see that the inner workings of the machine register the intended
vote. In addition, levers include no record of individual votes that can be hand counted or audited to verify the
totals. At the dose of Election Day, they provide only the totals for each contest. Occasionally these totals have
been known to be wrong; but there were no records to re-count. The federal Election Assistance Commission
strongly recommends and is expected to require such records in the future.

Both HAVA and our own democratic standards ask that voting systems be accessible to persons with
special needs. Lever machines are not. To compensate for this serious limitation, those advocating retention of
the levers say that counties can continue to use the ballot marking devices (BMDs) used last Fall to allow
persons with disabilities or with need for alternative languages to mark a paper ballot to be hand-counted. This
plan shows no sensitivity to the right of persons with disabilities to cast a secret ballot using the same voting
system as others. If most voters were using the levers, many poll sites would have only a small number of
ballots marked with BMDs. This would make it difficult to preserve the anonymity of those ballots during
Election Night hand-counts. With the paper ballot-scanner system, such ballots are submitted to the same
precinct-based scanners as those marked by hand by other voters. They also are counted along with others in
any re-counts and in mandated audits. This promises both independence and privacy to voters with special
needs.

In addition, the attempt to keep the levers does not recognize the finandial and managerial problems
posed by the suggestion that the already purchased ballot markers continue to be used alongside the levers.
Those who argue that keeping the levers would save taxpayers’ money do not take into account that HAVA
funds for the replacement of lever machines would need to be returned if levers are retained. Also significant is
the fact that most counties purchased ballot markers that cannot function apart from the scanners. If this
equipment is used along with levers, counties have to maintain, store, program, test, and deploy at least two
large machines with different technologies for each polling place; this would increase operating costs.

The long process of gaining certification of new voting equipment for New York has been frustrating. But
neither this frustration nor our sense of economic crisis should lead us to sacrifice the superior standards for
verifiable and accessible voting that we have come to see as important to democracy. Lever machines cannot
meet those standards.
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Howard Stanislevic
Founder, E-Voter Education Project
15-38 146 St.
Whitestone, NY 11357
Phone: 718-746-0449
E-Mail: hscomms@verizon.net

Statement to the New York State Assembly Committees on
Election Law, Education, and Libraries and Education Technology
and the Subcommittee on Election Day Operations and Voter Disenfranchisement
: October 22, 2009
Assembly Hearing Room, 250 Broadway, New York, NY

Thank you for the opportunity to testify. My name is Howard Stanislevic and | am the founder of the E-
Voter Education Project -- a group dedicated to the demystification of electronic voting. Today | want to
speak to you about the need to audit elections counted by computerized electronic ballot scanners,
known as precinct-count optical scanners (PCOS), and how the State Board of Elections and our election
laws have failed to meet that need.

First of all, we can’t trust computers to count votes because it's not possible to conduct tests that would
be adequate to merit our trust. In 20086, the same computer scientists at the National Institute of
Standards and Technology (NIST) who wrote the 2005 federal voting system standards that New York
has adopted to certify its new ballot scanners, advised the US Election Assistance Commission (EAC)
that testing of software-based voting systems “to high degrees of security and reliability is from a
practical perspective not possible." (emphasis added)

These scientists, and many others, advocate software-independent (Sl) voting systems.! A voting system
is software-independent only if an undetected change or error in its software cannot cause an
undetectable change or error in an election outcome. This means we must randomly audit the election
results, independently of software, by hand-counting enough votes to see who won each contest.
Nothing in our election law or requlations requires this.

Some have incorrectly asserted that dependence on software is only a problem with direct recording
electronic (DRE, usually touchscreen) voting machines -- not optical scanners. So | asked Dr. Ron Rivest
of MIT and the EAC's Technical Guidelines Development Committee (TGDC) -- one of the co-authors of
NIST's Software Independence paper -- to clarify whether Sl principles must be applied to precinct-count
op scans (PCOS) as well as DREs. Dr. Rivest's thoughtful response is attached and | ask that it be
included in the record. To summarize, he said that indeed op scan elections are at risk; thorough testing
is not sufficient to provide strong confidence in election outcomes; and “Testing is no more a guarantee
of good behavior during an election than is good behavior before marriage a guarantee of fidelity
afterwards!"

Ballot scanners are no more secure than touchscreens. They are both computers, and they are both
programmed by yet another computer -- each county’s Election Management System — a PC with
election management software that costs about $75,000.

If these computers were people, and their memory cards were organs, we'd be talking about a highly
efficient way to spread a sexually transmittable disease. No Internet or wireless connection is necessary
to spread a computer virus. Malicious code could infect every scanner in a jurisdiction via the same
memory cards necessary to program the scanners before each election, and to upload their tallies

' An excellent primer on software independence (SI) with links to the original papers by Rivest and Wack and the Sl
resolution passed by the EAC’s Technical Guidelines Development Committee can be found at:
http://en.wikipedia.org/wiki/Software_independence
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afterwards. We see no evidence of procedures to mitigate this risk in New York. For example, doing so
would require not one, but three of those $75,000-PCs in each county -- completely isolated from each
other.2 The University of Connecticut “hacks” each scanner's memory card, on behalf of their Secretary
of State, to examine its contents.?

Computer scientists agree that the best answer is to rely on paper ballots. But New York will not be doing
so, despite the claims of some of our election officials. Our Election Law provides no right to a post-
election-night recount of all the paper ballots cast at the polls. The Election Law § 9-208 recanvass is not
a recount, but merely a comparison of the reported scanner tallies, to paper copies of the same tallies -
up to two weeks after the election. Obviously, such a recanvass can neither detect nor correct erroneous
or fraudulent tallies produced by scanner software within the Election District on election day. Correcting
such errors requires a hand count of all the paper ballots originally counted by the machine. This recount
is known as a post-election audit.

An unverified outcome of a contest is one in which the wrong winner may be certified, despite the fact
that no miscounted votes were found in the post-election audit. The 3% audits required by Election Law §
9-211 may not find a single miscounted vote, even if the winners of many elections are incorrect. For
example, we estimated that a 3% audit of Election Districts (EDs) in recent general elections, which is a
more effective audit than that required by our election law, would result in the following numbers of
unverified outcomes of recent State and Federal contests: *

Unverified Outcomes of NY General Election Contests
with a 3% Audit of Election Districts *
2002-2006 14 out of 87 US House races
2006 32 out of 150 Assembly races
2006 7 out of 62 NYS Senate races
* Graphs of these results are attached.

In light of recent events, imagine the effect that seven unverified outcomes could have on the
composition and leadership of the NYS Senate!

The number of unverified outcomes would be even greater if, as required by the Election Law, we
audited 3% of ballot scanners instead of 3% of EDs. Since there are fewer total scanners than EDs,
fewer scanners will be audited. But the chance of finding problems depends crucially on the number of
units audited — not the fraction (percentage) thereof. If we use scanners to count votes, the audit required
by our Election Law is a worst practice.

Not only does our Election Law lack a provision for larger random audits of closer races, it also has no
provision for targeted investigations of anomalous results in particular Election Districts. And although the
law says that a “complete audit’ can be used to determine the winner of an election, it has no definition of
“complete audit.” The law is being read by the State Board of Elections as if a “complete audit” means an
audit of only a single county! Thus a statewide or other multi-county contest may be decided by a hand
count of only a single county!

The SBoE has also said that candidates who lose computer-counted elections must go to court to obtain
more than a 3% hand count. But as we have seen, the 3% audit may not provide any evidence of
miscounted votes to bring to court — even if the wrong winner were reported by the voting system.

2 gee: “You Go to Elections with the Voting System You Have: Stop-Gap Mitigations for Deployed Voting Systems”
http://citp.princeton.edu/pub/hrsw-evt08.pdf

3 Details of scanner vulnerabilities and mitigations implemented by Connecticut, can be found at U. Conn’s Voting
Technology Research Center website: http://voter.engr.uconn.edu/voter/Reports.html f3 5
4 “NY Election Audits: Is Three Percent Enough?” http://sites.google.com/site/evoterproject/files/NYAuditGraphs.pd



Testimony of Howard Stanislevic ) Pg.3 of 3

At least one courageous Election Commissioner has said she will not certify a computer-counted
election. Do we really want computers and courts to decide who wins and who loses our elections on a
routine basis? Or should it be the will of the voters and the votes they actually cast? | vote for the voters.
So please, either fix the audit law, or keep the lever voting machines. Experts are available who would
be more than happy to help draft the appropriate legislation, pro bono.

Personal Communication From Dr. Ronald L. Rivest °
On Precinct-Count Optical Scanner (PCOS) Security Threats
And the Need for Software-Independent Audits
Dec. 8, 2008 (Submitted for the record with his permission)

It may be the case that PCOS software tends to be simpler than DRE software, since it doesn't need
code to support complex interaction with the voter.

However, while thorough testing is a good idea, it is not sufficient by itself to provide strong confidence in
the election outcome.

If the testing is only done for certification, you have the problem that the software running on election day
may not be the software that was certified. Also, such testing wouldn't catch "ballot programming" errors.

So-called "logic and accuracy" testing may catch some of these problems. (Although | have been
amazed that some jurisdictions run test decks that have the same number of votes for each candidate --
this fails to catch the common error when the ballot positions for two candidates are switched in the ballot
programming!)

But both certification testing and L&A testing are inadequate to catch malicious software. Such malicious
software may, for example, be triggered to enter "malicious mode" when a ballot of a certain
configuration is entered early in the day by a confederate. So-called "parallel testing" would not catch
this error either, since the trigger ballot would never be entered for the test machines. Once malicious
mode is entered, a small percentage of the ballots may have their votes switched to the opposing
candidate.

Testing is no more a guarantee of good behavior during an election than is good behavior before
marriage a guarantee of fidelity afterwards!

The recent experience in Humboldt county shows the vital importance of statistical audits; you can't
always trust the machines, even if (you believe that) they've behaved well in the past...

Cheers,
Ron Rivest

5 Dr. Rivest is the Viterbi Professor of Electrical Engineering and Computer Science in MIT's Department of

Electrical Engineering and Computer Science, a member of MIT's Computer Science and Artificial Intelligence
Laboratory (CSAIL), a member of the lab's Theory of Computation Group and a founder of its Cryptography and
Information Security Group. Dr. Rivest serves on the EAC’s Technical Guidelines Development Committee, chaired

by the National Institute of Standards and Technology (NIST). NIST and the TGDC write the federal voting systems
standards adopted by the New York State Board of Elections. 3 6
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