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1 PROJECT DESCRIPTION

1.1 ResultsSummary

This Technical Data Package (TDP) review was conducted for the New York Board of Elections (NY SBOE) and
covers the ES&S Unity 3.0 and Dominion Democracy Suite 3.0 voting systems which were submitted for
certification to the State of New Y ork. This TDP review was performed to:

e Verify that the TDP contains all the documentation required by the regulatory requirements.
o Verify that the Source Code delivered meets the regulatory requirements.
e Verify that the Source Code is secure and contains no code that could be considered malicious.

Dominion submitted 20 documents for their TDP Document Trace and ES& S submitted 66 documents for the
AutoMark and 85 Documents for the rest of their voting system for their TDP Document Trace. It was determined
that the TDP contained all of the required documentation. A review of the documentation found that there were 38
requirement rejections resulting from 15 findings for Dominion and 84 requirement rejections resulting from 82
findings for ES&S. All of these findings are considered minor and there are no noted omissions from the
documentation that would significantly impact the ability of these systems to correctly perform al voting functions.

The Manual review of the source code indicated that there were some minor formatting issues that were still
outstanding within the code. Dominion had 9 of 41 requirements rejected which caused findings in 121 of 25069
modules. ES& S had 6 of 41 requirements rejected which caused findings in 17 of 32206 modules. These findings
are all considered minor because these items would not impact voting functionality or performance.

In the security area, both manual reviews and automated reviews were conducted. For ES& S these reviews found
103 manual findings and 39 automated findings. For Dominion, there were 66 manual findings and 168 automated
findings. While not conforming to all requirements, the ES& S and Dominion findings are not considered to impact
the ability of NY S to perform voting using these systems.

A review of the Cryptographic Functions for both vendors indicated that for Dominion there were 449 cryptographic
callsand ES& S has 464 cryptographic calls. While most calls had the potential to be FIPS compliant, it is clear that
there are also a number of areas where non-FIPS compliant methods are used.

A review of the conditional compiler switches was conducted for each vendor. The results indicate that there are 787
conditional compiler switches for Dominion and 2378 for ES&S. Of these, 219 Dominion and 558 ES& S switches
violate NY S Regulation 6209.2.G. Due to the dynamic nature of these switches, they could be set at any time
during the compilation process so it is prohibitively time consuming to determine the final post-compilation settings
solely through source code review. Functional Testing however, did not indicate any of these were incorrectly set or
caused any functional or data integrity issues.

1.1.1 Total Requirements Tested
Tablel - Final TDP Review Requirements | dentified

Unique Accepted Rejected
Requirements Requirements Reqguirements
Election Systems & Software (ES& S) 1163 1062 101
Dominion Voting Systems 1163 1105 58

1.2 Project Background

The Help America Vote Act of 2002 was approved by Congress to address the issues of timely and accurate
electionsin the United States. Specifically, the act was established to:

... “provide funds to States to replace punch card voting systems, to establish the Election Assistance
Commission to assist in the administration of Federal elections and to otherwise provide assistance with the
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administration of certain Federal election laws and programs, to establish minimum election administration
standards for States and units of local government with responsibility for the administration of Federa
elections, and for other purposes.”

Congress subsequently allocated $ 3.6 billion to support the Act. These funds are being alocated to states for a
number of purposes — especially to update voting systems (ballot creation, vote recording, vote tallying, and voter
reporting) and to establish a central, statewide list of al registered voters in each state.

New York State has passed its own HAVA legidlation in July 2005 mirroring many requirements of the Federal
legislation.

Before any voting system may be eligible for purchase in New York State (NYS), it must be certified by the New
York State Board Of Elections (NYSBOE) that such system(s) meet the requirements of the New York State
election law (Section 6209 of Subtitle V of Title 9 of the Official Compilation of Codes, Rules and Regulations of
the State of New Y ork) and the federal 2005 Voluntary Voting System Guidelines (2005 VV SG).

SysTest Labs has been contracted by the NYSBOE to act as the State’s federally certified Independent Testing
Authority (ITA) for the purpose of examination and testing for the State Board's certification, decertification, and
re-certification of voting systems.

1.3 Project Purpose and Objectives

The purpose of the NY SBOE Voting System Examination and Certification Testing project is the examination and
testing of voting systems that have been submitted to purchase for New Y ork State. The objective of this project is
to subject each voting system to complete and thorough testing to verify that each system satisfies the standards and
requirements of the Election Assistance Commission (EAC) 2005 VV SG, plus all additional requirements specified
by New York State Law and 6209 regulations.

2 PURPOSE OF REVIEW OF TECHNICAL DATA PACKAGES (TDPS)
(DELIVERABLE 5)

2.1 Review of Technical Data Packages (T DPs)
This document responds to the following specific NY SBOE requirement:

“The TDPs provided by the voting system vendors must be reviewed by the ITA for content to ensure that they
include all documentation that is required by the regulatory requirements.

The TDP contents must also be reviewed and reported on individually by the I TA to ensure that the content provided
is of such quality that it can be utilized to achieve the desired results of the package. Example: The acceptance
testing procedures are sufficient to satisfy all requirements.

The ITA shall provide anomaly reports for missing and inadeguate content to both the voting system vendor and
NYSBOE to track open issues, target dates for resolution and actual resolution.”

The following sections define the TDP review conducted for both Vendors, the analysis performed, and the results
of the TDP review effort.

2.1.1 The Purpose of the Technical Data Package (TDP) Review

The scope of the TDP Review effort includes all levels of source code and documentation associated with the voting
system required to demonstrate that the requirements of the 2005 VV SG Volumes 1 and 2, New York State Laws,
and New York State 6209 regulations are met.

The following defines the types of TDP reviews and assessments that were performed as part of the review:
e Physical Configuration Audit — Documentation Review and Assessment

SysTest Labs conducted a Physical Configuration Audit (PCA) review and assessment of all documents
submitted in the for each Vendor’'s TDP. The first step of the documentation review and assessment was to
determine if the TDP contained all of the required documentation. Discrepancies were created for all
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undelivered documentation. Each document included in the Vendor’'s TDP was reviewed for compliance
with the 2005 VV SG, and New Y ork State Laws and 6209 regulations.

Subsequent regression reviews of documentation were the result of fixes to discrepancies identified in the
initial document review; or due to additional documentation deliveries. Results from the initial review and
assessment, as well as regression reviews, provided input into the development of the Vendor’'s Voting
System Specific Test Cases.

A Final TDP Delivery was provided by each vendor at the beginning of August, 2009. Thisfina delivery
was reviewed and is the basis for this final assessment of the vendor’s TDP documentation.

e Physical Configuration Audit — Manua and Automated Source Code Review

SysTest Labs conducted a full manual and automated source code review of all source code submitted in
each Vendor's TDP. Each source code module was reviewed for compliance to the coding requirements
and best practices defined in the 2005 VV SG and within the Master Requirements Matrix. Thisincluded a
source code review to ensure protection against all known and identified Vendor vulnerabilities identified
within prior ITA reports, voting system tests, or risk assessment final reports, and other comparable
examinations performed by independent testing organizations such as the Everest Report.

Subsequent manual and/or automated source code reviews were the result of fixes to discrepancies
identified in the source code review activity or because of additional source code deliveries subsequent to
initial source code submission.

A 2" Regression Secure Source Code Review was performed to evaluate the security aspects of the source
code, such as cryptographic compliance.

A Conditional Compilation Report was generated to evaluate any conditional compilation flags that could
be set as part of the Trusted Build process. The evauation was to determine if there were significant
differences in the code that were dependant on how flags were set. A review of the COTS source code that
was delivered was conducted to determine if it is modified or unmodified COTS.

The results from the initial manual and automated source code reviews, as well as regression reviews
provided input into the development of the Vendor’'s Voting System Specific Test Cases.

2.2 TDP Review Requirements

All documentation and source code reviews and audit reviews were conducted in accordance with the
requirements stated in the 2005 VV SG Volumes 1 and 2, New Y ork State Laws, and 6209 regulations.

2.3 TDP Review Dates
Table2 - TDP Review Dates—ES & S

I nitial
Final Source Secure
Code Review | Source Code

Review

Final
Document
Review

I nitial
Document
Review

Initial
Source Code
Review

Final Secure
Source Code
Review

Election Systems

& Software

Esimated Time  [IOEETo I Ikl I BT RO el I oo T Bt
Frame 06/06/08 Run for 06/06/08 unfor | osnsios | Renfor
Actual Time 05/06/08— | 08/06/09- | 06/24/08— | 0B/0GI0S- | O4/16/08— | 0B/0G/09 -
Frame 07/1008 | 10/30/09 | 08/06/08 | 10/1509 | 07/08/08 | 11/16/09
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Table 3 - TDP Review Dates - Dominion

o Initial . . .
I nitial . Final Secure I nitial Final
Source Code Final Source Secure

Systems : Code Review | Source Code Sourcg Code | Docu _ment Docu _ment
REYEW Review REVIEN Review Review

Dominion Voting

Estimated Time  [CZEET: N Il VAR VoS B Aul BT o o I A
Frame 06/06/08 o 06/06/08 nfor | osamos | Runtor
TR 05/06/08— | 08/06/09- | 07/02/08- | 08/06/09- | 04/16/08— | 08/06/09-
Frame 061808 | 10/30/09 | 08/06/08 | 10/1509 | 071108 | 11/16/09

3 WORK PERFORMED

This section identifies the work that was performed for each Vendor.

3.1 Overview of Documentation Review Process:

The following is an overview of the process used for documentation review of the files provided by the
vendors as part of their TDP delivery. The process delineated below is not intended as a complete guide to
how SysTest Labs performed the Documentation review, but gives an overview of the process flow. At
any time during the documentation review process, findings were generated based on non-adherence to
standards and requirements and were recorded on the both the Review Forms and within the bug tracking
system created for that purpose.

Step 1. Documents received from the Vendors are checked in by the Delivery Manager. The Test Teamis
notified that new documents are available for review.

Step 2: Documentation Review Forms are used by the test team to identify requirements that are associated
with specific TDP documents, as identified in VVSG Vol 2. Section 1.5 (ie Software Design Review Form
for the Software Design Specification Document(s)).

Step 3: From the Vendor Trace document or declaration all documents that are to be incorporated into the
associated Documentation Review Form are identified . Each submitted Technical Data Package document
isreviewed for compliance to the requirements.

Step 4: The Applicable TDP Documents table is completed on the form. Only documents listed in the
vendor-provided trace are included. If a document is referenced in one of the vendor’s traced documents
and is not listed under the same category on the vendor trace, we list the referenced doc in the “Traced”
column if it fulfills arequirement.

The reviewer verifies that the vendor correctly documented each applicable requirement. The reviewer
uses the following notations to indicate results:

e “Y” indicates that the document fulfills the requirement.
e “N” indicates that the document does not fulfill the requirement.

e Anasterisk “*” (not applicable) on the form indicates a requirement that is not relevant to this review
(not applicable to the Configuration Management Plan).

e “NT” (not tested) indicates documents that are part of the system configuration but outside the scope
of this certification review effort (only if not afull cert).

e “NS’ (not supported) indicates requirements that apply to features that are not supported in the
configuration being tested (such as paper ballots).

e Summary column: Generally, the Summary column for each requirement will reflect “Y” if any one
of the documentsis marked “Y”, “N” if al of the documents are marked “N”, and “*” if the item is not
applicable to the specific document. However, the reviewer has discretion to indicate “N” in the
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Summary column if the requirement is not met for the entire system (not fulfilled fully for al
components).

e Traced column: For each positive finding, enter the document number(s) corresponding to the 2™
table below, with the section number(s) in each applicable document where the requirement is fulfilled.
(Example: Doc. 2—Sec. 1.2)

e Comments column: Explain “N”, “NT” or “NS” findings here. In addition, use the Comments column
to enter any comments that would be helpful throughout the project. Also write an explanation here if
you add a“*” (Not Applicable) that isnot in the original PCA form.

e Discrepancies:

0 A Documentation discrepancy is written when a VVSG requirement is not fulfilled or is
partidly fulfilled in the TDP.

0 An Informational discrepancy is written when the issue is outside the scope of the
certification; Informational discrepancies are provided to the client but do not preclude
qualification.

Step 5: Once all of the 12 different Document Forms are completed, 1 for each type of document, they are
summarized into a final Summary Report form that condenses all of the different information into one
overall resultsform.

3.2 Overview of the Source Code Review Process:

The following is a overview of the process used for source code review of the files provided by the vendors
as part of their TDP delivery. The process delineated below is not intended as a complete guide to how
SysTest Labs performed the source code review, but gives a summary version of the process flow. At any
time during the source review processes, discrepancies were generated based on non-adherence to
standards and requirements, and were recorded in the Source Code Review Form (SCRF) sheets created for
that purpose.

Step 1- Source Code received from the Vendors is checked-in by the Delivery Manager. The Source Code
Review Team is notified that source code was available for review

Step 2 — For the initial pass, the Lead Source Code Reviewer verified that the code was new, and then set
up the SCRF worksheets for the manual source code review process.

Step 3 — The Source Code Review Test Manager and the assigned Lead Source Code Reviewer selected
reviewers to perform the manual source code review and the Secure source code review.

Step 4- The source code reviewers were provided instructions by the NY SBOE Project Test Manager and
Lead Source Code Reviewer on the work to be performed.

From this point forward, the paths diverged into the manua source code review path (path a) and the
Secure source code review path (path b). These will be designated on the Steps indicated as:

“Step # afor manual source code review
“Step # b for Secure (automated) source code review

Step 5a —All manufacturer specific coding standards and conventions were reviewed based on the high-
level programming language in which the code was devel oped.

Step 5b — The manufacturer specific coding standards and conventions were reviewed, along with the rule
sets in the tools used to ensure they were consistent with the requirements, standards, and the automated
tools.

Step 6a— SCRF sheets were prepared for the review of the code. If the code was designated by the vendor
as unmodified COTS, the source code reviewer validated the source of the code and the authenticity of the
COTS.
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Step 6b — Source code was checked into the Subversion source code repository with the appropriate version
control consistent with the vendor versioning, and prepared the System Level SCRF sheets for Secure
source code review. |If there was COTS code, it was vaidated as modified COTS or unmodified COTS,
similar to the process followed in Step 6a, and this code or applications was also checked into the
Subversion source code repository.

Step 7a—The source code was checked for any changes to standards, RFIs, RFCs, or any guidelines which
would require changes in the process for manual source code review.

Step 7b — The source code was checked for any changes to standards, RFIs, RFCs, or any guidelines which
would require changes in the process for Secure source code review, then checked the compilers and
software received from the manufacturer to make sure al of the required software was available for the
source code to compile correctly for the Secure review. The source code reviewer then reviewed all of the
build scripts for any non-adherence to standards and requirements. Discrepancies were generated as non-
adherence was encountered.

Step 8a — The source code review began the process of code review, going through each line of code and
checking for adherence to coding standards and requirements.

Step 8b- The source code was checked out of the Subversion repository per SysTest Labs established
software operating procedures, and secure source code review was initiated by executing the automated
tools selected for the purpose.

Steps 9a— The results of the review in “ Step 8a” were peer-reviewed by a senior source code reviewer.

Step 9b - The source code reviewer began analysis of the automated tool output, and determined what
reported discrepancies were “true positives’ or “false positives’, then indicated thisin the SCRF.

Step 10a - Upon finalizing the Language Specific SCRF, the Source Code Review Discrepancy Report was
generated.

Step 10b — Upon finalizing the Automated Tools SCRF, the System-Level Source Code Review
Discrepancy Report was generated. The System Level SCRF contains any positives from the automated
tools and any discrepancy that may result for the manual review of code for items that require more
traceability and reviewing the system as awhole.

Step 11 — The discrepancy reports were delivered to the vendor. The vendor then responded with clarifying
information in the vendor response cell of the SCRDRF and updated source code. This source code was
then subjected to the re-review process. If the vendor provides clarifying information that is sufficient, the
discrepancy was closed, and the SCRF updated with that information.

Step 12 — After all discrepancies were handled per the SysTest Labs Discrepancy remediation processes, a
Trusted Build was scheduled, and when completed, became the software basis for functional testing.
During the Trusted Build, any discrepancies encountered were also documented.

Sour ce Code and Secur e Sour ce Code Review Parameters:

1. ALL applications and files were reviewed through manual source code review.

2. ALL applications and files were reviewed through the execution trace part of secure source code
review.

3. Discrepancy reports were generated for al source code analyzed by manual source code review, and
discrepancies closed as applicable responses were received from the manufacturer and checked against
the code for adherence to the requirements

4. Discrepancy reports (both SysTest Labs and the raw outputs from the automated tools) were submitted,
and discrepancies closed as applicable as responses were received from the manufacturer and checked
against the code for adherence to the requirements.

5. All Code was analyzed for Conditional Compilation switches. SysTest reviewed the code to determine
where there were conditional compilation switches such that the code was significantly different
between the two conditions.
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6. For the second round of Regression Secure Source Code Testing, SysTest Labs was able to run Fortify
against al of the applicationsincluding all COTS software delivered as Source Code.

3.3 ES&S

3.3.1 Documentation Review

A detailed listing of all the applicable documents delivered within the TDP by ES& S can be found in the
ES& S TDP in the following files. U3000NY_TDP_Rev5\00_PREFACE\U3000NY _PREO5_Requirements
Matrix and in
U3000NY_TDP_Rev5\14 AMVATv16_TDP\00_PREFACE\TraceMatrixATS2005_3000NY _20090806

Initial PCA review: 04/16/08— (07/08/08
Regression reviews. 07/08/08 — 10/23/08

2" Round Regression Reviews:; 05/08/09 — 08/05/09
Final Document Review: 08/06/09 — 11/16/09

3.3.2 Source Code and Secure Sour ce Code Review
Source Code Review:
Initial Source Code review: 05/06/08 —07/10/08
Regression Source Code Reviews: 07/10/08 — 10/29/08
2" Round Regression Source Code Review: 05/08/09 — 08/05/09
Final Source Code Review: 08/06/09 —10/30/09
Secure Source Code Review:
Initial Secure Source Code Review: 06/24/08 — 08/06/08
Regression Secure Source Code Review: 08/06/08 — 10/29/08
2" Round Regression Source Code Review: 06/01/09 — 08/05/09
Final Secure Source Code Review: 08/06/09 — 10/15/09

Deviations during the Secure Source Code Review

The following applications were not reviewed by automated source code review tools (i.e. Fortify or
Parasoft) during the ‘initial pass for the reasons specified under separate cover and reprised here. All
applications were run through Fortify as part of the Final Secure Source Code Review:

a ES&S Audit Manager — Vendor did not supply the required Visual Basic (VB) compiler available
at time of “initial pass’ - No Fortify run executed. No Parasoft tool available.

b. ES&SEDM — Vendor did not supply the required Crystal Reports application available at time of
“initial pass’ — No Fortify run executed. No Parasoft tool available.

c. ES&SERM — Vendor did not supply the required COBOL compilers available at time of “initial
pass’- No Fortify run executed. No Parasoft tool available.

d. ES&S DS200 — Problems with setup of environment - Could not utilize the same Parasoft license
for ES& S DS200 as used for automated testing of other testing since it resides on a different
versions of LINUX.

e. ES&SVAT —Vendor did not supply the required ATS compilers at the time of the “initial pass’.

3.3.2.1 List Of Source Code Reviewed:

SysTest Labs Page 7



Review of Technical Data Packages (TDPs)

SysTest

labs®

This code was all delivered as part of the 08062009 TDP Source Code Délivery:
Table4 - ES& S—Final Source Code Files

Source Code Files

Createl og.EXE

DS200 PowerManagement M SP430

DS200_Scanner_C8051

EDM_MFCSharedSource

ERM_CB_Evt.DLL

ERM_CB_XML.DLL

ERM_CB_XML Conv.DLL

ERM_EssDecpt.EXE

ERM_PBMtoBMP.EXE

EventLog EssEvt.DLL

EventLog EssEvtA.DLL

EventLog EssEviMsg.DLL

EventLog EvtSvc.EXE

EventLog_LogEvent.EXE

RmuCli.EXE

VAT sysUpgrade

DS200 PresentLayer

DS200

EDM_EssXmlA.DLL

ElectionWare EssXml.DLL

ElectionWare PaperBallot

ERM_ERMXMLData.DLL

ERM_EssCrypt.DLL

ERM_ESSXMLDataParser.DLL

ERM_MYDLL

ERM_RegUtil.DLL

RmuDI|.DLL

RmuSvc.EXE

VAT AMCode Source

VAT Automark

VAT _AutomarkData

VAT_AutomarkDataHelperLibrary

VAT AutomarkEncoder

VAT AutomarkService

VAT _ AutomarkStartup

VAT _ DiagnosticL ogger

VAT GetMarks

VAT Makebin

VAT NonVolatileLibrary

VAT OperationLogger

VAT _PrinterEngineBoard

VAT ScanDriver

VAT_Scanner_Asembler

VAT_Scanner

VAT _ScannerPrinterLibarary

VAT SecurityLibrary

VAT _SwitchinterfaceBoard

VAT UltrasonicSheetDetector Assembler

VAT _UltrasonicSheetDetector
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ElectionWare

ERM_Coboal
ERM_ERMXMLConvDLL.DLL
ERM_RSACrypto.EXE

EDM

3.3.1 Conditional Compiler Results

SysTest Labs performed an analysis on the Conditional Compiler flags/switches within the delivered source code.
Each conditional switch was evaluated and if there were concerns or if the reviewer was unable to determine the
significance between the switches, it was identified as a possible Finding. The high level results are in the table
below. The details of the analysis can be found in the ‘ESS_Conditional_Compilation_Report_v1.0” attachment.

Table5— Conditional Compiler Analysis—ES& S

ES& S/ NYSBOE Conditional Compiler Directive Report

Discrepancies raised against issue NY S Regulation 6209.2.G
Any submitted voting system’ s software shall not contain any code, procedures or other material which may disable,
disarm or otherwise affect in any manner, the proper operation of the voting system, or which may damage the
voting system, any hardware, or any computer system or other property of the State Board or county board,
including but not limited to ‘viruses', ‘worms’, ‘time bombs’, and ‘drop dead’ devices that may cause the voting
system to cease functioning properly at afuturetime.
Searched- #if, #ifdef, #ifndef, #elif, #else, #endif , #Elself.

TDP Date Application No. Program Files | No. Conditionals | No. Discrepancies
TDP08062009 | AutoMARK-VAT - 1.6.0.0I 130 638 333
TDP08062009 | CB_Evt.DLL - 1.0.0.0b 2 16 0
TDP08062009 | CB_XML.DLL - 1.0.0.0a 2 16 0
TDP08062009 | CB_XMLConv.DLL - 1.0.3.0d 2 16 0
TDP08062009 | Createl og.EXE - 1.0.0.0b 2 5 0
TDP08062009 | DS200 - 2.1.0.0u 430 687 128
TDP08062009 | EDM - 8.2.0.0m 324 363 21
TDP08062009 | ElectionWare - 2.0.0.0zzx 0 0 0

(* Java*)
TDP08062009 | ElectionWarePaperBallot.exe - 253 284 23
1.0.0.0za
TDP08062009 | ERM - 8.1.0.0h 0 0 0
(* Caobal *)
TDP08062009 | ERMXMLConvDLL.dll - 1.0.2.0h 10 33 0
TDP08062009 | ERMXmIData.dll - 1.0.0.0e 5 24 0
TDP08062009 | EssCrypt.dil - 2.0.0.0b 6 13 0
TDP08062009 | EssDecpt.EXE - 2.0.0.0a 3 3 0
TDP08062009 | EssEvt.DLL - 1.0.0.0b 2 5 0
TDP08062009 | EssEvtA.DLL - 1.0.0.0b 1 1 0
TDP08062009 | EssEvtMsg.DLL - 1.0.0.0c 1 1 0
TDP08062009 | Essxml.dll - 3.0.0.0g 4 14 0
TDP08062009 | EssXxmlA.dll - 3.0.0.0e 8 18 0
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TDP08062009 | ESSXMLDataParser.DLL - 1.0.2.0a 2 2 0
TDP08062009 | EvtSvc.exe - 1.0.0.0c 3 5 2
TDP08062009 | LogEvent.EXE - 1.0.0.0b 2 5 0
TDP08062009 | MFCSharedSource - 2.0.0.0a 10 35 20
TDP08062009 | Mydil.dil - 1.1.2.0d 0 0 0
TDP08062009 | PBMtoBMP.EXE - 1.1.2.0a 3 5 0
TDP08062009 | PowerManagement_Msp430 - 33 86 27
1.2.2.0a
TDP08062009 | RegUitil.dll - 1.1.2.0c 3 18 0
TDP08062009 | RmuCli.EXE - 1.0.0.0b 4 13 0
TDP08062009 | RmuDIl.dIl - 1.0.0.0c 5 18 0
TDP08062009 | RmuSvc.exe - 1.0.0.0d 5 15 0
TDP08062009 | RSACrypto.exe - 1.0.2.0e 25 36 2
TDP08062009 | Scanner_C8051 - 2.13.0.0a 3 3 2
Tota (All Apps. 1283 2378 558

3.3.2Cryptographic Review and Analysis

The configuration and use of cryptographic operations in ES& S's voting software, including ElectionWare, the
ballot marking device, and the DS200 scanner were examined. The god of this andysis is to determine whether
the FIPS-approved cryptographic modules (as defined in NIST specid publication 140-2 and 199) that are
incorporated into the voting systems are actualy used in compliance with the modules' requirements for FIPS
compliance. Despite their FIPS certification, al such cryptographic modules are only certified if they are used in
accordance with specific guidance provided by the manufacturer.

3.3.2.1 ElectionWare

ElectionWare contains amixture of compliant and non-compliant behaviors.

3.3.2.2 Windows Cryptographic Subsystem

The dection management PC runs on Microsoft Windows. As such, it sometimes relies on the Windows
Cryptographic subsystem. While this subsystem has been certified by NIST to be FIPS compliant, Microsoft
provides guidance on how to enable FIPS-compliant mode in Windows. In short, one configures the system by
going to the System Cryptography setting in the Local Security Policy and enabling the “Use FIPS Compliant
Algorithms’ option.

Registry settings were identified in a document entitted U3000NY _SSS02 Hardening Procedures.pdf. It appears
that, if this guidance is followed, the systems will have the FIPS compliant cryptography enabled. Thus, those
cryptographic operations that rely on Windows, will be performed in aFIPS compliant mode.

3.3.2.3 Source Code Review

There are some a gorithms used in ElectionWare (RC4, Blowfish, MD5) that are not FIPS compliant. RC4 isused
with 40-bit keys in some places. RC4 with 40-bit keys can be vulnerable to brute-force atacks on  modern
hardware.

ElectionWare dso invokes RSACrypto.exe, an externd program that is part of the RSA FIPS-compliant
cryptographic library. While this can produce FIPS compliant results, no precautions are taken in the code to
ensure that the RSACrypto.exe file that is executed is the correct executable that was installed during the trusted
build process. This is an example where source code analysis can determine the absence of a control in source
code, though it is possible for operational and configuration security controls exist €lsewhere to mitigate thisrisk.

3.3.2.4 Other Source Findings
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There are severd places that gppear to invoke RSACrypto as a library, not as an executable. As such, there are
requirements for executing in FIPS-compliant mode. Specifically, one of the APl calls R_FIPS140 set mode,
CRYPTOC_FIPS140 _enable nist_operating_mode, and/or R_FIPS140_sdf tests full needsto beinvoked in the
source code. We find no evidence of these APl cadls. This means that modules such as EssCrypt.dll and
EssDecpt.dll, where the RSA crypto functions are invoked, do not appear to use FIPS mode in compliance with
RSA's documentation.

3.3.2.5 Unapproved Algorithms

EDM includes functions called EncryptString, DecryptString, Scramble and Unscramble which are smple
subgtitution ciphers that would not withstand crypto-analyss. There are a handful of cases where the linear
congruential random number generator is used to generate random numbers. Although a secure RNG is used to
generate the seed for the cdl to random(), there is no reason to use it in a subsequent cdl to random. The secure
RNG that suppliesthe seed is a sufficient source by itself.

The RIPE-MD160 hash agorithm is used. It is consdered a strong hash, which does not pose significant risk.
However, it is not FIPS approved. CRC32 is used in at least one instance, which is not FIPS approved and is not
valuable from a security point of view.

3.3.2.6 Conclusion

There are many cryptographic calls that are potentialy compliant. However non-compliant methods are used in
some places. While RSA is an excdllent foundation for compliant and correct cryptography, no source code
precautions have been taken to ensure that the RSA library isawaysinvoked in aFIPS-compliant mode.

3.4 Dominion

3.4.1 Documentation Review

A detailed listing of all the applicable documents delivered within the TDP by Dominion can be found in
the Dominion TDP in the following file. 20090818-TDP\2005 VVSG Vendor Testing and TDP Trace
Rev06a (Dominion Ver 1.12)

Initial PCA review: 04/15/08 —07/11/08

Regression reviews. 07/11/08 — 10/23/08

2" Round Regression Reviews; 05/08/09 — 08/05/09
Final Document Review: 08/06/09 — 11/16/09

3.4.2 Source Code and Secur e Sour ce Code Review
Source Code Review:
Initial Source Code review: 05/06/08 — 06/18/08
Source Code Regression reviews: 06/18/08 — 10/29/08
2" Round Regression Source Code Review: 05/08/09 — 08/05/09
Final Source Code Review: 08/06/09 —10/30/09
Secure Source Code Review
Initial Secure Source Code review: 07/02/08 — 08/06/08
Initial Secure Source Code review: 08/06/08 — 10/29/08
2" Round Regression Secure Source Code Review: 06/01/09 — 08/05/09
Final Secure Source Code Review: 08/06/09 — 10/15/09

Deviations during the Secure Source Code Review

None
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3.4.2.1 List Of Source Code Reviewed:
This code was all delivered as part of the 08072009 TDP Source Code Delivery:
Table 6 — Dominion — Final Source Code Files

Source Code Files

EMSEPS

Firmware uclinux_update

DemocracySuite US Domains ElectionDBDomain
DemocracySuite US Services Common
DemocracySuite US Services Exportlmport
DemocracySuite US Utilities

Utilities Data Center ManagerTDP08072009 DV'S
Utilities MSWinManager

Utilities Common

Utilities FTP

BMDVideo

Firmware Tools

Firmware COLILO Assembler

Firmware COLILO

Firmware uclinux_Assembly

Firmware uclinux

DemocracySuite US Applications audiostudio
DemocracySuite US Services PermissionExportService
Framework Domains Parametrization
Framework_Ultilities

DemocracySuite ElectionEvent_RtfInterpreter
DemocracySuite US Services AudioLibrary

Firmware bcrypt

Utilities Freelmage

Firmware cfload

DemocracySuite US Services ClientCommunicationObject
DemocracySuite US Services ReportServiceBase
DemocracySuite US Services ServerSideReports
Framework RemotingAdo

Firmware_cf2xx

Firmware_common

Firmware core

Firmware devices

Firmware lib

Firmware include

Framework_Domains_L ogging

DemocracySuite US Services AuthenticationService
Utilities BinaryFileAccess2007

DemocracySuite ElectionEvent_BallotRenderer
DemocracySuite US Applications DCFFiller
DemocracySuite US Applications EM SApplicationServer
DemocracySuite US Applications GenerationService
DemocracySuite US Domain_USElectionsDomain
DemocracySuite US Services CryptoService
DemocracySuite US Services DCFFiller. Serialization
DemocracySuite US Services PermissionManager. Gui
DemocracySuite US Services PermissionManager
Framework DbMaker
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Framework Domains SystemVariables

Framework GUICore

Framework_MemoryCore

Framework_TPWinGUICore
DemocracySuite_ElectionEvent_Layouting
DemocracySuite US Services ConfigurationServices
DemocracySuite US Services DatabaseService
DemocracySuite US Services ReportService TDP08072009
DemocracySuite US Services ResultTally. Reports
Framework Commands

Framework_GUIConfiguration

Framework Serializer

Utilities UsbFileSystem

DemocracySuite US Domains_USElectionsDomain. GUI
DemocracySuite US Services BallotGeneration
DemocratySuite US Services RemoteServerProvider
Framework Domains PermissionManagement
DemocracySuite US Applications ElectionEventDesigner
DemocracySuite US Applications ResultTally
DemocracySuite US Services USElectionDomain. ElectionFiles

3.4.3 Conditional Compiler Results

SysTest Labs performed an analysis on the Conditional Compiler flags/switches within the delivered source code.
Each conditional switch was evaluated and if there were concerns or if the reviewer was unable to determine the
significance between the switches, it was identified as a possible Finding. The high level results are in the table
below. The details of the analysis can be found in the ‘DOM_Conditional_Compilation_Report_v1.0” attachment.

Table 7 — Conditional Compiler Analysis—Dominion

Dominion / NYSBOE Conditional Compiler Directive Report

Discrepancies raised against issue NY S Regulation 6209.2.G
Any submitted voting system’ s software shall not contain any code, procedures or other material which may disable,
disarm or otherwise affect in any manner, the proper operation of the voting system, or which may damage the
voting system, any hardware, or any computer system or other property of the State Board or county board,
including but not limited to ‘viruses', ‘worms’, ‘time bombs’, and ‘drop dead’ devices that may cause the voting
system to cease functioning properly at a future time.

Searched- #if, #ifdef, #ifndef, #elif, #elseaif, #else, #endif.

TDP Date Application No. Program Files No. Conditionals No. Finding
TDP08072009 EMS3.0.3 26 37 28
TDP08072009 BMD Video 2.22 58 158 21
TDP08072009 EMSEPS1.0.2 26 26 0
TDP08072009 Firmware (ICP) v20 251 566 170

Total (All Apps.) 361 787 219

3.4.1 Cryptographic Review and Analysis

The use of cryptographic operations in Dominion’'s voting software, including EMS and the voting system
firmware were examined. The goal of this anadysis is to determine whether the FIPS-gpproved cryptographic
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modules (as defined in NIST specia publication 140-2 and 199) that are incorporated into the voting systems are
actually used in compliance with the modules’ requirements for FIPS compliance. Despite their FIPS certification,
al such cryptographic modules are only certified if they are used in accordance with specific guidance provided by
the manufacturer. We attempted to understand this guidance and determine the extent to which the Dominion code
adhered toiit.

34.1.1 EMS

There are avariety of ways in which the EMS 3.0.1 code reviewed cannot be considered FIPS compliant without
making code -level changes.

3.4.1.2 Windows Cryptographic Subsystem

The dection management system (EMS) runs on Microsoft Windows. As such, it relies on the Windows
Cryptographic subsystem. While this subsystem has been certified by NIST to be FIPS compliant, Microsoft
provides guidance on how to enable FIPS-compliant mode in Windows. In short, one configures the system by
going to the System Cryptography setting in the Local Security Policy and enabling the “Use FIPS Compliant
Algorithms’ option. We cannot find any evidence of this setting being enabled during the ingtallation of the EMS.

3.4.1.3 EMS Source Code Findings

Although many agorithms have the potential for being FIPS compliant, many are not, as the code appears under
review today. For example, EMS calls the RijndaelManaged class directly to provide symmetric cryptography.
Rijndadl isthe dgorithm ultimately sdlected to be the “ Advanced Encryption Standard” (AES). The AES standard,
however, puts redtrictions on which key sizes, initidization vector (1V) sizes, and block sizes are acceptable. While
Rijndael can be used with many combinations of 1V, key sze, and block size, AES is when Rijndad is used in
specific modes. Dominion’'s EM S software does, in fact, use compliant combinations of block sizes, key sizes, and
initidization vectors most of the time. However, if the operating system were actudly configured in FIPS-
compliant mode the RijndaglManaged class would be unavailable. As a dlass, Rijndael Managed adso allows use of
non-FIPS-compliant block size, 1V, and key sizes combinations. If the operating system is in FIPS-compliant
mode, thet classis unavailable and only the FIPS-compliant APIsare available.

Similarly, EMS uses the MD5 hashing algorithm. While this algorithm is one of the better hashing agorithms
available, it isnot approved from aFIPS point of view. No use of MD5 is gpproved by FIPS.

3.4.1.4 Firmware Findings

The source code contained two libraries of cryptographic functionality that appear to duplicate each other. Oneis
xysd, adefunct open source cryptographic library. The other is OpenSSL FIPS, a supported, open-source, FIPS-
approved cryptographic module. It is not clear, using only source code as a reference, whether both of these
modules are used, or perhaps just one. During Fortify scanning of the code, it gppears that xysd isused in at least
some circumstances. For those parts of the system that would use OpenSSL FIPS in its FIPS compliant mode, they
arerequired to invoke afunction called FIPS set mode (according to the OpenSSL FIPS security policy). We can
find no evidence of this function ever being caled in the source code. It seems highly unlikely that OpenSSL is
used in its FIPS compliant mode at any time,

There are dso two non-FIPS agorithms (CRC16 and MD5) used in the Firmware code, regardless of whether
OpenSSL or xysd are used. These dgorithms are never FIPS compliant. In particular, CRC16 provides no
protection at al. There are only 65536 possible CRC16 vaues. Virtualy any vaue protected by CRC16 can
modified in such away that the CRC remainsvalid.

3.4.1.5 Conclusion

There are many cryptographic calls that are potentially compliant. However it is clear that (a) non-
compliant methods protect data on the iButtons (CRC16), and (b) compliant algorithms are used in non-
compliant modes.

4 REVIEW AND AUDIT RESULTS

The following tables provide the results of the review and audit of the TDP documentation, manual source code
review, and Secure source code review. The audit identified a significant number of discrepancies for each Vendor
and these tranglated into the Acceptance and Rejection of the requirements as identified below. The finad TDP
review and audit results will be included the Final Test Report for each Vendor.
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4.1 ES&S

4.1.1 Documentation Review

The following table provides the total number of documentation requirements for ES& S during the review period.
Detailsareinthe“ESS_PCA_Document_Review _Summary v1.0” and “ESS Doc_Review Findings v1.0” .

Table8 —ES& S PCA Document Review Results

ES&SNYSBOE Lot 1 ‘ . Liiglue Accepted ‘ Rejected
equirements
Requirements Project Totals: 1111 1027 84
Table9—-ES& S PCA Document Review Findings
ES& SNYSBOE Lot 1 ‘ Open
Document Review Finding Totals: 82

4.1.2 Sour ce Code and Secur e Sour ce Code Review

The following table provides the total number of Source Code Requirements and Modules reviewed for the Manual
Source Code Review. Details can be found in the “ESS_Source Code Review_Manua_Report_v1.0".

Table 10 - ES& S Sour ce Code Review Requirement Count

ES& SNYSBOE Lot 1 Total Accepted Rejected
Mangal Source Code Review Totals a1 35 6
Requirements

Modules
Reviewed 32206 32189 17

The following table provides the total number of Secure Source Code Requirements and Findings identified during
the Manual and Automated Secure Source Code Review. Details can be found in the
“ESS Secure Source Code Review_Manua_v1.0", “ESS Secure Source Code Review_Fortify v1.0", and
“ESS Secure Source_Code Review_Crypto v1.0".

Table 11 - ES& S Secure Sour ce Code Review Requirement Count

ES&SNYSBOE Lot 1 Accepted

Secur e Sour ce Code Review

. Project Totals: 11 0 11
Requirements

4.2 Dominion
4.2.1 Documentation Review

The following table provides the total number of documentation requirements for Dominion during the review
period. Details arein the “DOM_Source Code Review_Manual_Report v1.0" and
“DOM_Doc Review_Findings v1.0".
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Table 12 — Dominion PCA Document Review Results

Unique
Requirements

‘ Accepted ‘ Rejected

Dominion NYSBOE Lot 1 ‘
Reguirements Project Totals: 1111 1073 38

Table 13 —Dominion PCA Document Review Findings

Dominion NYSBOE Lot 1 ‘ Open

Document Review Finding Totals: 16

4.2.2 Sour ce Code and Secur e Sour ce Code Review

The following table provides the total number of Source Code Requirements and Modules reviewed for the Manual
Source Code Review. Details can be found in the “DOM_Source Code Review Manua_Report v1.0".

Table 14 - Dominion Sour ce Code Review Requirement Count

Dominion NYSBOE Lot 1 Total Accepted Rejected
Manual Source Code Review :
Requirements Totals: 41 32 9
Modules
Reviewed 25069 24948 121

The following table provides the total number of Secure Source Code Requirements and Findings identified during
the Manua and Automated Secure Source Code Review. Details can be found in the
“DOM_Secure_Source Code Review Manual_v1.0", “DOM_Secure Source Code Review Fortify v1.0",and
“DOM_Secure Source Code Review Crypto v1.0".

Table 15 - Dominion Secur e Sour ce Code Review Requirement Count

Dominion NYSBOE Lot 1 Accepted

Secur e Sour ce Code Review

. Project Totals: 11 0 11
Requirements

5 ATTACHMENTS

The following attachments are the detailed reports and analysis that form the basis of the results reported in this
document.

51 ES&S

ESS PCA_Document_ Review_Summary v1.0
ESS Doc Review_Findings v1.0

ESS Secure Source Code Review Crypto v1.0
ESS Secure Source Code Review Fortify v1.0
ESS Secure Source Code Review Manua_v1.0
ESS Source Code Review_Manua_Report_v1.0
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ESS Source Code Review_Manual_Details v1.0
ESS Conditional_Compilation Report v1.0

5.2 Dominion
DOM_PCA_Document_Review_Summary v1.0
DOM_Doc_Review_Findings v1.0
DOM_Secure Source Code Review_Crypto v1.0
DOM_Secure Source Code Review_Fortify v1.0
DOM_Secure Source Code Review Manua v1.0
DOM_Source Code Review _Manual_Report_v1.0
DOM_Source Code Review Manua_Details v1.0
DOM_Conditional_Compilation_Report v1.0
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CCReport

				Dominion / NYSBOE Conditional Compiler Directive Report

				Discrepancies raised against issue NYS Regulation 6209.2.G
Any submitted voting system’s software shall not contain any code, procedures or other material which may disable, disarm or otherwise affect in any manner, the proper operation of the voting system, or which may damage the voting system, any hardware, or any computer system or other property of the State Board or county board, including but not limited to ‘viruses’, ‘worms’, ‘time bombs’, and ‘drop dead’ devices that may cause the voting system to cease functioning properly at a future time.

				Searched- #if, #ifdef, #ifndef, #elif, #elseif, #else, #endif.  


				TDP Date		Application		No. Program Files		No. Conditionals		No. Finding

				TDP08072009		EMS 3.0.3		26		37		28

				TDP08072009		BMD Video 2.22		58		158		21

				TDP08072009		EMS EPS 1.0.2		26		26		0

				TDP08072009		Firmware (ICP) v20		251		566		170

						Total (All Apps.)		361		787		219



																		Definition found						Finding

		Number		TDP Date		Application		Program File		Count in file		Line Number		Conditional		Notes/Comments		In Code		In other file		Issue		Number

		1		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Audio Studio\EMSAudioStudio\Program.cs		1		78		#if RELEASE		<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Debug|AnyCPU' "> defines constants DEBUG and TRACE.
<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Release|AnyCPU' "> defines constants TRACE and RELEASE.
This condition is set via the ccnet.config file (I think). There are no ccnet.config files in the 8/7/2009 TDP folder so it is not possible to determine if the condition is set.  The file can be found in \\22.22.22.33\nysboe\TDP\Dominion\2009 0430 SC DVS - Lot 1\EMS-20090430-3.0\EMS BUILD TOOLS\DVS.zip\EMSAS\  where the following line is written: <buildArgs>/D:Configuration=release</buildArgs> which would lead one to believe that the condition is defined.  It is not known if this is the correct ccnet.config file.		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Audio Studio\EMSAudioStudio\EMSAudioStudio.csproj		None

		2		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\DVS.DemocracySuite.GenerationService\MainModule.cs		1		185		#if DEBUG		<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Debug|AnyCPU' "> defines constants DEBUG and TRACE.
<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Release|AnyCPU' "> defines constants TRACE. Note that RELEASE is not defined.
This condition is set via the ccnet.config file (I think). There are no ccnet.config files in the 8/7/2009 TDP folder so it is not possible to determine if the condition is set.  The location of the file is not known but there are files found in \\22.22.22.33\nysboe\TDP\Dominion\2009 0430 SC DVS - Lot 1\EMS-20090430-3.0\EMS BUILD TOOLS\DVS.zip\		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\DVS.DemocracySuite.GenerationService\DVS.DemocracySuite.GenerationService.csproj		None

		3		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Election Event Designer\DVS.DemocracySuite.ElectionEventDesigner\MainWindow.Actions.cs		1		1359		#if RELEASE		<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Debug|AnyCPU' "> defines constants DEBUG and TRACE.
<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Release|AnyCPU' "> defines constants DEBUG, TRACE and RELEASE.
This condition is set via the ccnet.config file (I think). There are no ccnet.config files in the 8/7/2009 TDP folder so it is not possible to determine if the condition is set.  The file can be found in \\22.22.22.33\nysboe\TDP\Dominion\2009 0430 SC DVS - Lot 1\EMS-20090430-3.0\EMS BUILD TOOLS\DVS.zip\EMSEED\  where the following line is written: <buildArgs>/D:Configuration=release</buildArgs> which would lead one to believe that the condition is defined.  It is not known if this is the correct ccnet.config file.

Why is DEBUG defined for PropertyCondition = Release ?		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Election Event Designer\DVS.DemocracySuite.ElectionEventDesigner\DVS.DemocracySuite.ElectionEventDesigner.csproj		NYS6209.2.G		1

		4		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Election Event Designer\DVS.DemocracySuite.ElectionEventDesigner\MainWindow.Actions.cs		2		1397		#if RELEASE		<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Debug|AnyCPU' "> defines constants DEBUG and TRACE.
<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Release|AnyCPU' "> defines constants DEBUG, TRACE and RELEASE.
This condition is set via the ccnet.config file (I think). There are no ccnet.config files in the 8/7/2009 TDP folder so it is not possible to determine if the condition is set.  The file can be found in \\22.22.22.33\nysboe\TDP\Dominion\2009 0430 SC DVS - Lot 1\EMS-20090430-3.0\EMS BUILD TOOLS\DVS.zip\EMSEED\  where the following line is written: <buildArgs>/D:Configuration=release</buildArgs> which would lead one to believe that the condition is defined.  It is not known if this is the correct ccnet.config file.

Why is DEBUG defined for PropertyCondition = Release ?		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Election Event Designer\DVS.DemocracySuite.ElectionEventDesigner\DVS.DemocracySuite.ElectionEventDesigner.csproj		NYS6209.2.G		2

		5		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Election Event Designer\DVS.DemocracySuite.ElectionEventDesigner\MainWindow.cs		1		1684		#if ! MONO		There is no evidence that the conditional is defined.
Used to include/exclude functionality (screensaver-entire method).  		No		No		NYS6209.2.G		3

		6		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Election Event Designer\DVS.DemocracySuite.ElectionEventDesigner\MainWindow.cs		2		1718		#if ! MONO		There is no evidence that the conditional is defined.
Used to include/exclude functionality (screensaver-entire method).  		No		No		NYS6209.2.G		4

		7		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Election Event Designer\DVS.DemocracySuite.ElectionEventDesigner\Program.cs		1		163		#if RELEASE		<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Debug|AnyCPU' "> defines constants DEBUG and TRACE.
<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Release|AnyCPU' "> defines constants DEBUG, TRACE and RELEASE.
This condition is set via the ccnet.config file (I think). There are no ccnet.config files in the 8/7/2009 TDP folder so it is not possible to determine if the condition is set.  The file can be found in \\22.22.22.33\nysboe\TDP\Dominion\2009 0430 SC DVS - Lot 1\EMS-20090430-3.0\EMS BUILD TOOLS\DVS.zip\EMSEED\  where the following line is written: <buildArgs>/D:Configuration=release</buildArgs> which would lead one to believe that the condition is defined.  It is not known if this is the correct ccnet.config file.

Why is DEBUG defined for PropertyCondition = Release ?		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Election Event Designer\DVS.DemocracySuite.ElectionEventDesigner\DVS.DemocracySuite.ElectionEventDesigner.csproj		NYS6209.2.G		5

		8		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Election Event Designer\DVS.DemocracySuite.ElectionEventDesigner\Program.cs		2		250		#if !RELEASE		<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Debug|AnyCPU' "> defines constants DEBUG and TRACE.
<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Release|AnyCPU' "> defines constants DEBUG, TRACE and RELEASE.
This condition is set via the ccnet.config file (I think). There are no ccnet.config files in the 8/7/2009 TDP folder so it is not possible to determine if the condition is set.  The file can be found in \\22.22.22.33\nysboe\TDP\Dominion\2009 0430 SC DVS - Lot 1\EMS-20090430-3.0\EMS BUILD TOOLS\DVS.zip\EMSEED\  where the following line is written: <buildArgs>/D:Configuration=release</buildArgs> which would lead one to believe that the condition is defined.  It is not known if this is the correct ccnet.config file.

Why is DEBUG defined for PropertyCondition = Release ?		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Election Event Designer\DVS.DemocracySuite.ElectionEventDesigner\DVS.DemocracySuite.ElectionEventDesigner.csproj		NYS6209.2.G		6

		9		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Election Event Designer\DVS.DemocracySuite.ElectionEventDesigner\Program.cs		3		279		#if RELEASE		<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Debug|AnyCPU' "> defines constants DEBUG and TRACE.
<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Release|AnyCPU' "> defines constants DEBUG, TRACE and RELEASE.
This condition is set via the ccnet.config file (I think). There are no ccnet.config files in the 8/7/2009 TDP folder so it is not possible to determine if the condition is set.  The file can be found in \\22.22.22.33\nysboe\TDP\Dominion\2009 0430 SC DVS - Lot 1\EMS-20090430-3.0\EMS BUILD TOOLS\DVS.zip\EMSEED\  where the following line is written: <buildArgs>/D:Configuration=release</buildArgs> which would lead one to believe that the condition is defined.  It is not known if this is the correct ccnet.config file.

Why is DEBUG defined for PropertyCondition = Release ?		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Election Event Designer\DVS.DemocracySuite.ElectionEventDesigner\DVS.DemocracySuite.ElectionEventDesigner.csproj		NYS6209.2.G		7

		10		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Result Tally\DVS.DemocracySuite.ResultTally\Program.cs		1		142		#if RELEASE		<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Debug|AnyCPU' "> defines constants DEBUG and TRACE.
<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Release|AnyCPU' "> defines constants DEBUG, TRACE and RELEASE.
This condition is set via the ccnet.config file (I think). There are no ccnet.config files in the 8/7/2009 TDP folder so it is not possible to determine if the condition is set.  The location of the file is not known but there are files found in \\22.22.22.33\nysboe\TDP\Dominion\2009 0430 SC DVS - Lot 1\EMS-20090430-3.0\EMS BUILD TOOLS\DVS.zip\

Why is DEBUG defined for PropertyCondition = Release ?		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Result Tally\DVS.DemocracySuite.ResultTally\DVS.DemocracySuite.ResultTally.csproj		NYS6209.2.G		8

		11		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Result Tally\DVS.DemocracySuite.ResultTally\Program.cs		2		152		#if RELEASE		<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Debug|AnyCPU' "> defines constants DEBUG and TRACE.
<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Release|AnyCPU' "> defines constants DEBUG, TRACE and RELEASE.
This condition is set via the ccnet.config file (I think). There are no ccnet.config files in the 8/7/2009 TDP folder so it is not possible to determine if the condition is set.  The location of the file is not known but there are files found in \\22.22.22.33\nysboe\TDP\Dominion\2009 0430 SC DVS - Lot 1\EMS-20090430-3.0\EMS BUILD TOOLS\DVS.zip\

Why is DEBUG defined for PropertyCondition = Release ?		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Result Tally\DVS.DemocracySuite.ResultTally\DVS.DemocracySuite.ResultTally.csproj		NYS6209.2.G		9

		12		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Result Tally\DVS.DemocracySuite.ResultTally\Program.cs		3		213		#if !RELEASE		<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Debug|AnyCPU' "> defines constants DEBUG and TRACE.
<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Release|AnyCPU' "> defines constants DEBUG, TRACE and RELEASE.
This condition is set via the ccnet.config file (I think). There are no ccnet.config files in the 8/7/2009 TDP folder so it is not possible to determine if the condition is set.  The location of the file is not known but there are files found in \\22.22.22.33\nysboe\TDP\Dominion\2009 0430 SC DVS - Lot 1\EMS-20090430-3.0\EMS BUILD TOOLS\DVS.zip\

Why is DEBUG defined for PropertyCondition = Release ?		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Result Tally\DVS.DemocracySuite.ResultTally\DVS.DemocracySuite.ResultTally.csproj		NYS6209.2.G		10

		13		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Result Tally\DVS.DemocracySuite.ResultTally\Commands\XmlReport\XmlReport.cs		1		1702		#if !RELEASE		<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Debug|AnyCPU' "> defines constants DEBUG and TRACE.
<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Release|AnyCPU' "> defines constants DEBUG, TRACE and RELEASE.
This condition is set via the ccnet.config file (I think). There are no ccnet.config files in the 8/7/2009 TDP folder so it is not possible to determine if the condition is set.  The location of the file is not known but there are files found in \\22.22.22.33\nysboe\TDP\Dominion\2009 0430 SC DVS - Lot 1\EMS-20090430-3.0\EMS BUILD TOOLS\DVS.zip\

Why is DEBUG defined for PropertyCondition = Release ?		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Applications\Result Tally\DVS.DemocracySuite.ResultTally\DVS.DemocracySuite.ResultTally.csproj		NYS6209.2.G		11

		14		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Services\DVS.DemocracySuite.RemoteServerProvider\BackProcessWrapper.cs		1		450		#if DEBUG		<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Debug|AnyCPU' "> defines constants DEBUG and TRACE.
<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Release|AnyCPU' "> defines constants TRACE. Note that RELEASE is not defined.
This condition is set via the ccnet.config file (I think). There are no ccnet.config files in the 8/7/2009 TDP folder so it is not possible to determine if the condition is set.  The location of the file is not known but there are files found in \\22.22.22.33\nysboe\TDP\Dominion\2009 0430 SC DVS - Lot 1\EMS-20090430-3.0\EMS BUILD TOOLS\DVS.zip\		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Services\DVS.DemocracySuite.RemoteServerProvider\DVS.DemocracySuite.RemoteServerProvider.csproj		None

		15		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Services\DVS.DemocracySuite.USElectionsDomain.BallotGeneration\BallotStyle\BallotStyleBase.IDisc.cs		1		290		#if DEBUG		<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Debug|AnyCPU' "> defines constants DEBUG and TRACE.
<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Release|AnyCPU' "> defines constants DEBUG, TRACE and RELEASE.
This condition is set via the ccnet.config file (I think). There are no ccnet.config files in the 8/7/2009 TDP folder so it is not possible to determine if the condition is set.  The location of the file is not known but there are files found in \\22.22.22.33\nysboe\TDP\Dominion\2009 0430 SC DVS - Lot 1\EMS-20090430-3.0\EMS BUILD TOOLS\DVS.zip\

Note: three other files contain variations of this.

Why is DEBUG defined for PropertyCondition = Release ?		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Services\DVS.DemocracySuite.USElectionsDomain.BallotGeneration\DVS.DemocracySuite.USElectionsDomain.BallotGeneration.csproj

\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Services\DVS.DemocracySuite.USElectionsDomain.BallotGeneration\BallotStyle\DVSDEM~1.CSP

\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Services\DVS.DemocracySuite.USElectionsDomain.BallotGeneration\NYC\DVSDEM~1.CSP

\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Services\DVS.DemocracySuite.USElectionsDomain.BallotGeneration\NYC\DVSDEM~2.CSP

\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Services\DVS.DemocracySuite.USElectionsDomain.BallotGeneration\NYGeneral\DVSDEM~1.CSP		NYS6209.2.G		12

		16		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Services\DVS.DemocracySuite.USElectionsDomain.BallotGeneration\BallotStyle\TestVerifier.cs		1		113		#if DEBUG		<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Debug|AnyCPU' "> defines constants DEBUG and TRACE.
<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Release|AnyCPU' "> defines constants DEBUG, TRACE and RELEASE.
This condition is set via the ccnet.config file (I think). There are no ccnet.config files in the 8/7/2009 TDP folder so it is not possible to determine if the condition is set.  The location of the file is not known but there are files found in \\22.22.22.33\nysboe\TDP\Dominion\2009 0430 SC DVS - Lot 1\EMS-20090430-3.0\EMS BUILD TOOLS\DVS.zip\

Note: three other files contain variations of this. 

Why is DEBUG defined for PropertyCondition = Release ?		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Services\DVS.DemocracySuite.USElectionsDomain.BallotGeneration\DVS.DemocracySuite.USElectionsDomain.BallotGeneration.csproj

\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Services\DVS.DemocracySuite.USElectionsDomain.BallotGeneration\BallotStyle\DVSDEM~1.CSP

\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Services\DVS.DemocracySuite.USElectionsDomain.BallotGeneration\NYC\DVSDEM~1.CSP

\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Services\DVS.DemocracySuite.USElectionsDomain.BallotGeneration\NYC\DVSDEM~2.CSP

\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\DEMOCRACY SUITE\US\2008\Services\DVS.DemocracySuite.USElectionsDomain.BallotGeneration\NYGeneral\DVSDEM~1.CSP		NYS6209.2.G		13

		17		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Framework\GUICore\Observation\CursorManager.cs		1		48		#if ! MONO		There is no evidence that the conditional is defined. Used to inlcude/exclude entire method.		No		No		NYS6209.2.G		14

		18		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Framework\GUICore\Observation\CursorManager.cs		2		61		#if ! MONO		There is no evidence that the conditional is defined. Used to inlcude/exclude entire method.		No		No		NYS6209.2.G		15

		19		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Framework\GUICore\Observation\ProgressForm.cs		1		290		#if RELEASE		<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Debug|AnyCPU' "> defines constants DEBUG and TRACE.
<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Release|AnyCPU' "> defines constants DEBUG, TRACE and RELEASE.
This condition is set via the ccnet.config file (I think). There are no ccnet.config files in the 8/7/2009 TDP folder so it is not possible to determine if the condition is set.  The location of the file is not known but there are files found in \\22.22.22.33\nysboe\TDP\Dominion\2009 0430 SC DVS - Lot 1\EMS-20090430-3.0\EMS BUILD TOOLS\DVS.zip\

Why is DEBUG defined for PropertyCondition = Release ?
Used to show/hide information		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Framework\GUICore\DVS.Framework.GUICore.csproj		NYS6209.2.G		16

		20		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Framework\GUICore\Widgets\AttributeEditors\BoolEditor.cs		1		241		#if ! MONO		There is no evidence that the conditional is defined. 
Used to notify the control that a value has changed.		No		No		NYS6209.2.G		17

		21		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Framework\GUICore\Widgets\AttributeEditors\DateTimeEditor.cs		1		263		#if ! MONO		There is no evidence that the conditional is defined. 
Used to notify the control that a value has changed.		No		No		NYS6209.2.G		18

		22		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Framework\GUICore\Widgets\AttributeEditors\DoubleEditor.cs		1		225		#if ! MONO		There is no evidence that the conditional is defined. 
Used to notify the control that a value has changed.		No		No		NYS6209.2.G		19

		23		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Framework\GUICore\Widgets\AttributeEditors\EnumerationEditor.cs		1		294		#if ! MONO		There is no evidence that the conditional is defined. 
Used to notify the control that a value has changed.		No		No		NYS6209.2.G		20

		24		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Framework\GUICore\Observation\ImageEditor.cs		1		646		#if ! MONO		There is no evidence that the conditional is defined.		No		No		None

		25		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Framework\GUICore\Observation\ImageEditor.cs		2		727		#if ! MONO		There is no evidence that the conditional is defined. 
Used to notify the control that a value has changed.		No		No		NYS6209.2.G		21

		26		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Framework\GUICore\Widgets\AttributeEditors\IntegerEditor.cs		1		246		#if ! MONO		There is no evidence that the conditional is defined. 
Used to notify the control that a value has changed.		No		No		NYS6209.2.G		22

		27		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Framework\GUICore\Observation\SoundFileEditor.cs		1		463		#if ! MONO		There is no evidence that the conditional is defined. 
Used to notify the control that a value has changed.		No		No		NYS6209.2.G		23

		28		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Framework\GUICore\Observation\SoundFileEditor.cs		2		557		#if ! MONO		There is no evidence that the conditional is defined. 
Used to notify the control that a value has changed.		No		No		NYS6209.2.G		24

		29		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Framework\GUICore\Widgets\AttributeEditors\StringEditor.cs		1		269		#if ! MONO		There is no evidence that the conditional is defined. 
Used to notify the control that a value has changed.		No		No		NYS6209.2.G		25

		30		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Framework\GUICore\Widgets\AttributeEditors\StringRefEditor.cs		1		258		#if ! MONO		There is no evidence that the conditional is defined. 
Used to notify the control that a value has changed.		No		No		NYS6209.2.G		26

		31		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Framework\GUICore\Widgets\Tables\QueryTable.ContextMenu.cs		1		383		#if ! MONO		There is no evidence that the conditional is defined. Used to refresh the value of the cell while in edit mode.		No		No		NYS6209.2.G		27

		32		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Framework\GUICore\Widgets\Tables\Cells\BoolCell.cs		1		192		#if ! MONO		There is no evidence that the conditional is defined. 		No		No		None

		33		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Framework\Utilities\DbModificationFilter\code\PermissionAuthority.cs		1		84		#if DEBUG		<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Debug|AnyCPU' "> defines constants DEBUG and TRACE.
<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Release|AnyCPU' "> defines constants TRACE. Note that RELEASE is not defined..
This condition is set via the ccnet.config file (I think). There are no ccnet.config files in the 8/7/2009 TDP folder so it is not possible to determine if the condition is set.  The location of the file is not known but there are files found in \\22.22.22.33\nysboe\TDP\Dominion\2009 0430 SC DVS - Lot 1\EMS-20090430-3.0\EMS BUILD TOOLS\DVS.zip\

Note: one other file contains variations of this.

The code inside the conditional block is commented out.		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Framework\Utilities\DbModificationFilter\code\DVS.Framework.Utilities.DbModificationFilter.csproj

\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Framework\Utilities\ResourceTranslator\DVS.Framework.ResourceTranslator.csproj		None

		34		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Utilities\DVS.Utilities.DataCenterManager\FormServer.cs		1		111		#if DEBUG		<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Debug|AnyCPU' "> defines constants DEBUG and TRACE.
<PropertyGroup Condition=" '$(Configuration)|$(Platform)' == 'Release|AnyCPU' "> defines constants TRACE. Note that RELEASE is not defined..
This condition is set via the ccnet.config file (I think). There are no ccnet.config files in the 8/7/2009 TDP folder so it is not possible to determine if the condition is set.  The location of the file is not known but there are files found in \\22.22.22.33\nysboe\TDP\Dominion\2009 0430 SC DVS - Lot 1\EMS-20090430-3.0\EMS BUILD TOOLS\DVS.zip\

 Used to hide/show button controls
		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Utilities\DVS.Utilities.DataCenterManager\DVS.Utilities.DataCenterManager.csproj		NYS6209.2.G		28

		35		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Utilities\FTP\PlainFTP\code\SimpleFTP.cs		1		520		#if (FTP_DEBUG)		There is no evidence that the conditional is defined.		No		No		None

		36		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Utilities\FTP\PlainFTP\code\SimpleFTP.cs		2		532		#if (FTP_DEBUG)		There is no evidence that the conditional is defined.		No		No		None

		37		TDP08072009		EMS 3.0.3		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EMS-20090727\EMSSourceCode_package_3.0.3\Utilities\FTP\PlainFTP\code\SimpleFTP.cs		3		911		#if (FTP_DEBUG)		There is no evidence that the conditional is defined.		No		No		None

		37		End		End		26		26				End		End		End		End		28		28

																		Definition found						Discrepancy

		Number		TDP Date		Application		Program File		Count in file		Line Number		Conditional		Notes/Comments		In Code		In other file		Issue		Number

		1		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\BMDvideo.cpp		1		119		#ifndef DEMO		The  definition for DEMO in file Config.hpp is commented out.  There is no evidence that the conditional is defined elsewhere.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\Config.hpp		No		NYS6209.2.G		1

		2		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\BMDvideo.cpp		2		158		#ifdef BUILD_TEST		The  definition for BUILD_TEST in file Config.hpp is commented out.  There is no evidence that the conditional is defined elsewhere. Therefore the code within the conditonal block is not included.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\Config.hpp		No		None

		3		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\Clock.hpp		1		31		#ifndef CLOCK_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\Clock.hpp		No		None

		4		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\Config.hpp		1		64		#ifndef CONFIG_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\Config.hpp		No		None

		5		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\Config.hpp		2		119		#ifdef BUILD_TEST		The  definition for BUILD_TEST in file Config.hpp is commented out.  There is no evidence that the conditional is defined elsewhere. 
Used to define printer and UPS device locations.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\Config.hpp		No		NYS6209.2.G		2

		6		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\DirectFB.cpp		1		549		#ifndef HIGHLIGHT_BBOX_INVERT_COLORS		The  definition for HIGHLIGHT_BBOX_INVERT_COLORS in file DirectFB.hpp is explicitly undefined.  There is no evidence that the conditional is defined elsewhere.
Used to include/exclude functionality (graphics/color).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\DirectFB.hpp		No		NYS6209.2.G		3

		7		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\DirectFB.cpp		2		648		#ifdef HIGHLIGHT_BBOX_INVERT_COLORS		The  definition for HIGHLIGHT_BBOX_INVERT_COLORS in file DirectFB.hpp is explicitly undefined.  There is no evidence that the conditional is defined elsewhere.
Used to include/exclude functionality (graphics/color).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\DirectFB.hpp		No		NYS6209.2.G		4

		8		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\DirectFB.cpp		3		663		#ifndef HIGHLIGHT_BBOX_INVERT_COLORS		The  definition for HIGHLIGHT_BBOX_INVERT_COLORS in file DirectFB.hpp is explicitly undefined.  There is no evidence that the conditional is defined elsewhere.
Used to include/exclude functionality (graphics/color).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\DirectFB.hpp		No		NYS6209.2.G		5

		9		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\DirectFB.cpp		4		1763		#ifdef HIGHLIGHT_BBOX_INVERT_COLORS		The  definition for HIGHLIGHT_BBOX_INVERT_COLORS in file DirectFB.hpp is explicitly undefined.  There is no evidence that the conditional is defined elsewhere.
Used to include/exclude functionality (graphics/color).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\DirectFB.hpp		No		NYS6209.2.G		6

		10		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\DirectFB.hpp		1		35		#ifndef DIRECTFB_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\DirectFB.hpp		No		None

		11		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\DPMS.cpp		1		44		#ifdef __cplusplus		Standard C++ usage		implied		implied		None

		12		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\DPMS.cpp		2		49		#ifdef __cplusplus		Standard C++ usage		implied		implied		None

		13		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\DPMS.hpp		1		35		#ifndef DPMS_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\DPMS.hpp		No		None

		14		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\Enums.hpp		1		32		#ifndef ENUMS_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\Enums.hpp		No		None

		15		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\File.hpp		1		31		#ifndef FILE_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\File.hpp		No		None

		16		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\Graphics.hpp		1		35		#ifndef GRAPHICS_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\Graphics.hpp		No		None

		17		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\Printer.hpp		1		35		#ifndef PRINTER_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\Printer.hpp		No		None

		18		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\Serial.cpp		1		1321		#ifdef BUILD_TEST		The  definition for BUILD_TEST in file Config.hpp is commented out.  There is no evidence that the conditional is defined elsewhere. 
Used to include/exclude functionality (output from modem receive)
		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\Config.hpp		No		NYS6209.2.G		7

		19		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\Serial.hpp		1		35		#ifndef SERIAL_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\Serial.hpp		No		None

		20		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\SHA256.hpp		1		32		#ifndef SHA256_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\SHA256.hpp		No		None

		21		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\UPS.hpp		1		31		#ifndef UPS_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\UPS.hpp		No		None

		22		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\ballot\Ballot.hpp		1		33		#ifndef BALLOT_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\ballot\Ballot.hpp		No		None

		23		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\ballot\Box.hpp		1		31		#ifndef BOX_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\ballot\Box.hpp		No		None

		24		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\ballot\Choice.hpp		1		32		#ifndef CHOICE_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\ballot\Choice.hpp		No		None

		25		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\ballot\Contest.hpp		1		32		#ifndef CONTEST_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\ballot\Contest.hpp		No		None

		26		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsBallotWatermark.h		1		50		#ifndef _DVS_BALLOTWATERMARK_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsBallotWatermark.h		No		None

		27		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsImage.h		1		63		#ifndef _DVS_IMAGE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsImage.h		No		None

		28		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsImage.h		2		240		#if 0		There is an attached #else block.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsImage.h		No		None

		29		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsImage.h		3		249		#if 0 		There is an attached #else block.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsImage.h		No		None

		30		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsImage.h		4		351		#if 0 		There is an attached #else block.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsImage.h		No		None

		31		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsLog.h		1		62		#ifndef _DVS_LOG_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsLog.h		No		None

		32		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsLog.h		2		69		#ifdef DVS_CENTRAL_SCANNER		There is no evidence that the conditional is defined. 
There is an attached #else block.
Used to include/exclude functionality (central scanner)		No		No		NYS6209.2.G		8

		33		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsLog.h		3		104		#ifdef _DVS_DEBUG_		The  definition for _DVS_DEBUG_ in this file is explicitly undefined.  There is no evidence that the conditional is defined elsewhere. Therefore the code within the conditonal block is not included.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsLog.h		No		None

		34		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsLog.h		4		110		#if !defined(_DVS_DEBUG)		There is no evidence that the conditional is defined. The condition is negated, therefore the code within the conditonal block is included.
There is an attached #elif block.
Note this is unique from the preceding conditional. There is no trailing underscore.		No		No		None

		35		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsLog.h		5		112		#elif !defined(DVS_ASSERT)		There is no evidence that the conditional is defined. The code within the conditonal block is not included due to the higher level #if.  The #elif will never be checked.		No		No		None

		36		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsLog.h		6		167		#ifdef _DVS_DEBUG_		The  definition for _DVS_DEBUG_ in this file is explicitly undefined.  There is no evidence that the conditional is defined elsewhere. Therefore the code within the conditonal block is not included.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsLog.h		No		None

		37		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsMacros.h		1		46		#ifndef _DVS_MACROS_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsMacros.h		No		None

		38		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsMacros.h		2		59		#ifdef __cplusplus		Standard C++ usage		implied		implied		None

		39		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsMacros.h		3		78		#ifdef DVS_LITTLE_ENDIAN		defined in dvs_platform.h if WIN32 is defined.
Bit/Byte manipulation.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_platform.h		No		None

		40		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsMacros.h		4		82		 #ifdef DVS_BIG_ENDIAN		defined in dvs_platform.h if DVS_LITTLE_ENDIAN is not defined.
Bit/Byte manipulation.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_platform.h		No		None

		41		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsMacros.h		5		90		#if 0		There is an attached #else block.
Bit/Byte manipulation.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsMacros.h		No		None

		42		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsModules.h		1		51		#ifndef _DVS_MODULE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsModules.h		No		None

		43		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsString.h		1		42		#ifndef DVS_STRING_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsString.h		No		None

		44		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsWriteInData.hpp		1		34		#ifndef DVS_WRITEIN_DATA_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsWriteInData.hpp		No		None

		45		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_config.h		1		42		#ifndef DEF_DVS_CONFIG_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_config.h		No		None

		46		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_config.h		2		45		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files.		implied		implied		None

		47		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_globals.h		1		59		#ifndef DVS_GLOBALS_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_globals.h		No		None

		48		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_globals.h		2		62		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files and definitions.		implied		implied		None

		49		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_globals.h		3		155		#ifndef O_BINARY		Define O_BINARY if not defined (#define O_BINARY 0).
Used to further define DVS_O_BINARY used in open(…) as an input parameter.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_globals.h		No		None

		50		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_globals.h		4		172		#if DVS_PRINT_FROM_PNG == 0 &&
PNG_PCL_STORE_CONV_RESULT == 1		#error directive produces an error/diagnostic message and stops compilation.  It does not affect execution after the code has been compiled.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_globals.h		No		None

		51		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_limits.h		1		42		#ifndef DVS_LIMITS_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_limits.h 		No		None

		52		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_limits.h		2		45		#ifndef MAXPATHLEN		Define MAXPATHLEN if not defined (#define MAXPATHLEN   1024).
MAXPATHLEN does not appear to be used elsewhere in code.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_limits.h 		No		None

		53		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_platform.h		1		39		#ifndef DEF_DVS_PLATFORM_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_platform.h		No		None

		54		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_platform.h		2		42		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude definitions.		implied		implied		None

		55		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_platform.h		3		51		#ifndef DVS_LITTLE_ENDIAN		Define DVS_LITTLE_ENDIAN if not defined (#define DVS_BIG_ENDIAN)
Little Endian for MS/Windows. Big Endian for UNIX.
Bit/Byte manipulation.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_platform.h		No		None

		56		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_retcode.h		1		75		#ifndef DVS_RETCODE_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_retcode.h		No		None

		57		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_types.h		1		44		#ifndef DVS_TYPES_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_types.h		No		None

		58		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_types.h		2		68		#ifdef __cplusplus		Standard C++ usage		implied		implied		None

		59		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_types.h		3		80		#if _WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude definitions.		implied		implied		None

		60		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_types.h		4		104		#ifndef _WINDEF_		Used to include/exclude definitions.		windef.h				None

		61		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_types.h		5		110		 #ifndef VOID		define VOID if not defined (#define VOID               void)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_types.h		No		None

		62		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_types.h		6		124		#ifndef TRUE		define TRUE if not defined (#define TRUE   1)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_types.h		No		None

		63		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_types.h		7		128		#ifndef FALSE		define FALSE if not defined (#define FALSE 0)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_types.h		No		None

		64		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_types.h		8		138		#ifndef va_arg		access variable argument lists		No		No		None

		65		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_types.h		9		140		#ifndef _VA_LIST		Define _VA_LIST if not defined		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_types.h		No		None

		66		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3.h		1		53		#ifndef _PCL3_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3.h		No		None

		67		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3.h		2		60		#ifndef FALSE		define FALSE if not defined (#define FALSE 0)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_types.h		No		None

		68		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3.h		3		63		#ifndef TRUE		define TRUE if not defined (#define TRUE !FALSE)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_types.h		No		None

		69		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3.h		4		71		#ifdef STRIP_SECURITY_TRAILER		The  definition for STRIP_SECURITY_TRAILER in this file is commented out.  There is no evidence that the conditional is defined elsewhere.

Used to determine the length of data to strip from the pcl file.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3AvRaster.h		No		NYS6209.2.G		9

		70		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3AvRaster.h		1		44		#ifndef _PCL3_AV_RASTER_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3AvRaster.h		No		None

		71		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Ch.cpp		1		62		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files and definitions.		implied		implied		None

		72		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Ch.cpp		2		66		 #ifndef O_ACCMODE		define O_ACCMODE if not defined (#define O_ACCMODE (O_RDONLY | O_WRONLY | O_RDWR))
used to define file access modes (read, write, read/write)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Ch.cpp		No		None

		73		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3ChRaster.h		1		42		#ifndef _PCL3_CH_RASTER_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3ChRaster.h		No		None

		74		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Cmds.h		1		40		#ifndef _PCL3_CMDS_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Cmds.h		No		None

		75		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Decomp.cpp		1		84		#if 0		Used to include/exclude functionality (mode 10 decompression)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Decomp.cpp		No		NYS6209.2.G		10

		76		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Decomp.cpp		2		575		#if 0		Used to include/exclude functionality (mode 10 decompression, entire routines)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Decomp.cpp		No		NYS6209.2.G		11

		77		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Log.cpp		1		107		#ifdef _DVS_DEBUG_		The  definition for _DVS_DEBUG_ in file DvsLog.h is explicitly undefined.  There is no evidence that the conditional is defined elsewhere. Therefore the code within the conditonal block is not included.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\DvsLog.h		No		None

		78		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Overlay.cpp		1		103		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include "mutex" code when compiling on UNIX platform (or non-Windows platform).		implied		implied		None

		79		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Overlay.cpp		2		135		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include "mutex" code when compiling on UNIX platform (or non-Windows platform).		implied		implied		None

		80		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Overlay.cpp		3		179		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include "mutex" code when compiling on UNIX platform (or non-Windows platform).		implied		implied		None

		81		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Overlay.cpp		4		309		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include "mutex" code when compiling on UNIX platform (or non-Windows platform).		implied		implied		None

		82		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Overlay.cpp		5		354		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include "mutex" code when compiling on UNIX platform (or non-Windows platform).		implied		implied		None

		83		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Overlay.cpp		6		1565		#if 1		There is an attached #else block.
Used to control ballot orientation		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Overlay.cpp		No		NYS6209.2.G		12

		84		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Overlay.h		1		52		#ifndef _PCL3_OVERLAY_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Overlay.h		No		None

		85		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Parse.cpp		1		491		#if 0		Used to omit a log message		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Parse.cpp		No		None

		86		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Parse.cpp		2		560		#if 0 		Used to omit a log message		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Parse.cpp		No		None

		87		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Raster.h		1		46		#ifndef _PCL3_RASTER_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Raster.h		No		None

		88		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Raster.h		2		222		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to control memory alignment.		implied		implied		None

		89		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Raster.h		3		228		#if 1		Used to control pixel color processing.
Bit/Byte manipulation.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Raster.h		No		None

		90		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3Raster.h		4		234		#ifdef DVS_LITTLE_ENDIAN		Used to control pixel color processing.
Bit/Byte manipulation.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\dvs_platform.h		No		None

		91		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3State.h		1		51		#ifndef _PCL3_STATE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\Pcl3State.h		No		None

		92		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		1		69		#ifdef __cplusplus		Standard C++ usage		implied		implied		None

		93		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		2		75		#ifdef __cplusplus		Standard C++ usage		implied		implied		None

		94		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		3		96		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files and definitions.
		implied		implied		None

		95		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		4		103		 #ifndef O_ACCMODE 		define O_ACCMODE if not defined (#define O_ACCMODE (O_RDONLY | O_WRONLY | O_RDWR))
used to define file access modes (read, write, read/write)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		No		None

		96		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		5		135		#ifdef ICP_RESTRICTED_MEMORY 		ICP_RESTRICTED_MEMORY is defined in this file (#define ICP_RESTRICTED_MEMORY). 
Used to determine the allocation of memory. Since the conditional is defined, the allocation is made according to the code with the conditional block (#define MAX_DEST_BUFFS_TO_ALLOC 2575). The #else block is not included (#define MAX_DEST_BUFFS_TO_ALLOC 7000).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		No		NYS6209.2.G		13

		97		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		6		1115		#ifdef RASTER_WIDTH_NEEDED 		There is no evidence that the conditional is defined. Therefore the code within the conditonal block is not included.
There is an attached #else block.		No		No		None

		98		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		7		1163		#if 0		Used to include/exclude functionality (page orientation)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		No		NYS6209.2.G		14

		99		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		8		1525		#ifdef CREATE_BLACK_PLANE 		CREATE_BLACK_PLANE is defined in this file (#define CREATE_BLACK_PLANE). 
Used to control color.  Black color is used in lieu of color		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		No		NYS6209.2.G		15

		100		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		9		1642		#ifdef CREATE_BLACK_PLANE 		CREATE_BLACK_PLANE is defined in this file (#define CREATE_BLACK_PLANE). 
Used to control color.  Black color is used in lieu of color		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		No		NYS6209.2.G		16

		101		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		10		1800		#ifdef CREATE_BLACK_PLANE 		CREATE_BLACK_PLANE is defined in this file (#define CREATE_BLACK_PLANE). 
Used to control color.  Black color is used in lieu of color		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		No		NYS6209.2.G		17

		102		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		11		1894		#ifdef CREATE_BLACK_PLANE 		CREATE_BLACK_PLANE is defined in this file (#define CREATE_BLACK_PLANE). 
Used to control color.  Black color is used in lieu of color		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		No		NYS6209.2.G		18

		103		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		12		1988		#ifdef CREATE_BLACK_PLANE 		CREATE_BLACK_PLANE is defined in this file (#define CREATE_BLACK_PLANE). 
Used to control color.  Black color is used in lieu of color		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		No		NYS6209.2.G		19

		104		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		13		2272		#ifndef CREATE_BLACK_PLANE  		CREATE_BLACK_PLANE is defined in this file (#define CREATE_BLACK_PLANE). 
Used to control color.  Black color is used in lieu of color		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\icp\PngOverlay.cpp		No		NYS6209.2.G		20

		105		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\sha2\sha2.c		1		28		#if defined(XYSSL_SHA2_C)		Unmodified COTS - not reviewed.						None

		106		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\sha2\sha2.c		2		38		#ifndef GET_ULONG_BE		Unmodified COTS - not reviewed.						None

		107		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\sha2\sha2.c		3		48		#ifndef PUT_ULONG_BE		Unmodified COTS - not reviewed.						None

		108		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\sha2\sha2.c		4		433		#if defined(XYSSL_SELF_TEST)		Unmodified COTS - not reviewed.						None

		109		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\sha2\xyssl\config.h		1		8		#ifndef XYSSL_CONFIG_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\sha2\xyssl\config.h		No		None

		110		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\sha2\xyssl\config.h		2		11		#ifndef _CRT_SECURE_NO_DEPRECATE		Define if not defined.
There is no evidence that the term _CRT_SECURE_NO_DEPRECATE is used.		No		No		None

		111		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\sha2\xyssl\sha2.h		1		4		#ifndef XYSSL_SHA2_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\sha2\xyssl\sha2.h		No		None

		112		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\sha2\xyssl\sha2.h		2		22		#ifdef __cplusplus		Standard C++ usage		implied		implied		None

		113		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\sha2\xyssl\sha2.h		3		123		#ifdef __cplusplus		Standard C++ usage		implied		implied		None

		114		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\state\Handler.hpp		1		37		#ifndef HANDLER_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\state\Handler.hpp		No		None

		115		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\state\Handler.hpp		2		116		#ifndef BUILD_TEST		The  definition for BUILD_TEST in file Config.hpp is commented out.  There is no evidence that the conditional is defined elsewhere.
Modifies the boot partition.
		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\Config.hpp		No		NYS6209.2.G		21

		116		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\state\Idle.hpp		1		32		#ifndef IDLE_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\state\Idle.hpp		No		None

		117		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\state\Session.hpp		1		34		#ifndef SESSION_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\state\Session.hpp		No		None

		118		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\state\State.hpp		1		38		#ifndef STATE_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\state\State.hpp		No		None

		119		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\state\WriteIn.hpp		1		32		#ifndef WRITEIN_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\state\WriteIn.hpp		No		None

		120		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\xml\DOMTreeErrorReporter.cpp		1		26		#if defined(XERCES_NEW_IOSTREAMS)		Unmodified COTS - not reviewed.						None

		121		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\xml\DOMTreeErrorReporter.hpp		1		23		#if defined(XERCES_NEW_IOSTREAMS)		Unmodified COTS - not reviewed.						None

		122		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\xml\XML.hpp		1		32		#ifndef BMDXML_HPP_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\dvs\xml\XML.hpp		No		None

		123		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		1		26		#if defined(__i386__) && (defined(__linux__)
||defined(__NetBSD__)  || defined(__FreeBSD__)
|| defined(__OpenBSD__))		Modified COTS -		No 		No		None

		124		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		2		32		#if defined(__linux__)		Modified COTS -		No		No		None

		125		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		3		37		#ifdef USE_LIBC_VM86		Unmodified COTS - not reviewed.						None

		126		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		4		41		#elif defined(__NetBSD__) || defined(__FreeBSD__)
|| defined(__OpenBSD__)		Modified COTS -		No		No		None

		127		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		5		52		#if defined(__FreeBSD__)		Modified COTS -		No		No		None

		128		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		6		241		#if defined(__linux__)		Unmodified COTS - not reviewed.						None

		129		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		7		243		#elif defined(__NetBSD__) || defined(__FreeBSD__)
|| defined(__OpenBSD__)		Modified COTS -		No		No		None

		130		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		8		251		#if defined(__linux__)		Unmodified COTS - not reviewed.						None

		131		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		9		254		#elif defined(__NetBSD__) || defined(__OpenBSD__)		Modified COTS -		No		No		None

		132		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		10		257		#elif defined(__FreeBSD__)		Unmodified COTS - not reviewed.						None

		133		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		11		266		#if defined(__linux__) || defined(__NetBSD__) ||
defined(__OpenBSD__)		Modified COTS -		No		No		None

		134		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		12		268		#elif defined(__FreeBSD__)		Unmodified COTS - not reviewed.						None

		135		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		13		274		#if defined(__NetBSD__) || defined(__FreeBSD__)
|| defined(__OpenBSD__)		Modified COTS -		No		No		None

		136		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		14		375		#if defined(__linux__)		Unmodified COTS - not reviewed.						None

		137		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		15		378		#elif defined(__NetBSD__) || defined(__OpenBSD__)		Modified COTS -		No		No		None

		138		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		16		380		#elif defined(__FreeBSD__)		Unmodified COTS - not reviewed.						None

		139		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		17		719		#if defined(__linux__)		Unmodified COTS - not reviewed.						None

		140		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		18		729		#if !defined(USE_LIBC_VM86)		Unmodified COTS - not reviewed.						None

		141		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		19		734		#ifdef __PIC__		Unmodified COTS - not reviewed.						None

		142		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		20		759		#ifdef LRMI_DEBUG		Unmodified COTS - not reviewed.						None

		143		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		21		794		#if defined(__linux__)		Unmodified COTS - not reviewed.						None

		144		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		22		841		#elif defined(__NetBSD__) || defined(__FreeBSD__)
|| defined(__OpenBSD__)		Modified COTS -		No		No		None

		145		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		23		842		#if defined(__NetBSD__) || defined(__OpenBSD__)		Modified COTS -		No		No		None

		146		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		29		888		#elif defined(__FreeBSD__)		Unmodified COTS - not reviewed.						None

		147		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		24		936		#ifdef LRMI_DEBUG		Unmodified COTS - not reviewed.						None

		148		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		25		942		#if defined(__NetBSD__) || defined(__OpenBSD__)		Modified COTS -		No		No		None

		149		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		26		944		#elif defined(__FreeBSD__)		Unmodified COTS - not reviewed.						None

		150		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		27		950		#ifdef LRMI_DEBUG		Unmodified COTS - not reviewed.						None

		151		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		28		957		#if defined(__NetBSD__) || defined(__OpenBSD__)		Modified COTS -		No		No		None

		152		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		29		959		#elif defined(__FreeBSD__)		Unmodified COTS - not reviewed.						None

		153		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		30		970		#if defined(__NetBSD__) || defined(__OpenBSD__)		Modified COTS -		No		No		None

		154		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		31		973		#elif defined(__FreeBSD__)		Unmodified COTS - not reviewed.						None

		155		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.c		32		1031		ifdef LRMI_DEBUG		Unmodified COTS - not reviewed.						None

		156		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.h		1		26		#ifndef LRMI_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.h		No		None

		157		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.h		2		29		#if defined(__i386__) && (defined(__linux__)
|| defined(__NetBSD__)|| defined(__FreeBSD__)
|| defined(__OpenBSD__))		Modified COTS -		No		No		None

		158		TDP08072009		BMD Video 2.22		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.h		3				#ifndef LRMI_PREFIX		Modified COTS -
Define if not defined.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\BMD-20090807\BMDvideo-20090728-2.22-src\BMDvideo\lrmi\lrmi.h		No		None

		158		End		End		58		58				End		End		End		End		21		21

																		Definition found						Discrepancy

		Number		TDP Date		Application		Program File		Count in file		Line Number		Conditional		Notes/Comments		In Code		In other file		Issue		Number

		1		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\CardReader.h		1		39		#ifndef CARDREADER_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\CardReader.h		No		None

		2		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\constants.h		1		47		#ifndef CONSTANTS_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\constants.h		No		None

		3		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\CopyThread.h		1		36		#ifndef COPYTHREAD_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\CopyThread.h		No		None

		4		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\Formatter.h		1		35		#ifndef FORMATTER_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\Formatter.h		No		None

		5		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\LED.h		1		34		#ifndef LED_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\LED.h		No		None

		6		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\MainWindow.h		1		39		#ifndef MAINWINDOW_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\MainWindow.h		No		None

		7		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\ReadersSetup.h		1		31		#ifndef READERSSETUP_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\ReadersSetup.h		No		None

		8		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\SecurityKey.h		1		35		#ifndef SECURITYKEY_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\SecurityKey.h		No		None

		9		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\TestReader.h		1		36		#ifndef TESTREADER_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\TestReader.h		No		None

		10		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\Dialogs\AboutDialog.h		1		31		#ifndef ABOUTDIALOG_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\Dialogs\AboutDialog.h		No		None

		11		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\Dialogs\ModeSelection.h		1		31		#ifndef MODESELECTION_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\Dialogs\ModeSelection.h		No		None

		12		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\Dialogs\Preferences.h		1		31		#ifndef PREFERENCES_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\Dialogs\Preferences.h		No		None

		13		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\FileTransfer\FileTransferDlg.h		1		36		#ifndef FILETRANSFERDLG_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\FileTransfer\FileTransferDlg.h		No		None

		14		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\FileTransfer\FileTransferThread.h		1		33		#ifndef FILETRANSFERTHREAD_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\FileTransfer\FileTransferThread.h		No		None

		15		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\Guide\Guide.h		1		34		#ifndef GUIDE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\Guide\Guide.h		No		None

		16		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\Tabulators\Tabulator.h		1		35		#ifndef TABULATOR_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\Tabulators\Tabulator.h		No		None

		17		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\Tabulators\TabulatorsTable.h		1		36		#ifndef TABULATORSTABLE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\Tabulators\TabulatorsTable.h		No		None

		18		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\WebServices\LoginDlg.h		1		32		#ifndef LOGINDLG_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\WebServices\LoginDlg.h		No		None

		19		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\WebServices\OpenProjectDlg.h		1		35		#ifndef OPENPROJECTDLG_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\WebServices\OpenProjectDlg.h		No		None

		20		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\WebServices\ProjectSettings.h		1		33		#ifndef PROJECTSETTINGS_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\WebServices\ProjectSettings.h		No		None

		21		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\WebServices\RequestResult.h		1		34		#ifndef REQUESTRESULT_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\WebServices\RequestResult.h		No		None

		22		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\WebServices\SqlAdminLoginDlg.h		1		35		#ifndef SQLADMINLOGINDLG_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\WebServices\SqlAdminLoginDlg.h		No		None

		23		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\WebServices\WebServiceErrorEvent.h		1		32		#ifndef WEBSERVICEERROREVENT_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\WebServices\WebServiceErrorEvent.h		No		None

		24		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\WebServices\WebServiceHandler.h		1		32		#ifndef WEBSERVICEHANDLER_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\WebServices\WebServiceHandler.h		No		None

		25		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\WebServices\WebServicesApi.h		1		33		#ifndef WEBSERVICESAPI_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\WebServices\WebServicesApi.h		No		None

		26		TDP08072009		EMS EPS 1.0.2		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\WebServices\WebServiceThread.h		1		33		#ifndef WEBSERVICETHREAD_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\EPS-20090807\EMSEPSSourceCode_package_1.0.2\EMSEPS\WebServices\WebServiceThread.h		No		None

		26		End		End		26		26				End		End		End		End		0		0

																		Definition found						Discrepancy

		Number		TDP Date		Application		Program File		Count in file		Line Number		Conditional		Notes/Comments		In Code		In other file		Issue		Number

		1		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\boot.S		1		78		#ifdef __MCF5249__		Unmodified COTS - not reviewed.						None

		2		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\boot.S		2		184		#ifdef MCF_MBAR2		Unmodified COTS - not reviewed.						None

		3		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\boot.S		3		194		#ifdef MEM_BUILTIN2		Unmodified COTS - not reviewed.						None

		4		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\inflate.c		1		106		#ifdef RCSID		Unmodified COTS - not reviewed.						None

		5		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\inflate.c		2		110		#ifndef STATIC		Unmodified COTS - not reviewed.						None

		6		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\inflate.c		3		112		#if defined(STDC_HEADERS) || defined(HAVE_STDLIB_H)		Unmodified COTS - not reviewed.						None

		7		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\inflate.c		4		590		#if !defined(NOMEMCPY) && !defined(DEBUG)		Unmodified COTS - not reviewed.						None

		8		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\inflate.c		5		749		#ifdef PKZIP_BUG_WORKAROUND		Unmodified COTS - not reviewed.						None

		9		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\inflate.c		6		774		#ifdef PKZIP_BUG_WORKAROUND		Unmodified COTS - not reviewed.						None

		10		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\inflate.c		7		883		#ifdef PKZIP_BUG_WORKAROUND		Unmodified COTS - not reviewed.						None

		11		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\inflate.c		8		1000		#ifdef DEBUG		Modified COTS - There is no evidence that the conditional is defined. 
Used to print a message during bootup.		No		No		None

		12		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\main.c		1		249		#ifndef MCF_MEMBASE		Unmodified COTS - not reviewed.						None

		13		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\mcfuart.h		1		48		#ifndef mcfuart_h		Unmodified COTS - not reviewed.						None

		14		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\misc.c		1		68		#ifdef BOOTDEBUG		Unmodified COTS - not reviewed.						None

		15		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\misc.c		2		110		#ifdef DEBUG		Unmodified COTS - not reviewed.						None

		16		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\prototypes.h		1		36		#ifndef  prototypes_h		Modified COTS
Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\prototypes.h		No		None

		17		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\arch\5249\arch.h		1		52		#ifndef m5249_h		Unmodified COTS - not reviewed.						None

		18		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\arch\5249\arch.h		2		61		#ifdef __MCF_FAST_CLK__		Unmodified COTS - not reviewed.						None

		19		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\vendors\Motorola\M5249C3\board.c		1		79		#ifdef OLD_BOOT_ADDR		Modified COTS - The  definition for OLD_BOOT_ADDR in this file is explicitly undefined.  There is no evidence that the conditional is defined elsewhere. Therefore the code within the conditonal block is not included (#define IMAGE_ADDR 0xff008000). The code within the #else block is included (#define IMAGE_ADDR 0xff040000). Neither address matches original COTS address (#define IMAGE_ADDR 0xffe08000).

Used to determine the image/boot address.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\vendors\Motorola\M5249C3\board.c		No		None

		20		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\vendors\Motorola\M5249C3\board.c		2		277		#ifdef __MCF_FAST_CLK__		Modified COTS - But matches original COTS
PLL_SPEED_FAST = 0x925a3100, PLL_SPEED_SLOW = 0x135a4140

Used to determine clock speed		No		No		None

		21		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\colilo\vendors\Motorola\M5249C3\board.c		3		432		#ifdef __MCF_FAST_CLK__		Modified COTS - Does not match original COTS
DRAM_CONTROL_VALUE_FAST=0x8221 (0x8239 original COTS)
DRAM_CONTROL_VALUE_SLOW=0x8222 (0x8222 original COTS)		No		No		None

		22		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\BCommands.cpp		1		74		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files
		implied		implied		None

		23		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\BCrypt.cpp		1		59		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files.
		implied		implied		None

		24		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\BCrypt.cpp		2		109		#ifdef __cplusplus		Standard C++ usage.  Used to declare function getopt(…) and associated parameters and variables. Getopt(…) is a command line parser for WIn32.		implied		implied		None

		25		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\BCrypt.cpp		3		117		#ifdef __cplusplus		Standard C++ usage.  Used to declare function getopt(…) and associated parameters and variables. Getopt(…) is a command line parser for WIn32.		implied		implied		None

		26		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\BCrypt.h		1		46		#ifndef __BCRYPT_H_INCLUDE__		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\BCrypt.h		No		None

		27		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\BCrypt.h		2		49		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude definitions.
		implied		implied		None

		28		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\BCrypt.h		3		78		#ifndef FALSE		define FALSE if not defined (#define FALSE 0)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\BCrypt.h		No		None

		29		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\BCrypt.h		4		81		#ifndef TRUE		define TRUE if not defined (#define TRUE 1)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\BCrypt.h		No		None

		30		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\BCrypt.h		5		85		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude definitions.
		implied		implied		None

		31		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\BCryptAppend.cpp		1		48		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files.
		implied		implied		None

		32		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\BCryptAppend.cpp		2		690		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to determine version of mkdir function used.


		implied		implied		None

		33		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\BCryptEnc.cpp		1		49		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files.
		implied		implied		None

		34		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\BCryptSign.cpp		1		49		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files.
		implied		implied		None

		35		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\DvsFileBCrypt.cpp		1		60		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files.
		implied		implied		None

		36		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsAdmin.cpp		1		2008		#if 0		Used to omit modem functionality (Admin menu option to send results to remote server through modem).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsAdmin.cpp		No		NYS6209.2.G		1

		37		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsAdmin.cpp		2		2063		#ifdef USE_DVS_COMM   		There is no evidence that the conditional is defined.  Used to include/exclude modem functionality (send results to remote server through modem).		No		No		NYS6209.2.G		2

		38		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsAdmin.cpp		3		2301		#if 0		Used to omit displaying of time		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsAdmin.cpp		No		NYS6209.2.G		3

		39		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsAdmin.cpp		4		2360		#if 0 		Used to omit displaying of time		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsAdmin.cpp		No		NYS6209.2.G		4

		40		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsAdmin.cpp		5		2889		#ifdef PROV_VOTE_AUDIO_ENABLE		The conditional is defined in this file. 
Used to include/exclude provisional voting.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsAdmin.cpp		No		NYS6209.2.G		5

		41		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsAdmin.h		1		79		#ifndef _DVS_ADMIN_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsAdmin.h		No		None

		42		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsAudioVote.cpp		1		638		#if 0		The code within the conditional block is commented out.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsAudioVote.cpp		No		None

		43		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsAudioVote.cpp		2		1995		#if 0		Used to omit a warning message		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsAudioVote.cpp		No		None

		44		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsAudioVote.h		1		87		#ifndef DVSAUDIOVOTE_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsAudioVote.h		No		None

		45		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsController.cpp		1		271		#ifdef USE_DVS_COMM 		There is no evidence that the conditional is defined. 
Used to include/exclude modem functionality.		No		No		NYS6209.2.G		6

		46		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsController.cpp		2		297		#ifdef USE_DVS_COMM   		There is no evidence that the conditional is defined. 
Used to include/exclude modem/telecom functionality.		No		No		NYS6209.2.G		7

		47		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsController.cpp		3		1063		#ifndef APPEND_ENCRYPTED_SYMKEY_TO_FILE 		The  definition for APPEND_ENCRYPTED_SYMKEY_TO_FILE in file \core\DvsSecurityCommon.h is commented out.  There is no evidence that the conditional is defined elsewhere. 

Used to determine whether to append an encrypted copy of the symmetric key to the end of each encrypted file.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurityCommon.h		No		NYS6209.2.G		8

		48		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsController.h		1		62		#ifndef _DVS_CONTROLLER_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsController.h		No		None

		49		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsDiagnostics.cpp		1		1219		#ifdef USE_DVS_COMM 		There is no evidence that the conditional is defined.
Used to include/exclude modem functionality (communication with modem to test a device).		No		No		NYS6209.2.G		9

		50		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsDiagnostics.h		1		61		#ifndef DVS_DIAGNOSTICS_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsDiagnostics.h		No		None

		51		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsReport.h		1		59		#ifndef DVSREPORT_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsReport.h		No		None

		52		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsScanVote.cpp		1		910		#if 0		Used to omit clearing of buffer.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsScanVote.cpp		No		None

		53		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsScanVote.cpp		2		1114		#ifdef CHECK_BALLOT_LENGTH		There is no evidence that the conditional is defined. 
Used to determine whether to verify the size of the ballot.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsScanVote.cpp		No		NYS6209.2.G		10

		54		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsScanVote.cpp		3		1181		#ifdef ENSURE_NO_BACKSIDE_ON_SINGLE_SIDED_BALLOT		There is no evidence that the conditional is defined. 
Used to determine whether to process the back side of the ballot.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsScanVote.cpp		No		NYS6209.2.G		11

		55		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsScanVote.cpp		4		1604		#ifdef SAVE_REJECT_IMAGES_TO_CFLASH		The  definition for SAVE_REJECT_IMAGES_TO_CFLASH in file \core\DvsImage.h is explicitly undefined.  There is no evidence that the conditional is defined elsewhere. 
Used to include/exclude CF Card functionality (saving rejected ballot to CF Card).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		No		NYS6209.2.G		12

		56		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsScanVote.cpp		5		1673		#ifdef REMOVE_IMG_ON_WRITE_FAIL		The  definition for REMOVE_IMG_ON_WRITE_FAIL in this file is commented out.  There is no evidence that the conditional is defined elsewhere.  
Used to include/exclude save functionality.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsScanVote.cpp		No		NYS6209.2.G		13

		57		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsScanVote.cpp		6		1717		#ifdef REMOVE_IMG_ON_WRITE_FAIL		The  definition for REMOVE_IMG_ON_WRITE_FAIL in this file is commented out.  There is no evidence that the conditional is defined elsewhere.  
Used to include/exclude save functionality.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsScanVote.cpp		No		NYS6209.2.G		14

		58		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsScanVote.cpp		7		1739		//#ifdef REMOVE_IMG_ON_WRITE_FAIL		The conditional is commented out		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsScanVote.cpp		No		None

		59		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsScanVote.cpp		8		2000		#if !defined(DISABLE_BACK_SIDE_BARCODE_CHECK)		There is no evidence that the conditional is defined.  Used to include/exclude functionality ( disabling of back side bar code checks)		No		No		NYS6209.2.G		15

		60		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsScanVote.h		1		70		#ifndef _DVS_SCAN_VOTE_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\DvsScanVote.h		No		None

		61		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\Tabulate.h		1		48		#ifndef _TABULATE_H_INCLUDED_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cf2xx\Tabulate.h		No		None

		62		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cfload\cfload.h		1		41		#ifndef CFLOAD_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cfload\cfload.h		No		None

		63		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cfload\cfloadKey.h		1		41		#ifndef CFLOAD_KEY_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cfload\cfloadKey.h		No		None

		64		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cfload\cfloadLcd.h		1		48		#ifndef _CFLOAD_LCD_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cfload\cfloadLcd.h		No		None

		65		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cfload\cfloadPrivateKeys.h		1		37		#ifndef _CFLOAD_PRIVATEKEYS_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cfload\cfloadPrivateKeys.h		No		None

		66		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cfload\cfloadRun.h		1		38		#ifndef _CFLOADRUN_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cfload\cfloadRun.h		No		None

		67		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cfload\cfloadSecurity.h		1		39		#ifndef CFLOAD_SECURITY_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cfload\cfloadSecurity.h		No		None

		68		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cfload\cfloadVersion.h		1		40		#ifndef _CFLOAD_VERSION_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cfload\cfloadVersion.h		No		None

		69		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cfload\logFile.cpp		1		56		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files.
		implied		implied		None

		70		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cfload\logFile.cpp		2		256		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
used to determine use of sprintf(…) vs _sprintf(…) functions.
		implied		implied		None

		71		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cfload\logFile.h		1		38		#ifndef _LOGFILE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\cfload\logFile.h		No		None

		72		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsCallback.h		1		41		#ifndef _DVS_CALLBACK_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsCallback.h		No		None

		73		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsDataBlock.h		1		39		#ifndef _DVS_DATA_BLOCK_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsDataBlock.h		No		None

		74		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsError.h		1		40		#ifndef DVS_ERROR_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsError.h		No		None

		75		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsEvent.cpp		1		144		#if 0		Used to omit functionality (modification of stack size).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsEvent.cpp		No		NYS6209.2.G		16

		76		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsEvent.cpp		2		256		#if 0		Used to omit functionality (stack size).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsEvent.cpp		No		None

		77		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsEvent.h		1		48		#ifndef DVSEVENT_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsEvent.h		No		None

		78		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsFile.h		1		58		#ifndef _DVS_FILE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsFile.h		No		None

		79		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsFile.h		2		68		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files and definitions.
		implied		implied		None

		80		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsFile.h		3		101		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude class CDvsFileInfo		implied		implied		NYS6209.2.G		17

		81		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsFile.h		4		164		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude function getInfo(…) acting on class CDvsFileInfo		implied		implied		NYS6209.2.G		18

		82		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsFile.h		5		223		#ifdef DVS_CENTRAL_SCANNER		There is no evidence that the conditional is defined.
Used to include/exclude functionality (central scanner, class CDvsFileIo)		No		No		NYS6209.2.G		19

		83		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsIoStream.h		1		38		#ifndef _DVS_IO_STREAM_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsIoStream.h		No		None

		84		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsIoStream.h		2		54		#ifndef O_BINARY		define O_BINARY if not defined (#define O_BINARY 0)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsIoStream.h		No		None

		85		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.cpp		1		127		#ifdef DVS_CENTRAL_SCANNER		There is no evidence that the conditional is defined.
Used to include/exclude functionality (central scanner). The header file included is not present in the TDP.		No		No		NYS6209.2.G		20

		86		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.cpp		2		198		#ifdef DVS_CENTRAL_SCANNER		There is no evidence that the conditional is defined.
Used to include/exclude functionality (central scanner)		No		No		NYS6209.2.G		21

		87		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.cpp		3		219		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude functionality (mutex).		implied		implied		None

		88		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.cpp		4		247		#ifdef _DVS_DEBUG_ 		The  definition for _DVS_DEBUG_ in file \common\DvsLog.h is explicitly undefined.  There is no evidence that the conditional is defined elsewhere. Therefore the code within the conditonal block is not included.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.h		No		NYS6209.2.G		22

		89		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.cpp		5		278		#ifndef DVS_CENTRAL_SCANNER 		There is no evidence that the conditional is defined.
Used to include/exclude functionality (central scanner)		No		No		NYS6209.2.G		23

		90		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.cpp		6		383		#ifdef _DVS_DEBUG_		The  definition for _DVS_DEBUG_ in file \common\DvsLog.h is explicitly undefined.  There is no evidence that the conditional is defined elsewhere. 
Used to include/exclude debug routines (5 complete routines)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.h		No		NYS6209.2.G		24

		91		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.cpp		7		631		#ifdef DVS_CENTRAL_SCANNER		There is no evidence that the conditional is defined.
Used to include/exclude functionality (central scanner)		No		No		NYS6209.2.G		25

		92		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.cpp		8		968		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude functionality (mutex).		implied		implied		None

		93		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.cpp		9		1040		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude functionality (mutex).		implied		implied		None

		94		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.cpp		10		1084		#ifndef DVS_CENTRAL_SCANNER		There is no evidence that the conditional is defined.
Used to include/exclude functionality (central scanner, deleting log files)		No		No		NYS6209.2.G		26

		95		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.cpp		11		1089		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude functionality (mutex). 		implied		implied		None

		96		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.h		1		65		#ifndef _DVS_LOG_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.h		No		None

		97		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.h		2		72		#ifdef DVS_CENTRAL_SCANNER		There is no evidence that the conditional is defined.
Used to include/exclude functionality (central scanner)		No		No		NYS6209.2.G		27

		98		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.h		3		109		#ifdef _DVS_DEBUG_		The  definition for _DVS_DEBUG_ in this file is explicitly undefined.  There is no evidence that the conditional is defined elsewhere. 
Used to include/exclude debug routines		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.h		No		None

		99		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.h		4		115		#if !defined(_DVS_DEBUG)		There is no evidence that the conditional is defined. The conditional is negated, therefore the code within the conditonal block is included.  Note that this conditional is unique from _DVS_DEBUG_ (does not have trailin underscore).		No		No		None

		100		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.h		5		117		#elif !defined(DVS_ASSERT)		Define if not defined		No		No		None

		101		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.h		6		172		#ifdef _DVS_DEBUG_		The  definition for _DVS_DEBUG_ in this file is explicitly undefined.  There is no evidence that the conditional is defined elsewhere. 
Used to include/exclude debug routines		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLog.h		No		NYS6209.2.G		28

		102		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLogRec.h		1		39		#ifndef _DVS_LOGREC_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsLogRec.h		No		None

		103		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsModules.h		1		51		#ifndef _DVS_MODULE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsModules.h		No		None

		104		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsQueueT.h		1		43		#ifndef _DVS_QUEUE_T_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsQueueT.h		No		None

		105		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsState.h		1		41		#ifndef _DVS_STATE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsState.h		No		None

		106		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsString.h		1		42		#ifndef DVS_STRING_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsString.h		No		None

		107		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsThread.cpp		1		52		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
(thread/mutex processing)
		implied		implied		None

		108		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsThread.cpp		2		63		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
(thread/mutex processing)
		implied		implied		None

		109		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsThread.h		1		43		#ifndef DVSTHREAD_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsThread.h		No		None

		110		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsThread.h		2		46		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude functionality (mutex/thread).		implied		implied		None

		111		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsThread.h		3		74		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude functionality (mutex/thread).		implied		implied		None

		112		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsThread.h		4		103		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude functionality (mutex/thread).		implied		implied		None

		113		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsTimeValue.h		1		41		#ifndef DVS_TIME_VALUE_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsTimeValue.h		No		None

		114		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsTimeValue.h		2		44		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files.
		implied		implied		None

		115		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsTimeValue.h		3		155		#ifndef WIN32 		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
		implied		implied		None

		116		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsUtils.cpp		1		48		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to included/exclude header files.
		implied		implied		None

		117		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsUtils.cpp		2		59		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files.
		implied		implied		None

		118		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsUtils.cpp		3		76		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used for file directory routines.
		implied		implied		None

		119		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsUtils.cpp		4		272		#ifndef WIN32 		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Useed for comparison routines
		implied		implied		None

		120		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsUtils.cpp		5		322		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used for file directory removal routines.
		implied		implied		None

		121		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsUtils.cpp		6		358		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used for file directory make routines.
		implied		implied		None

		122		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsUtils.h		1		41		#ifndef __DVS_UTILS_H__		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsUtils.h		No		None

		123		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsVector.h		1		41		#ifndef DVS_VECTOR_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\DvsVector.h		No		None

		124		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\dvs_retcode.h		1		84		#ifndef DVS_RETCODE_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\dvs_retcode.h		No		None

		125		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\iodev.h		1		42		#ifndef IODEV_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\iodev.h		No		None

		126		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\iodrv.h		1		42		#ifndef IODRV_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\common\iodrv.h		No		None

		127		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\audio_logic.h		1		48		#ifndef _LOGIC_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\audio_logic.h		No		None

		128		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\audio_logic_support.h		1		50		#ifndef _LOGIC_SUPPORT_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\audio_logic_support.h		No		None

		129		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\audio_logic_writein.h		1		44		#ifndef _LOGIC_WRITEIN_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\audio_logic_writein.h		No		None

		130		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\audio_module.cpp		1		240		#ifdef USE_XMODEM_TRANSFER 		The conditional is defined in file \core\keyhandler.h.  Therefore the code within the conditonal block is included (#define TRANSFER_FILE_RETRY 3).
There is an #else block which is not included (#define TRANSFER_FILE_RETRY 5).

Used to determine the number of retries when when transferring files from one directory to attached BMD.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.h		No		None

		131		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\audio_module.cpp		2		811		#if defined(TEST_USB_PRINTING_BALLOT)		The  definition for TEST_USB_PRINTING_BALLOT in file \include\dvs_config.h is explicitly undefined.  There is no evidence that the conditional is defined elsewhere. Therefore the code within the conditonal block is not included.  There is an #else block which is included.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_config.h		No		NYS6209.2.G		29

		132		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\audio_module.cpp		3		921		#if 0		Used to omit functionality (audio state)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\audio_module.cpp		No		NYS6209.2.G		30

		133		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\audio_module.h		1		87		#ifndef _AUDIO_MODULE_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\audio_module.h		No		None

		134		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\audio_module.h		2		167		#if DVS_PRINT_FROM_PNG == 1 &&
PCL_STRIP_AT_SOURCE == 1		#error directive produces an error/diagnostic message and stops compilation.  It does not affect execution after the code has been compiled.		#define DVS_PRINT_FROM_PNG 1
\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_globals.h

#define PCL_STRIP_AT_SOURCE 0
\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\audio_module.h		No		None

		135		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\audio_module.h		3		179		#if MULTILINGUAL_CONTESTS == 1		The code inside the conditional is included (#define BALLOT_ROOT_PATH      gAudioLanguage).
The code inside the #else block is not included (#define BALLOT_ROOT_PATH      DEFAULT_LANGUAGE).
Note: DEFAULT_LANGUAGE = "english"
Note: Can not find any instance where BALLOT_ROOT_PATH is used.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\audio_module.h		No		NYS6209.2.G		31

		136		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\ballot_printer.cpp		1		110		#if defined(DEBUG_BALLOT_PRINTER)		The  definition for DEBUG_BALLOT_PRINTER in this file is explicitly undefined.  There is no evidence that the conditional is defined elsewhere.  There is an #else block.
Used to include/exclude definitions.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\ballot_printer.cpp		No		None

		137		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\ballot_printer.cpp		2		159		#if PNG_PCL_STORE_CONV_RESULT == 1		#define PNG_PCL_STORE_CONV_RESULT 0 
the conditional is defined to 0 (or false), therefore the code inside the conditional is not included.
Used to include/exclude functionality (PNG vs PCL files).
There is a potential buffer overflow inside the conditional		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_globals.h
		No		NYS6209.2.G		32

		138		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\ballot_printer.cpp		3		190		#if PCL_STRIP_AT_SOURCE == 1		Used to strip off signature footer.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\audio_module.h		No		NYS6209.2.G		33

		139		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\ballot_printer.cpp		4		201		#if DVS_PRINT_FROM_PNG == 0		#define DVS_PRINT_FROM_PNG 1
the conditional is defined to 1 (or true).

//if 1, Print from PNG files - if 0, print from PCL files		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_globals.h
		No		NYS6209.2.G		34

		140		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\ballot_printer.cpp		5		203		#elif PNG_PCL_STORE_CONV_RESULT == 1		#define PNG_PCL_STORE_CONV_RESULT 0 
the conditional is defined to 0 (or false).  
Used to determine functionality (PNG vs PCL files).
There is a potential buffer overflow inside the conditional		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_globals.h
		No		NYS6209.2.G		35

		141		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\ballot_printer.cpp		6		255		#if PCL_STRIP_AT_SOURCE == 1		Used to remove old audio ballots.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\audio_module.h		No		NYS6209.2.G		36

		142		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\ballot_printer.cpp		7		347		#if NY_BALLOT_HACK == 1		Used to determine placement of a vote mark (at the specified co-ordinates).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\audio_module.h		No		NYS6209.2.G		37

		143		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\ballot_printer.cpp		8		462		#if defined(TEST_USB_PRINTING_BALLOT)		The  definition for TEST_USB_PRINTING_BALLOT in file \include\dvs_config.h is explicitly undefined.  There is no evidence that the conditional is defined elsewhere.  There is an #else block.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_config.h		No		NYS6209.2.G		38

		144		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\ballot_printer.h		1		53		#ifndef _BALLOT_PRINTER_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\ballot_printer.h		No		None

		145		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\dcf.cpp		1		98		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files.
		implied		implied		None

		146		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\dcf.cpp		2		173		#ifdef DVS_LITTLE_ENDIAN 		defined for WIN32

#ifdef DVS_LITTLE_ENDIAN      
 #define DCF_EXPECT_ENDIAN DCF_LITTLE_ENDIAN   ("LT")
#else
 #define DCF_EXPECT_ENDIAN DCF_BIG_ENDIAN ("BG")
#endif
Bit/Byte manipulation.
DCF_EXPECT_ENDIAN used for comparison.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_platform.h		No		None

		147		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\dcf.cpp		3		271		#if 0		Code inside the conditional is commented out		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\dcf.cpp		No		None

		148		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\dcf.cpp		4		324		#ifdef DVS_DEBUG_DUMP_DCFS		The  definition for DVS_DEBUG_DUMP_DCFS in this file is commented out.  There is no evidence that the conditional is defined elsewhere.
Used to include/exclude functionality (dumping of data)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\dcf.cpp		No		NYS6209.2.G		39

		149		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\dcf.cpp		5		337		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude functionality (time/clock).
		implied		implied		NYS6209.2.G		40

		150		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\dcf.h		1		93		#ifndef DVS_DCF_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\dcf.h		No		None

		151		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\dcf.h		2		96		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude namespaces.
		implied		implied		None

		152		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\dcf.h		3		109		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude definitions.		implied		implied		None

		153		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\dcf.h		4		619		#if 0		Used to include/exclude printer options		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\dcf.h		No		NYS6209.2.G		41

		154		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\dcf.h		5		1025		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Bit/Byte manipulation.
		implied		implied		None

		155		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\dcf.h		6		1039		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Bit/Byte manipulation.
		implied		implied		None

		156		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAes128.cpp		1		135		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		42

		157		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAes128.cpp		2		141		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		43

		158		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAes128.cpp		3		176		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		44

		159		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAes128.cpp		4		226		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		45

		160		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAes128.cpp		5		273		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		46

		161		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAes128.cpp		6		300		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		47

		162		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAes128.cpp		7		397		#ifndef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		48

		163		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAes128.h		1		51		#ifndef DVS_AES128_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAes128.h		No		None

		164		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAes128.h		2		54		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		49

		165		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAes128.h		3		126		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		50

		166		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAsymmDigest.cpp		1		53		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.

#ifdef WIN32
#include <string.h> // for memcpy
#endif
standard C library header file		implied		implied		None

		167		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAsymmDigest.cpp		2		153		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		51

		168		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAsymmDigest.cpp		3		189		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		52

		169		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAsymmDigest.cpp		4		229		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		53

		170		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAsymmDigest.cpp		5		312		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		54

		171		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAsymmDigest.h		1		43		#ifndef DVS_ASYMM_DIGEST_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAsymmDigest.h		No		None

		172		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAsymmDigest.h		2		70		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		55

		173		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAsymmEnc.cpp		1		118		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		56

		174		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAsymmEnc.cpp		2		124		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		57

		175		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAsymmEnc.cpp		3		161		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		58

		176		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAsymmEnc.cpp		4		211		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		59

		177		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAsymmEnc.cpp		5		258		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		60

		178		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAsymmEnc.cpp		6		285		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		61

		179		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAsymmEnc.h		1		44		#ifndef DVS_ASYMM_ENC_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAsymmEnc.h		No		None

		180		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAsymmEnc.h		2		108		#ifdef APPEND_ENCRYPTED_SYMKEY_TO_FILE 		The  definition for APPEND_ENCRYPTED_SYMKEY_TO_FILE in file \core\DvsSecurityCommon.h is commented out.  There is no evidence that the conditional is defined elsewhere. 		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurityCommon.h		No		NYS6209.2.G		62

		181		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAsymmEnc.h		3		119		#ifdef USE_XYSSL 		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		63

		182		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAtiBallotReviewSession.hpp		1		51		#ifndef DVS_ATI_BALLOT_REVIEW_SESSION_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAtiBallotReviewSession.hpp		No		None

		183		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAudioAtiSession.hpp		1		64		#ifndef DVS_AUDIO_ATI_SESSION_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAudioAtiSession.hpp		No		None

		184		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAudioFileManager.hpp		1		67		#ifndef DVS_AUDIO_FILE_MANAGER_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAudioFileManager.hpp		No		None

		185		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAudioModule.h		1		42		#ifndef _DVS_AUDIO_MODULE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAudioModule.h		No		None

		186		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAvAtiSession.hpp		1		77		#ifndef DVS_AV_ATI_SESSION_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAvAtiSession.hpp		No		None

		187		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAvPaddleSession.hpp		1		67		#ifndef DVS_AV_PADDLE_SESSION_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAvPaddleSession.hpp		No		None

		188		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAvSipNPuffSession.hpp		1		65		#ifndef DVS_AV_SIPNPUFF_SESSION_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsAvSipNPuffSession.hpp		No		None

		189		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotGetID.cpp		1		232		#if defined(SCAN_COORDS_DUMP)		The  definition for SCAN_COORDS_DUMP in file \core\DvsImage.h is explicitly undefined.  There is no evidence that the conditional is defined elsewhere.
Used to include/exclude functionality (drawing borders on image objects).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		No		NYS6209.2.G		64

		190		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotGetID.cpp		2		376		#if defined(SCAN_COORDS_DUMP)		The  definition for SCAN_COORDS_DUMP in file \core\DvsImage.h is explicitly undefined.  There is no evidence that the conditional is defined elsewhere.
Used to include/exclude functionality (drawing borders on image objects).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		No		NYS6209.2.G		65

		191		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotGetID.cpp		3		476		#if defined(SCAN_COORDS_DUMP)		The  definition for SCAN_COORDS_DUMP in file \core\DvsImage.h is explicitly undefined.  There is no evidence that the conditional is defined elsewhere.
Used to include/exclude functionality (drawing borders on image objects).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		No		NYS6209.2.G		66

		192		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotGetID.cpp		4		534		#if defined(SCAN_COORDS_DUMP)		The  definition for SCAN_COORDS_DUMP in file \core\DvsImage.h is explicitly undefined.  There is no evidence that the conditional is defined elsewhere.
Used to include/exclude functionality (drawing borders on image objects).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		No		NYS6209.2.G		67

		193		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotGetID.cpp		5		664		#if defined(SCAN_COORDS_DUMP)		The  definition for SCAN_COORDS_DUMP in file \core\DvsImage.h is explicitly undefined.  There is no evidence that the conditional is defined elsewhere.
Used to include/exclude functionality (drawing borders on image objects).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		No		NYS6209.2.G		68

		194		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotGetID.h		1		41		#ifndef DVSBALLOTGETID_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotGetID.h		No		None

		195		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotProcess.cpp		1		310		#ifdef VSCAN_SMOOTH_IMAGE		The  definition for VSCAN_SMOOTH_IMAGE in file \include\dvs_globals.h is explicitly undefined.  There is no evidence that the conditional is defined elsewhere.
Used to include/exclude functionality (image smoothing)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_globals.h
		No		NYS6209.2.G		69

		196		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotProcess.cpp		2		423		#ifdef SCAN_COORDS_DUMP		The  definition for SCAN_COORDS_DUMP in file \core\DvsImage.h is explicitly undefined.  There is no evidence that the conditional is defined elsewhere.
Used to include/exclude functionality (dumping coordinates).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		No		NYS6209.2.G		70

		197		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotProcess.cpp		3		511		#if 0 		Code inside the conditional is commented out		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotProcess.cpp		No		None

		198		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotProcess.h		1		73		#ifndef DVSBALLOTPROCESS_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotProcess.h		No		None

		199		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotProcess.h		2		301		#if 0		Code inside the conditional is commented out		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotProcess.h		No		None

		200		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotProcessVote.cpp		1		135		#ifdef ELECTIONS_ONTARIO_JAN09_PATCH		The  definition for ELECTIONS_ONTARIO_JAN09_PATCH in this file is commented out.  There is no evidence that the conditional is defined elsewhere.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotProcessVote.cpp		No		NYS6209.2.G		71

		201		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotProcessVote.cpp		2		1051		#ifdef ELECTIONS_ONTARIO_JAN09_PATCH		The  definition for ELECTIONS_ONTARIO_JAN09_PATCH in this file is commented out.  There is no evidence that the conditional is defined elsewhere.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotProcessVote.cpp		No		NYS6209.2.G		72

		202		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotProcessVote.cpp		3		1070		#ifdef THRESHOLDS_AS_PERCENTAGE_OF_BOX		The  definition for THRESHOLDS_AS_PERCENTAGE_OF_BOX in this file is commented out.  There is no evidence that the conditional is defined elsewhere.There is an #else block.

Used to determine a maximum pixel number for vote mark.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotProcessVote.cpp		No		NYS6209.2.G		73

		203		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotProcessVote.cpp		4		1160		#ifdef ELECTIONS_ONTARIO_JAN09_PATCH		The  definition for ELECTIONS_ONTARIO_JAN09_PATCH in this file is commented out.  There is no evidence that the conditional is defined elsewhere.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotProcessVote.cpp		No		NYS6209.2.G		74

		204		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotProcessVote.cpp		5		1191		#if defined(SCAN_COORDS_DUMP)		The  definition for SCAN_COORDS_DUMP in file \core\DvsImage.h is explicitly undefined.  There is no evidence that the conditional is defined elsewhere.

Used to include/exclude functionality (place a box in the voting area on the image)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		No		NYS6209.2.G		75

		205		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotProcessVote.cpp		6		1349		#if defined(SCAN_COORDS_DUMP)		The  definition for SCAN_COORDS_DUMP in file \core\DvsImage.h is explicitly undefined.  There is no evidence that the conditional is defined elsewhere.

Used to include/exclude functionality (place a box in the voting area on the image)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		No		NYS6209.2.G		76

		206		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotReviewSession.hpp		1		39		#ifndef DVS_BALLOT_REVIEW_SESSION_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotReviewSession.hpp		No		None

		207		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotWatermark.cpp		1		210		#if 0		#else block exist (excludes ballot index from watermark)

Used to include/exclude functionality (State of Florida)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotWatermark.cpp		No		NYS6209.2.G		77

		208		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotWatermark.h		1		50		#ifndef _DVS_BALLOTWATERMARK_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsBallotWatermark.h		No		None

		209		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsClock.h		1		44		#ifndef DVSCLOCK_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsClock.h		No		None

		210		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsComm.cpp		1		55		#ifdef USE_DVS_COMM		There is no evidence that the conditional is defined. 
Used to include/exclude modem functionality (entire file).		No		No		NYS6209.2.G		78

		211		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsComm.cpp		2		470		#if 0		Code inside the conditional is commented out		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsComm.cpp		No		None

		212		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsComm.cpp		3		1243		#if 0		Code inside the conditional is commented out		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsComm.cpp		No		None

		213		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsComm.cpp		4		1245		#if 0		The conditional is commented out		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsComm.cpp		No		None

		214		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsComm.h		1		45		#ifndef _DVS_COMM_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsComm.h		No		None

		215		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsComm.h		2		48		#ifdef USE_DVS_COMM		There is no evidence that the conditional is defined.
Used to include/exclude modem functionality (entire file).		No		No		NYS6209.2.G		79

		216		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\dvscrypto.h		1		42		#ifndef  _DVS_CRYPTO_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\dvscrypto.h		No		None

		217		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsDialog.h		1		45		#ifndef _DVS_DIALOG_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsDialog.h		No		None

		218		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsDisplayInterface.cpp		1		2135		#ifdef USE_DVS_COMM		There is no evidence that the conditional is defined.
Used to include/exclude modem functionality (admin menu reports button).		No		No		NYS6209.2.G		80

		219		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsDisplayInterface.cpp		2		4732		#if 0		#else block exists.
Used to include/exclude functionality (clock/time)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsDisplayInterface.cpp		No		NYS6209.2.G		81

		220		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsDisplayInterface.h		1		115		#ifndef DVSDISPLAYINTERFACE_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsDisplayInterface.h		No		None

		221		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsErrorHandler.h		1		43		#ifndef _DVS_ERROR_HANDLER_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsErrorHandler.h		No		None

		222		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.cpp		1		706		#if defined(SAVE_IMAGES_TO_CFLASH)		The  definition for SAVE_IMAGES_TO_CFLASH in file \core\DvsImage.h is explicitly undefined.  There is no evidence that the conditional is defined elsewhere.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		No		NYS6209.2.G		82

		223		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.cpp		2		1809		#if 0		#else block exists.
Used to include/exclude functionality (process with cropping errors)		 \\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.cpp		No		NYS6209.2.G		83

		224		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		1		71		#ifndef _DVS_IMAGE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		No		None

		225		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		2		259		#if 0		#else block exists.
Used to include/exclude functionality (VSCAN).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		No		None

		226		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		3		268		#if 0		#else block exists.
Used to include/exclude functionality (VSCAN).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		No		None

		227		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		4		394		#if 0 		#else block exists.
Used to include/exclude functionality (VSCAN).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		No		None

		228		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImageUtilities.cpp		1		358		#if 0		Code inside the conditional is commented out		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImageUtilities.cpp		No		None

		229		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImageUtilities.cpp		2		1002		#ifdef SCAN_COORDS_DUMP_IN_BOX_COUNT		There is no evidence that the conditional is defined		No		No		NYS6209.2.G		84

		230		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImageUtilities.cpp		3		1016		#ifdef SCAN_COORDS_DUMP_IN_BOX_COUNT		There is no evidence that the conditional is defined.		No		No		NYS6209.2.G		85

		231		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImageUtilities.cpp		4		1030		#ifdef SCAN_COORDS_DUMP_IN_BOX_COUNT		There is no evidence that the conditional is defined.		No		No		NYS6209.2.G		86

		232		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImageUtilities.cpp		5		1179		#ifdef SCAN_COORDS_DUMP		The  definition for SCAN_COORDS_DUMP in file \core\DvsImage.h is explicitly undefined.  There is no evidence that the conditional is defined elsewhere. 		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		No		NYS6209.2.G		87

		233		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImageUtilities.cpp		6		1185		#ifdef SCAN_COORDS_DUMP		The  definition for SCAN_COORDS_DUMP in file \core\DvsImage.h is explicitly undefined.  There is no evidence that the conditional is defined elsewhere.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		No		NYS6209.2.G		88

		234		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImageUtilities.cpp		7		1206		#ifdef SCAN_COORDS_DUMP		The  definition for SCAN_COORDS_DUMP in file \core\DvsImage.h is explicitly undefined.  There is no evidence that the conditional is defined elsewhere.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsImage.h		No		NYS6209.2.G		89

		235		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsKey.h		1		68		#ifndef DVSKEY_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsKey.h		No		None

		236		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsLcdMsgs.h		1		111		#ifndef DVS_LCD_MSGS_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsLcdMsgs.h		No		None

		237		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsMarker.h		1		39		#ifndef _DVS_MARKER_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsMarker.h		No		None

		238		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsPaddleBallotReviewSession.hpp		1		48		#ifndef DVS_PADDLE_BALLOT_REVIEW_SESSION_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsPaddleBallotReviewSession.hpp		No		None

		239		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsPoint.h		1		39		#ifndef _DVS_POINT_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsPoint.h		No		None

		240		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsPower.h		1		44		#ifndef DVSPOWER_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsPower.h		No		None

		241		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsPrinterInterface.cpp		1		130		#if 0		Used to omit functionality - log message		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsPrinterInterface.cpp		No		None

		242		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsPrinterInterface.cpp		2		283		#if 0		Used to omit functionality - log message		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsPrinterInterface.cpp		No		None

		243		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsPrinterInterface.cpp		3		873		#if DISABLE_PRINTER_CHECK		MY_CFLAGS = -DBYTE_ORDER=1 -DDISABLE_PRINTER_CHECK=1
There is no code inside the conditional block.  There is an #else block.  The #else block is the entire method.		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\tools\flashAuth\Makefile		NYS6209.2.G		90

		244		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsPrinterInterface.h		1		58		#ifndef DVSPRINTERINTERFACE_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsPrinterInterface.h		No		None

		245		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsRandBS.cpp		1		250		#if 0 		Used to include/exclude functionality (log messages which may reveal ballot order)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsRandBS.cpp		No		NYS6209.2.G		91

		246		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsRandBS.h		1		41		#ifndef _rand_bs_h_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsRandBS.h		No		None

		247		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsScanner.cpp		1		148		#if 0		Used to include/exclude functionality (scanner burn test template).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsScanner.cpp		No		NYS6209.2.G		92

		248		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsScanner.cpp		2		977		#if 0		Used to include/exclude functionality (invert image).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsScanner.cpp		No		NYS6209.2.G		93

		249		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsScanner.cpp		3		980		#if 0		Used to include/exclude functionality (invert image).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsScanner.cpp		No		NYS6209.2.G		94

		250		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsScanner.cpp		4		1345		#if 0		Used to include/exclude functionality (scanner burn-in mode).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsScanner.cpp		No		NYS6209.2.G		95

		251		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsScanner.cpp		5		1550		#if 0		Used to include/exclude functionality (initialize scanner).		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsScanner.cpp		No		NYS6209.2.G		96

		252		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsScanner.h		1		49		#ifndef _DVS_SCANNER_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsScanner.h		No		None

		253		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsScanner.h		2		133		#if defined(VSCAN_NO_CPLD_HARDWARE)		There is no evidence that the conditional is defined.		No		No		None

		254		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsScanner.h		3		138		#elif defined(VSCAN_CPLD_HARDWARE)		There is no evidence that the conditional is defined.		No		No		None

		255		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecureClose.cpp		1		104		#ifdef DVS_CENTRAL_SCANNER		There is no evidence that the conditional is defined.
Used to include/exclude functionality (central scanner)		No		No		NYS6209.2.G		97

		256		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecureClose.cpp		2		108		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Ensure buffers get written to disk.
		implied		implied		NYS6209.2.G		98

		257		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecureIo.cpp		1		479		#ifdef DVS_CENTRAL_SCANNER 		There is no evidence that the conditional is defined.
Used to include/exclude functionality (central scanner)		No		No		NYS6209.2.G		99

		258		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecureIo.cpp		2		636		#ifndef APPEND_ENCRYPTED_SYMKEY_TO_FILE		The  definition for APPEND_ENCRYPTED_SYMKEY_TO_FILE in file \core\DvsSecurityCommon.h is commented out.  There is no evidence that the conditional is defined elsewhere. 		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurityCommon.h		No		NYS6209.2.G		100

		259		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecureIo.cpp		3		709		#ifdef EMBED_PUBLIC_KEY_WITHIN_FILE		The  definition for EMBED_PUBLIC_KEY_WITHIN_FILE in file \core\DvsSecurityCommon.h is commented out.  There is no evidence that the conditional is defined elsewhere. 		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurityCommon.h		No		NYS6209.2.G		101

		260		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecureIo.h		1		83		#ifndef SECURE_IO_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecureIo.h		No		None

		261		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecureIo.h		2		97		#ifndef O_ACCMODE		define O_ACCMODE if not defined (#define O_ACCMODE (O_RDONLY | O_WRONLY | O_RDWR))
used to define file access modes (read, write, read/write)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecureIo.h		No		None

		262		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecureIo.h		3		539		#ifdef DVS_CENTRAL_SCANNER 		There is no evidence that the conditional is defined.
Used to include/exclude functionality (central scanner)		No		No		NYS6209.2.G		102

		263		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecureUtil.cpp		1		121		#ifdef DVS_CENTRAL_SCANNER		There is no evidence that the conditional is defined.
Used to include/exclude functionality (central scanner)		No		No		NYS6209.2.G		103

		264		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecureUtil.cpp		2		299		#ifdef APPEND_ENCRYPTED_SYMKEY_TO_FILE		The  definition for APPEND_ENCRYPTED_SYMKEY_TO_FILE in file \core\DvsSecurityCommon.h is commented out.  There is no evidence that the conditional is defined elsewhere. 		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurityCommon.h		No		NYS6209.2.G		104

		265		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecureUtil.cpp		3		362		#ifdef APPEND_ENCRYPTED_SYMKEY_TO_FILE		The  definition for APPEND_ENCRYPTED_SYMKEY_TO_FILE in file \core\DvsSecurityCommon.h is commented out.  There is no evidence that the conditional is defined elsewhere. 		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurityCommon.h		No		NYS6209.2.G		105

		266		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecureUtil.cpp		4		1242		#ifdef APPEND_ENCRYPTED_SYMKEY_TO_FILE		The  definition for APPEND_ENCRYPTED_SYMKEY_TO_FILE in file \core\DvsSecurityCommon.h is commented out.  There is no evidence that the conditional is defined elsewhere. 		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurityCommon.h		No		NYS6209.2.G		106

		267		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecureUtil.cpp		5		1582		#ifdef DVS_CENTRAL_SCANNER		There is no evidence that the conditional is defined.
Used to include/exclude functionality (central scanner)		No		No		NYS6209.2.G		107

		268		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecureWrite.cpp		1		542		#ifdef APPEND_ENCRYPTED_SYMKEY_TO_FILE		The  definition for APPEND_ENCRYPTED_SYMKEY_TO_FILE in file \core\DvsSecurityCommon.h is commented out.  There is no evidence that the conditional is defined elsewhere. 		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurityCommon.h		No		NYS6209.2.G		108

		269		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecureWrite.cpp		2		598		#ifdef APPEND_ENCRYPTED_SYMKEY_TO_FILE		The  definition for APPEND_ENCRYPTED_SYMKEY_TO_FILE in file \core\DvsSecurityCommon.h is commented out.  There is no evidence that the conditional is defined elsewhere. 		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurityCommon.h		No		NYS6209.2.G		109

		270		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurity.cpp		1		130		#ifndef DVSCRYPT_APPLICATION		There is no evidence that the conditional is defined.
Used to include/exclude header files		No		No		None

		271		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurity.cpp		2		139		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files and definitions.
		implied		implied		None

		272		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurity.cpp		3		180		#ifndef DVSCRYPT_APPLICATION		There is no evidence that the conditional is defined.
Used to include/exclude functionality (security related)
		No		No		NYS6209.2.G		110

		273		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurity.cpp		4		255		#ifndef DVSCRYPT_APPLICATION		There is no evidence that the conditional is defined.
Used to include/exclude functionality (security related)
		No		No		NYS6209.2.G		111

		274		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurity.cpp		5		294		#ifndef DVSCRYPT_APPLICATION		There is no evidence that the conditional is defined.
Used to include/exclude functionality (security related)
		No		No		NYS6209.2.G		112

		275		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurity.cpp		6		331		#ifndef DVSCRYPT_APPLICATION		There is no evidence that the conditional is defined.
Used to include/exclude functionality (security related)
		No		No		NYS6209.2.G		113

		276		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurity.cpp		7		345		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		114

		277		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurity.cpp		8		359		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		115

		278		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurity.cpp		9		429		#ifndef DVS_CENTRAL_SCANNER		There is no evidence that the conditional is defined.
Used to include/exclude functionality (central scanner)		No		No		NYS6209.2.G		116

		279		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurity.cpp		10		452		#ifndef APPEND_ENCRYPTED_SYMKEY_TO_FILE		The  definition for APPEND_ENCRYPTED_SYMKEY_TO_FILE in file \core\DvsSecurityCommon.h is commented out.  There is no evidence that the conditional is defined elsewhere. 
		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurityCommon.h		No		NYS6209.2.G		117

		280		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurity.cpp		11		464		#ifndef DVS_CENTRAL_SCANNER		There is no evidence that the conditional is defined.
Used to include/exclude functionality (central scanner)		No		No		NYS6209.2.G		118

		281		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurity.cpp		12		524		#ifndef DVSCRYPT_APPLICATION		There is no evidence that the conditional is defined.
Used to include/exclude entire security routines.
		No		No		NYS6209.2.G		119

		282		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurity.cpp		13		581		#if 0 		Used to include/exclude functionality (security related)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurity.cpp		No		NYS6209.2.G		120

		283		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurity.h		1		61		#ifndef DVSSECURITY_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurity.h		No		None

		284		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurity.h		2		111		#ifdef WIN32 		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude definitions (security related-file/directory/path names).
		implied		implied		NYS6209.2.G		121

		285		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurity.h		3		190		#ifndef DVSCRYPT_APPLICATION		There is no evidence that the conditional is defined.
Used to include/exclude functionality (security related)
		No		No		NYS6209.2.G		122

		286		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurity.h		4		218		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude declarations (security related).
		implied		implied		NYS6209.2.G		123

		287		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurityCommon.h		1		42		#ifndef __DVSSECURITY_COMMON_H__		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSecurityCommon.h		No		None

		288		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSession.cpp		1		1673		#if DVS_PRINT_FROM_PNG == 1		Used to include/exclude functionality (PNG vs PCL-determinies directory path name writing ballot information to Compact Flash card)
The conditional is defined- #define DVS_PRINT_FROM_PNG 1		
\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_globals.h		No		NYS6209.2.G		124

		289		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSession.cpp		2		1718		#if DVS_PRINT_FROM_PNG == 1		Used to include/exclude functionality (PNG vs PCL-determinies directory path name writing ballot information to Compact Flash card)
The conditional is defined- #define DVS_PRINT_FROM_PNG 1		
\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_globals.h		No		NYS6209.2.G		125

		290		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSession.hpp		1		52		#ifndef DVS_SESSION_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSession.hpp		No		None

		291		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSessionControl.hpp		1		49		#ifndef DVS_SESSION_CONTROL_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSessionControl.hpp		No		None

		292		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSha256.cpp		1		62		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files.
		implied		implied		None

		293		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSha256.cpp		2		217		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL, SHA related)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		126

		294		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSha256.cpp		3		251		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL, SHA related)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		127

		295		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSha256.cpp		4		288		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL, SHA related)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		128

		296		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSha256.cpp		5		357		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL, SHA related)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		129

		297		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSha256.cpp		6		564		#ifndef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL, SHA related)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		130

		298		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSha256.h		1		48		#ifndef DVS_SHA256_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSha256.h		No		None

		299		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSha256.h		2		51		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL, SHA related)
Used to include/exclude header files- these files are not included in the TDP and cannot be reviewed.
#include "xyssl/sha2.h"
#include "openssl/fips_sha.h"		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		131

		300		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSha256.h		3		81		#ifdef USE_XYSSL		Used to include/exclude specific encryption functionality (XySSL vs OpenSSL, SHA related)		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\bcrypt\Makefile		NYS6209.2.G		132

		301		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSipNPuffBallotReviewSession.hpp		1		49		#ifndef DVS_SIPNPUFF_BALLOT_REVIEW_SESSION_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSipNPuffBallotReviewSession.hpp		No		None

		302		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSystemCallback.h		1		41		#ifndef _DVS_SYSTEM_CALLBACK_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsSystemCallback.h		No		None

		303		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsTabInfo.h		1		42		#ifndef _DVS_TABINFO_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsTabInfo.h		No		None

		304		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsUsbPrinter.h		1		39		#ifndef _DVS_USB_PRINTER_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsUsbPrinter.h		No		None

		305		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsWavDecoder.hpp		1		35		#ifndef DVS_WAV_DECODER_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsWavDecoder.hpp		No		None

		306		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsWriteInData.hpp		1		35		#ifndef DVS_WRITEIN_DATA_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\DvsWriteInData.hpp		No		None

		307		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\image_header.cpp		1		480		#if 0		Used to exclude deletion of ballot images.
rc=ResetImagePartitionHeader();		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\image_header.cpp		No		NYS6209.2.G		133

		308		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\image_header.h		1		51		#ifdef IMAGE_HEADER_H		Non-standard header usage.

#define IMAGE_HEADER_H
#ifdef IMAGE_HEADER_H
…
#endif		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\core\image_header.h		No		NYS6209.2.G		134

		309		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\audio.h		1		55		#ifndef _AUDIO_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\audio.h		No		None

		310		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\audio.h		2		86		#ifdef DVS_BIG_ENDIAN		defined for non-WIN32 (i.e. LINUX)

#ifndef DVS_LITTLE_ENDIAN
 #define DVS_BIG_ENDIAN
#endif		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_platform.h		No		None

		311		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsAtiDeviceInput.hpp		1		38		#ifndef ATI_DEVICE_INPUT_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsAtiDeviceInput.hpp		No		None

		312		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsAudioControl.hpp		1		35		#ifndef AUDIO_CTRL_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsAudioControl.hpp		No		None

		313		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsBattery.h		1		45		#ifndef DVSBATTERY_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsBattery.h		No		None

		314		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsDeviceInput.hpp		1		34		#ifndef DEVICE_INPUT_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsDeviceInput.hpp		No		None

		315		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsEdeviceDrv.h		1		41		#ifndef _DVS_EDEVICE_DRV_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsEdeviceDrv.h		No		None

		316		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsEeprom.h		1		50		#ifndef _DVS_EEPROM_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsEeprom.h		No		None

		317		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsGpio.h		1		49		#ifndef DVSGPIO_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsGpio.h		No		None

		318		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsGpio.h		2		178		#if defined(VSCAN_CPLD_HARDWARE)		GPIO Interface.
There is no evidence that the conditional is defined.
		No		No		None

		319		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsGraphic.h		1		52		#ifndef DVSGRAPHIC_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsGraphic.h		No		nno

		320		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsMcf5249AudioControl.hpp		1		43		#ifndef MCF_5249_DSP_CTRL_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsMcf5249AudioControl.hpp		No		None

		321		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsMcf5249Dsp.hpp		1		36		#ifndef MCF_5249_DSP_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsMcf5249Dsp.hpp		No		None

		322		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsModem.h		1		44		#ifndef _DVS_MODEM_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsModem.h		No		None

		323		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsModem.h		2		134		#ifdef MODEM_USE_PRINTF		explicitly undefined in this file.
Used to include/exclude functionality (modem related)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsModem.h		No		NYS6209.2.G		135

		324		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsModem.h		3		139		#ifdef MODEM_ENABLE_DEBUG		explicitly undefined in this file.
Used to include/exclude functionality (modem related)
MODEM_DEBUG(…) contains a restricted do while(0) construct.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsModem.h		No		NYS6209.2.G		136

		325		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsPaddleDeviceInput.hpp		1		41		#ifndef PADDLE_DEVICE_INPUT_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsPaddleDeviceInput.hpp		No		None

		326		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsPrinterQspi.h		1		37		#ifndef _DVS_PRINTER_QSPI_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsPrinterQspi.h		No		None

		327		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsQspi.h		1		45		#ifndef _DVS_QSPI_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsQspi.h		No		None

		328		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsQspi.h		2		107		#if (QSPI_PARAM_BAUDRATE_8MHZ < 8) ||
(QSPI_PARAM_BAUDRATE_8MHZ > 8)		#error directive produces an error/diagnostic message and stops compilation.  It does not affect execution after the code has been compiled.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsQspi.h		No		None

		329		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsQspi.h		3		110		#if (QSPI_PARAM_BAUDRATE_35MHZ < 2) ||
(QSPI_PARAM_BAUDRATE_35MHZ > 2)		#error directive produces an error/diagnostic message and stops compilation.  It does not affect execution after the code has been compiled.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsQspi.h		No		None

		330		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsQspiUart.hpp		1		37		#ifndef QSPI_UART_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsQspiUart.hpp		No		None

		331		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsRtc.h		1		53		#ifndef DVSRTC_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsRtc.h		No		None

		332		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsSensors.h		1		43		#ifndef DVS_SENSORS_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsSensors.h		No		None

		333		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsSensors.h		2		67		#ifdef MULTIFEED_SENSOR_INSTALLED		enable/disable double sheet paper sensor.  The conditional is defined therefore the double sheet sensor is defined.
#define DOUBLE_SHEET_SENSOR      SENSOR_MASK(DOUBLE_SHEET_SENSOR_PORT)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsSensors.h		No		None

		334		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsSipNPuffDeviceInput.hpp		1		37		#ifndef SIPNPUFF_DEVICE_INPUT_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsSipNPuffDeviceInput.hpp		No		None

		335		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsUart.h		1		46		#ifndef _UART_DRV_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\DvsUart.h		No		None

		336		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\edevice.cpp		1		749		#if 0 		code inside the conditional is commented out		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\edevice.cpp		No		None

		337		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\edevice.cpp		2		2730		#if 1		commented out		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\edevice.cpp		No		None

		338		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\edevice.cpp		3		2731		#ifdef EDEV_DEFAULT_BAUDRATE		commented out		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\edevice.cpp		No		None

		339		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\edevice.cpp		4		2739		#if 0 		commented out		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\edevice.cpp		No		None

		340		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\edevice.h		1		49		#ifndef _EDEVICE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\edevice.h		No		None

		341		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.cpp		1		477		#ifdef KEY_HANDLER_DEBUG_MSGS		Log message and hex dump.
The definition is commented out.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.cpp		No		None

		342		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.cpp		2		531		#ifdef KEY_HANDLER_DEBUG_MSGS 		Log message.  
The definition is commented out.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.cpp		No		None

		343		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.cpp		3		545		#ifdef KEY_HANDLER_DEBUG_MSGS		Log message.  
The definition is commented out.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.cpp		No		None

		344		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.cpp		4		1372		#ifdef KEY_HANDLER_DEBUG_MSGS		Log message.  
The definition is commented out.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.cpp		No		None

		345		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.cpp		5		1381		#ifdef KEY_HANDLER_DEBUG_MSGS		Log message.  
The definition is commented out.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.cpp		No		None

		346		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.cpp		6		1437		#ifdef KEY_HANDLER_DEBUG_MSGS 		Log message.  
The definition is commented out.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.cpp		No		None

		347		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.cpp		7		1722		#ifdef KEY_HANDLER_DEBUG_MSGS		Log message.  
The definition is commented out.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.cpp		No		None

		348		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.cpp		8		1747		#ifdef KEY_HANDLER_DEBUG_MSGS		Log message.  
The definition is commented out.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.cpp		No		None

		349		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.cpp		9		1894		#ifdef USE_XMODEM_TRANSFER		Used to determine the method of transferring election file(s) to BMD.
Defined in file key_handler.h		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.h		No		NYS6209.2.G		137

		350		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.h		1		114		#ifndef _KEY_HANDLER_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\key_handler.h		No		None

		351		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3.h		1		53		#ifndef _PCL3_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3.h		No		None

		352		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3.h		2		60		#ifndef FALSE		define FALSE if not defined		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3.h		No		None

		353		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3.h		3		63		#ifndef TRUE		define TRUE if not defined		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3.h		No		None

		354		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3.h		4		71		#ifdef STRIP_SECURITY_TRAILER		Used to determine the length of data to be stripped from PCL file (length of file name and or SHA2 signature).
Definition is commented out.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3.h		No		NYS6209.2.G		138

		355		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3AvRaster.h		1		44		#ifndef _PCL3_AV_RASTER_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3AvRaster.h		No		None

		356		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Ch.cpp		1		62		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files and definitions.		implied		implied		None

		357		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Ch.cpp		2		66		 #ifndef O_ACCMODE		define O_ACCMODE if not defined (#define O_ACCMODE (O_RDONLY | O_WRONLY | O_RDWR))
used to define file access modes (read, write, read/write)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Ch.cpp		No		None

		358		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3ChRaster.h		1		42		#ifndef _PCL3_CH_RASTER_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3ChRaster.h		No		None

		359		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Cmds.h		1		40		#ifndef _PCL3_CMDS_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Cmds.h		No		None

		360		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Decomp.cpp		1		84		#if 0		Used to include/exclude functionality (mode 10 decompression)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Decomp.cpp		No		NYS6209.2.G		139

		361		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Decomp.cpp		2		575		#if 0		Used to include/exclude functionality (mode 10 decompression, entire routines)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Decomp.cpp		No		NYS6209.2.G		140

		362		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Overlay.cpp		1		103		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files.		implied		implied		None

		363		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Overlay.cpp		2		135		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude functionality (mutex/threading).		implied		implied		None

		364		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Overlay.cpp		3		179		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude functionality (mutex/threading).		implied		implied		None

		365		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Overlay.cpp		4		309		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude functionality (mutex/threading).		implied		implied		None

		366		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Overlay.cpp		5		354		#ifndef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude functionality (mutex/threading).		implied		implied		None

		367		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Overlay.cpp		6		1565		#if 1		Used to determine method of orientation/rotation		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Overlay.cpp		No		None

		368		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Overlay.h		1		52		#ifndef _PCL3_OVERLAY_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Overlay.h		No		None

		369		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Parse.cpp		1		491		#if 0		Log message		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Parse.cpp		No		None

		370		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Parse.cpp		2		560		#if 0		Log message		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Parse.cpp		No		None

		371		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Raster.h		1		46		#ifndef _PCL3_RASTER_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Raster.h		No		None

		372		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Raster.h		2		222		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
		implied		implied		None

		373		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Raster.h		3		228		#if 1		Used to determine method of pixel comparison		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Raster.h		No		None

		374		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3Raster.h		4		234		#ifdef DVS_LITTLE_ENDIAN		Used to determine method of pixel comparison		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_platform.h		No		None

		375		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3State.h		1		51		#ifndef _PCL3_STATE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\Pcl3State.h		No		None

		376		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		1		69		#ifdef __cplusplus		Standard C++ usage		implied		implied		None

		377		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		2		75		#ifdef __cplusplus		Standard C++ usage		implied		implied		None

		378		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		3		96		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files and definitions.		implied		implied		None

		379		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		4		103		#ifndef O_ACCMODE		define O_ACCMODE if not defined (#define O_ACCMODE (O_RDONLY | O_WRONLY | O_RDWR))
used to define file access modes (read, write, read/write)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		No		None

		380		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		5		135		#ifdef ICP_RESTRICTED_MEMORY		used to determine memory allocation.
Defined in this file.  Comments acknowledge issues if incorrect value is used.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		No		NYS6209.2.G		141

		381		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		6		1115		#ifdef RASTER_WIDTH_NEEDED		There is no evidence that the conditional is defined.		No		No		None

		382		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		7		1163		#if 0		Used to determine page orientation-landscape/portrait		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		No		NYS6209.2.G		142

		383		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		8		1525		#ifdef CREATE_BLACK_PLANE		Used to determine color.
Defined in this file.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		No		NYS6209.2.G		143

		384		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		9		1642		#ifdef CREATE_BLACK_PLANE		Used to determine color.
Defined in this file.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		No		NYS6209.2.G		144

		385		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		10		1800		#ifdef CREATE_BLACK_PLANE		Used to determine color.
Defined in this file.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		No		NYS6209.2.G		145

		386		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		11		1894		#ifdef CREATE_BLACK_PLANE		Used to determine color.
Defined in this file.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		No		NYS6209.2.G		146

		387		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		12		1988		#ifdef CREATE_BLACK_PLANE		Used to determine color.
Defined in this file.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		No		NYS6209.2.G		147

		388		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		13		2272		#ifndef CREATE_BLACK_PLANE		Used to determine color.
Defined in this file.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\PngOverlay.cpp		No		NYS6209.2.G		148

		389		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\usbprinter.cpp		1		722		#if 0		The code inside the conditional is commented out.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\usbprinter.cpp		No		None

		390		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\usbprinter.h		1		46		#ifndef _USBPRINTER_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\usbprinter.h		No		None

		391		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\wsola.cpp		1		55		#if BIG_ENDIAN_AUDIO == 1		Defined as 0 in wsola.h		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\wsola.h		No		None

		392		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\wsola.cpp		2		356		#if 0		The code inside the conditional is commented out.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\wsola.cpp		No		None

		393		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\wsola.cpp		3		407		#if BIG_ENDIAN_AUDIO == 1		Defined as 0 in wsola.h		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\wsola.h		No		None

		394		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\wsola.h		1		43		#ifndef _WSOLA_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\wsola.h		No		None

		395		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\xmodem.cpp		1		223		#if 0		used to exclude error processing (log message for unexpected modem response)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\xmodem.cpp		No		NYS6209.2.G		149

		396		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\xmodem.h		1		39		#ifndef _X_MODEM_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\devices\xmodem.h		No		None

		397		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\appversion.h		1		42		#ifndef APP_VERSION_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\appversion.h		No		None

		398		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\appversion.h		2		45		#ifndef DVS_APP_SYSNAME		Define DVS_APP_SYSNAME if not defined		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\appversion.h		No		None

		399		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\appversion.h		3		49		#ifndef DVS_APP_MACHINE		Define DVS_APP_MACHINE if not defined		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\appversion.h		No		None

		400		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\appversion.h		4		53		#ifndef DVS_APP_NODENAME		Define DVS_APP_NODENAME if not defined		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\appversion.h		No		None

		401		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\appversion.h		5		57		#ifndef DVS_APP_DOMAINNAME		Define DVS_APP_DOMAINNAME if not defined		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\appversion.h		No		None

		402		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\cryptoHeaders.h		1		41		#ifndef CRYPTO_HEADERS_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\cryptoHeaders.h		No		None

		403		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\DvsCommonFuncs.h		1		38		#ifndef DVS_COMMON_FUNCS_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\DvsCommonFuncs.h		No		None

		404		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\DvsFieldStrings.h		1		39		#ifndef _DVS_FIELD_STRINGS_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\DvsFieldStrings.h		No		None

		405		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\DvsMacros.h		1		46		#ifndef _DVS_MACROS_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\DvsMacros.h		No		None

		406		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\DvsMacros.h		2		59		#ifdef __cplusplus		Standard C++ usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\DvsMacros.h		No		None

		407		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\DvsMacros.h		3		78		#ifdef DVS_LITTLE_ENDIAN		Bit/Byte manipulation		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_platform.h		No		None

		408		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\DvsMacros.h		4		82		#ifdef DVS_BIG_ENDIAN		Bit/Byte manipulation		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_platform.h		No		None

		409		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\DvsMacros.h		5		90		#if 0		Bit/Byte manipulation		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\DvsMacros.h		No		None

		410		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_config.h		1		42		#ifndef DEF_DVS_CONFIG_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_config.h		No		None

		411		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_config.h		2		45		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files.		implied		implied		None

		412		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_globals.h		1		63		#ifndef DVS_GLOBALS_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_globals.h		No		None

		413		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_globals.h		2		66		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files and definitions.		implied		implied		None

		414		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_globals.h		3		173		#ifndef O_BINARY		Define )_BINARY if not defined		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_globals.h		No		None

		415		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_globals.h		4		190		#if DVS_PRINT_FROM_PNG == 0 &&
PNG_PCL_STORE_CONV_RESULT == 1		#error directive produces an error/diagnostic message and stops compilation.  It does not affect execution after the code has been compiled.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_globals.h		No		None

		416		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_limits.h		1		42		#ifndef DVS_LIMITS_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_limits.h		No		None

		417		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_limits.h		2		45		#ifndef MAXPATHLEN		Define MAXPATHLEN if not defined
#define MAXPATHLEN   1024		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_limits.h		No		None

		418		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_platform.h		1		40		#ifndef DEF_DVS_PLATFORM_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_platform.h		No		None

		419		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_platform.h		2		43		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude definitions.		implied		implied		None

		420		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_platform.h		3		54		#ifndef DVS_LITTLE_ENDIAN		Define DVS_BIG_ENDIAN if DVS_LITTLE_ENDIAN is not defined.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_platform.h		No		None

		421		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_types.h		1		44		#ifndef DVS_TYPES_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_types.h		No		None

		422		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_types.h		2		68		#ifdef __cplusplus		Standard C++ usage		implied		implied		None

		423		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_types.h		3		80		#if _WIN32		_WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude definitions.		implied		implied		None

		424		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_types.h		4		104		#ifndef _WINDEF_		_WINDEF_ is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude definitions.		implied		implied		None

		425		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_types.h		5		110		#ifndef VOID		Define VOID if not defined		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_types.h		No		None

		426		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_types.h		6		124		#ifndef TRUE		Define TRUE if not defined		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_types.h		No		None

		427		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_types.h		7		128		#ifndef FALSE		Define FALSE if not defined		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_types.h		No		None

		428		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_types.h		8		138		#ifndef va_arg		access variable argument lists		No		No		None

		429		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_types.h		9		140		#ifndef _VA_LIST		Define _VA_LIST if not defined		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_types.h		No		None

		430		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsBackend.cpp		1		71		#ifdef WIN32		WIN32 is defined by the MS Compiler/Linker.  Are we compiling on a WIN32 platform?
Generally used to distinguish between Windows and UNIX.
Used to include/exclude header files.		implied		implied		None

		431		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsBackend.cpp		2		255		#ifndef DVS_CENTRAL_SCANNER		There is no evidence that the conditional is defined.
Used to include/exclude functionality (central scanner)		No		No		NYS6209.2.G		150

		432		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsBackend.cpp		3		1293		#ifdef FLD_VIF_ENDIAN_KNOWN		There is no evidence that the conditional is defined.
Bit/Byte Manipulation.
		No		No		None

		433		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsBackend.cpp		4		1298		#ifdef DVS_BIG_ENDIAN		Bit/Byte manipulation		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_platform.h		No		None

		434		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsBackend.h		1		46		#ifndef _DVS_BACKEND_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsBackend.h		No		None

		435		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsBallot.cpp		1		1361		#if 0		The code inside the conditional is commented out.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsBallot.cpp		No		None

		436		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsBallot.h		1		49		#ifndef _DVS_BALLOT_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsBallot.h		No		None

		437		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsBallotFieldHandler.h		1		42		#ifndef DVS_BALLOT_FIELD_HANDLER_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsBallotFieldHandler.h		No		None

		438		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsBallotLayout.h		1		45		#ifndef _DVS_BALLOT_LAYOUT_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsBallotLayout.h		No		None

		439		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsCf2xxDatabase.cpp		1		484		#if 0		The code inside the conditional is commented out.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsCf2xxDatabase.cpp		No		None

		440		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsCf2xxDatabase.h		1		45		#ifndef _DVS_CF2XX_DATABASE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsCf2xxDatabase.h		No		None

		441		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsCf2xxDatabase.h		2		94		#ifdef DVS_LITTLE_ENDIAN		Bit/Byte manipulation		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_platform.h		No		None

		442		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsCf2xxElection.cpp		1		112		#ifndef DVS_CENTRAL_SCANNER		There is no evidence that the conditional is defined.
Used to include/exclude functionality (central scanner)		No		No		NYS6209.2.G		151

		443		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsCf2xxElection.cpp		2		1163		#ifndef DVS_CENTRAL_SCANNER		There is no evidence that the conditional is defined.
Used to include/exclude functionality (central scanner)		No		No		NYS6209.2.G		152

		444		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsCf2xxElection.cpp		3		1198		#ifndef DVS_CENTRAL_SCANNER		There is no evidence that the conditional is defined.
Used to include/exclude functionality (central scanner)		No		No		NYS6209.2.G		153

		445		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsCf2xxElection.cpp		4		1842		#ifndef DVS_CENTRAL_SCANNER		There is no evidence that the conditional is defined.
Used to include/exclude functionality (central scanner)		No		No		NYS6209.2.G		154

		446		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsCf2xxElection.h		1		56		#ifndef _DVS_CF2XX_ELECTION_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsCf2xxElection.h		No		None

		447		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsCf2xxElection.h		2		240		#if 0		Used to omit functionality (class CDvsBallotIdIndexFieldHandler)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsCf2xxElection.h		No		NYS6209.2.G		155

		448		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsCf2xxElection.h		3		336		#if 0		Used to omit functionality (class CDvsBallotIdIndexFieldHandler)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsCf2xxElection.h		No		NYS6209.2.G		156

		449		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsChoice.h		1		41		#ifndef _DVS_CHOICE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsChoice.h		No		None

		450		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsChoiceVote.h		1		43		#ifndef _DVS_CHOICEVOTE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsChoiceVote.h		No		None

		451		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsContest.h		1		44		#ifndef _DVS_CONTEST_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsContest.h		No		None

		452		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsContestVote.h		1		54		#ifndef _DVS_CONTESTVOTE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsContestVote.h		No		None

		453		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsDatabase.h		1		45		#ifndef _DVS_DATABASE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsDatabase.h		No		None

		454		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsDbFactory.h		1		42		#ifndef _DVS_DB_FACTORY_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsDbFactory.h		No		None

		455		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsDbMacros.h		1		60		#ifndef _DVS_DB_MACROS_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsDbMacros.h		No		None

		456		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsDbPrivTypes.h		1		50		#ifndef _DVS_DB_PRIV_TYPES_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsDbPrivTypes.h		No		None

		457		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsDbTypes.h		1		54		#ifndef _DVS_DB_TYPES_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsDbTypes.h		No		None

		458		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsElection.h		1		73		#ifndef _DVS_ELECTION_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsElection.h		No		None

		459		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsElection.h		2		196		#ifdef REPORT_ORIGINAL_TOTALS		The definition in file \include\dvs_config.h is commented out.
Used to include/exclude functional;ity (TabulateResults(…))		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\include\dvs_config.h		No		NYS6209.2.G		157

		460		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsElectionFieldHandler.h		1		42		#ifndef _DVS_ELECTION_FIELD_HANDLER_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsElectionFieldHandler.h		No		None

		461		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsField.cpp		1		1306		#ifdef FLD_VIF_ENDIAN_KNOWN		There is no evidence that the conditional is defined.
Bit/Byte Manipulation.
		No		No		None

		462		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsField.h		1		44		#ifndef DVS_FIELD_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsField.h		No		None

		463		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsFieldHandler.h		1		42		#ifndef _DVS_FIELD_HANDLER_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsFieldHandler.h		No		None

		464		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsPage.h		1		40		#ifndef _DVS_PAGE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsPage.h		No		None

		465		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsPoll.h		1		38		#ifndef _DVS_POLL_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsPoll.h		No		None

		466		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsRawRifBackend.h		1		51		#ifndef _DVS_RAW_RIF_BACKEND_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsRawRifBackend.h		No		None

		467		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsRecord.h		1		42		#ifndef _DVS_RECORD_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsRecord.h		No		None

		468		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsResults.cpp		1		685		#if 0		The code inside the conditional is commented out.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsResults.cpp		No		None

		469		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsResults.h		1		59		#ifndef _DVS_RESULTS_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsResults.h		No		None

		470		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsResultsBackend.h		1		46		#ifndef _DVS_RESULTS_BACKEND_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsResultsBackend.h		No		None

		471		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsTable.h		1		46		#ifndef _DVS_TABLE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsTable.h		No		None

		472		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsTableFieldHandler.h		1		41		#ifndef DVS_TABLE_FIELD_HANDLER_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsTableFieldHandler.h		No		None

		473		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsTabulated.h		1		53		#ifndef _DVS_TABULATED_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsTabulated.h		No		None

		474		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsVifCf200.h		1		38		#ifndef DVS_VIF_CF200_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsVifCf200.h		No		None

		475		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsVifCf2xx.h		1		43		#ifndef DVS_VIF_CF2XX_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsVifCf2xx.h		No		None

		476		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsVote.h		1		41		#ifndef _DVS_DVS_VOTE_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\lib\election\DvsVote.h		No		None

		477		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\tools\applupdate\applUpStubs.h		1		47		#ifndef APPLUP_STUBS_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\tools\applupdate\applUpStubs.h		No		None

		478		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\tools\common\toolsRtc.h		1		40		#ifndef TOOLS_RTC_H		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\tools\common\toolsRtc.h		No		None

		479		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\tools\flashAuth\flashAuth.cpp		1		327		#if 0		flash authentication		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\tools\flashAuth\flashAuth.cpp		No		NYS6209.2.G		158

		480		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\tools\flashAuth\flashExtract.cpp		1		185		#if !defined(VERSION_130)		There is no evidence that the conditional is defined.
Version 1.3.0 is old functionality per comments.
Used to determine main(…) function to execute.
		No		No		NYS6209.2.G		159

		481		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\tools\flashAuth\flashExtract.cpp		2		468		#if !defined(VERSION_130)		There is no evidence that the conditional is defined.
Version 1.3.0 is old functionality per comments.
Used to determine main(…) function to execute.
		No		No		NYS6209.2.G		160

		482		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\tools\flashAuth\md5.c		1		28		#if defined(XYSSL_MD5_C)		Unmodified COTS - not reviewed						None

		483		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\tools\flashAuth\md5.c		2		38		#ifndef GET_ULONG_LE		Unmodified COTS - not reviewed						None

		484		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\tools\flashAuth\md5.c		3		48		#ifndef PUT_ULONG_LE		Unmodified COTS - not reviewed						None

		485		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\tools\flashAuth\md5.c		4		390		#if defined(XYSSL_SELF_TEST)		Unmodified COTS - not reviewed						None

		486		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\tools\flashAuth\xyssl\config.h		1		39		#ifndef _XYSSL_CONFIG_H_		Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\tools\flashAuth\xyssl\config.h		No		None

		487		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\tools\flashAuth\xyssl\md5.h		1		4		#ifndef XYSSL_MD5_H		Unmodified COTS - not reviewed						None

		488		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\tools\flashAuth\xyssl\md5.h		2		21		#ifdef __cplusplus		Unmodified COTS - not reviewed						None

		489		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\tools\flashAuth\xyssl\md5.h		3		115		#ifdef __cplusplus		Unmodified COTS - not reviewed						None

		490		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\tools\lcdloader\lcdLoader.cpp		1		67		#if 0		static screen file and bitmap lists		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\dvs\tools\lcdloader\lcdLoader.cpp		No		None

		491		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\arch\m68knommu\platform\5249\MOTOROLA\crt0_ram.S		1		54		#if CONFIG_BLK_DEV_INITRD		Unmodified COTS - not reviewed						None

		492		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\arch\m68knommu\platform\5249\MOTOROLA\crt0_ram.S		2		100		#if 1		Unmodified COTS - not reviewed						None

		493		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\arch\m68knommu\platform\5249\MOTOROLA\crt0_ram.S		3		117		#if CONFIG_CLOCK_140MHz		Unmodified COTS - not reviewed						None

		494		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\arch\m68knommu\platform\5249\MOTOROLA\crt0_ram.S		4		223		#ifdef CONFIG_ROMFS_FS		Unmodified COTS - not reviewed						None

		495		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\arch\m68knommu\platform\5249\MOTOROLA\crt0_ram.S		5		232		#if CONFIG_BLK_DEV_INITRD		Unmodified COTS - not reviewed						None

		496		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\arch\m68knommu\platform\5249\MOTOROLA\crt0_ram.S		6		271		#if CONFIG_BLK_DEV_INITRD		Unmodified COTS - not reviewed						None

		497		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\arch\m68knommu\platform\5249\MOTOROLA\crt0_ram.S		7		272		# if CONFIG_ROMFS_FS		Unmodified COTS - not reviewed						None

		498		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\block\blkmem.c		1				not listed		Unmodified COTS - not reviewed						None

		499		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\m5249audio.c		1		136		#ifdef CF200_AUDIO		modified COTS( m5249audio_chipinit(void) )		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\m5249audio.c		No		None

		500		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\m5249audio.c		2		201		#ifdef CF200_AUDIO		modified COTS( m5249audio_mute(void) )		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\m5249audio.c		No		None

		501		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\m5249audio.c		3		228		#ifdef CF200_AUDIO		modified COTS( m5249audio_unmute(void) )		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\m5249audio.c		No		None

		502		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\m5249audio.c		x				not listed		Unmodified COTS - not reviewed						None

		503		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcfwatchdog.c
		1		305		#ifdef RESET_ON_SWTR		modified COTS  watchdog_init(void)		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcfwatchdog.c
		No		None

		504		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcfwatchdog.c
		x				not listed		Unmodified COTS - not reviewed						None

		505		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.c
		1		284		#ifdef DEBUG		Modified COTS
Explicitly Undefined in \block\blkmem.c		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\block\blkmem.c		No		None

		506		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.c
		2		400		#ifdef USE_SRAM_FOR_CIS_CODE		Modified COTS
Explicitly Undefined in mcf_qspi.h		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.h		No		None

		507		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.c
		3		1047		#if defined(CONFIG_M5249)		modified COTS  ( max3100_ISR(int irq, void *dev_id, struct pt_regs *regs) )		No		No		None

		508		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.c
		4		1148		#if defined(CONFIG_M5249)		modified COTS  ( max3100_IRQ_Init(void) )		No		No		None

		509		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.c
		5		1181		#if defined(CONFIG_M5249)		modified COTS  ( max3100_IRQ_Enable(void) )		No		No		None

		510		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.c
		6		1209		#if defined(CONFIG_M5249)		modified COTS  ( max3100_IRQ_Disable(void) )		No		No		None

		511		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.c
		7		3154		#ifdef TESTING_CIS_RECOVERY		modified COTS  ( CisReadPage(struct file *filep) )		No		No		None

		512		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.c
		8		3731		#if defined(USE_SRAM_FOR_CIS_CODE)		modified COTS  ( qspi_init(void) )		No		No		None

		513		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.c
		9		3740		#if defined(USE_SRAM_FOR_CIS_CODE)		modified COTS  ( qspi_init(void) )		No		No		None

		514		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.c
		x				not listed		Unmodified COTS - not reviewed						None

		515		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.h		1		154		#ifndef EXTRA_OPTION		Modified COTS
Define EXTRA_OPTION if not defined		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.h		No		None

		516		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.h		2		159		#if defined(PLATFORM_CF201)		Modified COTS
define PLATFORM_NAME		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.h		No		None

		517		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.h		3		161		#elif defined(PLATFORM_CF200)		Modified COTS
define PLATFORM_NAME		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.h		No		None

		518		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.h		4		174		#if defined(PLATFORM_CF201)		Modified COTS
define PSENSOR "ports"		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.h		No		None

		519		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.h		5		198		#if defined(PLATFORM_CF201)		Modified COTS
define FIFO "ports"		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.h		No		None

		520		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.h		6		201		#elif defined(PLATFORM_CF200)		Modified COTS
define FIFO "ports"		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.h		No		None

		521		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.h		7		255		#if defined(PLATFORM_CF201)		Modified COTS
define PSENSOR "ports"		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.h		No		None

		522		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.h		8		258		#elif defined(PLATFORM_CF200)		Modified COTS
define PSENSOR "ports"		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.h		No		None

		523		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.h		x		 		not listed		Unmodified COTS - not reviewed						None

		524		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\onewire.c		1		59		#if CONFIG_MODVERSIONS==1		Linux		No		No		None

		525		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\onewire.c		2		86		#ifdef PLATFORM_CF201				\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\onewire.c		No		None

		526		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\onewire.c		3		513		#if 0		enable gpio line. Comments indicate this code makes no sense		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\onewire.c		No		NYS6209.2.G		161

		527		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\onewire.c		4		1249		#if 0		thumbswitch interrupts		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\onewire.c		No		None

		528		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\onewire.c		5		1305		#if 0		initialize device		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\char\onewire.c		No		NYS6209.2.G		162

		529		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\i2c\i2c-adap-mcf_gpio.c		1		51		#ifndef KERNEL_VERSION		Define KERNEL_VERSION if not defined.		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\i2c\i2c-adap-mcf_gpio.c		No		None

		530		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\i2c\i2c-adap-mcf_gpio.c		x		 		not listed		Unmodified COTS - not reviewed						None

		531		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\ide\ide-probe.c		1		1128		#ifdef CONFIG_BLK_DEV_UCLINUX_IDE		modified COTS		No		No		None

		532		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\ide\ide-probe.c		x				not listed		Unmodified COTS - not reviewed						None

		533		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\ide\legacy\uclinux.c		1		48		#if defined(CONFIG_M5249C3)		modified COTS  ( ack_intr(ide_hwif_t* hwif) )		No		No		None

		534		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\ide\legacy\uclinux.c		2		113		#if defined(CONFIG_M5249C3)		modified COTS  ( ack_intr(ide_hwif_t* hwif) )		No		No		None

		535		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\ide\legacy\uclinux.c		3		123		#ifdef CF200		modified COTS  ( ack_intr(ide_hwif_t* hwif) )		No		No		None

		536		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\ide\legacy\uclinux.c		4		211		#ifdef CONFIG_M5249C3		modified COTS  ( uclinux_irq_fixup(int irq) )		No		No		None

		537		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\ide\legacy\uclinux.c		5		212		#ifdef CF200		modified COTS  ( uclinux_irq_fixup(int irq) )		No		No		None

		538		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\ide\legacy\uclinux.c		x				not listed		Unmodified COTS - not reviewed						None

		539		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\mtd\chips\cfi_cmdset_0002.c
		1		112		#ifdef AMD_BOOTLOC_BUG		modified COTS		No		No		None

		540		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\mtd\chips\cfi_cmdset_0002.c
		x				not listed		Unmodified COTS - not reviewed						None

		541		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\mtd\maps\physmap.c
		1		15		#ifdef CONFIG_MTD_PARTITIONS		Unmodified COTS - not reviewed						None

		542		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\mtd\maps\physmap.c
		2		82		#ifdef CONFIG_MTD_PARTITIONS		Unmodified COTS - not reviewed						None

		543		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\mtd\maps\physmap.c
		3		83		#ifdef CONFIG_MTD_CMDLINE_PARTS		modified COTS. Modified #else block		No		No		None

		544		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\drivers\mtd\maps\physmap.c
		x				not listed		Unmodified COTS - not reviewed						None

		545		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\include\asm-m68knommu\mcfqspi.h		1		6		#if !defined(MCFQSPI_H)		Modified COTS - Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\include\asm-m68knommu\mcfqspi.h		No		None

		546		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\include\linux\major.h		1		1		#ifndef _LINUX_MAJOR_H		Modified COTS - Standard header usage		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\linux-2.4.x\include\linux\major.h		No		None

		547		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\user\netflash\netflash.c		1		52		#if defined(CONFIG_MTD) || defined(CONFIG_MTD_MODULES)		Modified COTS - Modified #elif block to #else block		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\vendors\Freescale\M5249C3\config.linux-2.4.x		None

		548		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\user\netflash\netflash.c		2		203		#ifdef CONFIG_USER_NETFLASH_CRYPTO		Modified COTS -		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\config\Configure.help		None

		549		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\user\netflash\netflash.c		3		278		#ifndef CONFIG_USER_NETFLASH_CRYPTO		Modified COTS -		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\config\Configure.help		NYS6209.2.G		163

		550		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\user\netflash\netflash.c		4		323		#ifdef CONFIG_USER_NETFLASH_VERSION		Modified COTS -		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\config\Configure.help		NYS6209.2.G		164

		551		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\user\netflash\netflash.c		5		324		#ifndef CONFIG_USER_NETFLASH_CRYPTO		Modified COTS -		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\config\Configure.help		NYS6209.2.G		165

		552		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\user\netflash\netflash.c		6		390		#ifdef CONFIG_USER_NETFLASH_CRYPTO		Modified COTS -		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\config\Configure.help		NYS6209.2.G		166

		553		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\user\netflash\netflash.c		7		1459		#if defined(CONFIG_MTD) || defined(CONFIG_MTD_MODULES)		Modified COTS - Modified #elif block to #else block		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\vendors\Freescale\M5249C3\config.linux-2.4.x		None

		554		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\user\netflash\netflash.c		8		2052		#if defined(CONFIG_MTD) || defined(CONFIG_MTD_MODULES)		Modified COTS - Modified #elif block to #else block		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\vendors\Freescale\M5249C3\config.linux-2.4.x		None

		555		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\user\netflash\netflash.c		9		2149		#ifndef CONFIG_USER_NETFLASH_CRYPTO		Modified COTS -		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\config\Configure.help		NYS6209.2.G		167

		556		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\user\netflash\netflash.c		10		2172		#ifdef CONFIG_USER_NETFLASH_CRYPTO		Modified COTS -		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\config\Configure.help		NYS6209.2.G		168

		557		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\user\netflash\netflash.c		11		2287		#if defined(CONFIG_USER_FLATFSD_USE_FLASH_FS) && defined(CONFIG_PROP_LOGD_LOGD)		Modified COTS - 		No		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\config\config.in

\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\config\Configure.help		NYS6209.2.G		169

		558		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\user\netflash\netflash.c		12		2313		#ifndef TEST_NO_DEVICE		Modified COTS - 		No		No		NYS6209.2.G		170

		559		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\user\netflash\netflash.c		x				not listed		Unmodified COTS - not reviewed						None

		560		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux\uClinux-dist\user\netflash\versioning.c		1				not listed		Unmodified COTS - not reviewed						None

		561		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux-update\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.c		1		3417		#ifdef TESTING_CIS_RECOVERY		modified COTS ( CisReadPage(struct file *filep) )		No		No		None

		562		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux-update\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.c		x				not listed		Unmodified COTS - not reviewed						None

		563		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux-update\uclinux\uClinux-dist\linux-2.4.x\drivers\char\mcf_qspi.h		1				not listed		Unmodified COTS - not reviewed						None

		564		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux-update\uclinux\uClinux-dist\linux-2.4.x\drivers\i2c\i2c-algo-bit.c		1				not listed		Unmodified COTS - not reviewed						None

		565		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux-update\uclinux\uClinux-dist\linux-2.4.x\include\asm-m68knommu\mcfqspi.h		1				not listed		Unmodified COTS - not reviewed						None

		566		TDP08072009		Firmware (ICP) v20		\\22.22.22.33\nysboe\TDP\Dominion\2009 0807 SC DVS - Lot 1\ICP-20090807\Firmware_2009_08_06-V20\uclinux-update\uclinux\uClinux-dist\linux-2.4.x\include\linux\i2c.h		1				not listed		Unmodified COTS - not reviewed						None

		566		End		End		251		251				End		End		End		End		170		170






Open-Functional

		Dominion Findings
Run for Record

		ID		Impact		Priority		Reporter		Status		Product		Component		Summary		Description		Requirements		Vendor Response		Test Case Name		Step #		Compensating Control

		466		minor		P2		L. Hoppert		NEW		Other		Documentation		EMS SOP (and install/config guides) do not contain enough detail about the system to evaluate the adequacy of the audit trail		2009-11-16 
2 8 Democracy Suite EMS System Operations Procedures (Version 2.2.0): Not found in doc. (Doc does not describe the system's characteristics in sufficient detail so that test labs and system users can evaluate the adequacy of the system's audit trail.
2 8 Democracy Suite EMS Appliance Installation and Configuration Users Guide (Version 1.1.2): Not found in doc. 
2 8 Democracy Suite EMS Client-Server Standard Installation and Configuration Users Guide (Version 1.0.2): Not found in doc.
		Vol 1: 2.1.5

It is the responsibility of the vendor to describe each system's characteristics in sufficient detail so that test labs and system users can evaluate the adequacy of the system's audit trail. This description shall be incorporated in the System Operating Manual, which is part of the Technical Data Package.				DOC REVIEW

		470		minor		P2		L. Hoppert		NEW		Scanner		Documentation		ImageCast Precinct SFS does not describe voter response times or methods of receiving additional time		2009-11-16 
2 3 Democracy Suite Imagecast Precinct Tabulator Functional Specification, ver 2.18, December 31, 2008: The document contains no mention of response times or methods of receiving additional time.
		Vol 1: 3.1.6.c

The voting process shall be designed to minimize interaction difficulties for the voter.

c. If the voting machine requires a response by a voter within a specific period of time, it shall issue an alert at least 20 seconds before this time period has expired and provide a means by which the voter may receive additional time.				DOC REVIEW

		471		minor		P2		L. Hoppert		NEW		Other		Documentation		Democracy Suite QA Program doc does not detail in-process inspection/testing for fabrication and assembly		2009-11-16 
2 12 Democracy Suite Quality Assurance Program (Version 1.5) 07/10/2008: 2.2.2-2.2.3 references the “Engineering Product Development Processes” but that document does not detail in-process inspection/testing for fabrication and assembly.
		Vol 1: 8.2ci

Identify and enforce all requirements for:

i. In-process inspection and testing that the manufacturer deems necessary to ensure proper fabrication and assembly of hardware				DOC REVIEW

		473		minor		P2		L. Hoppert		NEW		Other		Documentation		Democracy Suite QA Program doc does not include post-production environmental screenings and acceptance testing		2009-11-16 
2 12 Democracy Suite Quality Assurance Program (Version 1.5) 07/10/2008:
Documentation could not be found on post-production environmental screenings and acceptance testing.
		Vol 1: 8.2d

Include plans and procedures for post-production environmental screening and acceptance testing				DOC REVIEW

		478		minor		P3		L. Hoppert		NEW		Other		Documentation		Democracy Suite CM Process references incorrect document re initial delivery, installation and confirmation that installed version matches certified version		2009-11-16 
Democracy Suite 2 11 Democracy Suite Configuration Management Process (Ver 1.5) 08/01/2008 Sec. 8 – This document references the incorrect document regarding performance of initial delivery and installation of the system to a customer, including confirmation that the installed version of the system matches exactly the certified system version.
		Vol 1: 9.6.c

The release process is the means by which the vendor installs, transfers or migrates the system to the accredited test lab and, eventually, to its customers. The vendor shall establish such procedures and related conventions, providing a complete description of those used to:

Perform the initial delivery and installation of the system to a customer, including confirmation that the installed version of the system matches exactly the certified system version.				DOC REVIEW

		482		minor		P3		L. Hoppert		NEW		Other		Documentation		Democracy Suite CM Process doc references incorrect doc re maintenance or upgrade release, including confirmation that the installed version matches the certified version		2009-11-16 
Democracy Suite 2 11 Democracy Suite Configuration Management Process (Ver 1.5) 08/01/2008 Sec. 8 references incorrect document in regard to performance of a subsequent maintenance or upgrade release of the system or a particular component to a customer, including confirmation that the installed version of the system matches exactly the certified system version
		Vol 1: 9.6.d

The release process is the means by which the vendor installs, transfers or migrates the system to the accredited test lab and, eventually, to its customers. The vendor shall establish such procedures and related conventions, providing a complete description of those used to:

Perform a subsequent maintenance or upgrade release of the system or a particular component to a customer, including confirmation that the installed version of the system matches exactly the certified system version				DOC REVIEW

		485		minor		P2		L. Hoppert		NEW		Other		Documentation		System Maintenance Procedures - there is no list of documents in order of precedence for the TDP documentation as a whole or for specific user groups		2009-11-16 
Regarding the System Maintenance Procedures, the necessary documents are in the in the TDP drop.  However, there is no list of documents in order of precedence.  Another problem is that precedence orders are different for different groups of users – precinct workers, Hardware, and software.
		2.1.1i

The vendor shall provide a list of all documents submitted controlling the design, construction, operation, and maintenance of the system. Documents shall be listed in order of precedence.				DOC REVIEW

		489		minor		P2		L. Hoppert		NEW		Other		Documentation		Democracy Suite SDS docs do not contain a detailed list of procedural commands and reference to manuals or other docs that explain them		\
Neither of these two documents meets the requirement: Democracy Suite - 2 5 ImageCast Precinct Software Design and Specification (Ver 2.13), December 1, 2008 or Democracy Suite EMS - Software Design and Specification, Revision 2.1.2, May 6, 2009.  Section 8.2 of the EMS SDS contains brief source code class descriptions, and UML class diagrams, but does not address the level of detail specified by the requirements.
		Vol 2: 2.5.7.2iid

If the software module or unit consists of, or contains, procedural commands (such as menu selections in a database management system for defining forms and reports, on-line queries for database access and manipulation, input to a graphical user interface builder for automated code generation, commands to the operating system, or shell scripts), a list of the procedural commands and reference to user manuals or other documents that explain them				DOC REVIEW

		490		minor		P2		L. Hoppert		NEW		Other		Documentation		Democracy Suite SDS (both ImageCast and EMS docs) do not contain details regarding the logic to be used by the software unit		2009-11-16 
Neither of the following documents meets the requirement: Democracy Suite - 2 5 ImageCast Precinct Software Design and Specification (Ver 2.13), December 1, 2008 or Democracy Suite EMS - Software Design and Specification, Revision 2.1.2, May 6, 2009. The EMS SDS contains brief source code class descriptions, and UML class diagrams, but does not address the level of detail specified by the requirements.
		Vol 2: 2.5.7.2iif

For each module and unit, the vendor shall provide the following information:

 - Conditions in effect within the software module or unit when its execution is initiated 

   - Conditions under which control is passed to other software modules or units

   -  Response and response time to each input, including data conversion, renaming, and data transfer operations

   -  Sequence of operations and dynamically controlled sequencing during the software module's or unit's operation, including:

      + The method for sequence control

      + The logic and input conditions of that method, such as timing variations, priority assignments

      + Data transfer in and out of memory

      + The sensing of discrete input signals, and timing relationships between interrupt operations within the software module or unit				DOC REVIEW

		494		minor		P2		L. Hoppert		NEW		Other		Documentation		The Democracy Suite SDS docs (ImageCast and EMS) do not adequately describe exception and error handling		2009-11-16 
Neither of these documents meets the requirement: Document #1(Democracy Suite - 2 5 ImageCast Precinct Software Design and Specification (Ver 2.13), December 1, 2008) describes exceptions implementation only in general system-wide terms in sections 7.2 and 8.9. Document #2 (Democracy Suite EMS - Software Design and Specification, Revision 2.1.2, May 6, 2009) addresses exceptions implementation only in section 7.2.
		Vol 2: 2.5.7.2iig

For each module and unit, the vendor shall provide the following information:

Exception and error handling				DOC REVIEW

		495		minor		P2		L. Hoppert		NEW		BMD		Documentation		Democracy Suite SSS does not address secure software installation for the BMD.		2009-11-16 
Democracy Suite System Security Specification (TDP 2.6), rev 2.0.10, April 13, 2009: sec 5 describes the software installation for the EMS and ICP. It does not address the BMD.
		Vol 2: 2.6.4ii

This information shall address software installation for all system components. (Re  a detailed description of the system capabilities and mandatory procedures for purchasing jurisdictions to ensure secure software (including firmware) installation to meet the specific requirements of Volume I, Subsection 7.4.)				DOC REVIEW

		497		minor		P2		L. Hoppert		NEW		Other		Documentation		Democracy Suite QA Program contains no documentation describing processes for notifying customers of system failures		2009-11-16 
2 12 Democracy Suite Quality Assurance Program (Version 1.5) 07/10/2008: No documentation found describing processes for notifying customers of system failures.
		Vol 2: 7.5.f:

The accredited test lab shall confirm that all required information has been submitted, and assess whether the vendorâ€™s quality assurance program provides for:

Effective processes for notifying customers of system failures and corrective measures that need to be taken, and for confirming that such measures are taken.				DOC REVIEW

		498		minor		P2		L. Hoppert		NEW		Other		Documentation		Democracy Suite QA Program does not indicate person accountable for quality assurance activities		2009-11-16 
2 12 Democracy Suite Quality Assurance Program (Version 1.5) 07/10/2008 does not indicate either individual or title of person accountable for implementation and oversight of quality assurance activities.
		Vol 2: 7.5.1.b:

The accredited test lab shall examine the vendorâ€™s quality assurance policy to confirm that it:

Clearly designates a senior level individual accountable for implementation and oversight of quality assurance activities				DOC REVIEW

		499		minor		P2		L. Hoppert		NEW		Other		Documentation		Democracy Suite QA Program does indicate annual determination of QA compliance		2009-11-16 
2 12 Democracy Suite Quality Assurance Program (Version 1.5) 07/10/2008: No indication of annual determination of QA compliance.
		Vol 2: 7.5.1.d:

The accredited test lab shall examine the vendorâ€™s quality assurance policy to confirm that it:

Provides procedures that determine compliance with, and correct deviations from, the quality assurance program at a minimum annually				DOC REVIEW

		501		minor		P2		L. Hoppert		NEW		Other		Documentation		Democracy Suite SOPs (ImageCast and EMS) do not contain the temperature and humidity ranges specified for the storage of printer consumables		2009-11-16 
2 8 Imagecast Precinct Operations Procedures (Ver 1.35) does not contain specifications for storing printer consumables. This requirement was not found in the following documents either:
2 8 Democracy Suite EMS System Operations Procedures (Version 2.2.0) 
2 8 Democracy Suite EMS Appliance Installation and Configuration Users Guide (Version 1.1.2) 
2 8 Democracy Suite EMS Client-Server Standard Installation and Configuration Users Guide (Version 1.0.2)
		6209.2.F.15dii.

Vendor documentation shall include specifications regarding the temperature and humidity ranges specified by the manufacturer for the storage of printer consumables				DOC REVIEW
















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Summary - Dominion PCA Document Reviews.doc

Each submitted (Vol. 1, Sect. 1.1) Technical Data Package document (Vol.2 Sect. 6.6) is reviewed (Vol. 1, Sect. 1.6.2.2). 

Applicable TDP Documents table: This table includes the main documents used for the reviews. Other supporting documents can be found in the “Traced” column in the individual review forms.

The reviewer verifies that the vendor correctly documented each applicable VVSG 2005 requirement.  The reviewer uses the following notations to indicate results:

· “Y” indicates that the document fulfills the requirement.

· “N” indicates that the document does not fulfill the requirement.

· An asterisk “*” or “NA” (not applicable) on the form indicates a requirement that is not relevant to this review.

·  “NS” (not supported) indicates requirements that apply to features that are not supported in the configuration being tested (such as paper ballots).

· Summary column: Generally, the Summary column for each requirement will reflect “Y” if any one of the documents is marked “Y”, “N” if all of the documents are marked “N”, and “*” if the item is not applicable to the specific document. However, the reviewer has discretion to indicate “N” in the Summary column if the requirement is not met for the entire system (not fulfilled fully for all components).

· Comments column: Explain “N”, “NA” or “NS” findings here. In addition, use the Comments column to enter any comments that would be helpful throughout the project. Also write an explanation here if you add a “*” (Not Applicable) that is not in the original PCA form.

· Discrepancies: 

· A Documentation discrepancy is written when a VVSG requirement is not fulfilled or is partially fulfilled in the TDP. 

· An Informational discrepancy is written when the issue is outside the scope of the certification; Informational discrepancies are provided to the client but do not preclude certification.

· Enter the discrepancy number of any discrepancies written (from the separate discrepancy report), with a short description in the Comments column.



		Vendor:

		Dominion

		Reviewer(s):

		E. Ornstead (System Overview), J Henry (System Functionality Descrip), J Henry (System Hardware Spec), J. Henry, B. Geller (Software Design & Spec), N. Brandan (System Test & Verification Spec), J Henry, B Holder, J Morgan (System Security Spec), R. Bair, N. Brandan, J. Henry (System Operations Proc.), M. Tong (System Maintenance Proc.), G. Duhatschek (Personnel Deploy/Training), J. Henry (Configuration Management Plan), G. Duhatschek (QA Plan)



		Voting System:

		

		Review Date:

		Sep-Oct 2009



		Certification Scope:

		Full Initial 

		

		







Applicable TDP Documents

		System Overview

		Doc #

		TDP date

		File name



		Democracy Suite System Configuration Overview (TDP 2.2), Revision 2.1.8, March 8, 2008

		#1

		2009 0818

		2 2 Democracy Suite System Configuration Overview.pdf



		System Functionality Description

		Doc #

		TDP date

		File name



		Democracy Suite EMS Functional Description (TDP 2.3), rev 2.1.2, April 7, 2009

		#1

		2009 0818

		2 3 Democracy Suite EMS Functional Description.pdf



		2 3 Democracy Suite Imagecast Precinct Tabulator Functional Specification, ver 2.18, December 31, 2008

		#2 

		2009 0818

		2 3 Democracy Suite Imagecast Precinct Tabulator Functional Specification (Ver 2.18).doc



		System Hardware Specification

		Doc #

		TDP date

		File name



		2 4 0 ImageCast System Hardware Specification (Version 2.8), Sep 15, 2008

		#1

		2009 0818

		2 4 0 ImageCast System Hardware Specification (Version 2.8).pdf



		2 4 1 ImageCast System Hardware Characteristics (Version 1.8), Sep 15, 2008

		#2

		2009 0818

		2 4 1 ImageCast System Hardware Characteristics (Version 1.8).pdf



		Software Design & Specification

		Doc #

		TDP date

		File name



		Democracy Suite - 2 5 ImageCast Precinct Software Design and Specification (Ver 2.13), December 1, 2008

		#1

		2009 0818

		2 5 ImageCast Precinct Software Design and Specification (Ver 2.13).pdf



		Democracy Suite EMS - Software Design and Specification, Revision 2.1.2, May 6, 2009

		#2

		2009 0818

		2 5 Democracy Suite EMS Software Design and Specification.pdf



		System Test & Verification Specification

		Doc #

		TDP date

		File name



		2.7 Democracy Suite Test and Verification  Specification, Ver 1.5, April 25, 2008

		#1

		2009 0818

		2.7 Democracy Suite Test and Verification Specification (Ver 1.5).pdf



		System Security Specification

		Doc #

		TDP Date

		File name



		Democracy Suite System Security Specification (TDP 2.6), rev 2.0.10, April 13, 2009

		#1

		2009 0818

		2 6 Democracy Suite System Security Specification.pdf



		User/System Operations Procedures

		Doc #

		TDP Date

		File name



		Democracy Suite 2 8 ImageCast Precinct Operations Procedures (Ver 1.35), February 9, 2009

		#1

		2009 0818

		2 8 Imagecast Precinct Operations Procedures (Ver 1.35).pdf



		Democracy Suite EMS System Operations Procedures Revision 2.2.0, May 15, 2009

		#2

		2009 0818

		2 8 Democracy Suite EMS System Operations Procedures (Version 2.2.0).pdf



		Democracy Suite EMS Appliance Installation and Configuration Users Guide Revision 1.1.2,  May 15, 2009

		#3

		2009 0818

		2 8 Democracy Suite EMS Appliance Installation and Configuration Users Guide (Version 1.1.2)



		Democracy Suite EMS Standard Client-Server Installations and Configurations Users Guide Revision 1.0.2, May 15, 2009

		#4

		2009 0818

		2 8 Democracy Suite EMS Client-Server Standard Installation and Configuration Users Guide (Version 1.0.2).pdf



		System Maintenance Procedures

		Doc #

		TDP Date

		File name



		Democracy Suite 2 9 ImageCast Precinct System Maintenance Procedures

(Ver 1.6).doc 9/15/2008

		#1

		2009 0818

		2 9 ImageCast Precinct System Maintenance Procedures (Ver 1.6).pdf



		ImageCast BMD Printer Ink Cartridge Maintenance Guideline (Version 1.0.3).pdf

		#2 

		2009 0818

		ImageCast BMD Printer Ink Cartridge Maintenance Guideline (Version 1.0.3).pdf



		Personnel Deployment and Training Requirements

		Doc #

		TDP Date

		File name



		Democracy Suite 2 10 Democracy Suite Personnel Deployment and Training

Requirements (Ver 1.2), 5/27/08

		#1

		2009 0818

		2.10 Democracy Suite Personnel Deployment and Training Requirements (Ver 1.2).pdf



		Configuration Management Plan

		Doc #

		TDP Date

		File name



		Democracy SuiteTM 2 11 Democracy Suite Configuration Management Process (Ver 1.5).doc 08/01/2008

		#1

		2009 0818

		2.11 Democracy Suite Configuration Management Process (Ver 1.5).pdf



		Quality Assurance Program

		Doc #

		TDP Date

		File name



		2 12 Democracy Suite Quality Assurance Program (Version 1.5)  07/10/2008 

		#1

		2009 0818

		2.12 Democracy Suite Quality Assurance Program (Version 1.5).pdf



		NOTE: System Change Notes are not required for an initial certification

		

		

		









		Req.

No.

		VVSG 2005 Testing Standards 

		System Overview

		System Functl Description

		System Hardware Spec

		Software Design & Spec

		System Test/ Verifiic. Spec

		System Security Spec

		User/System Operations 

		System Maintenance 

		Personnel and Training

		Configuration Mgmt

		Quality Assurance

		Comments





		Vol 1: 2.1

		Overall System Capabilities

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.1.1

		Security

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.1.1

		System security is achieved through a combination of technical capabilities and sound administrative practices. 



To ensure security, all systems shall:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Provide system functions that are executable only in the intended manner and order, and only under the intended conditions

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Use the system's control logic to prevent a system function from executing if any preconditions to the function have not been met

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Provide safeguards in response to system failure to protect against tampering during system repair or interventions in system operations

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Provide security provisions that are compatible with the procedures and administrative tasks involved in equipment preparation, testing, and operation

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		f.

		Incorporate a means of implementing a capability if access to a system function is to be restricted or controlled

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		g.

		Provide documentation of mandatory administrative procedures for effective system security

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.1.2

		Accuracy

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.1.2

		Memory hardware, such as semiconductor devices and magnetic storage media, must be accurate. The design of equipment in all voting systems shall provide for the highest possible levels of protection against mechanical, thermal, and electromagnetic stresses that impact system accuracy. Section 4 provides additional information on susceptibility requirements.  



To ensure vote accuracy, all systems shall:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Record the election contests, candidates, and issues exactly as defined by election officials

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Record the appropriate options for casting and recording votes

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Record each vote precisely as indicated by the voter and produce an accurate report of all votes cast;

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Include control logic and data processing methods incorporating parity and check-sums (or equivalent error detection and correction methods) to demonstrate that the system has been designed for accuracy

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Provide software that monitors the overall quality of data read-write and transfer quality status, checking the number and types of errors that occur in any of the relevant operations on data and how they were corrected

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.1.2

		In addition, DRE systems shall:

		

		

		

		

		

		

		

		

		

		

		

		



		f.

		As an additional means of ensuring accuracy in DRE systems, voting devices shall record and retain redundant copies of the original ballot image. A ballot image is an electronic record of all votes cast by the voter, including undervotes.

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		Vol 1: 2.1.3

		Error Recovery

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.1.3

		To recover from a non-catastrophic failure of a device, or from any error or malfunction that is within the operator's ability to correct, the system shall provide the following capabilities:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Restoration of the device to the operating condition existing immediately prior to the error or failure, without loss or corruption of voting data previously stored in the device

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Resumption of normal operation following the correction of a failure in a memory component, or in a data processing component, including the central processing unit

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Recovery from any other external condition that causes equipment to become inoperable, provided that catastrophic electrical or mechanical damage due to external phenomena has not occurred  

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.1.4

		Integrity

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.1.4

		Integrity measures ensure the physical stability and function of the vote recording and counting processes.  To ensure system integrity, all systems shall:  

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Protect against a single point of failure that would prevent further voting at the polling place

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Protect against the interruption of electrical power

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Protect against generated or induced electromagnetic radiation

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Protect against ambient temperature and humidity fluctuations

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Protect against the failure of any data input or storage device

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		f.

		Protect against any attempt at improper data entry or retrieval

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		g.

		Record and report the date and time of normal and abnormal events

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		h.

		Maintain a permanent record of all original audit data that cannot be modified or overridden but may be augmented by designated authorized officials in order to adjust for errors or omissions (e.g., during the canvassing process)

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		i.

		Detect and record every event, including the occurrence of an error condition that the system cannot overcome, and time-dependent or programmed events that occur without the intervention of the voter or a polling place operator

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		j.

		Include built-in measurement, self-test, and diagnostic software and hardware for detecting and reporting the system's status and degree of operability

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.1.4

		In addition to the common requirements, DRE systems shall:

		

		

		

		

		

		

		

		

		

		

		

		



		k.

		Maintain a record of each ballot cast using a process and storage location that differs from the main vote detection, interpretation, processing, and reporting path

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		l.

		Provide a capability to retrieve ballot images in a form readable by humans  

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		Vol 1: 2.1.5

		System Audit

		

		

		

		

		

		

		

		

		

		

		

		



		2.1.5

		It is the responsibility of the vendor to describe each system's characteristics in sufficient detail so that test labs and system users can evaluate the adequacy of the system's audit trail. This description shall be incorporated in the System Operating Manual, which is part of the Technical Data Package.

		*

		Y

		*

		*

		*

		*

		N

		*

		*

		*

		*

		DISC # 466: DVS SOP-A

Doc 2 (2 8 Democracy Suite EMS System Operations Procedures (Version 2.2.0)): Not found in doc.

Doc 3 (2 8 Democracy Suite EMS Appliance Installation and Configuration Users Guide (Version 1.1.2)): Not found in doc.

Doc 4 (2 8 Democracy Suite EMS Client-Server Standard Installation and Configuration Users Guide (Version 1.0.2).): Not found in doc



		Vol 1: 2.1.5.1

		Operational Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.1.5.1a

		The timing and sequence of audit record entries is as important as the data contained in the record. All voting systems shall meet the requirements for time, sequence and preservation of audit records outlined below.

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Except where noted, systems shall provide the capability to create and maintain a real-time audit record. This capability records and provides the operator or precinct official with continuous updates on machine status. This information allows effective operator identification of an error condition requiring intervention, and contributes to the reconstruction of election-related events necessary for recounts or litigation.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		All systems shall include a real-time clock as part of the system’s hardware. The system shall maintain an absolute record of the time and date or a record relative to some event whose time and data are known and recorded.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		iii.

		All audit record entries shall include the time-and-date stamp.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		iv.

		The audit record shall be active whenever the system is in an operating mode. This record shall be available at all times, though it need not be continually visible.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		v.

		The generation of audit record entries shall not be terminated or altered by program control, or by the intervention of any person. The physical security and integrity of the record shall be maintained at all times.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		vi.

		Once the system has been activated for any function, the system shall preserve the contents of the audit record during any interruption of power to the system until processing and data reporting have been completed.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		vii.

		The system shall be capable of printing a copy of the audit record. A separate printer is not required for the audit record, and the record may be produced on the standard system printer if all the following conditions are met: 

     - The generation of audit trail records does not interfere with the production of output reports

     - The entries can be identified so as to facilitate their recognition, segregation, and retention

     - The audit record entries are kept physically secure

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.1.5.1b

		All voting systems shall meet the requirements for error messages below.

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		The voting system shall generate, store, and report to the user all error messages as they occur.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		All error messages requiring intervention by an operator or precinct official shall be displayed or printed clearly in easily understood language text, or by means of other suitable visual indicators.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		iii.

		When the voting system uses numerical error codes for trained technician maintenance or repair, the text corresponding to the code shall be self-contained or affixed inside the voting machine. This is intended to reduce inappropriate reactions to error conditions, and to allow for ready and effective problem correction.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		iv.

		All error messages for which correction impacts vote recording or vote processing shall be written in a manner that is understandable to an election official who possesses training on system use and operation, but does not possess technical training on system servicing and repair.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		v.

		The message cue for all voting systems shall clearly state the action to be performed in the event that voter or operator response is required.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		vi.

		Voting system design shall ensure that erroneous responses will not lead to irreversible error.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		vii.

		Nested error conditions shall be corrected in a controlled sequence such that voting system status shall be restored to the initial state existing before the first error occurred.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.1.5.1c

		The Guidelines provide latitude in software design so that vendors can consider various user processing and reporting needs. The jurisdiction may require some status and information messages to be displayed and reported in real-time. Messages that do not require operator intervention may be stored in memory to be recovered after ballot processing has been completed.

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		The voting system shall display and report critical status messages using clear indicators or English language text. The voting system need not display non-critical status messages at the time of occurrence. Voting systems may display non-critical status messages (i.e., those that do not require operator intervention) by means of numerical codes for subsequent interpretation and reporting as unambiguous text.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		Voting systems shall provide a capability for the status messages to become part of the real-time audit record. The voting system shall provide a capability for a jurisdiction to designate critical status messages.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.1.5.2

		To counter these vulnerabilities, three operating system protections are required on all such systems on which election software is hosted.

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		First, authentication shall be configured on the local terminal (display screen and keyboard) and on all external connection devices (“network cards” and “ports”). This ensures that only authorized and identified users affect the system while election software is running.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Second, operating system audit shall be enabled for all session openings and closings, for all connection openings and closings, for all process executions and terminations, and for the alteration or deletion of any memory or file object. This ensures the accuracy and completeness of election data stored on the system. It also ensures the existence of an audit record of any person or process altering or deleting system data or election data.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Third, the system shall be configured to execute only intended and necessary processes during the execution of election software. The system shall also be configured to halt election software processes upon the termination of any critical system process (such as system audit) during the execution of election software.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.1.6

		Election Management System

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Define political subdivision boundaries and multiple election districts as indicated in the system documentation

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Identify contests, candidates, and issues

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Define ballot formats and appropriate voting options

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Generate ballots and election-specific programs for voting equipment

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Install ballots and election-specific programs

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		f.

		Test that ballots and programs have been properly prepared and installed

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		g.

		Accumulate vote totals at multiple reporting levels as indicated in the system documentation

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		h.

		Generate the post-voting reports required by Subsection 2.4

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		If Volume 1, Subsection 2.4 is all “Y”, then this requirement is “Y”.



		i.

		Process and produce audit reports of the data as indicated in Subsection 5.5

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		If Volume 1, Subsection 5.5 is all “Y”, then this requirement is “Y”.



		Vol 1: 2.1.7

		Vote Tabulating Program

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.1.7.1

		The vote tabulating program software resident in each voting machine, vote count server, or other devices shall include all software modules required to:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Monitor system status and generate machine-level audit reports

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Accommodate device control functions performed by polling place officials and maintenance personnel

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Register and accumulate votes

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Accommodate variations in ballot counting logic

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.1.7.2

		Voting Variations

		

		

		

		

		

		

		

		

		

		

		

		



		2.1.7.2

		The Technical Data Package accompanying the system shall specifically identify which of the following items can and cannot be supported by the voting system, as well as how the voting system can implement the items supported:

   - Closed primaries

   - Open primaries

   - Partisan offices

   - Non-partisan offices

   - Write-in voting

   - Primary presidential delegation nominations

   - Ballot rotation

   - Straight party voting

   - Cross-party endorsement

   - Split precincts

   - Vote for N of M

   - Recall issues, with options

   - Cumulative voting

   - Ranked order voting

   - Provisional or challenged ballots

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.1.8

		Ballot Counter

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.1.8

		For all voting systems, each piece of voting equipment that tabulates ballots shall provide a counter that:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Can be set to zero before any ballots are submitted for tally

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Records the number of ballots cast during a particular test cycle or election

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Increases the count only by the input of a ballot

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Prevents or disables the resetting of the counter by any person other than authorized persons at authorized points

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Is visible to designated election officials

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.1.9

		Telecommunications

		

		

		

		

		

		

		

		

		

		

		

		



		2.1.9

		For all voting systems that use telecommunications for the transmission of data during pre-voting, voting or post-voting activities, capabilities shall be provided that ensure data are transmitted with no alteration or unauthorized disclosure during transmission.  Such transmissions shall not violate the privacy, secrecy, and integrity demands of the Guidelines. Section 6 describes telecommunications standards that apply to, at a minimum, the following types of data transmissions:

·        Voter Authentication: Coded information that confirms the identity of a voter for security purposes for a system that transmit votes individually over a public network

·        Ballot Definition: Information that describes to voting equipment the content and appearance of the ballots to be used in an election

·        Vote Transmission to Central Site: For voting systems that transmit votes individually over a public network, the transmission of a single vote to the county (or contractor) for consolidation with other county vote data

·        Vote Count: Information representing the 

tabulation of votes at any one of several levels: polling

 place, precinct, or central count

·        List of Voters: A listing of the individual voters 

who have cast ballots in a specific election

		*

		NA

		*

		*

		*

		*

		*

		*

		*

		*

		*

		NA – NYS does not allow telecommunications with their voting systems.



		Vol 1: 2.1.10

		Data Retention

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.1.10

		United States Code Title 42, Sections 1974 through 1974e state that election administrators shall preserve for 22 months “all records and paper that came into (their) possession relating to an application, registration, payment of poll tax, or other act requisite to voting.” This retention requirement applies to systems that will be used at anytime for voting of candidates for federal offices (e.g., Member of Congress, United States Senator, and/or Presidential Elector).

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Therefore, all voting systems shall provide for maintaining the integrity of voting and audit data during an election and for a period of at least 22 months thereafter.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Because the purpose of this law is to assist the federal government in discharging its law enforcement responsibilities in connection with civil rights and elections crimes, its scope must be interpreted in keeping with that objective.  The appropriate state or local authority must preserve all records that may be relevant to the detection and prosecution of federal civil rights or election crimes for the 22-month federal retention period, if the records were generated in connection with an election that was held in whole or in part to select federal candidates. It is important to note that Section 1974 does not require that election officials generate any specific type or classification of election record. However, if a record is generated, Section 1974 comes into force and the appropriate authority must retain the records for 22 months.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		For 22-month document retention, the general rule is that all printed copy records produced by the election database and ballot processing systems shall be so labeled and archived.

		*

		NA

		*

		*

		*

		*

		*

		*

		*

		*

		*

		System documentation does not prescribe jurisdiction processes.



		d.

		Regardless of system type, all audit trail information spelled out in Subsection 5.5 shall be retained in its original format, whether that be real-time logs generated by the system, or manual logs maintained by election personnel. The election audit trail includes not only in-process logs of election-night and subsequent processing of absentee or provisional ballots, but also time logs of baseline ballot definition formats, and system readiness and testing results.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		If Volume 1, Subsection 5.5 is all “Y”, then this requirement is “Y”.



		e.

		In many voting systems, the source of election-specific data (and ballot formats) is a database or file. In precinct count voting systems, this data is used to program each machine, establish ballot layout, and generate tallying files. It is not necessary to retain this information on electronic media if there is an official, authenticated printed copy of all final database information.  However, it is recommended that the state or local jurisdiction also retain electronic records of the aggregate data for each voting machine so that reconstruction of an election is possible without data re-entry. The same requirement and recommendation applies to vote results generated by each precinct count voting machine.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.2

		Pre-Voting Capabilities

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.2.1.1

		General Capabilities – Ballot Preparation

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.2.1.1

		All systems shall provide the general capabilities for ballot preparation. All systems shall be capable of:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Enabling the automatic formatting of ballots in accordance with the requirements for offices, candidates, and measures qualified to be placed on the ballot for each political subdivision and election district

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.2.1.1b

		Collecting and maintaining the following data:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Offices and their associated labels and instructions

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		Candidate names and their associated labels

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		iii.

		Issues or measures and their associated text

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Supporting the maximum number of potentially active voting positions as indicated in the system documentation

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		For a primary election, generating ballots that segregate the choices in partisan contests by party affiliation

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Generating ballots that contain identifying codes or marks uniquely associated with each format

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		f.

		Ensuring that vote response fields, selection buttons, or switches properly align with the specific candidate names and/or issues printed on the ballot display, ballot card or sheet, or separate ballot pages

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.2.1.1

		Paper-based voting systems shall also meet the following requirements applicable to the technology used:

		

		

		

		

		

		

		

		

		

		

		

		



		g.

		Enable voters to make selections by making a mark in areas designated for this purpose upon each ballot sheet

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		h.

		For marksense systems, ensure that the timing marks align properly with the vote response fields

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.2.1.2

		Ballot Formatting

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.2.1.2

		Ballot formatting is the process by which election officials or their designees use election databases and voting system software to define the specific contests and related instructions contained on the ballot and present them in a layout permitted by state law.

All voting systems shall provide a capability for:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Creation of newly defined elections

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Rapid and error-free definition of elections and their associated ballot layouts

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Uniform allocation of space and fonts used for each office, candidate, and contest such that the voter perceives no active voting position to be preferred to any other

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Simultaneous display of the maximum number of choices for a single contest as indicated by the vendor in the system documentation

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Retention of previously defined formats for an election

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		f.

		Prevention of unauthorized modification of any ballot formats

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		g.

		Modification by authorized persons of a previously defined ballot format for use in a subsequent election

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.2.1.3

		Ballot Production

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.2.1.3

		The voting system shall provide a means of printing or otherwise generating a ballot display that can be installed in all voting equipment for which it is intended. All voting systems shall provide the capabilities below.

		

		

		

		

		

		

		

		

		

		

		

		



		ia.

		The electronic display or printed document on which the user views the ballot is capable of rendering an image of the ballot in any of the languages required by the Voting Rights Act of 1965, as amended.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		ib.

		The electronic display or printed document on which the user views the ballot does not show any advertising or commercial logos of any kind, whether public service, commercial, or political, unless specifically provided for in state law. Electronic displays shall not provide connection to such material through hyperlink.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		ic.

		The ballot conforms to vendor specifications for type of paper stock, weight, size, shape, size and location of mark field used to record votes, folding, bleed-through, and ink for printing if paper ballot documents or paper displays are part of the system.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		Vendor documentation for marksense systems shall include specifications for ballot materials to ensure that vote selections are read from only a single ballot at a time, without detection of marks from multiple ballots concurrently (e.g., reading of bleed-through from other ballots).

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.2.2

		Election Programming

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.2.2

		Election programming is the process by which election officials or their designees use election databases and vendor system software to logically define the voter choices associated with the contents of the ballots.  All systems shall provide for the:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Logical definition of the ballot, including the definition of the number of allowable choices for each office and contest

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Logical definition of political and administrative subdivisions, where the list of candidates or contests varies between polling places

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Exclusion of any contest on the ballot in which the voter is prohibited from casting a ballot because of place of residence, or other such administrative or geographical criteria

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Ability to select from a range of voting options to conform to the laws of the jurisdiction in which the system will be used

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Generation of all required master and distributed copies of the voting program, in conformance with the definition of the ballots for each voting device and polling place, and for each tabulating device

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.2.3

		Ballot and Program Installation and Control

		

		

		

		

		

		

		

		

		

		

		

		



		2.2.3

		All systems shall provide a means of installing ballots and programs on each piece of polling place or central count equipment in accordance with the ballot requirements of the election and the requirements of the jurisdiction in which the equipment will be used. All systems shall include the following at the time of ballot and program installation.

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		A detailed work plan or other documentation providing a schedule and steps for the software and ballot installation, which includes a table outlining the key dates, events and deliverables

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		A capability for automatically verifying that the software has been properly selected and installed in the equipment or in programmable memory devices, and for indicating errors

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		A capability for automatically validating that software correctly matches the ballot formats that it is intended to process, for detecting errors, and for immediately notifying an election official of detected errors

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.2.4

		Readiness Testing

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.2.4

		Election personnel conduct voting equipment and voting system readiness tests prior to the start of an election to ensure that the voting system functions properly, to confirm that voting equipment has been properly integrated, and to obtain equipment status reports. All voting systems shall provide the capabilities to:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Verify that voting equipment and precinct count equipment is properly prepared for an election, and collect data that verifies equipment readiness

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Obtain status and data reports from each set of equipment

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Verify the correct installation and interface of all voting equipment

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Verify that hardware and software function correctly

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Generate consolidated data reports at the polling place and higher jurisdictional levels

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		f.

		Segregate test data from actual voting data, either procedurally or by hardware/software features

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.2.4

		Resident test software, external devices, and special purpose test software connected to or installed in voting equipment to simulate operator and voter functions may be used for these tests provided that the following standards are met:

		

		

		

		

		

		

		

		

		

		

		

		



		g.

		These elements shall be capable of being tested separately, and shall be proven to be reliable verification tools prior to their use

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		h.

		These elements shall be incapable of altering or introducing any residual effect on the intended operation of the voting device during any succeeding test and operational phase

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.2.4

		Paper-based systems shall:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Support conversion testing that uses all potential ballot positions as active positions

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		j.

		Support conversion testing of ballots with active position density for systems without pre-designated ballot positions

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.2.5

		Verification at the Polling Place

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.2.5

		Election officials perform verification at the polling place to ensure that all voting systems and voting equipment function properly before and during an election.  All voting systems shall provide a formal record of the following, in any media, upon verification of the authenticity of the command source:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		The election's identification data

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		The identification of all equipment units

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		The identification of the polling place

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		The identification of all ballot formats

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		The contents of each active candidate register by office and of each active measure register at all storage locations (showing that they contain only zeros)

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		f.

		A list of all ballot fields that can be used to invoke special voting options

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		g.

		Other information needed to confirm the readiness of the equipment, and to accommodate administrative reporting requirements

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.2.5

		To prepare voting devices to accept voted ballots, all voting systems shall provide the capability to test each device prior to opening to verify that each is operating correctly. At a minimum, the tests shall include:

		

		

		

		

		

		

		

		

		

		

		

		



		h.

		Confirmation that there are no hardware or software failures

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		i.

		Confirmation that the device is ready to be activated for accepting votes

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		j

		If a precinct count system includes equipment for the consolidation of polling place data at one or more central counting locations, it shall have means to verify the correct extraction of voting data from transportable memory devices, or to verify the transmission of secure data over secure communication links.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.2.6

		Election officials perform verification at the central location to ensure that vote counting and vote consolidation equipment and software function properly before and after an election. Upon verification of the authenticity of the command source, any system used in a central count environment shall provide a printed record of the following:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		The election's identification data

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		The contents of each active candidate register by office and of each active measure register at all storage locations (showing that they contain all zeros)

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Other information needed to ensure the readiness of the equipment and to accommodate administrative reporting requirements

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.3

		Voting Capabilities

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.3.1

		Opening the Polls

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.3.1.1

		Precinct Count Systems

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		An internal test or diagnostic capability to verify that all of the polling place tests specified in Subsection 2.2.5 have been successfully completed

		*

		Y

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		If Volume 1, Subsection 2.2.5 is all “Y”, then this requirement is “Y”.

System Operations Procedures: Section 2.5 is not applicable here.



		b.

		Automatic disabling of any device that has not been tested until it has been tested

		*

		Y

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		



		Vol 1: 2.3.1.2

		Paper-Based System Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.3.1.2

		To facilitate opening the polls, all paper-based systems shall include:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		A means of verifying that ballot marking devices are properly prepared and ready to use

		*

		Y

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		b.

		A voting booth or similar facility, in which the voter may mark the ballot in privacy

		*

		Y

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		c.

		Secure receptacles for holding voted ballots

		*

		Y

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		Vol 1: 2.3.1.2

		In addition to the above requirements, all paper-based precinct count equipment shall include a means of:

		

		

		

		

		

		

		

		

		

		

		

		



		d.

		Activating the ballot counting device

		*

		Y

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		e.

		Verifying that the device has been correctly activated and is functioning properly

		*

		Y

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		f.

		Identifying device failure and corrective action needed

		*

		Y

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		Vol 1: 2.3.1.3

		DRE System Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.3.1.3

		To facilitate opening the polls, all DRE systems shall include:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		A security seal, a password, or a data code recognition capability to prevent the inadvertent or unauthorized actuation of the poll-opening function

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		b.

		A means of enforcing the execution of steps in the proper sequence if more than one step is required

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		c.

		A means of verifying the system has been activated correctly

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		d.

		A means of identifying system failure and any corrective action needed

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		Vol 1: 2.3.2

		Activating the Ballot (DRE Systems)

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.3.2

		To activate the ballot, all DRE systems shall:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Enable election officials to control the content of the ballot presented to the voter, whether presented in printed form or electronic display, such that each voter is permitted to record votes only in contests in which that voter is authorized to vote

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		b.

		Allow each eligible voter to cast a ballot

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		c.

		Prevent a voter from voting on a ballot to which he or she is not entitled

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		d.

		Prevent a voter from casting more than one ballot in the same election

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		e.

		Activate the casting of a ballot in a general election

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		f.

		Enable the selection of the ballot that is appropriate to the party affiliation declared by the voter in a primary election

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		g.

		Activate all portions of the ballot upon which the voter is entitled to vote

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		h.

		Disable all portions of the ballot upon which the voter is not entitled to vote

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		Vol 1: 2.3.3

		Casting a Ballot

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.3.3.1

		Common Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Provide text that is at least 3 millimeters high and provide the capability to adjust or magnify the text to an apparent size of 6.3 millimeters

		*

		Y

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		b.

		Protect the secrecy of the vote such that the system cannot reveal any information about how a particular voter voted, except as otherwise required by individual state law

		*

		Y

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		c.

		Record the selection and non-selection of individual vote choices for each contest and ballot measure

		*

		Y

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		d.

		Record the voter’s selection of candidates whose names do not appear on the ballot, if permitted under state law, and record as many write-in votes as the number of candidates the voter is allowed to select

		*

		Y

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		e.

		In the event of a failure of the main power supply external to the voting system, provide the capability for any voter who is voting at the time to complete casting a ballot, allow for the successful shutdown of the voting system without loss or degradation of the voting and audit data, and allow voters to resume voting once the voting system has reverted to back-up power

		*

		Y

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		f.

		Provide the capability for voters to continue casting ballots in the event of a failure of a telecommunications connection within the polling place or between the polling place and any other location

		*

		Y

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		



		Vol 1: 2.3.3.2

		Paper-Based System Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Allow the voter to easily identify the voting field that is associated with each candidate or ballot measure response

		*

		Y

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		b.

		Allow the voter to mark the ballot to register a vote

		*

		Y

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		c.

		Allow either the voter or the appropriate election official to place the voted ballot into the ballot counting device (for precinct count systems) or into a secure receptacle (for central count systems)

		*

		Y

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		d.

		Protect the secrecy of the vote throughout the process

		*

		Y

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		Vol 1: 2.3.3.2

		In addition to the above requirements, all paper-based precinct count systems shall:

		

		

		

		

		

		

		

		

		

		

		

		



		e.

		Provide feedback to the voter that identifies specific contests for which he or she has made no selection or fewer than the allowable number of selections (e.g., undervotes)

		*

		Y

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		f.

		Notify the voter if he or she has made more than the allowable number of selections for any contest (e.g., overvotes)

		*

		Y

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		g.

		Notify the voter before the ballot is cast and counted of the effect of making more than the allowable number of selections for a contest  

		*

		Y

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		h.

		Provide the voter opportunity to correct the ballot for either an undervote or overvote before the ballot is cast and counted

		*

		Y

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		Vol 1: 2.3.3.3

		DRE  System Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.3.3.3

		In addition to the above common requirements, DRE systems shall:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Prohibit the voter from accessing or viewing any information on the display screen that has not been authorized by election officials and preprogrammed  into the voting system (i.e., no potential for display of external information or linking to other information sources)

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		b.

		Enable the voter to easily identify the selection button or switch, or the active area of the ballot display, that is associated with each candidate or ballot measure response

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		c.

		Allow the voter to select his or her preferences on the ballot in any legal number and combination

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		d.

		Indicate that a selection has been made or canceled

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		e.

		Indicate to the voter when no selection, or an insufficient number of selections, has been made for a contest (e.g., undervotes)

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		f.

		Notify the voter if he or she has made more than the allowable number of selections for any contest (e.g., overvotes)

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		g.

		Notify the voter before the ballot is cast and counted of the effect of making more than the allowable number of selections for a contest

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		h.

		Provide the voter opportunity to correct the ballot for either an undervote or overvote before the ballot is cast and counted

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		i.

		Notify the voter when the selection of candidates and measures is completed

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		j.

		Allow the voter, before the ballot is cast, to review his or her choices and, if the voter desires, to delete or change his or her choices before the ballot is cast

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		k.

		For electronic image displays, prompt the voter to confirm the voter's choices before casting his or her ballot, signifying to the voter that casting the ballot is irrevocable and directing the voter to confirm the voter’s intention to cast the ballot

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		l.

		Notify the voter after the vote has been stored successfully that the ballot has been cast

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		m.

		Notify the voter that the ballot has not been cast successfully if it is not stored successfully, including storage of the ballot image, and provide clear instruction as to the steps the voter should take to cast his or her ballot should this event occur  

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		n.

		Provide sufficient computational performance to provide responses back to each voter entry in no more than three seconds

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		o.

		Ensure that the votes stored accurately represent the actual votes cast

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		p.

		Prevent modification of the voter’s vote after the ballot is cast

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		q.

		Provide a capability to retrieve ballot images in a form readable by humans [in accordance with the requirements of Subsections 2.1.2 (f) and 2.1.4 (k) and (l)]

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS

If Volume 1, Subsections 2.1.2f, 2.1.4k and 2.1.4l are all “Y”, then this requirement is “Y”.



		r.

		Increment the proper ballot position registers or counters

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		s.

		Protect the secrecy of the vote throughout the voting process  

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		t.

		Prohibit access to voted ballots until after the close of polls  

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		u.

		Provide the ability for election officials to submit test ballots for use in verifying the end-to-end integrity of the voting system

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		v.

		Isolate test ballots such that they are accounted for accurately in vote counts and are not reflected in official vote counts for specific candidates or measures

		*

		NS

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		Vol 1: 2.4

		Post-Voting Capabilities

		

		

		

		

		

		

		

		

		

		

		

		



		2.4

		All voting systems shall provide capabilities to accumulate and report results for the jurisdiction and to generate audit trails. In addition, precinct count voting systems must provide a means to close the polls including generating appropriate reports. If the system provides the capability to broadcast results, additional standards apply.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.4.1

		Closing the Polls

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.4.1

		These requirements for closing the polls and locking voting systems against future voting are specific to precinct count systems. The voting system shall provide the means for:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Preventing the further casting of ballots once the polls have closed

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Providing an internal test that verifies that the prescribed closing procedure has been followed, and that the device status is normal  

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Incorporating a visible indication of system status  

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Producing a diagnostic test record that verifies the sequence of events, and indicates that the extraction of voting data has been activated

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Precluding the unauthorized reopening of the polls once the poll closing has been completed for that election

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.4.2

		Consolidating Vote Data

		

		

		

		

		

		

		

		

		

		

		

		



		2.4.2

		All systems shall provide a means to consolidate vote data from all polling places, and optionally from other sources such as absentee ballots, provisional ballots, and voted ballots requiring human review (e.g., write-in votes).

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.4.3

		Producing Reports

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.4.3

		All systems shall be able to create reports summarizing the vote data on multiple levels.  All systems shall provide capabilities to:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Support geographic reporting, which requires the reporting of all results for each contest at the precinct level and additional jurisdictional levels

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Produce a printed report of the number of ballots counted by each tabulator

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Produce a printed report for each tabulator of the results of each contest that includes the votes cast for each selection, the count of undervotes, and the count of overvotes

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Produce a consolidated printed report of the results for each contest of all votes cast (including the count of ballots from other sources supported by the system as specified by the vendor) that includes the votes cast for each selection, the count of undervotes, and the count of overvotes

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Be capable of producing a consolidated printed report of the combination of overvotes for any contest that is selected by an authorized official (e.g., the number of overvotes in a given contest combining candidate A and candidate B, combining candidate A and candidate C, etc.)

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		f.

		Produce all system audit information required in Subsection 5.4 in the form of printed reports, or in electronic memory for printing centrally  

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		If Volume 1, Subsection 5.4 is all “Y”, then this requirement is “Y”.



		g.

		Prevent data from being altered or destroyed by report generation, or by the transmission of results over telecommunications lines

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.4.3

		In addition, all precinct count voting systems shall:

		

		

		

		

		

		

		

		

		

		

		

		



		h.

		Prevent the printing of reports and the unauthorized extraction of data prior to the official close of the polls

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		i.

		Provide a means to extract information from a transportable programmable memory device or data storage medium for vote consolidation

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		j.

		Consolidate the data contained in each unit into a single report for the polling place when more than one voting machine or precinct tabulator is used

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		k.

		Prevent data in transportable memory from being altered or destroyed by report generation, or by the transmission of official results over telecommunications lines

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.4.4

		Broadcasting Results

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.4.4

		Some voting systems offer the capability to make unofficial results available to external organizations such as the news media, political party officials, and others.  Although this capability is not required, systems that make unofficial results available shall:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Provide only aggregated results, and not data from individual ballots

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Provide no access path from unofficial electronic reports or files to the storage devices for official data

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Clearly indicate on each report or file that the results it contains are unofficial

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 2.5

		Maintenance, Transportation, and Storage

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 2.5

		All systems shall be designed and manufactured to facilitate preventive and corrective maintenance, conforming to the hardware standards described in Subsection 4.1. All vote casting and tally equipment designated for storage between elections shall:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Function without degradation in capabilities after transit to and from the place of use, as demonstrated by meeting the performance standards described in Subsection 4.1

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		If Volume 1, Subsection 4.1 is all “Y”, then this requirement is “Y”.



		b.

		Function without degradation in capabilities after storage between elections, as demonstrated by meeting the performance standards described in Subsection 4.1

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		If Volume 1, Subsection 4.1 is all “Y”, then this requirement is “Y”.



		Vol 1: 3.1

		Usability Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 3.1a

		Requirements.--Each voting system used in an election for federal office shall meet the following requirements:

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 3.1a1

		In general.--

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 3.1a1A

		Except as provided in subparagraph (B), the voting system (including any lever voting system, optical scanning voting system, or direct recording electronic system) shall--

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Permit the voter to verify (in a private and independent manner) the votes selected by the voter on the ballot before the ballot is cast and counted;

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		Provide the voter with the opportunity (in a private and independent manner) to change the ballot or correct any error before the ballot is cast and counted (including the opportunity to correct the error through the issuance of a replacement ballot if the voter was otherwise unable to change the ballot or correct any error); and

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.1a1Aiii

		If the voter selects votes for more than one candidate for a single office—

		

		

		

		

		

		

		

		

		

		

		

		



		I.

		Notify the voter that the voter has selected more than one candidate for a single office on the ballot;

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		II.

		Notify the voter before the ballot is cast and counted of the effect of casting multiple votes for the office; and

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		III.

		Provide the voter with the opportunity to correct the ballot before the ballot is cast and counted.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.1a1B

		A state or jurisdiction that uses a paper ballot voting system, a punch card voting system, or a central count voting system (including mail-in absentee ballots and mail-in ballots), may meet the requirements of subparagraph (A)(iii) by—

		

		

		

		

		

		

		

		

		

		

		

		



		I.

		Establishing a voter education program specific to that voting system that notifies each voter of the effect of casting multiple votes for an office; and

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		II.

		Providing the voter with instructions on how to correct the ballot before it is cast and counted (including instructions on how to correct the error through the issuance of a replacement ballot if the voter was otherwise unable to change the ballot or correct any error).

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.1a1C

		The voting system shall ensure that any notification required under this paragraph preserves the privacy of the voter and the confidentiality of the ballot.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.1.1

		Usability Testing

		

		

		

		

		

		

		

		

		

		

		

		



		3.1.1 ( a )

		The vendor shall conduct summative usability tests on the voting system using individuals’ representative of the general population.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		3.1.1 ( b )

		The vendor shall document the testing performed and report the test results using the Common Industry Format.  This documentation shall be included in the Technical Data Package submitted to the EAC for national certification.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.1.2

		Functional Capabilities

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		The voting system shall provide feedback to the voter that identifies specific contests or ballot issues for which he or she has made no selection or fewer than the allowable number of selections (e.g., undervotes)

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		The voting system shall notify the voter if he or she has made more than the allowable number of selections for any contest (e.g., overvotes)

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		The voting system shall notify the voter before the ballot is cast and counted of the effect of making more than the allowable number of selections for a contest  

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		The voting system shall provide the voter the opportunity to correct the ballot for either an undervote or overvote before the ballot is cast and counted

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		The voting system shall allow the voter, at his or her choice, to submit an undervoted ballot without correction

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		f.

		DRE voting machines shall allow the voter to change a vote within a contest before advancing to the next contest.

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		g.

		DRE voting machines should provide navigation controls that allow the voter to advance to the next contest or go back to the previous contest before completing a vote on the contest currently being presented (whether visually or orally).

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		Vol 1: 3.1.3

		Alternative Languages

		

		

		

		

		

		

		

		

		

		

		

		



		3.1.3

		The voting equipment shall be capable of presenting the ballot, ballot selections, review screens and instructions in any language required by state or federal law.  

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.1.4

		Cognitive Issues

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 3.1.4

		The voting process shall be designed to minimize cognitive difficulties for the voter.

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Consistent with election law, the voting system should support a process that does not introduce any bias for or against any of the selections to be made by the voter.  In both visual and oral formats, contest choices shall be presented in an equivalent manner.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		The voting machine or related materials shall provide clear instructions and assistance to allow voters to successfully execute and cast their ballots independently.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.1.4b

		The voting machine or related materials shall provide clear instructions and assistance to allow voters to successfully execute and cast their ballots independently.

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Voting machines or related materials shall provide a means for the voter to get help at any time during the voting session.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		The voting machine shall provide instructions for all its valid operations.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.1.4c

		The voting system shall provide the capability to design a ballot for maximum clarity and comprehension.

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		The voting equipment should not visually present a single contest spread over two pages or two columns.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		The ballot shall clearly indicate the maximum number of candidates for which one can vote within a single contest.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		iii.

		There shall be a consistent relationship between the name of a candidate and the mechanism used to vote for that candidate.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		3.1.4.d

		Warnings and alerts issued by the voting system should clearly state the nature of the problem and the set of responses available to the voter.  The warning should clearly state whether the voter has performed or attempted an invalid operation or whether the voting equipment itself has malfunctioned in some way.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		3.1.4.e

		The use of color by the voting system should agree with common conventions: (a) green, blue or white is used for general information or as a normal status indicator;(b) amber or yellow is used to indicate warnings or a marginal status; (c) red is used to indicate error conditions or a problem requiring immediate attention.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.1.5

		Perceptual Issues

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 3.1.5

		The voting process shall be designed to minimize perceptual difficulties for the voter.

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		No voting machine display screen shall flicker with a frequency between 2 Hz and 55 Hz.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Any aspect of the voting machine that is adjustable by the voter or poll worker, including font size, color, contrast, and audio volume, shall automatically reset to a standard default value upon completion of that voter's session.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		If any aspect of a voting machine is adjustable by the voter or poll worker, there shall be a mechanism to reset all such aspects to their default values.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		All electronic voting machines shall provide a minimum font size of 3.0 mm (measured as the height of a capital letter) for all text.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		All voting machines using paper ballots should make provisions for voters with poor reading vision.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		f.

		The default color coding shall maximize correct perception by voters with color blindness.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		g.

		Color coding shall not be used as the sole means of conveying information, indicating an action, prompting a response, or distinguishing a visual element.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		h.

		All text intended for the voter should be presented in a sans serif font.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		i.

		The minimum figure-to-ground ambient contrast ratio for all text and informational graphics (including icons) intended for the voter shall be 3:1.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.1.6

		Interaction Issues

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 3.1.6

		The voting process shall be designed to minimize interaction difficulties for the voter.

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Voting machines with electronic image displays shall not require page scrolling by the voter.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		The voting machine shall provide unambiguous feedback regarding the voter’s selection, such as displaying a checkmark beside the selected option or conspicuously changing its appearance.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		If the voting machine requires a response by a voter within a specific period of time, it shall issue an alert at least 20 seconds before this time period has expired and provide a means by which the voter may receive additional time.

		*

		N

		*

		*

		*

		*

		*

		*

		*

		*

		*

		DISC # 470: DVS-SFD A

Doc #2 (2 3 Democracy Suite Imagecast Precinct Tabulator Functional Specification, ver 2.18, December 31, 2008): No mention of response times or methods of receiving additional time.



		Vol 1: 3.1.6d

		Input mechanisms shall be designed to minimize accidental activation.

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		On touch screens, the sensitive touch areas shall have a minimum height of 0.5 inches and minimum width of 0.7 inches. The vertical distance between the centers of adjacent areas shall be at least 0.6 inches, and the horizontal distance at least 0.8 inches.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		No key or control on a voting machine shall have a repetitive effect as a result of being held in its active position.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.1.7

		Privacy

		

		

		

		

		

		

		

		

		

		

		

		



		3.1.7

		The voting process shall preclude anyone else from determining the content of a voter's ballot, without the voter's cooperation.

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 3.1.7.1

		Privacy at the Polls

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 3.1.7.1

		When deployed according to the installation instructions provided by the vendor, the voting station shall prevent others from observing the contents of a voter’s ballot.

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		The ballot and any input controls shall be visible only to the voter during the voting session and ballot submission.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		The audio interface shall be audible only to the voter.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		As mandated by HAVA 301 (a)(1)(C), the voting system shall notify the voter of an attempted overvote in a way that preserves the privacy of the voter and the confidentiality of the ballot.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.1.7.2

		No Recording of Alternate Format Usage

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 3.1.7.2

		Voter anonymity shall be maintained for alternative format ballot presentation.

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		No information shall be kept within an electronic cast vote record that identifies any alternative language feature(s) used by a voter.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		No information shall be kept within an electronic cast vote record that identifies any accessibility feature(s) used by a voter.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.2

		Accessibility Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		be accessible for individuals with disabilities, including nonvisual accessibility for the blind and visually impaired, in a manner that provides the same opportunity for access and participation (including privacy and independence) as for other voters;

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		satisfy the requirement of subparagraph (A) through the use of at least one direct recording electronic voting system or other voting system equipped for individuals with disabilities at each polling place

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.2.1

		General

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 3.2.1

		The voting process shall incorporate the following features that are applicable to all types of disabilities:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		When the provision of accessibility involves an alternative format for ballot presentation, then all information presented to voters including instructions, warnings, error and other messages, and ballot choices shall be presented in that alternative format.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		The support provided to voters with disabilities shall be intrinsic to the accessible voting station. It shall not be necessary for the accessible voting station to be connected to any personal assistive device of the voter in order for the voter to operate it correctly.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		When the primary means of voter identification or authentication uses biometric measures that require a voter to possess particular biological characteristics, the voting process shall provide a secondary means that does not depend on those characteristics.

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		*

		This requirement is Not Tested for Lot 1 as no Vendor supports it, mark as NS



		Vol 1: 3.2.2

		Vision

The voting process shall be accessible to voters with visual disabilities.

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 3.2.2.1

		Partial Vision

The accessible voting station shall be accessible to voters with partial vision.

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		The vendor shall conduct summative usability tests on the voting system using partially sighted individuals. The vendor shall document the testing performed and report the test results using the Common Industry Format.  This documentation shall be included in the Technical Data Package submitted to the EAC for national certification.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		The accessible voting station with an electronic image display shall be capable of showing all information in at least two font sizes, (a) 3.0-4.0 mm and (b) 6.3-9.0 mm, under control of the voter.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		An accessible voting station with a monochrome-only electronic image display shall be capable of showing all information in high contrast either by default or under the control of the voter or poll worker. High contrast is a figure-to-ground ambient contrast ratio for text and informational graphics of at least 6:1.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		An accessible voting station with a color electronic image display shall allow the voter to adjust the color or the figure-to-ground ambient contrast ratio.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Buttons and controls on accessible voting stations shall be distinguishable by both shape and color.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		f.

		An accessible voting station using an electronic image display shall provide synchronized audio output to convey the same information as that which is displayed on the screen.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.2.2.2

		Blindness

The accessible voting station shall be accessible to voters who are blind.

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		The vendor shall conduct summative usability tests on the voting system using individuals who are blind. The vendor shall document the testing performed and report the test results using the Common Industry Format.  This documentation shall be included in the Technical Data Package submitted to the EAC for national certification.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.2.2.2b

		The accessible voting station shall provide an audio-tactile interface (ATI) that supports the full functionality of the visual ballot interface, as specified in Subsection 2.3.3

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		The ATI of the accessible voting station shall provide the same capabilities to vote and cast a ballot as are provided by other voting machines or by the visual interface of the standard voting machine.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		The ATI shall allow the voter to have any information provided by the voting system repeated.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		iii.

		The ATI shall allow the voter to pause and resume the audio presentation.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		iv.

		The ATI shall allow the voter to skip to the next contest or return to previous contests.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		v.

		The ATI shall allow the voter to skip over the reading of a referendum so as to be able to vote on it immediately.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.2.2.2c

		All voting stations that provide audio presentation of the ballot shall conform to the following requirements:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		The ATI shall provide its audio signal through an industry standard connector for private listening using a 3.5mm stereo headphone jack to allow voters to use their own audio assistive devices.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		When a voting machine utilizes a telephone style handset or headphone to provide audio information, it shall provide a wireless T-Coil coupling for assistive hearing devices so as to provide access to that information for voters with partial hearing. That coupling shall achieve at least a category T4 rating as defined by American National Standard for Methods of Measurement of Compatibility between Wireless Communications Devices and Hearing Aids, ANSI C63.19.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		iii.

		No voting equipment shall cause electromagnetic interference with assistive hearing devices that would substantially degrade the performance of those devices. The voting equipment, considered as a wireless device, shall achieve at least a category T4 rating as defined by American National Standard for Methods of Measurement of Compatibility between Wireless Communications Devices and Hearing Aids, ANSI C63.19.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		iv.

		A sanitized headphone or handset shall be made available to each voter.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		v.

		The voting machine shall set the initial volume for each voter between 40 and 50 dB SPL.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		vi.

		The voting machine shall provide a volume control with an adjustable volume from a minimum of 20dB SPL up to a maximum of 100 dB SPL, in increments no greater than 10 dB.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		vii.

		The audio system shall be able to reproduce frequencies over the audible speech range of 315 Hz to 10 KHz.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		viii.

		The audio presentation of verbal information should be readily comprehensible by voters who have normal hearing and are proficient in the language. This includes such characteristics as proper enunciation, normal intonation, appropriate rate of speech, and low background noise.  Candidate names should be pronounced as the candidate intends.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		ix.

		The audio system shall allow voters to control the rate of speech. The range of speeds supported should be at least 75% to 200% of the nominal rate.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.2.2.2d

		If the normal procedure is to have voters initialize the activation of the ballot, the accessible voting station shall provide features that enable voters who are blind to perform this activation.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.2.2.2e

		If the normal procedure is for voters to submit their own ballots, then the accessible voting station shall provide features that enable voters who are blind to perform this submission.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.2.2.2f

		All mechanically operated controls or keys on an accessible voting station shall be tactilely discernible without activating those controls or keys.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.2.2.2g

		On an accessible voting station, the status of all locking or toggle controls or keys (such as the "shift" key) shall be visually discernible, and discernible either through touch or sound.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.2.3

		Dexterity

The voting process shall be accessible to voters who lack fine motor control or use of their hands.

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		The vendor shall conduct summative usability tests on the voting system using individuals lacking fine motor control. The vendor shall document the testing performed and report the test results using the Common Industry Format.  This documentation shall be included in the Technical Data Package submitted to the EAC for national certification.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		All keys and controls on the accessible voting station shall be operable with one hand and shall not require tight grasping, pinching, or twisting of the wrist.  The force required to activate controls and keys shall be no greater 5 lbs. (22.2 N).

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		The accessible voting station controls shall not require direct bodily contact or for the body to be part of any electrical circuit.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		The accessible voting station shall provide a mechanism to enable non-manual input that is functionally equivalent to tactile input.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		If the normal procedure is for voters to submit their own ballots, then the accessible voting station shall provide features that enable voters who lack fine motor control or the use of their hands to perform this submission.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.2.4

		Mobility

The voting process shall be accessible to voters who use mobility aids, including wheelchairs.

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		The accessible voting station shall provide a clear floor space of 30 inches (760 mm) minimum by 48 inches (1220 mm) minimum for a stationary mobility aid.  The clear floor space shall be level with no slope exceeding 1:48 and positioned for a forward approach or a parallel approach.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.2.4b

		All controls, keys, audio jacks and any other part of the accessible voting station necessary for the voter to operate the voting machine shall be within reach as specified under the following sub-requirements:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		If the accessible voting station has a forward approach with no forward reach obstruction then the high reach shall be 48 inches maximum and the low reach shall be 15 inches minimum. See Figure 1.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		If the accessible voting station has a forward approach with a forward reach obstruction, the following requirements apply (See Figure 2):

- The forward obstruction shall be no greater than 25 inches in depth, its top no higher than 34 inches and its bottom surface no lower than 27 inches. 

- If the obstruction is no more than 20 inches in depth, then the maximum high reach shall be 48 inches, otherwise it shall be 44 inches.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		iii.

		Space under the obstruction between the finish floor or ground and 9 inches (230 mm) above the finish floor or ground shall be considered toe clearance and shall comply with the following provisions:

-  Toe clearance shall extend 25 inches (635 mm) maximum under the obstruction

-  The minimum toe clearance under the obstruction shall be either 17 inches (430 mm) or the depth required to reach over the obstruction to operate the accessible voting station, whichever is greater

-  Toe clearance shall be 30 inches (760 mm) wide minimum

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		iv.

		Space under the obstruction between 9 inches (230 mm) and 27 inches (685 mm) above the finish floor or ground shall be considered knee clearance and shall comply with the following provisions:

-  Knee clearance shall extend 25 inches (635 mm) maximum under the obstruction at 9 inches (230 mm) above the finish floor or ground. 

-  The minimum knee clearance at 9 inches (230 mm) above the finish floor or ground shall be either 11 inches (280 mm) or 6 inches less than the toe clearance, whichever is greater.

-Between 9 inches (230 mm) and 27 inches (685 mm) above the finish floor or ground, the knee clearance shall be permitted to reduce at a rate of 1 inch (25 mm) in depth for each 6 inches (150 mm) in height. 

-  Knee clearance shall be 30 inches (760 mm) wide minimum.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		v.

		If the accessible voting station has a parallel approach with no side reach obstruction then the maximum high reach shall be 48 inches and the minimum low reach shall be 15 inches.  See Figure 3.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		vi.

		If the accessible voting station has a parallel approach with a side reach obstruction, the following sub-requirements apply.  See Figure 4. 

-   The side obstruction shall be no greater than 24 inches in depth and its top no higher than 34 inches. 

-   If the obstruction is no more than 10 inches in depth, then the maximum high reach shall be 48 inches, otherwise it shall be 46 inches.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.2.4c

		All labels, displays, controls, keys, audio jacks, and any other part of the accessible voting station necessary for the voter to operate the voting machine shall be easily legible and visible to a voter in a wheelchair with normal eyesight (no worse than 20/40, corrected) who is in an appropriate position and orientation with respect to the accessible voting station

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.2.5

		Hearing

The voting process shall be accessible to voters with hearing disabilities.

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		The accessible voting station shall incorporate the features listed under requirement 3.2.2.2 (c) for voting equipment that provides audio presentation of the ballot to provide accessibility to voters with hearing disabilities.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		If voting equipment provides sound cues as a method to alert the voter, the tone shall be accompanied by a visual cue, unless the station is in audio-only mode.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.2.6

		Speech

The voting process shall be accessible to voters with speech disabilities.

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		No voting equipment shall require voter speech for its operation.

		*

		NA

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.2.7

		English Proficiency

		

		

		

		

		

		

		

		

		

		

		

		



		3.2.7

		For voters who lack proficiency in reading English, or whose primary language is unwritten, the voting equipment shall provide spoken instructions and ballots in the preferred language of the voter, consistent with state and federal law.  The requirements of 3.2.2.2 (c) shall apply to this mode of interaction.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 3.2.8

		Cognitive Issues

		

		

		

		

		

		

		

		

		

		

		

		



		3.2.8

		The voting process should be accessible to voters with cognitive disabilities.

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		*

		At present there are no design features specifically aimed at helping those with cognitive disabilities.  Requirement 3.2.2.1 (f), the synchronization of audio with the screen in a DRE, is helpful for some cognitive disabilities such as dyslexia.  Requirements in Subsection 3.1.4 also address cognitive issues relative to voting system usability; mark as NS



		Vol 1: 4.1

		Performance Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 4.1.1

		Accuracy Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1:  4.1.1

		Voting system accuracy addresses the accuracy of data for each of the individual ballot positions that could be selected by a voter, including the positions that are not selected.

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1:

 4.1.1a

		For all paper-based voting systems:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Scanning ballot positions on paper ballots to detect selections for individual candidates and contests

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		Conversion of selections detected on paper ballots into digital data	

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.1.1b

		For all DRE voting systems:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Recording the voter selections of candidates and contests into voting data storage

		*

		*

		NA

		*

		*

		*

		*

		*

		*

		*

		*

		These requirements will be tested in the Accuracy test case, do NOT mark as NS



		ii.

		Recording voter selections of candidates and contests into ballot image storage independently from voting data storage

		*

		*

		NA

		*

		*

		*

		*

		*

		*

		*

		*

		These requirements will be tested in the Accuracy test case, do NOT mark as NS



		Vol 1: 4.1.1c

		For precinct-count voting systems (paper-based and DRE):

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Consolidation of vote selection data from multiple precinct-based voting machines to generate jurisdiction-wide vote counts, including storage and reporting of the consolidated vote data

		*

		*

		NA

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.1.1d

		For central-count voting systems (paper-based and DRE):   

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Consolidation of vote selection data from multiple counting devices to generate jurisdiction-wide vote counts, including storage and reporting of the consolidated vote data

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		Central count Scanners are not part of Lot 1 Testing, mark as NS



		Vol 1:

4.1.2

		Environmental Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 4.1.2

		Environmental Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		All voting systems shall be designed to withstand the environmental conditions contained in the appropriate test procedures of the Guidelines. These procedures will be applied to all devices for casting, scanning and counting ballots, except those that constitute COTS devices that have not been modified in any manner to support their use as part of a voting system and that have a documented record of performance under conditions defined in the Guidelines.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		The Technical Data Package supplied by the vendor shall include a statement of all requirements and restrictions regarding environmental protection, electrical service, recommended auxiliary power, telecommunications service, and any other facility or resource required for the proper installation and operation of the system.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

4.1.2

		Environmental Requirements



		

		

		

		

		

		

		

		

		

		

		

		



		1.

		Shelter Requirements 

All precinct count systems shall be designed for storage and operation in any enclosed facility ordinarily used as a warehouse or polling place, with prominent instructions as to any special storage requirements.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		2.

		Space Requirements 

There is no restriction on space allowed for the installation of voting systems, except that the arrangement of these systems shall not impede performance of their duties by polling place officials, the orderly flow of voters through the polling place or the ability for the voter to vote in private.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		3.

		Furnishings and Fixtures 

Any furnishings or fixtures provided as a part of voting systems, and any components provided by the vendor that are not a part of the voting system but that are used to support its storage, transportation or operation, shall comply with the safety design of Subsection 4.3.8

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.1.2.4

		Electrical Supply 

Components of voting systems that require an electrical supply shall meet the following standards:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Precinct count voting systems shall operate with the electrical supply ordinarily found in polling places (Nominal 120 Vac/60Hz/1 phase)

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Central count voting systems shall operate with the electrical supply ordinarily found in central tabulation facilities or computer room facilities (Nominal 120 Vac/60Hz/1, nominal 208 Vac/60Hz/3 or nominal 240 Vac/60Hz/2)

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		All voting machines shall also be capable of operating for a period of at least 2 hours on backup power, such that no voting data is lost or corrupted nor normal operations interrupted. When backup power is exhausted the voting machine shall retain the contents of all memories intact

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.1.2.5

		Electrical Power Disturbance 

Vote scanning and counting equipment for paper-based voting systems, and all DRE voting equipment, shall be able to withstand, without disruption of normal operation or loss of data:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Voltage dip of 30% of nominal @10 ms;

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Voltage dip of 60% of nominal @100 ms & 1 sec

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Voltage dip of >95% interrupt @5 sec

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Surges of +15% line variations of nominal line voltage

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Electric power increases of 7.5% and reductions of 12.5% of nominal specified power supply for a period of up to four hours at each power level

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.1.2.6

		Electrical Fast Transient 

Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall be able to withstand, without disruption of normal operation or loss of data, electrical fast transients of:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		+ 2 kV and - 2 kV on External Power lines (both AC and DC)

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		+ 1 kV and - 1 kV on Input/output lines(signal, data, and control lines) longer than 3 meters

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Repetition Rate for all transient pulses will be 100 kHz

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.1.2.7

		Lightning Surge 

Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall be able to withstand, without disruption of normal operation or loss of data, surges of:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		+2 kV AC line to line

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		+2 kV AC line to earth

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		+ or – 0.5 kV DC line to line >10m

		*

		*

		NA

		*

		*

		*

		*

		*

		*

		*

		*

		None of the cables >10m 



		d.

		+ or – 0.5 kV DC line to earth >10m

		*

		*

		NA

		*

		*

		*

		*

		*

		*

		*

		*

		None of the cables >10m 



		e.

		+1 kV I/O sig/control >30m

		*

		*

		NA

		*

		*

		*

		*

		*

		*

		*

		*

		None of the I/O cables >30m 



		Vol 1:

4.1.2.8

		Electrostatic Disruption 

Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall be able to withstand ±15 kV air discharge and ±8 kV contact discharge without damage or loss of data. The equipment may reset or have momentary interruption so long as normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been completed and confirmed to the voter.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

4.1.2.9

		Electromagnetic Emissions 

Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall comply with the Rules and Regulations of the Federal Communications Commission, Part 15; Class B requirements for both radiated and conducted emissions.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

4.1.2.10

		Electromagnetic Susceptibility 

Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall be able to withstand an electromagnetic field of 10 V/m modulated by a 1 kHz 80% AM modulation over the frequency range of 80 MHz to 1000 MHz, without disruption of normal operation or loss of data.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.1.2.11

		Conducted RF Immunity 

Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall be able to withstand, without disruption of normal operation or loss of data, conducted RF energy of:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		10V rms over the frequency range 150 KHz to 80 MHz with an 80% amplitude modulation with a 1 KHz sine wave AC & DC power

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		10V sig/control >3 m over the frequency range 150 KHz to 80 MHz with an 80% amplitude modulation with a 1 KHz sine wave  

		*

		*

		NA

		*

		*

		*

		*

		*

		*

		*

		*

		None of the I/O cables >3m



		Vol 1: 4.1.2.12

		Magnetic Fields Immunity 

Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall be able to withstand, without disruption of normal operation or loss of data, AC magnetic fields of 30 A/m at 60 Hz.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 4.1.2.13

		Environmental Control – Operating Environment 

Equipment used for election management activities or vote counting (including both precinct and central count systems) shall be capable of operation in temperatures ranging from 50 to 95 degrees Fahrenheit.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.1.2.14

		Environmental Control – Transit and Storage 

Equipment used for vote casting or for counting votes in a precinct count system, shall meet these specific minimum performance standards that simulate exposure to physical shock and vibration associated with handling and transportation by surface and air common carriers, and to temperature conditions associated with delivery and storage in an uncontrolled warehouse environment:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		High and low storage temperatures ranging from -4 to +140 degrees Fahrenheit, equivalent to MIL-STD-810D, Methods 501.2 and 502.2, Procedure I-Storage

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Bench handling equivalent to the procedure of MIL-STD-810D, Method 516.3, Procedure VI

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Vibration equivalent to the procedure of MIL-STD-810D, Method 514.3, Category 1- Basic Transportation, Common Carrier

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Uncontrolled humidity equivalent to the procedure of MIL-STD-810D, Method 507.2, Procedure I-Natural Hot-Humid

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 4.1.2.15

		Data Network Requirements 

Voting systems may use a local or remote data network. If such a network is used, then all components of the network shall comply with the telecommunications requirements described in Section 6 and the Security requirements described in Section 7.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 4.1.3

		EMS Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1:

 4.1.3.1

		Recording Requirements 

Voting systems shall accurately record all election management data entered by the user, including election officials or their designees. 

For recording accuracy, all systems shall:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Record every entry made by the user

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Add permissible voter selections correctly to the memory components of the device

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Verify the correctness of detection of the user selections and the addition of the selections correctly to memory

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Add various forms of data entered directly by the election official or designee, such as text, line art, logos, and images

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Verify the correctness of detection of data entered directly by the user and the addition of the selections correctly to memory

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		f.

		Preserve the integrity of election management data stored in memory against corruption by stray electromagnetic emissions, and internally generated spurious electrical signals

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		g.

		Log corrected data errors by the voting system

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 4.1.3.2

		Memory Stability

		

		

		

		

		

		

		

		

		

		

		

		



		4.1.3.2

		Memory devices used to retain election management data shall have demonstrated error-free data retention for a period of 22 months.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 4.1.4

		Vote Recording Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 4.1.4.1

		Common Requirements 

All voting systems shall provide voting booths or enclosures for poll site use. Such booths or enclosures may be integral to the voting system or supplied as components of the voting system, and shall:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Be integral to, or make provision for, the installation of the voting machine

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Ensure by its structure stability against movement or overturning during entry, occupancy, and exit by the voter

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Provide privacy for the voter, and be designed in such a way as to prevent observation of the ballot by any person other than the voter

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Be capable of meeting the accessibility requirements of Subsection 3.2

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 4.1.4.2

		Paper-Based Recording Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 4.1.4.2a

		Paper ballots used by paper-based voting systems shall meet the following standards:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Marks that identify the unique ballot format shall be outside the area in which votes are recorded, so as to minimize the likelihood that these marks will be mistaken for vote responses and the likelihood that recorded votes will obliterate these marks

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		If printed alignment marks are used to locate the vote response fields on the ballot, these marks shall be outside the area in which votes are recorded, so as to minimize the likelihood that these marks will be mistaken for vote responses and the likelihood that recorded votes will obliterate these marks

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		iii.

		The Technical Data Package shall specify the required paper stock, size, shape, opacity, color, watermarks, field layout, orientation, size and style of printing, size and location of mark fields used for vote response fields and to identify unique ballot formats, placement of alignment marks, ink for printing, and folding and bleed-through limitations for preparation of ballots that are compatible with the system

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:: 4.1.4.2b

		The Technical Data Package shall specify marking devices, which, if used to make the prescribed form of mark, produce readable marked ballots such that the system meets the performance requirements for accuracy in Subsection 4.1.1.  Marking devices can be either manual (such as pens or pencils) or electronic. These specifications shall identify:

		

		

		

		

		

		

		

		

		

		

		

		If Volume 1, Section 4.1.1 is all “Y”, then this requirement is “Y”.



		i.

		Specific characteristics of marking devices that affect readability of marked ballots

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		Performance capabilities with regard to each characteristic

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		iii.

		For marking devices manufactured by multiple external sources, a listing of sources and model numbers that are compatible with the system

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.1.4.2c

		A frame or fixture for printed ballot cards is optional. However, if such a device is provided, it shall:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Be of any size and shape consistent with its intended use

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		Lot I Vendors do not have frames or fixtures, mark as NS



		ii.

		Position the card properly

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		Lot I Vendors do not have frames or fixtures, mark as NS



		iii.

		Hold the ballot card securely in its proper location and orientation for voting

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		Lot I Vendors do not have frames or fixtures, mark as NS



		iv.

		Comply with the requirements for design and construction contained in Subsection 4.3

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		Lot I Vendors do not have frames or fixtures, mark as NS



		Vol 1: 4.1.4.2d

		Ballot boxes and ballot transfer boxes, which serve as secure containers for the storage and transportation of voted ballots, shall:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Be of any size, shape, and weight commensurate with their intended use

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		Incorporate locks or seals, the specifications of which are described in the system documentation

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		iii.

		Provide specific points where ballots are inserted, with all other points on the box constructed in a manner that prevents ballot insertion

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		iv.

		For precinct count systems, contain separate compartments for the segregation of unread ballots, ballots containing write-in votes or any irregularities that may require special handling or processing. In lieu of compartments, the conversion processing may mark such ballots with an identifying spot or stripe to facilitate manual segregation.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 4.1.4.3

		DRE System Recording Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 4.1.4.3a

		DRE systems shall include an audible or visible activity indicator providing the status of each voting device. This indicator shall:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Indicate whether the device has been activated for voting

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		DRE is not supported for the Lot 1 effort, mark as NS



		ii.

		Indicate whether the device is in use

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		DRE is not supported for the Lot 1 effort, mark as NS



		Vol 1: 4.1.4.3b

		To ensure vote recording accuracy and integrity while protecting the anonymity of the voter, all DRE systems shall:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Contain all mechanical, electromechanical, and electronic components; software; and controls required to detect and record the activation of selections made by the voter in the process of voting and casting a ballot

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		DRE is not supported for the Lot 1 effort, mark as NS



		ii.

		Incorporate redundant memories to detect and allow correction of errors caused by the failure of any of the individual memories  

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		These requirements will be tested in the GENSEC test case; do NOT mark as NS



		iii.

		Provide at least two processes that record the voter’s selections that:

- To the extent possible, are isolated from each other

-  Designate one process and associated storage location as the main vote detection, interpretation, processing and reporting path

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		DRE is not supported for the Lot 1 effort, mark as NS



		iv.

		Use a different process to store ballot images, for which the method of recording may include any appropriate encoding or data compression procedure consistent with the regeneration of an unequivocal record of the ballot as cast by the voter

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		DRE is not supported for the Lot 1 effort, mark as NS



		v.

		Provide a capability to retrieve ballot images in a form readable by humans  

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		DRE is not supported for the Lot 1 effort, mark as NS



		vi.

		Ensure that all processing and storage protects the anonymity of the voter

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		DRE is not supported for the Lot 1 effort, mark as NS



		Vol 1: 4.1.4.3c

		DRE systems shall meet the following requirements for recording accurately each vote and ballot cast:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Detect every selection made by the voter

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		DRE is not supported for the Lot 1 effort, mark as NS



		ii.

		Correctly add permissible selections to the memory components of the device

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		DRE is not supported for the Lot 1 effort, mark as NS



		iii.

		Verify the correctness of the detection of the voter selections and the addition of the selections to memory

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		DRE is not supported for the Lot 1 effort, mark as NS



		iv.

		Achieve an error rate not to exceed the requirement indicated in Subsection 4.1.1(accuracy)

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		These requirements will be tested in the GENSEC test case, do NOT mark as NS



		v.

		Preserve the integrity of voting data and ballot images (for DRE machines) stored in memory for the official vote count and audit trail purposes against corruption by stray electromagnetic emissions, and internally generated spurious electrical signals

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		These requirements will be tested in the GENSEC test case, do NOT mark as NS



		vi.

		Maintain a log of corrected data

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		DRE is not supported for the Lot 1 effort, mark as NS



		4.1.4.3d

		Recording reliability refers to the ability of the DRE system to record votes accurately at its maximum rated processing volume for a specified period of time. The DRE system shall record votes reliably in accordance with the requirements of Subsection 4.3.3.

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		DRE is not supported for the Lot 1 effort, mark as NS



		Vol 1: 4.1.5

		Paper-Based Conversion Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 4.1.5.1

		Ballot handling consists of a ballot card’s acceptance, movement through the read station, and transfer into a collection station or receptacle.

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		The capacity to convert the marks on individual ballots into signals is uniquely important to central count systems. The capacity for a central count system shall be documented by the vendor. This documentation shall include the capacity for individual components that impact the overall capacity

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 4.1.5.1b

		When ballots are unreadable or some condition is detected requiring that the cards be segregated from normally processed ballots for human review (e.g. write-ins), all central count paper-based systems shall do one of the following:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Outstack the ballot

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		Central count Scanners are not part of Lot 1 Testing, mark as NS



		ii.

		Stop the ballot reader and display a message prompting the election official or designee to remove the ballot

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		Central count Scanners are not part of Lot 1 Testing, mark as NS



		iii.

		Mark the ballot with an identifying mark to facilitate its later identification

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		Central count Scanners are not part of Lot 1 Testing, mark as NS



		Vol 1: 4.1.5.1c

		Ballot handling consists of a ballot card’s acceptance, movement through the read station, and transfer into a collection station or receptacle. Additionally, the system shall provide a capability that can be activated by an authorized election official to identify ballots containing overvotes, blank ballots, and ballots containing undervotes in a designated contest.  If enabled, these capabilities shall perform one of the above actions in response to the indicated condition

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1:

 4.1.5.1d

		When ballots are unreadable or when some condition is detected requiring that the cards be segregated from normally processed ballots for human review (e.g. write-in votes) all precinct count systems shall:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		In response to an unreadable or blank ballot, return the ballot and provide a message prompting the voter to examine the ballot

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		In response to a ballot with a write-in vote, segregate the ballot or mark the ballot with an identifying mark to facilitate its later identification

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		iii.

		In response to a ballot with an overvote the system shall:

-  Provide a capability to identify an overvoted ballot 

- Return the ballot 

- Provide an indication prompting the voter to examine the ballot 

- Allow the voter to correct the ballot 

- Provide a means for an authorized election official to deactivate this capability entirely and by contest

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		iv.

		In response to a ballot with an undervote, the system shall: 

- Provide a capability to identify an overvoted ballot

- Return the ballot

- Provide an indication prompting the voter to examine the ballot 

- Allow the voter to correct the ballot 

- Allow the voter to submit the ballot with the undervote 

- Provide a means for an authorized election official to deactivate this capability

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.1.5.1e

		Ballot readers shall prevent multiple feed or detect and provide an alarm indicating multiple feed. Multiple feed occurs when a ballot reader attempts to read more than one ballot at a time.

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Ballot readers shall prevent multiple feed or detect and provide an alarm indicating multiple feed. Multiple feed occurs when a ballot reader attempts to read more than one ballot at a time.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		ii

		The frequency of multiple feeds with ballots intended for use with the system shall not exceed l in 10,000

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.1.5.2

		Ballot Reading Accuracy 

To ensure accuracy, paper-based systems shall:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Recognize vote punches or marks, or the absence thereof, for each possible selection on the ballot

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Discriminate between valid punches or marks and extraneous perforations, smudges, and folds

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Convert the vote punches or marks, or the absence thereof, for each possible selection on the ballot into digital signals

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.1.5.2

		Ballot Reading Accuracy

		

		

		

		

		

		

		

		

		

		

		

		



		d.

		Detect punches or marks that conform to vendor specifications with an error rate not exceeding the requirement indicated in Subsection 4.1.1

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Ignore, and not record, extraneous perforations, smudges, and folds

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		f.

		Reject ballots that meet all vendor specifications at a rate not to exceed 2 percent

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 4.1.6

		Tabulation Processing Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 4.1.6.1

		Paper-Based System Processing Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1:

 4.1.6.1a

		Processing accuracy refers to the ability of the system to receive electronic signals produced by punches for punch card systems and vote marks and timing information for marksense systems; perform logical and numerical operations upon these data; and reproduce the contents of memory when required, without error. Specific requirements are detailed below:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Processing accuracy shall be measured by vote selection error rate, the ratio of uncorrected vote selection errors to the total number of ballot positions that could be recorded across all ballots when the system is operated at its nominal or design rate of processing

		

		

		

		

		

		

		

		

		

		

		

		



		ii.

		The vote selection error rate shall include data that denotes ballot style or precinct as well as data denoting a vote in a specific contest or ballot proposition

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		iii.

		The vote selection error rate shall include all errors from any source

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		iv.

		The vote selection error rate shall not exceed the requirement indicated in Subsection 4.1.1

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 4.1.6.1b

		Paper-Based System Processing Requirements

Paper-based system memory devices, used to retain control programs and data, shall have demonstrated error-free data retention for a period of 22 months, under the environmental conditions for operation and non-operation (i.e., storage)

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 4.1.6.2

		DRE System Processing Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1:

 4.1.6.2a

		DRE voting systems shall meet the following requirements for processing speed:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Operate at a speed sufficient to respond to any operator and voter input without perceptible delay (no more than three seconds)

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		DRE is not supported for the Lot 1 effort, mark as NS



		ii.

		If the consolidation of polling place data is done locally, perform this consolidation in a time not to exceed five minutes for each device in the polling place

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		DRE is not supported for the Lot 1 effort, mark as NS



		Vol 1:

 4.1.6.2b

		Processing accuracy is defined as the ability of the system to process voting data stored in DRE voting devices or in removable memory modules installed in such devices. Processing includes all operations to consolidate voting data after the polls have been closed. DRE voting systems shall:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Produce reports that are completely consistent, with no discrepancy among reports of voting device data produced at any level

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		DRE is not supported for the Lot 1 effort, mark as NS



		ii.

		Produce consolidated reports containing absentee, provisional or other voting data that are similarly error-free. Any discrepancy, regardless of source, is resolvable to a procedural error, to the failure of a non-memory device or to an external cause

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		DRE is not supported for the Lot 1 effort, mark as NS



		Vol 1: 4.1.6.2

		DRE System Processing Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		c.

		DRE system memory devices used to retain control programs and data shall have demonstrated error-free data retention for a period of 22 months. Error-free retention may be achieved by the use of redundant memory elements, provided that the capability for conflict resolution or correction among elements is included.

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		DRE is not supported for the Lot 1 effort, mark as NS



		Vol 1: 4.1.7

		Reporting Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 4.1.7.1

		Removable Storage Media

		

		

		

		

		

		

		

		

		

		

		

		



		4.1.7.1

		In voting systems that use storage media that can be removed from the system and transported to another location for readout and report generation, these media shall use devices with demonstrated error-free retention for a period of 22 months under the environmental conditions for operation and non-operation contained in Subsection 4.1.2.  Examples of removable storage media include:  programmable read-only memory (PROM), random access memory (RAM) with battery backup, magnetic media or optical media.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		If Volume 1, Section 4.1.2 is all “Y”, then this requirement is “Y”.



		Vol 1:

 4.1.7.2

		Printers

All printers used to produce reports of the vote count shall be capable of producing:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Alphanumeric headers

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Election, office and issue labels

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Alphanumeric entries generated as part of the audit record

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.1.8

		Vote Data Management Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1:

 4.1.8.1

		Data File Management 

All voting systems shall provide the capability to:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Integrate voting data files with ballot definition files

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Verify file compatibility

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Edit and update files as required

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.1.8.2

		Data Report Generation

		

		

		

		

		

		

		

		

		

		

		

		



		

Vol 1:

 4.1.8.2

		Data Report Generation 

All voting systems shall include report generators for producing output reports at the device, polling place, and summary level, with provisions for administrative and judicial subdivisions as required by the using jurisdiction.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

4.2

		Physical Characteristics

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1:

4.2.1

		Size 

There is no numerical limitation on the size of any voting equipment, but the size of each voting machine should be compatible with its intended use and the location at which the equipment is to be used.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

4.2.2

		Weight 

There is no numerical limitation on the weight of any voting equipment, but the weight of each voting machine should be compatible with its intended use and the location at which the equipment is to be used.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.2.3

		Transport and Storage of Precinct Systems 

All precinct voting systems shall:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Provide a means to safely and easily handle, transport, and install voting equipment, such as wheels or a handle or handles

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

4.2.3b

		Be capable of using, or be provided with, a protective enclosure rendering the equipment capable of withstanding:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Impact, shock and vibration loads associated with surface and air transportation

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		Stacking loads associated with storage

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 4.3.1

		Materials, Processes, and Parts

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Be designed and constructed so that the frequency of equipment malfunctions and maintenance requirements are reduced to the lowest level consistent with cost constraints

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Include, as part of the accompanying Technical Data Package, an approved parts list

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Exclude parts or components not included in the approved parts list

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 4.3.2

		Durability 

All voting systems shall be designed to withstand normal use without deterioration and without excessive maintenance cost for a period of ten years.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.3.3

		Reliability 

The reliability of voting system devices shall be measured as Mean Time Between Failure (MTBF) for the system submitted for testing. MBTF is defined as the value of the ratio of operating time to the number of failures which have occurred in the specified time interval. A typical system operations scenario consists of approximately 45 hours of equipment operation, consisting of 30 hours of equipment set-up and readiness testing and 15 hours of elections operations. For the purpose of demonstrating compliance with this requirement, a failure is defined as any event which results in either the:

- Loss of one or more functions 

-Degradation of performance such that the device is unable to perform its intended function for longer than 10 seconds

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		These requirements will be tested in the Volume & Stress test case; do NOT mark as NS



		a.

		The MTBF demonstrated during certification testing shall be at least 163 hours.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 4.3.4

		Maintainability 

Maintainability shall be determined based on the presence of specific physical attributes that aid system maintenance activities, and the ease with which system maintenance tasks can be performed by the test lab. Although a more quantitative basis for assessing maintainability, such as the Mean Time to Repair the system is desirable, the certification of a system is conducted before it is approved for sale and thus before a broader base of maintenance experience can be obtained.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		These requirements will be tested in the Volume & Stress test case, do NOT mark as NS



		Vol 1:

 4.3.4.1

		Physical Attributes 

The following physical attributes will be examined to assess reliability:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Presence of labels and the identification of test points

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Provision of built-in test and diagnostic circuitry or physical indicators of condition

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Presence of labels and alarms related to failures

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Presence of features that allow non-technicians to perform routine maintenance tasks (such as update of the system database)

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.3.4.2

		Additional Attributes 

The following additional attributes will be considered to assess system maintainability:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Ease of detecting that equipment has failed by a non-technician

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Ease of diagnosing problems by a trained technician

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Low false alarm rates (i.e., indications of problems that do not exist)

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Ease of access to components for replacement 

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Ease with which adjustment and alignment can be performed

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		f.

		Ease with which database updates can be performed by a non-technician

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		g.

		Adjust, align, tune or service components

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.3.5

		Availability 

The availability of a voting system is defined as the probability that the equipment (and supporting software) needed to perform designated voting functions will respond to operational commands and accomplish the function. The voting system shall meet the availability standard for each of the following voting functions:

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1:

 4.3.5a

		For all paper-based systems:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Recording voter selections (such as by ballot marking or punch)

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		Scanning the punches or marks on paper ballots and converting them into digital data

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.3.5b

		For all DRE systems, recording and storing voter ballot selections

		*

		*

		NS

		*

		*

		*

		*

		*

		*

		*

		*

		DRE not tested for Lot 1, so this is marked as NS



		Vol 1:

 4.3.5c

		or precinct count systems (paper-based and DRE), consolidation of vote selection data from multiple precinct based systems to generate jurisdiction-wide vote counts, including storage and reporting of the consolidated vote data

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.3.5d

		For central-count systems (paper-based and DRE), consolidation of vote selection data from multiple counting devices to generate jurisdiction-wide vote counts, including storage and reporting of the consolidated vote data

		*

		*

		NA

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.3.5.1

		The voting system shall achieve at least 99 percent availability during normal operation for the functions indicated above. This standard encompasses for each function the combination of all devices and components that support the function, including their MTTR and MTBF attributes.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 

4.3.5.2

		Vendors shall specify the typical system configuration that is to be used to assess availability, and any assumptions made with regard to any parameters that impact the MTTR. These factors shall include at a minimum:

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1:

4.3.5.2e

		Recommended number and locations of spare devices or components to be kept on hand for repair purposes during periods of system operation

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

4.3.5.2f

		Recommended number and locations of qualified maintenance personnel who need to be available to support repair calls during system operation

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

4.3.5.2g

		Organizational affiliation (i.e., jurisdiction, vendor) of qualified maintenance personnel

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.3.6

		Product Marking 

All voting systems shall:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Identify all devices by means of a permanently affixed nameplate or label containing the name of the manufacturer or vendor, the name of the device, its part or model number, its revision letter, its serial number, and if applicable, its power requirements

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Display on each device a separate data plate containing a schedule for and list of operations required to service or to perform preventive maintenance. Display on each device a separate data plate containing a schedule for and list of operations required to service or to perform preventive maintenance

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Display advisory caution and warning instructions to ensure safe operation of the equipment and to avoid exposure to hazardous electrical voltages and moving parts at all locations where operation or exposure may occur

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.3.7

		Workmanship 

To help ensure proper workmanship, all manufacturers of voting systems shall:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Adopt and adhere to practices and procedures to ensure that their products are free from damage or defect that could make them unsatisfactory for their intended purpose

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Ensure that components provided by external suppliers are free from damage or defect that could make them unsatisfactory for their intended purpose

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1:

 4.3.8

		Safety 

All voting systems shall meet the following requirements for safety:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		All voting systems and their components shall be designed to eliminate hazards to personnel or to the equipment itself

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Defects in design and construction that can result in personal injury or equipment damage must be detected and corrected before voting systems and components are placed into service

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Equipment design for personnel safety shall be equal to or better than the appropriate requirements of the Occupational Safety and Health Act, Code of Federal Regulations, Title 29, Part 1910

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 5

		Software Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 5.1.1

		Software Sources

The requirements of this section apply generally to all software used in voting systems, including: 

• Software provided by the voting system vendor and its component suppliers

• Software furnished by an external provider (for example, providers of COTS operating systems and web browsers) where the software may be used in any way during voting system operation

• Software developed by the voting jurisdiction

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 5.1.1a

		Compliance with the software requirements is assessed by several formal tests, including code examination. Unmodified software is not subject to code examination; however, source code provided by third parties and embedded in software modules for compilation or interpretation shall be provided in human readable form to the accredited test lab. The accredited test lab may inspect source code units to determine testing requirements or to verify that the code is unmodified and that the default configuration options have not been changed.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 5.1.1b

		Configuration of software, both operating systems and applications, is critical to proper system functioning. Correct test design and sufficient test execution must account for the intended and proper configuration of all system components. Therefore, the vendors shall submit a record of all user selections made during software installation as part of the

Technical Data Package.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 5.1.1c 

		The vendor shall also submit a record of all configuration changes made to the software following its installation.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 5.1.1d

		The accredited test lab shall confirm the propriety and correctness of these user selections and configuration changes.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 5.2

		Software Design and Coding Standards

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 5.2.1

		Selection of Programming Languages

Software associated with the logical and numerical operations of vote data shall use a high-level programming language, such as: Pascal, Visual Basic, Java, C and C++. The requirement for the use of high-level language for logical operations does not preclude the use of assembly language for hardware-related segments, such as device controllers and handler programs. Also, operating system software may be designed in assembly language.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 5.3

		Data and Document Retention

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Maintain the integrity of voting and audit data during an election, and for at least 22 months thereafter, a time sufficient to resolve most contested elections and support other activities related to the reconstruction and investigation of a contested election

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Ref.  VVSG Vol 1: 2.1.10.a



		b.

		Protect against the failure of any data input or storage device at a location controlled by the jurisdiction or its contractors, and against any attempt at improper data entry or retrieval  

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Ref.  VVSG Vol 1: 2.1.4.e



		Vol 1: 5.4

		Audit Record Data

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 5.4.1

		Pre-election Audit Records

During election definition and ballot preparation, the system shall audit the preparation of the baseline ballot formats and modifications to them, a description of these modifications, and corresponding dates.

The log shall include:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		The allowable number of selections for a contest

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		The combinations of voting patterns permitted or required by the jurisdiction

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		The inclusion or exclusion of contests as the result of multiple districting within the polling place

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		The software shall check and record the status of all data paths and memory locations to be used in vote recording to protect against contamination of voting data

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Manual data maintained by election personnel

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		f.

		Samples of all final ballot formats

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		g.

		Ballot preparation edit listings

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 1: 6

		Telecommunications Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 6.2

		Design, Construction, and Maintenance Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		6.2.1

		The telecommunications components of all voting systems shall meet the accuracy requirements of Subsection 4.1.1.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		NYSBOE does not allow telecommunications components associated with their voting systems.



		6.2.2

		The telecommunications components of all voting systems shall meet the durability requirements of Subsection 4.3.2.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		NYSBOE does not allow telecommunications components associated with their voting systems.



		6.2.3

		The telecommunications components of all voting systems shall meet the reliability requirements of Subsection 4.3.3.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		NYSBOE does not allow telecommunications components associated with their voting systems.



		6.2.4

		The telecommunications components of all voting systems shall meet the maintainability requirements of Subsection 4.3.4.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		NYSBOE does not allow telecommunications components associated with their voting systems.



		6.2.5

		The telecommunications components of all voting systems shall meet the availability requirements of Subsection 4.3.5.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		NYSBOE does not allow telecommunications components associated with their voting systems.



		Vol 1: 6.2.6

		For WANs using public telecommunications, boundary definition and implementation shall meet the requirements below.

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Outside service providers and subscribers of such providers shall not be given direct access or control of any resource inside the boundary.  

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		NYSBOE does not allow external networks associated with their voting systems.



		b.

		Voting system administrators shall not require any type of control of resources outside this boundary. Typically, an end point of a telecommunications circuit will be a subscriber termination on a Digital Service Unit/Customer Service Unit although the specific technology configuration may vary. Regardless of the technology used, the boundary point must ensure that everything on the voting system side is locally configured and controlled by the election jurisdiction while everything on the public network side is controlled by an outside service provider.  

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		NYSBOE does not allow external networks associated with their voting systems.



		c.

		The system shall be designed and configured such that it is not vulnerable to a single point of failure in the connection to the public network which could cause total loss of voting capabilities at any polling place.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		NYSBOE does not allow external networks associated with their voting systems.



		6.2.7

		Confirmation occurs when the system notifies the user of the successful or unsuccessful completion of the data transmission, where successful completion is defined as accurate receipt of the transmitted data. 

To provide confirmation, the telecommunications components of a voting system shall notify the user of the successful or unsuccessful completion of the data transmission.  In the event of unsuccessful transmission the user shall be notified of the action to be taken.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		NYSBOE does not allow external networks associated with their voting systems.



		Vol 1: 7

		Security Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 7.2.1

		General Access Control Policy

		

		

		

		

		

		

		

		

		

		

		

		



		7.2.1

		The vendor shall specify the general features and capabilities of the access control policy recommended to provide effective voting system security.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		Vol 1: 7.2.1

		Although the jurisdiction in which the voting system is operated is responsible for determining the access policies for each election, the vendor shall provide a description of recommended policies for:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Software access controls

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		b.

		Hardware access controls

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		c.

		Communications

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		d.

		Effective password management

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		e.

		Protection abilities of a particular operating system

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		f.

		General characteristics of supervisory access privileges

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		g.

		Segregation of duties

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		h.

		Any additional relevant characteristics

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		Vol 1: 7.2.1.1

		Individual Access Privileges 

Voting system vendors shall:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Identify each person to whom access is granted, and the specific functions and data to which each person holds authorized access

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		b.

		Specify whether an individual’s authorization is limited to a specific time, time interval or phase of the voting or counting operations

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		c.

		Permit the voter to cast a ballot expeditiously, but preclude voter access to all aspects of the vote counting processes

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		Vol 1: 7.2.1.2

		Access Control Measures 



		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Vendors shall provide a detailed description of all system access control measures designed to permit authorized access to the system and prevent unauthorized access. Examples of such measures include:

a. Use of data and user authorization

b. Program unit ownership and other regional boundaries

c. One-end or two-end port protection devices

d. Security kernels

e. Computer-generated password keys

f. Special protocols

g. Message encryption

h. Controlled access security

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		b.

		Vendors also shall define and provide a detailed description of the methods used to prevent unauthorized access to the access control capabilities of the system itself.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		Vol 1: 7.3

		Physical Security Measures

		

		

		

		

		

		

		

		

		

		

		

		



		7.3

		A voting system’s sensitivity to disruption or corruption of data depends, in part, on the physical location of equipment and data media, and on the establishment of secure telecommunications among various locations. Most often, the disruption of voting and vote counting results from a physical violation of one or more areas of the system thought to be protected.  Therefore, security procedures shall address physical threats and the corresponding means to defeat them.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		Vol 1: 7.3.1

		Polling Place Security

		

		

		

		

		

		

		

		

		

		

		

		



		7.3.1i

		For polling place operations, vendors shall develop and provide detailed documentation of measures to enable poll workers to physically protect and perform orderly shutdown of voting equipment to counteract vandalism, civil disobedience, and similar occurrences.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		7.3.1ii

		The measures shall allow the immediate detection of tampering with vote casting devices and precinct ballot counters. They also shall control physical access to a telecommunications link if such a link is used

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		Vol 1: 7.3.2

		Central Count Location Security

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 7.3.2

		Vendors shall develop and document in detail the measures to be taken in a central counting environment.  These measures shall include physical and procedural controls related to the handling of ballot boxes, preparing of ballots for counting, counting operations and reporting data.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		Vol 1: 7.4

		Software Security

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 7.4.1

		Software and Firmware Installation

The system shall meet the following requirements for installation of software, including hardware with embedded firmware.

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		If software is resident in the system as firmware, the vendor shall require and state in the system documentation that every device is to be retested to validate each ROM prior to the start of elections operations.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		b.

		To prevent alteration of executable code, no software shall be permanently installed or resident in the voting system unless the system documentation states that the jurisdiction must provide a secure physical and procedural environment for the storage, handling, preparation, and transportation of the system hardware.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		c.

		The voting system bootstrap, monitor, and device-controller software may be resident permanently as firmware, provided that this firmware has been shown to be inaccessible to activation or control by any means other than by the authorized initiation and execution of the vote counting program, and its associated exception handlers.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		d.

		The election-specific programming may be installed and resident as firmware, provided that such firmware is installed on a component (such as a computer chip) other than the component on which the operating system resides.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		e.

		After initiation of election day testing, no source code or compilers or assemblers shall be resident or accessible.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		Vol 1: 7.4.2

		Protection Against Malicious Software

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Voting systems shall deploy protection against the many forms of threats to which they may be exposed such as file and macro viruses, worms, Trojan horses, and logic bombs.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		b.

		Vendors shall develop and document the procedures to be followed to ensure that such protection is maintained in a current status.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		Vol 1: 7.4.4

		Software Distribution

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 7.4.4a

		The vendor shall document all software including voting system software, third party software (such as operating systems and drivers) to be installed on the certified voting system, and installation programs.   

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		*

		DISC 227 - The EMS documentation does not provide a method for listing all of the EMS files installed on the server nor does it provide a method for listing all of the EMS files installed on the client.



		ai.

		The documentation shall have a unique identifier (such as a serial number or part number) for the following set of information: documentation, software vendor name, product name, version, the certification application number of the voting system, file names and paths or other location information (such as storage addresses) of the software.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		aii.

		The documentation shall designate all software files as static, semi-static or dynamic.

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		*

		DISC 156 - No list of EMS static, semi-static or dynamic could be located.



		Vol 1: 7.4.4b

		The EAC accredited testing lab shall witness the final build of the executable version of the certified voting system software performed by the vendor.  

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled during the Trusted Build, they are not requirements on the documentation. Thus they are marked NA



		bi.

		The testing lab shall create a complete record of the build that includes: a unique identifier (such as a serial number) for the complete record; a list of unique identifiers of unalterable storage media associated with the record; the time, date, location, names and signatures of all people present; the source code and resulting executable file names; the version of voting system software; the certification application number of the voting system; the name and versions of all (including third party) libraries; and the name, version, and configuration files of the development environment used for the build.  

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled during the Trusted Build, they are not requirements on the documentation. Thus they are marked NA



		bii.

		The record of the source code and executable files shall be made on unalterable storage media. Each piece of media shall have a unique identifier.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled during the Trusted Build, they are not requirements on the documentation . Thus they are marked NA



		biii.

		The testing lab shall retain this record until notified by the EAC that it can be archived.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled during the Trusted Build, they are not requirements on the documentation . Thus they are marked NA



		Vol 1: 7.4.4c

		After EAC certification has been granted, the testing lab shall create a subset of the complete record of the build that includes a unique identifier (such as a serial number) of the subset, the unique identifier of the complete record, a list of unique identifiers of unalterable storage media associated with the subset, the vendor and product name, the version of voting system software, the certification number of the voting system, and all the files that resulted from the build and binary images of all installation programs.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled during the Trusted Build, they are not requirements on the documentation . Thus they are marked NA



		ciii.

		The record of the software shall be made on unalterable storage media.  Each piece of media shall have a unique identifier.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled during the Trusted Build; they are not requirements on the documentation. Thus they are marked NA



		civ.

		The testing lab shall retain a copy, send a copy to the vendor, and send a copy to the NIST National Software Reference Library (NSRL)2 and/or to any repository designated by a State.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled during the Trusted Build; they are not requirements on the documentation. Thus they are marked NA



		cv.

		The NSRL shall retain this software until notified by the EAC that it can be archived.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled during the Trusted Build; they are not requirements on the documentation. Thus they are marked NA



		Vol 1: 7.4.4d

		The vendor shall provide the NSRL and any repository designated by a state with a copy of the software installation disk, which the vendor will distribute to purchasers-­including the executable binary images of all third party software.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled by those parties responsible for the distribution of the voting software; they are not requirements on the documentation. Thus they are marked NA



		di.

		All voting system software, installation programs and third party software (such as operating systems and drivers) used to install or to be installed on voting system equipment shall be distributed using unalterable storage media.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled by those parties responsible for the distribution of the voting software; they are not requirements on the documentation. Thus they are marked NA



		dii.

		The vendor shall document that the process used to verify the software distributed on unalterable storage media is the certified software by using the reference information provided by the NSRL or other designated repository before installing the software.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled by those parties responsible for the distribution of the voting software; they are not requirements on the documentation. Thus they are marked NA



		Vol 1: 7.4.4e

		The voting system equipment shall be designed to allow the voting system administrator to verify that the software is the certified software by comparing it to reference information produced by the NSRL or other designated repository.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled by those parties responsible for the distribution of the voting software; they are not requirements on the documentation. Thus they are marked NA



		Vol 1: 7.4.4f

		The vendors and testing labs shall document to whom they provide voting system software.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled by those parties responsible for the distribution of the voting software; they are not requirements on the documentation. Thus they are marked NA



		Vol 1: 7.4.5

		Software Reference Information

		

		

		

		

		

		

		

		

		

		

		

		



		7.4.5

		The NSRL or other repository designated by a state election office shall generate reference information using the binary images of the (a) certified voting system software received on unalterable storage media from testing labs and (b) election- specific software received on unalterable storage media from jurisdictions.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled by the NSRL; they are not requirements on the documentation.



		a.

		The NSRL or other designated repository shall generate reference information in at least one of the following forms:  

  (a) complete binary images, 

  (b) cryptographic hash values or 

  (c) digital signatures of the software.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled by the NSRL; they are not requirements on the documentation. Thus they are marked NA



		b.

		The NSRL or other designated repository shall create a record of the creation of reference information that includes: a unique identifier (such as a serial number) for the record; the file names of software and associated unique identifier(s)  of the unalterable storage media from which reference information is generated; the time, date and name of people who generated reference information; the type of reference information created; the certification number of the voting system; the voting system software version; the product name;  and the vendor name.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled by the NSRL; they are not requirements on the documentation. Thus they are marked NA



		c.

		The NSRL or other designated repository shall retain the unalterable storage media used to generate the reference information until notified by the EAC that it can be archived.  

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled by the NSRL; they are not requirements on the documentation. Thus they are marked NA



		Vol 1: 7.4.5.1

		Hashes and Digital Signatures

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 7.4.5.1a

		The NSRL or other designated repository that generates hash value and/or digital signature reference information shall use FIPS-approved algorithms for hashing and signing.

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		The NSRL or other designated repository that generates hash values, digital signatures reference information or cryptographic keys shall use a FIPS 140-2 level 1 or higher validated cryptographic module.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled during the Trusted Build; they are not requirements on the documentation. Thus they are marked  NA 



		ii.

		The NSRL or other designated repository that generates sets of hash values and digital signatures for reference information shall include a hash value or digital signature covering the set of reference information.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled during the Trusted Build; they are not requirements on the documentation. Thus they are marked NA



		Vol 1: 7.4.5.1b

		If the NSRL or other designated repository uses public key technology, the following requirements shall be met:  

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Public and private key pairs used by the repository to generate digital signatures shall be 2048-bits or greater in length

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled by the NSRL; they are not requirements on the documentation. Thus they are marked NA.



		ii.

		The repository’s private keys used to generate digital signature reference information shall be used for no more than three years

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled by the NSRL; they are not requirements on the documentation. Thus they are marked NA.



		iii.

		Public keys used to verify digital signature reference information shall be placed on unalterable storage media if not contained in a signed non-proprietary format for distribution.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled by the NSRL; they are not requirements on the documentation. Thus they are marked NA.



		iv.

		All copies of public key unalterable storage media made by the repository shall be labeled so that they are uniquely identifiable, including at a minimum: a unique identifier (such as a serial number) for the unalterable storage media; the time, date, location and name(s) of the repository owning the associated private keys; documentation about its creation; and an indication that the contents are public keys.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled by the NSRL; they are not requirements on the documentation. Thus they are marked NA.



		v.

		The NSRL or other designated repository shall document to whom they provide unalterable storage media containing their public keys used to verify digital signature reference information including at a minimum: the uniquely identified public keys, the time and date provided, the name of the organization, and the name and contact information (phone, address, email address) of the recipient.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled by the NSRL; they are not requirements on the documentation. Thus they are marked NA.



		vi.

		When a private key used to generate digital signature reference information becomes compromised, the NSRL or other designated repository shall provide notification to recipients of the associated public key that the private key has been compromised and the date on which it was compromised.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled by the NSRL; they are not requirements on the documentation. Thus they are marked NA.



		Vol 1: 7.4.5.1c

		The NSRL or other designated repository shall make both the reference information available on unalterable storage media and its associated documentation that is labeled by the repository that created it uniquely identifiable by including at a minimum: a unique identifier (such as a serial number) for the storage media; the time, date, location and name of the creating repository; and an indication that the contents are reference information.  

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		These requirements are fulfilled by the NSRL; they are not requirements on the documentation. Thus they are marked NA.



		Vol 1: 7.4.6

		Software Setup Validation

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 7.4.6a

		Setup validation methods shall verify that no unauthorized software is present on the voting equipment.

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		*

		DISC # 526: DVS-SSS A - (Democracy Suite System Security Specification (TDP 2.6), rev 2.0.10, April 13, 2009) There are no setup validation methods provided in this document.

NOTE: Democracy Suite Software Installation Verification (Version 1.0.3), Oct 15, 2008, “Democracy Suite Software Installation Verification (Version 1.0.3).pdf”, does provide several methods for verifying the ICP firmware.



		Vol 1: 7.4.6b

		The vendor shall have a process to verify that the correct software is loaded, that there is no unauthorized software, and that voting system software on voting equipment has not been modified, using the reference information from the NSRL or from a State designated repository.

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		*

		DISC # 529: DVS-SSS B - (Democracy Suite System Security Specification (TDP 2.6), rev 2.0.10, April 13, 2009) There is no process provided that will verify that the correct software is loaded.

DISC # 530: DVS-SSS C – (Democracy Suite System Security Specification (TDP 2.6), rev 2.0.10, April 13, 2009) There is no process provided that will identify unauthorized software.

NOTE: There is a “Process” for determining if the voting system software on the voting equipment has been modified. Doc #1 – sec 4.5.1.



		7.4.6bi

		The process used to verify software should be possible to perform without using software installed on the voting system.

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		*

		DISC # 532: DVS-SSS D - (Democracy Suite System Security Specification (TDP 2.6), rev 2.0.10, April 13, 2009) Cannot confirm that “the process used to verify software should be possible to perform without using software installed on the voting system.” No such process is provided in this document.



		7.4.6bii

		The vendor shall document the process used to verify software on voting equipment.

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		*

		DISC # 533: DVS-SSS D - (Democracy Suite System Security Specification (TDP 2.6), rev 2.0.10, April 13, 2009) No such process is provided in this document.

NOTE: Democracy Suite Software Installation Verification (Version 1.0.3), Oct 15, 2008, “Democracy Suite Software Installation Verification (Version 1.0.3).pdf” does provide several methods for verifying the ICP firmware.



		7.4.6biii

		The process shall not modify the voting system software on the voting system during the verification process.

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		*

		DISC # 535: DVS-SSS D - (Democracy Suite System Security Specification (TDP 2.6), rev 2.0.10, April 13, 2009) No such process is provided in this document.

NOTE: Democracy Suite Software Installation Verification (Version 1.0.3), Oct 15, 2008, “Democracy Suite Software Installation Verification (Version 1.0.3).pdf” does provide several methods for verifying the ICP firmware that should not modify the ICP firmware.



		Vol 1: 7.4.6c

		The vendor shall provide a method to comprehensively list all software files that are installed on voting systems.  

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		*

		DISC #127, 128 and 129 - There is no method for listing all software files installed on the voting system.



		Vol 1: 7.4.6d

		The verification process should be able to be performed using COTS software and hardware available from sources other than the voting system vendor.

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		*

		DISC # 536: DVS-SSS D - (Democracy Suite System Security Specification (TDP 2.6), rev 2.0.10, April 13, 2009) No such process is provided in this document.



		Vol 1: 7.4.6di

		If the process uses hashes or digital signatures, then the verification software shall use a FIPS 140-2 level 1 or higher validated cryptographic module.

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		*

		DISC # 537: DVS-SSS D - (Democracy Suite System Security Specification (TDP 2.6), rev 2.0.10, April 13, 2009) No such process is provided in this document.



		Vol 1: 7.4.6dii

		The verification process shall either 

(a) use reference information on unalterable storage media     received from the repository

(b) verify the digital signature of the reference information on any other media. 

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		*

		DISC # 539: DVS-SSS D - (Democracy Suite System Security Specification (TDP 2.6), rev 2.0.10, April 13, 2009) No such process is provided in this document.



		Vol 1: 7.4.6e

		Voting system equipment shall provide a means to ensure that the system software can be verified through a trusted external interface, such as a read-only external interface, or by other means.  

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		The external interface shall be protected using tamper evident techniques

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		ii.

		The external interface shall have a physical indicator showing when the interface is enabled and disabled

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		iii.

		The external interface shall be disabled during voting

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		iv.

		The external interface should provide a direct read-only access to the location of the voting system software without the use of installed software

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		Vol 1: 7.4.6f

		Setup validation methods shall verify that registers and variables of the voting system equipment contain the proper static and initial values.

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		The vendor should provide a method to query the voting system to determine the values of all static and dynamic registers and variables including the values that jurisdictions are required to modify to conduct a specific election.  

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		DISC 156 - No list of EMS, ICP or BMD static, semi-static or dynamic could be located.



		ii.

		The vendor shall document the values of all static registers and variables, and the initial starting values of all dynamic registers and variables listed for voting system software, except for the values set to conduct a specific election.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		DISC 156 - No list of EMS, ICP or BMD static, semi-static or dynamic could be located.



		Vol 1: 7.5

		Telecommunications and Data Transmission

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 7.5.1

		Maintaining Data Integrity

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 7.5.1a

		Voting systems that use electrical or optical transmission of data shall ensure the receipt of valid vote records is verified at the receiving station. This should include standard transmission error detection and correction methods such as checksums or message digest hashes. Verification of correct transmission shall occur at the voting system application level and ensure that the correct data is recorded on all relevant components consolidated within the polling place prior to the voter completing casting of his or her ballot.

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 7.5.1b

		Voting systems that use telecommunications to communicate between system components and locations before the polling place is officially closed shall:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Implement an encryption standard currently documented and validated for use by an agency of the U.S. government

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		ii.

		Provide a means to detect the presence of an intrusive process, such as an Intrusion Detection System

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		Vol 1: 7.5.2

		Protection Against External Threats

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Voting systems that use public telecommunications networks shall implement protections against external threats to which commercial products used in the system may be susceptible.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		b.

		Voting systems that use public telecommunications networks shall provide system documentation that clearly identifies all COTS hardware and software products and communications services used in the development and/or operation of the voting system, including operating systems, communications routers, modem drivers and dial-up networking software.  

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		Vol 1: 7.5.2bi

		Such documentation shall identify the name, vendor, and version used for each such component.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		Vol 1: 7.5.2c

		Voting systems that use public telecommunications networks shall use protective software at the receiving-end of all communications paths to:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Detect the presence of a threat in a transmission

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		ii.

		Remove the threat from infected files/data

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		iii.

		Prevent against storage of the threat anywhere on the receiving device

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		iv.

		Provide the capability to confirm that no threats are stored in system memory and in connected storage media

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		v.

		Provide data to the system audit log indicating the detection of a threat and the processing performed

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		Vol 1: 7.5.2d

		Vendors shall use multiple forms of protective software as needed to provide capabilities for the full range of products used by the voting system.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		Vol 1: 7.5.3

		Monitoring and Responding to External Threats

Voting systems that use public telecommunications networks may become vulnerable, by virtue of their system components, to external threats to the accuracy and integrity of vote recording, vote counting, and vote consolidation and reporting processes. Therefore, vendors of such systems shall document how they plan to monitor and respond to known threats to which their voting systems are vulnerable. This documentation shall provide a detailed description, including scheduling information, of the procedures the vendor will use to:

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 7.5.3a

		Monitor threats, such as through the review of assessments, advisories, and alerts for COTS components issued by the Computer Emergency Response Team (CERT), for which a current listing can be found at http://www.cert.org, the National Infrastructure Protection Center (NIPC), and the Federal Computer Incident Response Capability (FedCIRC), for which additional information can be found at www.us­cert.gov

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		Vol 1: 7.5.3b

		Evaluate the threats and, if any, proposed responses

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		Vol 1: 7.5.3c

		Develop responsive updates to the system and/or corrective procedures

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		Vol 1: 7.5.3d

		Submit the proposed response to the test labs and appropriate states for approval, identifying the exact changes and whether or not they are temporary or permanent

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		Vol 1: 7.5.3e

		After implementation of the proposed response is approved by the state, assist clients, either directly or through detailed written procedures, how to update their systems and/or to implement the corrective procedures within the timeframe established by the state

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		Vol 1: 7.5.3f

		Address threats emerging too late to correct the system by:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Providing prompt, emergency notification to the accredited test labs and the affected states and user jurisdictions

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		ii.

		Assisting client jurisdictions directly or advising them through detailed written procedures to disable the public telecommunications mode of the system

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		iii.

		Modifying the system after the election to address the threat, submitting the modified system to an accredited test lab and the EAC or state certification authority for approval, and assisting client jurisdictions directly or advising them through detailed written procedures, to update their systems and/or to implement the corrective procedures after approval

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		Vol 1: 7.5.4

		Shared Operating Environment

Ballot recording and vote counting can be performed in either a dedicated or non-dedicated environment. If ballot recording and vote counting operations are performed in an environment that is shared with other data processing functions, both hardware and software features shall be present to protect the integrity of vote counting and of vote data.  

Systems that use a shared operating environment shall:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Use security procedures and logging records to control access to system functions

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		b.

		Partition or compartmentalize voting system functions from other concurrent functions at least logically, and preferably physically as well

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		c.

		Control system access by means of passwords, and restrict account access to necessary functions only

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		d.

		Have capabilities in place to control the flow of information, precluding data leakage through shared system resources

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		Vol 1: 7.5.5

		Incomplete Election Returns

If the voting system provides access to incomplete election returns and interactive inquiries before the completion of the official count, the system shall:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Be designed to provide external access to incomplete election returns (for equipment that operates in a central counting environment), only if that access for these purposes is authorized by the statutes and regulations of the using agency. This requirement applies as well to polling place equipment that contains a removable memory module or that may be removed in its entirety to a central place for the consolidation of polling place returns

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		Vol 1: 7.5.5b

		Design voting system software and its security environment such that data accessible to interactive queries resides in an external file or database created and maintained by the elections software under the restrictions applying to any other output report:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		The output file or database has no provision for write access back to the system

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		



		ii.

		Persons whose only authorized access is to the file or database are denied write access, both to the file or database, and to the system

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		



		Vol 1: 7.6

		Use of Public Communications Networks

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 7.6.1

		Data Transmission 

All systems that transmit data over public telecommunications networks shall:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Preserve the secrecy of voter ballot selections and prevent anyone from violating ballot privacy

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		b.

		Employ digital signatures for all communications between the vote server and other devices that communicate with the server over the network

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		c.

		Require that at least two authorized election officials activate any critical operation regarding the processing of ballots transmitted over a public communications network, i.e. the passwords or cryptographic keys of at least two employees are required to perform processing of votes

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		Vol 1: 7.6.2

		Systems designed for transmission of telecommunications over public networks shall meet security standards that address the security risks attendant with the casting of ballots from polling places controlled by election officials using voting devices configured and installed by election officials and/or their vendor or contractor, and using in-person authentication of individual voters.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		Vol 1: 7.6.2.1

		Documentation of Mandatory Security Activities 

Vendors of voting systems that cast individual ballots over a public telecommunications network shall provide detailed descriptions of:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		All activities mandatory to ensuring effective voting system security to be performed in setting up the system for operation, including testing of security before an election

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		b.

		All activities that should be prohibited during voting equipment setup and during the timeframe for voting operations, including both the hours when polls are open and when polls are closed

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		Vol 1: 7.6.2.2

		Ability to Operate During Interruption of Service  



These systems shall provide the following capabilities to provide resistance to interruptions of telecommunications service that prevent voting devices at the polling place from communicating with external components via telecommunications:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Detect the occurrence of a telecommunications interruption at the polling place and switch to an alternative mode of operation that is not dependent on the connection between polling place voting devices and external system components

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		b.

		Provide an alternate mode of operation that includes the functionality of a

conventional electronic voting system without losing any single vote

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		c.

		Create and preserve an audit trail of every vote cast during the period of interrupted communication and system operation in conventional electronic voting system mode

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		d.

		Upon reestablishment of communications, transmit and process votes accumulated while operating in conventional electronic voting system mode with all security safeguards in effect

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		e.

		Ensure that all safeguards related to voter identification and authentication are not affected by the procedures employed by the system to counteract potential interruptions of telecommunications capabilities

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		Vol 1: 7.7

		Wireless Communications

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 7.7.1a

		If wireless communications are used in a voting system, then the vendor shall supply documentation describing how to use all aspects of wireless communications in a secure manner. This documentation shall include:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		A complete description of the uses of wireless in the voting system including descriptions of the data elements and signals that are to be carried by the wireless mechanism

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		ii.

		A complete description of the vulnerabilities associated with this proposed use of wireless, including vulnerabilities deriving from the insertion, deletion, modification, capture or suppression of wireless messages

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		iii.

		A complete description of the techniques used to mitigate the risks associated with the described vulnerabilities including techniques used by the vendor to ensure that wireless cannot send or receive messages other than those situations specified in the documentation. Cryptographic techniques shall be carefully and fully described, including a description of cryptographic key generation, management, use, certification, and destruction

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		iv.

		A rationale for the inclusion of wireless in the proposed voting system, based on a careful and complete description of the perceived advantages and disadvantages of using wireless for the documented uses compared to using non-wireless approaches

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.7.1b

		The details of all cryptographic protocols used for wireless communications, including the specific features and data, shall be documented.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.7.1c

		The wireless documentation shall be closely reviewed for accuracy, completeness, and correctness.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.7.1d

		There shall be no undocumented use of the wireless capability, nor any use of the wireless capability that is not entirely controlled by an election official.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.7.1e

		If a voting system includes wireless capabilities, then the voting system shall be able to accomplish the same function if wireless capabilities are not available due to an error or no service.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.7.1ei

		The vendor shall provide documentation how to accomplish these functions when wireless is not available.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.7.1f

		The system shall be designed and configured so it is not vulnerable to a single point of failure using wireless communications that causes a total loss of any voting capabilities.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.7.1g

		If a voting system includes wireless capabilities, then the system shall have the ability to turn on the wireless capability when it is to be used and to turn off the wireless capability when the wireless capability is not in use.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.7.1h

		If a voting system includes wireless capabilities, then the system shall not activate the wireless capabilities without confirmation from an elections official.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.7.2

		Indentifying Usage

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		If a voting system provides wireless communications capabilities, then there shall be a method for determining the existence of the wireless communications capabilities.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		b.

		If a voting system provides wireless communications capabilities, then there shall be an indication that allows one to determine when the wireless communications (such as radio frequencies) capability is active.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		c.

		The indication shall be visual.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		d.

		If a voting system provides wireless communications capabilities, then the type of wireless communications used (such as radio frequencies) shall be identified either via a label or via the voting system documentation.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.7.3

		Protecting Transmitted Data

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 7.7.3a

		All information transmitted via wireless communications shall be encrypted and authenticated--with the exception of wireless T-coil coupling--to protect against eavesdropping and data manipulation including modification, insertion, and deletion.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.7.3ai

		The encryption shall be as defined in Federal Information Processing Standards (FIPS) 197, “Advanced Encryption Standard (AES).”

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.7.3aii

		The cryptographic modules used shall comply with FIPS 140-2, Security Requirements for Cryptographic Modules.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.7.3b

		The capability to transmit non-encrypted and non-authenticated information via wireless communications shall not exist.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.7.3c

		If audible wireless communication is used, and the receiver of the wireless transmission is the human ear, then the information shall not be encrypted.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.7.4

		Protecting the Wireless Path

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		The voting system shall be able to function properly throughout a DoS attack, since the DoS attack may continue throughout the voting period.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		b.

		The voting system shall function properly as if the wireless capability were never available for use.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		c.

		Alternative procedures or capabilities shall exist to accomplish the same functions that the wireless communications capability would have done.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		d.

		If infrared is being used, the shielding shall be strong enough to prevent escape of the voting system signal, as well as strong enough to prevent infrared saturation jamming.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.7.5

		Protecting the Voting System

Physical security measures to prevent access to a voting system are not possible when using a wireless communications interface because there is no discrete physical communications path that can be secured.

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		The security requirements in Subsection 2.1.1 shall be applicable to systems with wireless communications.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		b.

		The accuracy requirements in Subsection 2.1.2 shall be applicable to systems with wireless communications.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		c.

		The use of wireless communications that may cause impact to the system accuracy through electromagnetic stresses is prohibited.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		d.

		The error recovery requirements in Subsection 2.1.3 shall be applicable to systems with wireless communications.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		e.

		All wireless communications actions shall be logged.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.7.5ei

		The log shall contain at least the following entries: times when the wireless is activated and deactivated, services accessed, identification of device to which data was transmitted to or received from, identification of authorized user, and successful and unsuccessful attempts to access wireless communications or service.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.7.5.f

		Device authentication shall occur before any access to, or services from, the voting system are granted through wireless communications.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.7.5.fi

		User authentication shall be at least level 2 as per NIST Special Publication 800-63 Version 1.0.1, Electronic Authentication Guideline.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.8.1

		The voter must be able to verify that both cast vote records are correct and match before leaving the polling place, e.g., verify his or her selections on the voting machine summary screen and also verify the second record on the unalterable storage media

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The Democracy Suite platform configuration does not use wireless communication networks for its operation.



		Vol 1: 7.9

		Voter Verifiable Paper Audit Trail Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 7.9.1

		Display and Print a Paper Record

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		The voting system shall print and display a paper record of the voter ballot selections prior to the voter making his or her selections final by casting the ballot.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported; mark as NS



		b.

		The paper record shall constitute a complete record of ballot selections that can be used to assess the accuracy of the voting machine’s electronic record, to verify the election results, and, if required by state law, in full recounts.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported; mark as NS



		c.

		The paper record shall contain all voter selection information stored in the electronic (ballot image) record.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported; mark as NS



		Vol 1: 7.9.2

		Approve or Void the Paper Record

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		The voting equipment shall allow the voter to approve or void the paper record. 

- The voter can verify that the ballot selections displayed on the DRE summary screen and those printed on the paper record are the same.  If they are, and the voter is satisfied with these selections, the voter can proceed to cast his or her ballot, thereby approving the paper record. 



-   If the selections match, but the voter wishes to change one or more selections, the paper record must be voided so a new paper record can be created to compare to the new summary screen displayed after the voter changes his or her ballot selections. 



-  In the event the selections do not match between the summary screen and the paper record, the voter shall immediately request assistance from a poll worker. A non-match could indicate a potential voting machine or printer malfunction.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		b.

		The voting equipment shall, in the presence of the voter, mark the paper record as being approved by the voter if the ballot selections are accepted; or voided or if the voter decides to change one or more selections.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		c.

		If the records do not match, the voting equipment shall mark and preserve the paper record and shall provide a means to preserve the corresponding electronic record so the source of error or malfunction can be analyzed.  

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		d.

		The voting machine shall not record the electronic record until the paper record has been approved by the voter.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		e.

		Vendor documentation shall include procedures to enable the election official to return a voting machine to correct operation after a voter has used it incompletely or incorrectly.  This procedure shall not cause discrepancies between the tallies of the electronic and paper records.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.3

		Electronic and Paper Record Structure

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 7.9.3a

		All cryptographic software in the voting system shall be approved by the U.S. Government’s Cryptographic Module Validation Program, as applicable.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		



		Vol 1: 7.9.3b

		The electronic ballot image and paper records shall include information about the election.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.3bi

		The voting equipment shall be able to include an identification of the particular election, the voting site and precinct, and the voting machine.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.3bii

		The records shall include information identifying whether the balloting is provisional, early, or on election day, and information that identifies the ballot style in use.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.3biii

		The records shall include a voting session identifier that is generated when the voting equipment is placed in voting mode, and that can be used to identify the records as being created during that voting session

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.3c

		The electronic ballot image and paper records shall be linked by including a unique identifier within each record that can be used to identify each record uniquely and each record’s corresponding record.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.3d

		The voting machine should generate and store a digital signature for each electronic record.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.3e

		The electronic ballot image records shall be able to be exported for auditing or analysis on standards-based and /or COTS information technology computing platforms.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.3ei

		The exported electronic ballot image records shall be in a publicly available, non-proprietary format.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.3eii

		The records should be exported with a digital signature, which shall be calculated on the entire set of electronic records and their associated digital signatures.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.3eiii

		The voting system vendor shall provide documentation as to the structure of the exported ballot image records and how they shall be read and processed by software.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		



		Vol 1: 7.9.3eiv

		The voting system vendor shall provide a software program that will display the exported ballot image records and that may include other capabilities such as providing vote tallies and indications of undervotes.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.3ev

		The voting system vendor shall provide full documentation of procedures for exporting electronic ballot image records and reconciling those records with the paper audit records.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.3f

		The paper record should be created in a format that may be made available across different manufacturers of electronic voting systems.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.3g

		The paper record shall be created such that its contents are machine readable.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.3gi

		The paper record shall contain error correcting codes for the purpose of detecting read errors and for preventing other markings on the paper record from being misinterpreted when machine reading the paper record.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.3h

		If barcode is used, the voting equipment shall be able to print a barcode with each paper record that contains the human-readable contents of the paper record.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.3hi

		The barcode shall use an industry standard format and shall be able to be read using readily available commercial technology.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.3hii

		If the corresponding electronic record contains a digital signature, the digital signature shall be included in the barcode on the paper record.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.3hiii

		The barcode shall not contain any information other than the paper record’s human-readable content, error correcting codes, and digital signature information.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.4

		Equipment Security and Reliability

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		The voting machine shall provide a standard, publicly documented printer port (or the equivalent) using a standard communication protocol.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		(DRE requirement only, NA in NY State)



		b.

		Tamper-evident seals or physical security measures shall protect the connection between the printer and the voting machine.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		(DRE requirement only, NA in NY State)



		c.

		If the connection between the voting machine and the printer has been broken, the voting machine shall detect this event and record it in the DRE internal audit log.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		(DRE requirement only, NA in NY State)



		d.

		The paper path between the printing, viewing and storage of the paper record shall be protected and sealed from access except by authorized election officials.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		(DRE requirement only, NA in NY State)



		e.

		The printer shall not be permitted to communicate with any system or machine other than the voting machine to which it is connected.   

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		(DRE requirement only, NA in NY State)



		f.

		The printer shall only be able to function as a printer; it shall not contain any other services (e.g., provide copier or fax functions) or network capability.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		(DRE requirement only, NA in NY State)



		g.

		The voting machine shall detect errors and malfunctions such as paper jams or low supplies of consumables such as paper and ink that may prevent paper records from being correctly displayed, printed or stored.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		h.

		If an error or malfunction occurs, the voting machine shall suspend voting operations and should present a clear indication to the voter and election officials of the malfunction.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		i.

		The voting machine shall not record votes if an error or malfunction occurs.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		j.

		Printing devices should contain sufficient supplies of paper and ink to avoid reloading or opening equipment covers or enclosures and thus potential circumvention of security features; or be able to reload paper and ink with minimal disruption to voting and without circumvention of security features such as seals.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		(DRE requirement only, NA in NY State)



		k.

		Vendor documentation shall include procedures for investigating and resolving printer malfunctions including, but not limited to; printer operations, misreporting of votes, unreadable paper records, and power failures.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		(DRE requirement only, NA in NY State)



		l.

		Vendor documentation shall include printer reliability specifications including Mean Time Between Failure estimates, and shall include recommendations for appropriate quantities of backup printers and supplies.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		(DRE requirement only, NA in NY State)



		m.

		Protective coverings intended to be transparent on voting equipment shall be maintainable via a predefined cleaning process.  If the coverings become damaged such that they obscure the paper record, they shall be replaceable.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		(DRE requirement only, NA in NY State)



		n.

		The paper record shall be sturdy, clean, and of sufficient durability to be used for verifications, reconciliations, and recounts conducted manually or by automated processing.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		(DRE requirement only, NA in NY State)



		Vol 1: 7.9.5

		Preserving Voter Privacy 

VVPAT records can be printed and stored by two different methods: 

-Printed and stored on a continuous spool-to-spool paper roll where the voter views the paper record in a window

- Printed on separate pieces of paper, which are deposited in a secure receptacle.  

If a requirement applies to only one method, that will be specified. Otherwise, the requirement applies to both.

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Voter privacy shall be preserved during the process of recording, verifying and auditing his or her ballot selections.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		(DRE requirement only, NA in NY State)



		b.

		When a VVPAT with a spool-to-spool continuous paper record is used, a means shall be provided to preserve the secrecy of the paper record of voter selections.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		c.

		When a VVPAT with a spool-to-spool continuous paper record is used, no record shall be maintained of which voters used which voting machine or the order in which they voted.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		d.

		The electronic and paper records shall be created and stored in ways that preserve the privacy of the voter.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		e.

		The privacy of voters whose paper records contain an alternative language shall be maintained.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		f.

		Unique identifiers shall not be displayed in a way that is easily memorable by the voter.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		g.

		Both paper rolls and paper record secure receptacles shall be controlled, protected, and preserved with the same security as a ballot box.  

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.6

		VVPAT Usability

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		All usability requirements from Subsection 3.1 shall apply to voting machines with VVPAT.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		b.

		The voting equipment shall be capable of showing the information on the paper in a font size of at least 3.0 mm and should be capable of showing the information in at least two font ranges; 3.0-4.0 mm, and 6.3-9.0 mm, under control of the voter or poll worker.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		c.

		The voting equipment shall display, print and store the paper record in any of the written alternative languages chosen for the ballot.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.6ci

		To assist with manual auditing, candidate names on the paper record shall be presented in the same language as used on the DRE summary screen.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.6cii

		Information on the paper record not needed by the voter to perform verification shall be in English.  

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.6d

		The paper and electronic records shall be presented to allow the voter to read and compare the records without the voter having to shift his or her position.   

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.6e

		If the paper record cannot be displayed in its entirety on a single page, a means shall be provided to allow the voter to view the entire record.  

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		(Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.6f

		If the paper record cannot be displayed in its entirety on a single page, each page of the record shall be numbered and shall include the total count of pages for the record.  

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.6g

		The instructions for performing the verification process shall be made available to the voter in a location on the voting machine.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 7.9.7

		VVPAT Accessibility

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		All accessibility requirements from Subsection 3.2 shall apply to voting machines with VVPAT.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		b.

		If the normal voting procedure includes VVPAT, the accessible voting equipment should provide features that enable voters who are visually impaired and voters with an unwritten language to perform this verification. If state statute designates the paper record produced by the VVPAT to be the official ballot or the determinative record on a recount, the accessible voting equipment shall provide features that enable visually impaired voters and voters with an unwritten language to review the paper record.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1 As DRE and VVPT Are Not Supported, mark as NS



		Vol 1: 8

		Quality Assurance Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 8.2

		General Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Include procedures for specifying, procuring, inspecting, accepting, and controlling parts and raw materials of the requisite quality

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		b.

		Require the documentation of the hardware and software development process

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		Vol 1: 8.2.c

		Identify and enforce all requirements for:

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 8.2ci

		In-process inspection and testing that the manufacturer deems necessary to ensure proper fabrication and assembly of hardware

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		N

		DISC # 471: DVS-QA - F

Doc #1 (2 12 Democracy Suite Quality Assurance Program (Version 1.5) 07/10/2008): 2.2.2, 2.2.3 references the “Engineering Product Development Processes” but that document does not detail in process inspection/testing for fabrication and assembly.



		Vol 1: 8.2cii

		Installation and operation of software and firmware

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		Vol 1: 8.2d

		Include plans and procedures for post-production environmental screening and acceptance testing

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		N

		DISC # 473: DVS-QA – G (2 12 Democracy Suite Quality Assurance Program (Version 1.5) 07/10/2008)

Documentation could not be found on post-production environmental screenings and acceptance testing.



		Vol 1: 8.2e

		Include a procedure for maintaining all data and records required to document and verify the quality inspections and tests

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		Vol 1: 8.3

		Components from Third Parties

		

		

		

		

		

		

		

		

		

		

		

		



		8.3

		A vendor who does not manufacture all the components of its voting system, but instead procures components as standard commercial items for assembly and integration into a voting system, shall verify that the supplier vendors follow documented quality assurance procedures that are at least as stringent as those used internally by the voting system vendor.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y





		



		Vol 1: 8.4

		Responsibility for Tests

		

		

		

		

		

		

		

		

		

		

		

		



		8.4

		The manufacturer or vendor shall be responsible for performing all quality assurance tests, acquiring and documenting test data, and providing test reports for examination by the test lab as part of the national certification process.  These reports shall also be provided to the purchaser upon request.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		Vol 1: 8.5

		Parts and Materials Special Tests and Examinations

In order to ensure that voting system parts and materials function properly, vendors shall:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Select parts and materials to be used in voting systems and components according to their suitability for the intended application. Suitability may be determined by similarity of this application to existing standard practice or by means of special tests

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		b.

		Design special tests, if needed, to evaluate the part or material under conditions accurately simulating the actual voting system operating environment

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		c.

		Maintain the resulting test data as part of the quality assurance program documentation

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		Vol 1: 8.6

		Quality Conformance Inspections

The vendor performs conformance inspections to ensure the overall quality of the voting system and components delivered to the test lab for national certification testing and to the jurisdiction for implementation.  

To meet the conformance inspection requirements the vendor or manufacturer shall:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Inspect and test each voting system or component to verify that it meets all inspection and test requirements for the system

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		b.

		Deliver a record of tests or a certificate of satisfactory completion with each system or component

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		Vol 1: 8.7

		Documentation 

Vendors are required to produce documentation to support the independent testing required for their products to be granted national certification. Volume II, Section 2, Description of the Technical Data Package, identifies the documentation required for the national certification testing process. This documentation shall be sufficient to serve the needs of the test lab, election officials, and maintenance technicians.  It shall be prepared and published in accordance with standard commercial practice for information technology and electronic and mechanical equipment.  It shall include, at a minimum, the following:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		System overview

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		If Volume 2, Subsection 2.2 is all “Y”, then this requirement is “Y”.



		b.

		System functionality description

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		If Volume 2, Subsection 2.3 is all “Y”, then this requirement is “Y”.



		c.

		System hardware specification

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		If Volume 2, Subsection 2.4 is all “Y”, then this requirement is “Y”.



		d.

		Software design and specifications

		*

		*

		*

		N

		*

		*

		*

		*

		*

		*

		*

		If Volume 2, Subsection 2.5 is all “Y”, then this requirement is “Y”.



		e.

		System security specification

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		*

		If Volume 2, Subsection 2.6 is all “Y”, then this requirement is “Y”.

See Vol 2 subsection 2.6



		f.

		System test and verification specification

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		If Volume 2, Subsection 2.7 is all “Y”, then this requirement is “Y”.



		g.

		System operations procedures

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		If Volume 2, Subsection 2.8 is all “Y”, then this requirement is “Y”.



		h.

		System maintenance procedures

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		If Volume 2, Subsection 2.9 is all “Y”, then this requirement is “Y”.



		i.

		Personnel deployment and training requirements

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		If Volume 2, Subsection 2.10 is all “Y”, then this requirement is “Y”.



		j.

		Configuration management plan

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		If Volume 2, Subsection 2.11 is all “Y”, then this requirement is “Y”.



		k.

		Quality assurance program

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		If Volume 2, Subsection 2.12 is all “Y”, then this requirement is “Y”.



		l.

		System change notes

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		If Volume 2, Subsection 2.13 is all “Y”, then this requirement is “Y”.

System Change Notes not reviewed – initial certification



		Vol 1: 9

		Configuration Management Requirements

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 9.2

		The vendor shall describe its policies for configuration management in the Technical Data Package. This description shall address the following elements:

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 9.2a

		Scope and nature of configuration management program activities

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		Vol 1: 9.2b

		Breadth of application of the vendor’s policies and practices to the voting system, i.e., extent to which policies and practices apply to the total system, and extent to which policies and practices of suppliers apply to particular components, subsystems or other defined system elements

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		Vol 1: 9.3

		Configuration Identification

		

		

		

		

		

		

		

		

		

		

		

		



		9.3.1

		The vendor shall describe the procedures and conventions used to classify configuration items into categories and subcategories, uniquely number or otherwise identify configuration items and name configuration items.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		Vol 1: 9.3.2

		Versioning Conventions

When a system component is part of a higher level system element such as a subsystem, the vendor shall describe the conventions used to:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Identify the specific versions of individual configuration items and sets of items that are incorporated in higher level system elements such as subsystems

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		b.

		Uniquely number or otherwise identify versions

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		c.

		Name versions

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		Vol 1: 9.4

		Baseline and Promotion Procedures

The vendor shall establish formal procedures and conventions for establishing and providing a complete description of the procedures and related conventions used to:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Establish a particular instance of a component as the starting baseline

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		b.

		Promote subsequent instances of a component to baseline status as development progresses through to completion of the initial completed version released to the accredited test lab for  testing

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		c.

		Promote subsequent instances of a component to baseline status as the component is maintained throughout its life cycle until system retirement (i.e., the system is no longer sold or maintained by the vendor)

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		Vol 1: 9.5

		Configuration Control Procedures

Configuration control is the process of approving and implementing changes to a configuration item to prevent unauthorized additions, changes or deletions. The vendor shall establish such procedures and related conventions, providing a complete description of those procedures used to:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Develop and maintain internally developed items

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		b.

		Acquire and maintain third-party items

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		c.

		Resolve internally identified defects for items regardless of their origin

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		d.

		Resolve externally identified and reported defects (i.e., by customers and accredited test labs)

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		Vol 1: 9.6

		Release Process

The release process is the means by which the vendor installs, transfers or migrates the system to the accredited test lab and, eventually, to its customers. The vendor shall establish such procedures and related conventions, providing a complete description of those used to:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Perform a first release of the system to an accredited test lab

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		b.

		Perform a subsequent maintenance or upgrade release of the system or particular components, to an accredited test lab

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		c.

		Perform the initial delivery and installation of the system to a customer, including confirmation that the installed version of the system matches exactly the certified system version

		*

		*

		*

		*

		*

		*

		*

		*

		*

		N

		*

		DISC # 478: DVS-CM A Doc #1 (Democracy Suite 2 11 Democracy Suite Configuration Management Process (Ver 1.5) 08/01/2008) Sec. 8  – Referenced Incorrect document 



		d.

		Perform a subsequent maintenance or upgrade release of the system or a particular component to a customer, including confirmation that the installed version of the system matches exactly the certified system version

		*

		*

		*

		*

		*

		*

		*

		*

		*

		N

		*

		DISC # 482 DVS-CM B Doc #1 (Democracy Suite 2 11 Democracy Suite Configuration Management Process (Ver 1.5) 08/01/2008) Sec. 8  – Referenced Incorrect document 



		Vol 1: 9.7

		Configuration Audits

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 1: 9.7.1

		The Physical Configuration Audit is conducted by the accredited test lab to compare the voting system components submitted for certification to the vendor’s technical documentation.  



For the PCA, a vendor shall provide:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Identification of all items that are to be a part of the software release

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		b.

		Specification of compiler (or choice of compilers) to be used to generate executable programs

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		c.

		Identification of all hardware that interfaces with the software

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		d.

		Configuration baseline data for all hardware that is unique to the system

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		e.

		Copies of all software documentation intended for distribution to users, including program listings, specifications, operations manual, voter manual, and maintenance manual

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		f.

		User acceptance test procedures and acceptance criteria

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		g.

		Identification of any changes between the physical configuration of the system submitted for the PCA and that submitted for the FCA, with a certification that any differences do not degrade the functional characteristics

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		Vol 1: 9.7.1h

		Complete descriptions of its procedures and related conventions used to support this audit by:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Establishing a configuration baseline of the software and hardware to be tested

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		ii.

		Confirming whether the system documentation matches the corresponding system components

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		Vol 1: 9.7.2

		Functional Configuration Audit

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Completely describe its procedures and related conventions used to support this audit for all system components

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		Vol 1: 9.7.2b

		Provide the following information to support this audit:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Copies of all procedures used for module or unit testing, integration testing, and system testing

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		ii.

		Copies of all cons generated for each module and integration test, and sample ballot formats or other cons used for system tests  

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		iii.

		Records of all tests performed by the procedures listed above, including error corrections and retests

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		Vol 1: 9.8

		Configuration Management Resources 

Within this context, a vendor is required to develop and provide a complete description of the procedures and related practices for maintaining information about:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Specific tools used, current version, and operating environment specifications

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		b.

		Physical location of the tools, including designation of computer directories and files

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		c.

		Procedures and training materials for using the tools

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		Vol  2: 1.5

		Documentation Submitted by Vendor

The vendor shall submit all the documentation necessary for the identification of the full system configuration submitted for evaluation and for the development of an appropriate test plan by the accredited test lab for conducting system certification testing.

		Y

		Y

		Y

		Y

		Y

		*

		Y

		Y

		Y

		Y

		Y

		



		Vol 2: 2.1.1

		Content and Format

		

		

		

		

		

		

		

		

		

		

		

		



		2.1.1i

		The vendor shall provide a list of all documents submitted controlling the design, construction, operation, and maintenance of the system. Documents shall be listed in order of precedence.

		Y

		Y

		Y

		Y

		Y

		*

		Y

		N

		Y

		Y

		NA

		DISC # 485: DVS-SMP A: The necessary documents are in the in the TDP drop.  However, there is no list of documents that list the documents in order of precedence.  Another problem is that precedence orders are different for different groups of users – precinct workers, Hardware, and software.



		Vol 2: 

2.1.1.1i

		Required Content for Initial Certification (Indicate “*” if this document does not fall into the identified category of documentation.) 

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		At minimum, the TDP shall contain the following documentation: System configuration overview;

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		At minimum, the TDP shall contain the following documentation: System functionality description;

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		At minimum, the TDP shall contain the following documentation: System hardware specifications;

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		At minimum, the TDP shall contain the following documentation: Software design and specifications;

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		e.

		At minimum, the TDP shall contain the following documentation: System test and verification specifications;

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		f.

		At minimum, the TDP shall contain the following documentation: System security specifications;

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		g.

		At minimum, the TDP shall contain the following documentation: User/system operations procedures;

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		h.

		At minimum, the TDP shall contain the following documentation: System maintenance procedures;

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		i.

		At minimum, the TDP shall contain the following documentation: Personnel deployment and training requirements;

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		



		j.

		At minimum, the TDP shall contain the following documentation: Configuration management plan;

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		k.

		At minimum, the TDP shall contain the following documentation: Quality assurance program;

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		l.

		At minimum, the TDP shall contain the following documentation:: System change notes.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		System Change Notes not reviewed – initial certification



		Vol 2: 

2.1.1.2

		Required Content for System Changes and Re-certification

		

		

		

		

		

		

		

		

		

		

		

		



		2.1.1.2i

		For systems seeking re-certification, vendors shall submit System Change Notes as described in Section 2.13, as well as current versions of all documents that have been updated to reflect system changes.

		*

		*

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		Lot 1 testing is not for re-certification, mark as NS



		2.1.1.2ii

		Vendors may also submit other information relevant to the evaluation of the system, such as test documentation, and records of the system's performance history, failure analysis and corrective actions. 

		*

		*

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		Lot 1 testing is not for re-certification, mark as NS



		2.1.1.3a 

		Format

The requirements for formatting the TDP are general in nature; specific format details are of the vendor’s choosing. The TDP shall include a detailed table of contents for the required documents, an abstract of each document and a listing of each of the informational sections and appendices presented. 

		Y

		Y

		Y

		Y

		Y

		*

		Y

		Y

		Y

		Y

		Y

		



		2.1.1.3b

		A cross-index shall be provided indicating the portions of the documents that are responsive to documentation requirements for any item presented.

		Y

		Y

		Y

		Y

		Y

		*

		Y

		Y

		Y

		Y

		Y

		



		Vol 2: 2.1.2

		Other Uses for Documentation

		

		

		

		

		

		

		

		

		

		

		

		



		2.1.2

		Although all of the TDP documentation is required for national certification testing, some of these same items may also be required during the state certification process and local level acceptance testing. Therefore, it is recommended that the technical documentation required for certification and acceptance testing be deposited in escrow. 

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Not a requirement and not testable during document review.



		Vol 2: 2.1.3

		Protection of Proprietary Information

		

		

		

		

		

		

		

		

		

		

		

		



		2.1.3i

		The vendor shall identify all documents, or portions of documents, containing proprietary information not approved for public release. 

		Y

		Y

		Y

		Y

		Y

		Y

		Y

		Y

		Y

		Y

		Y

		



		2.1.3ii

		Any person or test agency receiving proprietary information shall agree to use it solely for the purpose of analyzing and testing the system, and shall agree to refrain from otherwise using the proprietary information or disclosing it to any other person or agency without the prior written consent of the vendor, unless disclosure is legally compelled.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Not testable during document review.



		Vol 2: 2.2

		System Overview

		

		

		

		

		

		

		

		

		

		

		

		



		2.2i

		In the system overview, the vendor shall provide information that enables the test lab to identify the functional and physical components of the system, how the components are structured, and the interfaces between them.

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.2.1

		System Description

The system description shall include written descriptions, drawings and diagrams that present:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		A description of the functional components (or subsystems) as defined by the vendor (e.g., environment, election management and control, vote recording, vote conversion, reporting, and their logical relationships)

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		A description of the operational environment of the system that provides an overview of the hardware, software, and communications structure

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		A concept of operations that explains each system function, and how the function is achieved in the design

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Descriptions of the functional and physical interfaces between subsystems and components

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Identification of all COTS hardware and software products and communications services used in the development and/or operation of the voting system, identifying the name, vendor, and version used for each such component, including:

          -  Operating systems

          -  Database software

          -  Communications routers

          -  Modem drivers

          -  Dial-up networking software

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		f.

		The system description shall include written descriptions, drawings and diagrams that present:

Interfaces among internal components, and interfaces with external systems. For components that interface with other components for which multiple products may be used, the TDP shall provide an identification of:

 - File specifications, data objects, or other means used for information exchange

 - The public standard used for such file specifications, data objects, or other means

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		g.

		The system description shall include written descriptions, drawings and diagrams that present:

Benchmark directory listings for all software (including firmware elements) and associated documentation included in the vendor’s release in order of how each piece of software would normally be installed upon setup and installation. 

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 

2.2.2

		System Performance

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		The vendor shall provide system performance information including:

The performance characteristics of each operating mode and function in terms of expected and maximum speed, throughput capacity, maximum volume (maximum number of voting positions and maximum number of ballot styles supported), and processing frequency

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		The vendor shall provide system performance information including:

Quality attributes such as reliability, maintainability, availability, usability, and portability; 

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		The vendor shall provide system performance information including: 

Provisions for safety, security, privacy, and continuity of operation

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		The vendor shall provide system performance information including:

Design constraints, applicable standards, and compatibility requirements.

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.3

		System Functionality Description

		

		

		

		

		

		

		

		

		

		

		

		



		2.3i

		The vendor shall declare the scope of the system’s functional capabilities, thereby establishing the performance, design, test, manufacture, and acceptance context for the system.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		2.3ii

		The vendor shall provide a listing of the system’s functional processing capabilities, encompassing capabilities required by the Guidelines and any additional capabilities provided by the system. This listing shall provide a simple description of each capability. 

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		2.3iii

		Detailed specifications shall be provided in other documentation required for the TDP.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		2.3iiia

		The vendor shall organize the presentation of required capabilities in a manner that corresponds to the structure and sequence of functional capabilities indicated in Volume I, Section 2. The contents of Volume I, Section 2 may be used as the basis for a checklist to indicate the specific functions provided and those not provided by the system 

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		2.3iiib

		Additional capabilities shall be clearly indicated. They may be presented using the same structure as that used for required capabilities (i.e., overall system capabilities, pre-voting functions, voting functions, post-voting functions), or may be presented in another format of the vendor’s choosing.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		2.3iiic

		Required capabilities that may be bypassed or deactivated during installation or operation by the user shall be clearly indicated.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		2.3iiid

		Additional capabilities that function only when activated during installation or operation by the user shall be clearly indicated.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		2.3iiie

		Additional capabilities that normally are active but may be bypassed or deactivated during installation or operation by the user shall be clearly indicated.

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.4

		System Hardware Specifications

		

		

		

		

		

		

		

		

		

		

		

		



		2.4i

		The vendor shall expand on the system overview by providing detailed specifications of the hardware components of the system, including specifications of hardware used to support the telecommunications capabilities of the system, if applicable.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.4.1

		System Hardware Characteristics

The vendor shall provide a detailed discussion of the characteristics of the system, indicating how the hardware meets individual requirements defined in Volume I, Section 4, including:  

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Performance characteristics: This discussion addresses basic system performance attributes and operational scenarios that describe the manner in which system functions are invoked, describe environmental capabilities, describe life expectancy, and describe any other essential aspects of system performance;

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Physical Characteristics: This discussion addresses suitability for intended use, requirements for transportation and storage, health and safety criteria, security criteria, and vulnerability to adverse environmental factors;

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Reliability: This discussion addresses system and component reliability stated in terms of the systems operating functions, and identification of items that require special handling or operation to sustain system reliability;

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Maintainability: Maintainability represents the ease with which maintenance actions can be performed based on the design characteristics of equipment and software and the processes the vendor and election officials have in place for preventing failures and for reacting to failures. Maintainability includes the ability of equipment and software to self-diagnose problems and make non-technical election workers aware of a problem. Maintainability also addresses a range of scheduled and unscheduled events;

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Environmental conditions: This discussion addresses the ability of the system to withstand natural environments, and operational constraints in normal and test environments, including all requirements and restrictions regarding electrical service, telecommunications services, environmental protection, and any additional facilities or resources required to install and operate the system.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.4.2

		Design and Construction

		

		

		

		

		

		

		

		

		

		

		

		



		2.4.2i

		The vendor shall provide sufficient data, or references to data, to identify unequivocally the details of the system configuration submitted for testing.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		2.4.2ii

		The vendor shall provide a list of materials and components used in the system and a description of their assembly into major system components and the system as a whole. 

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.4.2iii

		Paragraphs and diagrams shall be provided that describe:

		

		

		

		

		

		

		

		

		

		

		

		



		2.4.2iiia

		Materials, processes, and parts used in the system, their assembly, and the configuration control measures to ensure compliance with the system specification;

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		2.4.2iiib

		The electromagnetic environment generated by the system;

		*

		*

		NA

		*

		*

		*

		*

		*

		*

		*

		*

		



		2.4.2iiic

		Operator and voter safety considerations, and any constraints on system operations or the use environment; 

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		2.4.2iiid

		Human factors considerations, including provisions for access by disabled voters.

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.5

		Software Design and Specification

		

		

		

		

		

		

		

		

		

		

		

		



		2.5i

		The vendor shall expand on the system overview by providing detailed specifications of the software components of the system, including software used to support the telecommunications capabilities of the system, if applicable.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.5.1

		Purpose and Scope

		

		

		

		

		

		

		

		

		

		

		

		



		2.5.1i

		The vendor shall describe the function or functions that are performed by the software programs that comprise the system, including software used to support the telecommunications capabilities of the system, if applicable.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.5.2

		Applicable Documents

		

		

		

		

		

		

		

		

		

		

		

		



		2.5.2i

		The vendor shall list all documents controlling the development of the software and its specifications. Documents shall be listed in order of precedence.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.5.3

		Software Overview

The vendor shall provide an overview of the software that includes the following items:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		A description of the software system concept, including specific software design objectives, and the logic structure and algorithms used to accomplish these objectives.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		b.

		The general design, operational considerations, and constraints influencing the design of the software.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Identification of all software items, indicating items that were:

   - Written in-house;

   - Procured and not modified;

   - Procured and modified, including descriptions of the modifications to the software and to the default configuration options

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Additional information for each item that includes: 

     - Item identification 

     - General Description 

     - Software requirements performed by the item

     - Identification of interfaces with other items that provide data to, or receive data from, the item

     - Concept of execution for the item

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		e.

		The vendor shall also include a certification that procured software items were obtained directly from the manufacturer or a licensed dealer or distributor.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.5.4

		Software Standards and Conventions

		

		

		

		

		

		

		

		

		

		

		

		



		2.5.4i

		The vendor shall provide information that can be used by an accredited test lab or state certification board to support software analysis and test design. 

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.4ii

		The information shall address standards and conventions developed internally by the vendor as well as published industry standards that have been applied by the vendor.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.5.4iii

		The vendor shall provide information that addresses the following standards and conventions:

		

		

		

		

		

		

		

		

		

		

		

		



		2.5.4iiia

		Software system development methodology

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.4iiib

		Software design standards, including internal vendor procedures

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.4iiic

		Software specification standards, including internal vendor procedures

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.4iiid

		Software coding standards, including internal vendor procedures

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.4iiie

		Testing and verification standards, including internal vendor procedures, that can assist in determining the program's correctness and ACCEPT/REJECT criteria

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.4iiif

		Quality assurance standards or other documents that can be used to examine and test the software. These documents include standards for program flow and control charts, program documentation, test planning, and test data acquisition and reporting.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.5.5

		Software Operating Environment

This section shall describe or make references to all operating environment factors that influence the software design.

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 2: 2.5.5.1

		Hardware Environment and Constraints

		

		

		

		

		

		

		

		

		

		

		

		



		2.5.5.1i

		The vendor shall identify and describe the hardware characteristics that influence the design of the software, such as:

--The logic and arithmetic capability of the processor;

--Memory read-write characteristics;

--External memory device characteristics;

--Peripheral device interface hardware;

--Data input/output device protocols;

--Operator controls, indicators, and displays.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.5.5.2

		Software Environment

		

		

		

		

		

		

		

		

		

		

		

		



		2.5.5.2i

		The vendor shall identify the compilers or assemblers used in the generation of executable code, and describe the operating system or system monitor.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.5.6

		Software Functional Specification

		

		

		

		

		

		

		

		

		

		

		

		



		2.5.6i

		The vendor shall provide a description of the operating modes of the system and of software capabilities to perform specific functions.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.5.6.1

		Configurations and Operating Modes

		

		

		

		

		

		

		

		

		

		

		

		



		2.5.6.1i

		The vendor shall describe all software configurations and operating modes of the system, such as ballot preparation, election programming, preparation for opening the polling place, recording votes and/or counting ballots, closing the polling place, and generating reports.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.5.6.1ii

		For each software function or operating mode, the vendor shall provide:

		

		

		

		

		

		

		

		

		

		

		

		



		2.5.6.1iia

		A definition of the inputs to the function or mode (with characteristics, tolerances or acceptable ranges, as applicable);

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.6.1iib

		An explanation of how the inputs are processed;

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.6.1iic

		A definition of the outputs produced (again, with characteristics, tolerances, or acceptable ranges as applicable).

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.5.6.2

		Software Functions

The vendor shall describe the software's capabilities or methods for detecting or handling:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Exception conditions;

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		b.

		System failures;

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Data input/output errors;

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Error logging for audit record generation;

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Production of statistical ballot data; 

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		f.

		Data quality assessment;  

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		g.

		Security monitoring and control.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.5.7

		Programming Specifications

		

		

		

		

		

		

		

		

		

		

		

		



		2.5.7

		The vendor shall provide in this section an overview of the software design, its structure, and implementation algorithms and detailed specifications for individual software modules.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.5.7.1

		Programming Specifications Overview

		

		

		

		

		

		

		

		

		

		

		

		



		2.5.7.1i

		This overview shall include such items as flowcharts, data flow diagrams, and other graphical techniques that facilitate understanding of the programming specifications. 

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.7.1ii

		This section shall be prepared to facilitate understanding of the internal functioning of the individual software modules.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.7.1iii

		Implementation of the functions shall be described in terms of the software architecture, algorithms, and data structures.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.5.7.2

		Programming Specifications Details

		

		

		

		

		

		

		

		

		

		

		

		



		2.5.7.2i

		The programming specifications shall describe individual software modules and their component units, if applicable.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.7.2ii

		For each module and unit, the vendor shall provide the following information:

		

		

		

		

		

		

		

		

		

		

		

		



		2.5.7.2iia

		Module and unit design decisions, if any, such as algorithms used;

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.7.2iib

		Any constraints, limitations, or unusual features in the design of the software module or unit;

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.7.2iic

		The programming language to be used and rationale for its use if other than the specified module or unit language;

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.7.2iid

		If the software module or unit consists of, or contains, procedural commands (such as menu selections in a database management system for defining forms and reports, on-line queries for database access and manipulation, input to a graphical user interface builder for automated code generation, commands to the operating system, or shell scripts), a list of the procedural commands and reference to user manuals or other documents that explain them;

		*

		*

		*

		N

		*

		*

		*

		*

		*

		*

		*

		DISC # 489: DVS-SDS A:

Neither document #1 (Democracy Suite - 2 5 ImageCast Precinct Software Design and Specification (Ver 2.13), December 1, 2008) nor document #2 (Democracy Suite EMS - Software Design and Specification, Revision 2.1.2, May 6, 2009) meets the requirements.  Section 8.2 of Document #2 contains brief source code class descriptions, and UML class diagrams, but does not address the level of detail specified by the requirements.



		2.5.7.2iie

		If the software module or unit contains, receives, or outputs data, a description of its inputs, outputs, and other data elements as applicable. (Section 2.5.9 describes the requirements for documenting system interfaces.) Data local to the software module or unit shall be described separately from data input to, or output from, the software module or unit.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		If Volume 2, Section 2.5.9 is all “Y”, then the clause for documenting system interfaces for this requirement is satisfied.



		2.5.7.2iif

		If the software module or unit contains logic, the logic to be used by the software unit, including, as applicable:

  - Conditions in effect within the software module or unit when its execution is initiated 

   - Conditions under which control is passed to other software modules or units

   -  Response and response time to each input, including data conversion, renaming, and data transfer operations

   -  Sequence of operations and dynamically controlled sequencing during the software module's or unit's operation, including:

      + The method for sequence control

      + The logic and input conditions of that method, such as timing variations, priority assignments

      + Data transfer in and out of memory

      + The sensing of discrete input signals, and timing relationships between interrupt operations within the software module or unit

		*

		*

		*

		N

		*

		*

		*

		*

		*

		*

		*

		DISC # 490: DVS-SDS A:

Neither document #1 (Democracy Suite - 2 5 ImageCast Precinct Software Design and Specification (Ver 2.13), December 1, 2008) nor document #2 (Democracy Suite EMS - Software Design and Specification, Revision 2.1.2, May 6, 2009) meets the requirements.  Section 8.2 of Document #2 contains brief source code class descriptions, and UML class diagrams, but does not address the level of detail specified by the requirements.



		2.5.7.2iig

		Exception and error handling

		*

		*

		*

		N

		*

		*

		*

		*

		*

		*

		*

		DISC # 494: DVS-SDS B:

The requirement is not met.  Document #1(Democracy Suite - 2 5 ImageCast Precinct Software Design and Specification (Ver 2.13), December 1, 2008) describes exceptions implementation only in general system-wide terms in sections 7.2 and 8.9.  Document #2 (Democracy Suite EMS - Software Design and Specification, Revision 2.1.2, May 6, 2009) addresses exceptions implementation only in section 7.2.



		Vol 2: 2.5.8

		System Database

		

		

		

		

		

		

		

		

		

		

		

		



		2.5.8i

		The vendor shall identify and provide a diagram and narrative description of the system’s databases, and any external files used for data input or output.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.8ii

		The information provided shall include for each database or external file:

		

		

		

		

		

		

		

		

		

		

		

		



		2.5.8iia

		The number of levels of design and the names of those levels (such as conceptual, internal, logical, and physical);

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.8iib

		Design conventions and standards (which may be incorporated by reference) needed to understand the design;

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.8iic

		Identification and description of all database entities and how they are implemented physically (e.g., tables, files);

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.8iid

		Entity relationship diagrams and description of relationships;

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.8iie

		Details of table, record or file contents (as applicable) to include individual data elements and their specifications, including:

-Names/identifiers

- Data type (alphanumeric, integer, etc.) 

- Size and format (such as length and punctuation of a character string)

-Units of measurement (such as meters, dollars, nanoseconds)

-Range or enumeration of possible values (such as 0-99)

-Accuracy (how correct) and precision (number of significant digits)

-Priority, timing, frequency, volume, sequencing, and other constraints, such as

whether the data element may be updated and whether business rules apply

-Security and privacy constraints

-Sources (setting/sending entities) and recipients (using/receiving entities)

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.8iif

		For external files, a description of the procedures for file maintenance, management of access privileges, and security.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.5.9

		Interfaces

		

		

		

		

		

		

		

		

		

		

		

		



		2.5.9i

		The vendor shall identify and provide a complete description of all internal and external interfaces, using a combination of text and diagrams.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.5.9.1

		Interface Identification

For each interface identified in the system overview, the vendor shall:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Provide a unique identifier assigned to the interface;

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Identify the interfacing entities (systems, configuration items, users, etc.) by name, number, version, and documentation references, as applicable;

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Identify which entities have fixed interface characteristics (and therefore impose interface requirements on interfacing entities) and which are being developed or modified (thus having interface requirements imposed on them).

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.5.9.2

		Interface Description

For each interface identified in the system overview, the vendor shall provide information that describes:

		

		

		

		

		

		

		

		

		

		

		

		



		2.5.9.2a

		The type of interface (such as real-time data transfer, storage-and-retrieval of data) to be implemented;

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.9.2b

		Characteristics of individual data elements that the interfacing entity(ies) will provide, store, send, access, receive, etc., such as:

  - Names/identifiers

  - Data type (alphanumeric, integer, etc.)

  - Size and format (such as length and punctuation of a character string)

  - Units of measurement (such as meters, dollars, nanoseconds)

  - Range or enumeration of possible values (such as 0-99)

  - Accuracy (how correct) and precision (number of significant digits)

  - Priority, timing, frequency, volume, sequencing, and other constraints, such as whether the data element may be updated and whether business rules apply

  - Security and privacy constraints

- Sources (setting/sending entities) and recipients (using/receiving entities)

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.9.2c

		Characteristics of communication methods that the interfacing entity(ies) will use for the interface, such as:

  - Communication links/bands/frequencies/media and their characteristics 

  - Message formatting 

  - Flow control (such as sequence numbering and buffer allocation)

  - Data transfer rate, whether periodic/aperiodic, and interval between transfers

  - Routing, addressing, and naming conventions

  - Transmission services, including priority and grade

  - Safety/security/privacy considerations, such as encryption, user authentication, compartmentalization, and auditing

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.9.2d

		Characteristics of protocols the interfacing entity(ies) will use for the interface, such as: 

  - Priority/layer of the protocol

  - Packeting, including fragmentation and reassembly, routing, and addressing 

  - Legality checks, error control, and recovery procedures

  - Synchronization, including connection establishment, maintenance, termination

  - Status, identification, and any other reporting features

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		2.5.9.2e

		Other characteristics, such as physical compatibility of the interfacing entity(ies) (such as dimensions, tolerances, loads, voltages, plug compatibility).

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.5.10

		Appendices

The vendor may provide descriptive material and data supplementing the various sections of the body of the Software Specifications. The content and arrangement of appendices shall be at the discretion of the vendor. Topics recommended for amplification or treatment in appendix form include:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Glossary:  A listing and brief definition of all software module names and variable names, with reference to their locations in the software structure. Abbreviations, acronyms, and terms should be included, if they are either uncommon in data processing and software development or are used in an unorthodox semantic.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		Optional material, mark as NA



		b.

		References:  A list of references to all related vendor documents, data, standards, and technical sources used in software development and testing.

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		*

		*

		Optional material, mark as NA



		c.

		Program Analysis:  The results of software configuration analysis algorithm analysis and selection, timing studies, and hardware interface studies that are reflected in the final software design and coding.

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		*

		*

		Optional material, mark as NA



		Vol 2: 2.6

		System Security Specification

		

		

		

		

		

		

		

		

		

		

		

		



		2.6i

		Vendors shall submit a system security specification that addresses the security requirements of Volume I, Section 7. 

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		*

		If Volume 1, Section 7 is all “Y”, then this requirement is “Y”.

See Vol 1 Sec 7 for trace and comments



		2.6ii

		This specification shall describe the level of security provided by the system in terms of the specific security risks addressed by the system, the means by which each risk is addressed, the process used to test and verify the effective operation of security capabilities and, for systems that use public telecommunications networks as defined in Volume I, Section 6, the means used to keep the security capabilities of the system current to respond to the evolving threats against these systems.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		2.6iii

		Information provided by the vendor in this section of the TDP may be duplicative of information required by other sections. Vendors may cross reference to information provided in other sections provided that the means used provides a clear mapping to the requirements of this section.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		Optional material, mark as NA



		2.6.iv

		Information submitted by the vendor shall be used to assist in developing and executing the system certification test plan. The Security Specification shall contain the sections identified below.

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 2: 2.6.1

		Access Control Policy

		

		

		

		

		

		

		

		

		

		

		

		



		2.6.1i

		The vendor shall specify the features and capabilities of the access control policy recommended to purchasing jurisdictions to provide effective voting system security. 

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		If Volume 1, Subsection 7.2 is all “Y”, then this requirement is “Y”.



		2.6.1ii

		The access control policy shall address the general features and capabilities and individual access privileges indicated in Volume I, Subsection 7.2.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		Vol 2: 2.6.2

		Access Control Measures

		

		

		

		

		

		

		

		

		

		

		

		



		2.6.2i

		The vendor shall provide a detailed description of all system access control measures and mandatory procedures designed to permit access to system states in accordance with the access policy, and to prevent all other types of access to meet the specific requirements of Volume I, Subsection 7.2. 

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		If Volume 1, Subsection 7.2 is all “Y”, the portion of this requirement that references subsection 7.2 is satisfied.



		2.6.2ii

		The vendor also shall define and provide a detailed description of the methods used to preclude unauthorized access to the access control capabilities of the system itself.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		Vol 2: 2.6.3

		Equipment and Data Security

		

		

		

		

		

		

		

		

		

		

		

		



		2.6.3i

		The vendor shall provide a detailed description of system capabilities and mandatory procedures for purchasing jurisdictions to prevent disruption of the voting process and corruption of voting data to meet the specific requirements of Volume I, Subsection 7.3.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		If Volume 1, Subsection 7.3 is all “Y”, then this requirement is “Y”.



		2.6.3ii

		This information shall address measures for polling place security and central count location security.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		Vol 2: 2.6.4

		Software Installation

		

		

		

		

		

		

		

		

		

		

		

		



		2.6.4i

		The vendor shall provide a detailed description of the system capabilities and mandatory procedures for purchasing jurisdictions to ensure secure software (including firmware) installation to meet the specific requirements of Volume I, Subsection 7.4. 

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		*

		If Volume 1, Subsection 7.4 is all “Y”, then this requirement is “Y”.



		2.6.4ii

		This information shall address software installation for all system components.

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		*

		DISC # 495: DVS-SSS E – Doc#1 (Democracy Suite System Security Specification (TDP 2.6), rev 2.0.10, April 13, 2009) sec 5 describes the software installation for the EMS and ICP. It does not address the BMD.



		Vol 2: 2.6.5

		Telecommunications & Data Transmission Security

The vendor shall provide a detailed description of the system capabilities and mandatory procedures for purchasing jurisdictions to ensure secure data transmission to meet the specific requirements of Volume I, Subsection 7.5:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		For all systems, this information shall address access control, and prevention of data interception;

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		Vol 2: 2.6.5b

		For systems that use public communications networks as defined in Volume I Section 6, this information shall also include:



		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Capabilities used to provide protection against threats to third party products and services

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		ii.

		Policies and processes used by the vendor to ensure that such protection is updated to remain effective over time

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		iii.

		Policies and procedures used by the vendor to ensure that current versions of such capabilities are distributed to user jurisdictions and are installed effectively by the jurisdiction

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		iv.

		A detailed description of the system capabilities and procedures to be employed by the jurisdiction to diagnose the occurrence of a denial of service attack, to use an alternate method of voting, to determine when it is appropriate to resume voting over the network, and to consolidate votes cast using the alternate method

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		v.

		A detailed description of all activities to be performed in setting up the system for operation that are mandatory to ensure effective system security, including testing of security before an election

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		vi.

		A detailed description of all activities that should be prohibited during system setup and during the timeframe for voting operations, including both the hours when polls are open and when polls are closed.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		The system does not use internet or other types of public telecommunication networks.



		Vol 2: 2.6.6

		Other Elements of an Effective Security Program

		

		

		

		

		

		

		

		

		

		

		

		



		2.6.6i

		The vendor shall provide a detailed description of the following additional procedures required for use by the purchasing jurisdiction:

		

		

		

		

		

		

		

		

		

		

		

		



		2.6.6ia

		Administrative and management controls for the voting system and election management, including access controls;

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		2.6.6ib

		Internal security procedures, including operating procedures for maintaining the security of the software for each system function and operating mode;

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		2.6.6ic

		Adherence to, and enforcement of, operational procedures (e.g., effective password management);

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		2.6.6id

		Physical facilities and arrangements;

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		2.6.6ie

		Organizational responsibilities and personnel screening.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		2.6.6iaf

		This documentation shall be prepared such that these requirements can be integrated by the jurisdiction into local administrative and operating procedures.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		



		Vol 2: 2.7

		System Test and Verification Specification

The vendor shall provide test and verification specifications for:



		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Development test specifications;

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		b.

		National Certification test specifications.

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.7.1

		Development Test Specifications

The vendor shall describe the plans, procedures, and data used during software development and system integration to verify system logic correctness, data quality, and security.

		

		

		

		

		

		

		

		

		

		

		

		



		ia.

		Test identification and design, including:

Test structure

Test sequence or progression

Test conditions

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		ib.

		Standard test procedures, including any assumptions or constraints

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		ic.

		Special purpose test procedures including any assumptions or constraints

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		id.

		Test data; including the data source, whether it is real or simulated, and how test data are controlled

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		ie..

		Expected test results

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		if.

		Criteria for evaluating test results

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		ii.

		Additional details for these requirements are provided by MIL-STD-498, Software Test Plan and Software Test Description. In the event that test data are not available, the accredited test lab shall design test cases and procedures equivalent to those ordinarily used during product verification.

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.7.2

		National Certification Test Specifications

The vendor shall provide specifications for verification and validation of overall software performance.

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 2: 2.7.2i

		These specifications shall cover:

		

		

		

		

		

		

		

		

		

		

		

		



		a

		Control and data input/output;

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		b.

		Acceptance criteria;

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		c.

		Processing accuracy;

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		d.

		Data quality assessment and maintenance;

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		e.

		Ballot interpretation logic;

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		f.

		Exception handling;

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		g.

		Security;

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		h.

		Production of audit trails and statistical data.

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		ii.

		The specifications shall identify procedures for assessing and demonstrating the suitability of the software for election use.

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		Vol 2: 2.8i

		This documentation shall provide all information necessary for system use by all personnel who support pre-election and election preparation, polling place activities and central counting activities, as applicable, with regard to all system functions and operations identified in Section 2.3 above. The nature of the instructions for operating personnel will depend upon the overall system design and required skill level of system operations support personnel.

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		Vol 2: 2.8ii

		The system operations procedures shall contain all information that is required for the preparation of detailed system operating procedures, and for operator training, as described below:

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 2: 2.8.1i

		The vendor shall provide a summary of system operating functions and modes, in sufficient detail to permit understanding of the system's capabilities and constraints.

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		Vol 2: 2.8.1ii

		The roles of operating personnel shall be identified and related to the operating modes of the system. Decision criteria and conditional operator functions (such as error and failure recovery actions) shall be described

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		Vol 2: 2.8.1iii

		The vendor shall also list all reference and supporting documents pertaining to the use of the system during elections operations

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		Vol 2: 2.8.2

		Operational Environment

The vendor shall describe the system environment, and the interface between the user or operator and the system. 

The vendor shall identify all facilities, furnishings, fixtures, and utilities that will be required for equipment operations, including equipment that operates at the:





		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Polling place;

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		b.

		Central count facility;

		*

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		



		c.

		Other locations.

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		Vol 2: 2.8.3

		System Installation and Test Specification

		

		

		

		

		

		

		

		

		

		

		

		



		i

		The vendor shall provide specifications for validation of system installation, acceptance, and readiness.

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		ii

		These specifications shall address all components of the system and all locations of installation (e.g., polling place central count facility), and shall address all elements of system functionality and operations identified in Section 2.3 above, including:

Pre-voting functions;

Voting functions

Post-voting functions

General capabilities

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		iii

		These specifications also serve to provide guidance to the procuring agency in developing its acceptance test plan and procedure according to the agency's contract provisions, and the election laws of the state.

		*

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		



		Vol 2: 2.8.4

		Operational Features

The vendor shall provide documentation of system operating features that meets the following requirements:



		

		

		

		

		

		

		

		

		

		

		

		



		a.

		A detailed description of all input, output, control, and display features accessible to the operator or voter;

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		b.

		Examples of simulated interactions in order to facilitate understanding of the system and its capabilities;

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		c.

		Sample data formats and output reports;

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		d.

		Illustrate and describe all status indicators and information messages.

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		Vol 2: 2.8.5

		Operating Procedures

The vendor shall provide documentation of system operating procedures that meets the following requirements:



		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Provides a detailed description of procedures required to initiate, control, and verify proper system operation;

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		b.

		Provides procedures that clearly enable the operator to assess the correct flow of system functions (as evidenced by system-generated status and information messages);

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		c.

		Provides procedures that clearly enable the operator to intervene in system operations to recover from an abnormal system state;

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		d.

		Defines and illustrates the procedures and system prompts for situations where operator intervention is required to load, initialize, and start the system;

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		e.

		Defines and illustrates procedures to enable and control the external interface to the system operating environment if supporting hardware and software are involved. Such information shall also be provided for the interaction of the system with other data processing systems or data interchange protocols;

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		f.

		Provides administrative procedures and off-line operator duties (if any) if they relate to the initiation or termination of system operations, to the assessment of system status, or to the development of an audit trail;

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		g.

		· Supports successful ballot and program installation and control by election officials, provides a detailed work plan or other form of documentation providing a schedule and steps for the software and ballot installation, which includes a table outlining the key dates, events and deliverables 

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		h.

		Supports diagnostic testing, specifies diagnostic tests that may be employed to identify problems in the system, verifies the correction of maintenance problems; and isolates and diagnoses faults from various systems states.

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		Vol 2: 2.8.6

		Operations Support

The vendor shall provide documentation of system operating procedures that meets the following requirements: 



		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Defines the procedures required to support system acquisition, installation, and readiness testing.  These procedures may be provided by reference, if they are contained either in the system hardware specifications, or in other vendor documentation;

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		b.

		Describes procedures for providing technical support, system maintenance and correction of defects, and for incorporating hardware upgrades and new software releases.

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		Vol 2: 2.8.7

		Appendices

The vendor may provide descriptive material and data supplementing the various sections of the body of the System Operations Manual. The content and arrangement of appendices shall be at the discretion of the vendor. Topics recommended for discussion include:



		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Glossary:  A listing and brief definition of all terms that may be unfamiliar to persons not trained in either voting systems or computer operations;

		*

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		Optional material, mark as NA



		b.

		References:  A list of references to all vendor documents and to other sources related to operation of the system

		*

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		Optional material, mark as NA



		c.

		Detailed Examples:  Detailed scenarios that outline correct system responses to faulty operator input. Alternative procedures may be specified depending on the system state; and

		*

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		Optional material, mark as NA



		d.

		Manufacturer's Recommended Security Procedures:  This appendix shall contain the security procedures that are to be executed by the system operator.

		*

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		Optional material, mark as NA



		Vol 2: 2.9i

		The system maintenance procedures shall provide information in sufficient detail to support election workers, information systems personnel, or maintenance personnel in the adjustment or removal and replacement of components or modules in the field. Technical documentation needed solely to support the repair of defective components or modules ordinarily done by the manufacturer or software developer is not required.

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		Vol 2: 2.9ii

		Recommended service actions to correct malfunctions or problems shall be discussed, along with personnel and expertise required to repair and maintain the system; and equipment, materials, and facilities needed for proper maintenance. This manual shall include the sections listed below.

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		If balance of Section 2.9 as detailed below is all “Y”, then this requirement is “Y”.



		Vol 2: 2.9.1i

		The vendor shall describe the structure and function of the equipment (and related software) for election preparation, programming, vote recording, tabulation, and reporting in sufficient detail to provide an overview of the system for maintenance, and for identification of faulty hardware or software.

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		Vol 2: 2.9.1ii

		The description shall include a concept of operations that fully describes such items as:

The electrical and mechanical functions of the equipment;

- How the processes of ballot handling and reading are performed (paper-based systems)

  - How vote selection and casting of the ballot are performed (DRE systems)

  - How transmission of data over a network is performed (DRE systems, where applicable)

  - How data are handled in the processor and memory units

  - How data output is initiated and controlled

  - How power is converted and conditioned

  - How test and diagnostic information is acquired and used

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		Vol 2: 2.9.2

		The vendor shall describe preventive and corrective maintenance procedures for hardware and software.

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		Vol 2: 2.9.2.1

		Preventative Maintenance Procedures

The vendor shall identify and describe:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		All required and recommended preventive maintenance tasks, including software tasks such as software backup, database performance analysis, and database tuning;

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		b.

		Number and skill levels of personnel required for each task;

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		c.

		Parts, supplies, special maintenance equipment, software tools, or other resources needed for maintenance;

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		d.

		Any maintenance tasks that must be coordinated with the vendor or a third party (such as coordination that may be needed for off-the-shelf items used in the system).

		*

		*

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		Doc 1: (Democracy Suite 2 9 ImageCast Precinct System Maintenance Procedures

(Ver 1.6) ) NA per doc Section 3.1, there are no prescribed preventative or periodic maintenance activities.

Doc 2: (ImageCast BMD Printer Ink Cartridge Maintenance Guideline (Version 1.0.3) ) Section 1.1.1.  There are no tasks that require vendor or third party coordination.



		Vol 2: 2.9.2.2a

		The vendor shall provide fault detection, fault isolation, correction procedures, and logic diagrams for all operational abnormalities identified by design analysis and operating experience.

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		Vol 2: 2.9.2.2b

		The vendor shall identify specific procedures to be used in diagnosing and correcting problems in the system hardware (or user-controlled software).

Descriptions shall include:



		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Steps to replace failed or deficient equipment;

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		ii.

		Steps to correct deficiencies or faulty operations in software;

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		iii.

		Modifications that are necessary to coordinate any modified or upgraded software with other software modules;

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		iv.

		The number and skill levels of personnel needed to accomplish each procedure;

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		v.

		Special maintenance equipment, parts, supplies, or other resources needed to accomplish each procedure;

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		vi.

		Any coordination required with the vendor, or other party, for off the shelf items.

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		Vol 2: 2.9.3

		The vendor shall identify and describe any special purpose test or maintenance equipment recommended for fault isolation and diagnostic purposes.

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		Vol 2: 2.9.4

		Vendors shall provide detailed documentation of parts and materials needed to operate and maintain the system. Additional requirements apply for paper-based systems.

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		Vol 2: 2.9.4.1

		The vendor shall provide a complete list of approved parts and materials needed for maintenance. 

This list shall contain sufficient descriptive information to identify all parts by: 

   - Type

   - Size

   - Value or range

   - Manufacturer's designation

   - Individual quantities needed

   - Sources from which they may be obtained

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		Vol 2: 2.9.4.2i

		For marking devices manufactured by multiple external sources, the vendor shall provide a listing of sources and model numbers that are compatible with the system.

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		Vol 2: 2.9.4.2ii

		The TDP shall specify the required paper stock, size, shape, opacity, color, watermarks, field layout, orientation, size and style of printing, size and location of punch or mark fields used for vote response fields and to identify unique ballot formats, placement of alignment marks, ink for printing, and folding and bleed-through limitations for preparation of ballots that are compatible with the system

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		Vol 2: 2.9.5i

		The vendor shall identify all facilities, furnishings, fixtures, and utilities that will be required for equipment maintenance

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		Vol 2: 2.9.5ii

		In addition, vendors shall specify the assumptions made with regard to any parameters that impact the mean time to repair. These factors shall include at a minimum:



		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Recommended number and locations of spare devices or components to be kept on hand for repair purposes during periods of system operation



		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		b.

		Recommended number and locations of qualified maintenance personnel who need to be available to support repair calls during system operation

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		c.

		Organizational affiliation (i.e., jurisdiction, vendor) of qualified maintenance personnel.

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		Vol 2: 2.9.6

		Appendices

The vendor may provide descriptive material and data supplementing the various sections of the body of the System Maintenance Manual. The content and arrangement of appendices shall be at the discretion of the vendor. Topics recommended for amplification or treatment in appendix include:



		

		

		

		

		

		

		

		

		

		

		

		Optional, mark as NA







		a.

		Glossary:  A listing and brief definition of all terms that may be unfamiliar to persons not trained in either voting systems or computer maintenance

		*

		*

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		Optional, mark as NA





		b.

		References:  A list of references to all vendor documents and other sources related to maintenance of the system

		*

		*

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		Optional, mark as NA





		c.

		Detailed Examples:  Detailed scenarios that outline correct system responses to every conceivable faulty operator input. Alternative procedures may be specified depending on the system state; and

		*

		*

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		Optional, mark as NA





		d.

		Maintenance and Security Procedures:  This appendix shall contain technical illustrations and schematic representations of electronic circuits unique to the system.

		*

		*

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		Optional, mark as NA





		Vol 2: 2.10

		Personnel Deployment and Training Requirements

The vendor shall describe the personnel resources and training required for a jurisdiction to operate and maintain the system

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		



		Vol 2: 2.10.1

		Personnel

The vendor shall specify the number of personnel and skill levels required to perform each of the following functions:



		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Pre-election or election preparation functions (e.g., entering an election, contest and candidate information; designing a ballot; generating pre-election reports;

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		



		b.

		System operations for voting system functions performed at the polling place;

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		



		c.

		System operations for voting system functions performed at the central count facility;

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		



		d.

		Preventive maintenance tasks;

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		



		e.

		Diagnosis of faulty hardware or software;

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		



		f.

		Corrective maintenance tasks;

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		



		g.

		Testing to verify the correction of problems.

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		



		h.

		A description shall be presented of which functions may be carried out by user personnel, and those that must be performed by vendor personnel.

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		



		Vol 2: 2.10.2

		Training

The vendor shall specify requirements for the orientation and training of the following personnel:



		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Poll workers supporting polling place operations;

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		



		b.

		System support personnel involved in election programming;

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		



		c.

		User system maintenance technicians;

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		



		d.

		Network/system administration personnel (if a network is used);

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		



		e.

		Information systems personnel;

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		



		f.

		Vendor personnel.

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		



		Vol 2: 2.11

		Configuration Management Plan

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Vendors shall submit a Configuration Management Plan that addresses the configuration management requirements of Volume I, Section 9. 

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		If Volume 1, Section 9 is all “Y”, then this requirement is “Y”.



		ii.

		This plan shall describe all policies, processes, and procedures employed by the vendor to carry out these requirements. 

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		iii.

		Information submitted by the vendor shall be used by the accredited test lab to assist in developing and executing the system certification test plan. This information is particularly important to support the design of test plans for system modifications. A well-organized, robust and detailed Configuration Management Plan will enable the accredited test lab to more readily determine the nature and scope of tests needed to fully test the modifications. 

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		iv.

		The Configuration Management Plan shall contain the sections identified below.

		

		

		

		

		

		

		

		

		

		

		

		



		1.

		The vendor shall provide a description of its organizational policies for configuration management, addressing the specific requirements of Volume I, Subsection 9.2.These requirements pertain to:

Scope and nature of configuration management program activities;

Breadth of application of vendor’s policy and practices to the voting system.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		2.

		The vendor shall provide a description of the procedures and naming conventions used to address the specific requirements of Volume I, Section 9.3.These requirements pertain to:

Classifying configuration items into categories and subcategories;

Uniquely numbering or otherwise identifying configuration items;

Naming configuration items.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		3.

		The vendor shall provide a description of the procedures and naming conventions used to address the specific requirements of Volume I, Subsection 9.4.These requirements pertain to:

Establishing a particular instance of a system component as the starting baseline;

Promoting subsequent instances of a component to baseline throughout the system development process for the first complete version of the system submitted for testing;

Promoting subsequent instances of a component to baseline status as the component is maintained throughout its life cycle until system retirement (i.e., the system is no longer sold or maintained)

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		4.

		The vendor shall provide a description of the procedures used by the vendor to approve and implement changes to a configuration item to prevent unauthorized additions, changes, or deletions to address the specific requirements of Volume I, Subsection 9.5.hese requirements pertain to:

Developing and maintaining internally developed items;

Developing and maintaining third-party items;

Resolving internally identified defects;

Resolving externally identified and reported defects.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		5.

		The vendor shall provide a description of the contents of a system release, and the procedures and related conventions by which the vendor installs, transfers, or migrates the system to accredited voting system testing laboratories and customers to address the specific requirements of Volume I, Subsection 9.6. These requirements pertain to:

A first release of the system to an accredited test lab;

A subsequent maintenance or upgrade release of a system, or particular components, to an accredited test lab

  - The initial delivery and installation of the system to a customer

  - A subsequent maintenance or upgrade release of a system, or particular components, to a customer

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		6.

		These requirements pertain to:

Physical configuration audit that verifies the voting system components submitted for certification to the vendor’s technical documentation;

Functional configuration audit that verifies the system performs all the functions described in the system documentation.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		7.

		The vendor shall provide a description of the procedures and related conventions for maintaining information about configuration management tools required by Volume I, Subsection 9.8.These requirements pertain to information regarding:

Specific tools used, current version, and operating environment;

- Physical location of the tools, including designation of computer directories and files

  - Procedures and training materials for using the tools

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		Vol 2: 2.12

		Quality Assurance Program

Vendors shall submit a Quality Assurance Program that addresses the quality assurance requirements of Volume I, Section 8. This plan shall describe all policies, processes and procedures employed by the vendor to ensure the overall quality of the system for its initial development and release and for subsequent modifications and releases. 

		

		

		

		

		

		

		

		

		

		

		

		If Volume 1, Section 8 is all “Y”, then this requirement is “Y”.



		Vol 2: 2.12.1

		Quality Assurance Policy

The vendor shall provide a description of its organizational policies for quality assurance, including:



		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Scope and nature of Quality Assurance activities;

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		b.

		Breadth of application of vendor’s policy and practices to the voting system.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		Vol 2: 2.12.2i

		The vendor shall provide a description of its practices for parts and materials tests and examinations that meet the requirements of Volume I, Subsection 8.5.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		If Volume 1, Subsection 8.5 is all “Y”, then this requirement is “Y”.



		Vol 2: 2.12.3i

		The vendor shall provide a description of its practices for quality conformance inspections that meet the requirements of Volume I, Subsection 8.6.For each test performed, the record of tests provided shall include:

Test location;

- Test date

   - Individual who conducted the test

   - Test outcomes" after the second sentence

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		 Vol 2: 2.12.4i

		The vendor shall provide a description of its practices for documentation of the system and system development process that meet the requirements of Volume I, Subsection 8.7.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		If Volume 1, Subsection 8.7 is all “Y”, then this requirement is “Y”.



		Vol 2: 2.13i

		Vendors submitting modifications for a system that has been tested previously and received national certification shall submit system change notes. 

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		System Change Notes not reviewed – initial certification



		Vol 2: 2.13ii

		These will be used by the accredited test lab to assist in developing and executing the test plan for the modified system.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		System Change Notes not reviewed – initial certification



		Vol 2: 2.13.iii

		The system change notes shall include the following information:



		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Summary description of the nature and scope of the changes, and reasons for each change

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		System Change Notes not reviewed – initial certification



		b.

		A listing of the specific changes made, citing the specific system configuration items changed and providing detailed references to the documentation sections changed

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		System Change Notes not reviewed – initial certification



		c.

		The specific sections of the documentation that are changed (or completely revised documents, if more suitable to address a large number of changes).

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		System Change Notes not reviewed – initial certification



		d.

		Documentation of the test plan and procedures executed by the vendor for testing the individual changes and the system as a whole, and records of test results

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		System Change Notes not reviewed – initial certification



		Vol 2: 3.1

		This section contains a description of the testing to be performed to confirm the functional capabilities of a voting system submitted for national certification. It describes the scope and basis for functionality testing, outlines the general sequence of tests within the overall test process, and provides guidance on testing for accessibility.

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 2: 3.2.1

		In order to best complement the diversity of the voting systems industry, the certification testing process is not rigidly defined. Although there are basic functionality testing requirements, additions or variations in testing are appropriate to the use of specific technologies and configurations, system capabilities, and the outcomes of previous testing.

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 2: 3.2.3i

		The requirements for voting system functionality provided by Volume I, Section 2 reflect a minimum set of capabilities.  Vendors may, and often do, provide additional capabilities in systems in order to respond to the requirements of individual states.  These additional capabilities shall be identified by the vendor within the TDP, as described in Volume II, Section 2.  

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 3.4

		Volume I, Section 4 prescribes the requirements for voting system accessibility to satisfy the provisions of HAVA 301(a)(4) and 241(b)(5).  

		

		

		

		

		

		

		

		

		

		

		

		



		Vol 2: 3.4a



		To demonstrate conformance to these requirements, vendors shall conduct summative usability tests of accessible voting equipment with blind and visually impaired individuals and individuals lacking fine motor control.

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		Vol 2: 3.4b

		A description of the testing performed, the population of test subjects participating, and the results shall be documented using the Common Industry Format (CIF) by the vendor and submitted as part of the Technical Data Package.

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		Vol 2: 5.3i

		Prior to initiating the software review, the accredited test lab shall verify that the documentation submitted by the vendor in the TDP is sufficient to enable:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Review of the source code

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Design and conduct tests at every level of the software structure to verify that the software meets the vendor's design specifications and the requirements of the performance guidelines

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 6.6

		The Physical Configuration Audit compares the voting system components submitted for qualification to the vendor's technical documentation, and shall include the following activities:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		The audit shall establish a configuration baseline of the software and hardware to be tested. It shall also confirm whether the vendor's documentation is sufficient for the user to install, validate, operate, and maintain the voting system. MIL-STD-1521 can be used as a guide when conducting this audit

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		d.

		To assess the adequacy of user acceptance test procedures and data, vendor documents containing this information shall be reviewed against the system's functional specifications. Any discrepancy or inadequacy in the vendor's plan or data shall be resolved prior to beginning the system integration functional and performance tests

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		f.

		The vendor shall provide a list of all documentation and data to be audited, cross-referenced to the contents of the TDP.

		Y

		Y

		Y

		Y

		Y

		*

		Y

		Y

		Y

		*

		Y

		



		g.

		Vendor technical personnel shall be available to assist in the performance of the Physical Configuration Audit.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Not testable in doc review; mark as NA



		Vol 2: 6.7i



		The Functional Configuration Audit encompasses an examination of vendor tests, and the conduct of additional tests, to verify that the system hardware and software perform all the functions described in the vendor's documentation submitted for the TDP.  It includes a test of system operations in the sequence in which they would normally be performed, and shall include the following activities. MIL-STD-1521 may be used as a guide when conducting this audit:

		

		

		

		

		

		

		

		

		

		

		

		



		ii.

		The vendor shall provide a list of all documentation and data to be audited, cross-referenced to the contents of the TDP.

		Y

		Y

		Y

		Y

		Y

		*

		Y

		Y

		Y

		*

		Y

		



		iii.

		Vendor technical personnel shall be available to assist in the performance of the Functional Configuration Audit.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Not testable in doc review; mark as NA



		Vol 2: 7.4ii

		In addition to confirming that all required information has been submitted, the accredited test lab shall determine the vendor’s conformance with the documented configuration management practices.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		Vol 2: 7.4.1

		The accredited test lab shall examine the vendor’s documented configuration management policy to confirm that it:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Addresses the full scope of the system, including components provided by external suppliers

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		b.

		Addresses the full breadth of system documentation

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		Vol 2: 7.4.2

		The accredited test lab shall examine the vendor’s documented configuration identification practices policy to confirm that it:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Describes clearly the basis for classifying configuration items into categories and subcategories, for numbering of configuration items; and for naming of configuration items

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		b. 

		Describes clearly the conventions used to identify the version of the system as a whole and the versions of any lower level elements (e.g., subsystems, individual elements) if such lower level version designations are used

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		Vol 2: 7.4.3

		The accredited test lab shall examine the vendor’s documented baseline, promotion, and demotion procedures to confirm that they:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Provide a clear, controlled process that promotes components to baseline status when specific criteria defined by the vendor are met; and

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		b.

		Provide a clear, controlled process for demoting a component from baseline status when specific criteria defined by the vendor are met.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		Vol 2: 7.4.4

		The accredited test lab shall examine the vendor’s configuration control procedures to confirm that they:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Are capable of providing effective control of internally developed system components

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		b.

		Provides the means for clear identification of the system version being replaced

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		Vol 2: 7.4.5a

		The accredited test lab shall examine the vendor’s release process to confirm that it:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Provides clear accountability for moving forward with the release of the initial system version and subsequent releases

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		b.

		Provides the means for clear identification of the system version being replaced

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		c.

		Confirms that all required internal vendor tests and audits prior to release have been completed successfully

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		d.

		Confirms that each system version released to customers has been certified

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		e.

		Confirms that each system release has been received by the customer

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		f.

		Confirms that each system release has been installed successfully by the customer

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		Vol 2: 7.4.6

		The accredited test lab shall examine the vendor’s configuration audit procedures to confirm that they:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Are sufficiently broad in scope to address the entire system, including system documentation

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		b.

		Are conducted with appropriate timing to enable effective control of system versions

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		c.

		Are sufficiently rigorous to confirm that all system documentation prepared and maintained by the vendor matches the actual system functionality, design, operation, and maintenance requirements

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		Vol 2: 7.4.7i

		The accredited test lab shall examine the configuration management resource information submitted by the vendor to determine whether sufficient information has been provided to enable another organization to clearly identify the resources used and acquire them for use

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		Vol 2: 7.5

		The examination of quality assurance practices shall address the full scope of requirements described in Volume I, Section 8, and the documentation requirements described in Volume II, Section 2. The accredited test lab shall confirm that all required information has been submitted, and assess whether the vendor’s quality assurance program provides for:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Clearly measurable quality standards

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		b.

		An effective testing program throughout the system development life cycle

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		c.

		Application of the quality assurance program to external providers of system components and supplies

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		d.

		Comprehensive monitoring of system performance in the field and diagnosis of system failures

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		e.

		Effective record keeping of system failures to support analysis of failure patterns and potential causes

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		N

		DISC # 496: DVS-QA - A: (2 12 Democracy Suite Quality Assurance Program (Version 1.5)  07/10/2008) No documentation found describing record keeping of system failures



		f.

		Effective processes for notifying customers of system failures and corrective measures that need to be taken, and for confirming that such measures are taken

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		N

		DISC # 497: DVS-QA - B: (2 12 Democracy Suite Quality Assurance Program (Version 1.5)  07/10/2008) No documentation found describing processes for notifying customers of system failures



		g.

		In addition to the general examinations described above, the accredited test lab shall focus on the specific elements of the vendor's quality assurance program indicated below.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		NA

		Not a testable requirement – see below for specific requirements



		Vol 2: 7.5.1

		The accredited test lab shall examine the vendor’s quality assurance policy to confirm that it:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Addresses the full scope of the voting system

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		N

		SEE DISC DVS-QA - A and B – (2 12 Democracy Suite Quality Assurance Program (Version 1.5) 07/10/2008) Does not address the full scope of the voting system as far as quality assurance because Vol 2: 7.5 e and f (see above) failed.



		b.

		Clearly designates a senior level individual accountable for implementation and oversight of quality assurance activities

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		N

		DISC # 498: DVS-QA - D – (2 12 Democracy Suite Quality Assurance Program (Version 1.5) 07/10/2008) Does not indicate either individual or title of accountable person.



		c.

		Clearly designates the individuals, by position within the vendor’s organization, who are to conduct each quality assurance activity

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		d.

		Provides procedures that determine compliance with, and correct deviations from, the quality assurance program at a minimum annually

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		N

		DISC # 499: DVS-QA - E – (2 12 Democracy Suite Quality Assurance Program (Version 1.5) 07/10/2008) No indication of annual determination of QA compliance.



		Vol 2: 7.5.2

		The accredited test lab shall examine the vendor’s parts and materials special tests and examinations to confirm that they:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		Identify appropriate criteria that are used to determine the specific system components for which special tests are required to confirm their suitability for use in a voting system

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		b.

		Are designed in a manner appropriate to determine suitability

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		c.

		Have been conducted and documented for all applicable parts and materials

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		Vol 2: 7.5.3

		The accredited test lab shall examine the vendor’s quality conformance plans, procedures and, inspection results to confirm that:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		All components have been tested according to the test requirements defined by the vendor

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		b.

		All components have passed the requisite tests

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		c.

		For each test, the test documentation identifies:

          - Test location

          - Test date

          - Individual who conducted the test

          - Test outcome

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		



		Vol 2: 7.5.4i

		The accredited test lab shall examine the vendor’s voting system documentation to confirm that it meets the content requirements of Volume I, Subsection 8.7, and Section 2, and is written in a manner suitable for use by purchasing jurisdictions.

		Y

		Y

		Y

		N

		Y

		*

		Y

		Y

		Y

		Y

		Y

		Sections of the Software Design & Specs do not meet the requirements: DISC DVS-SDS A & B



		NYS Law:

7-202.1

		A voting machine or system to be approved by the state board of elections shall:

		

		

		

		

		

		

		

		

		

		

		

		



		t.

		Not include any device or functionality potentially capable of externally transmitting or receiving data via the internet or via radio waves or via other wireless means.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		Refer to VVSG Vol: 1  7.5



		6209.2

		Polling place voting system requirements.

		

		

		

		

		

		

		

		

		

		

		

		



		6209.2.A

		In order for a polling place voting system to be considered by the State Board for certification, it must comply with the mandates of New York State Election Law, and meet the Election Assistance Commissions 2005 Voluntary Voting System Guidelines, to the extent that they are consistent with state law and these regulations.  Such polling place voting systems shall meet the following requirements:

		

		

		

		

		

		

		

		

		

		

		

		



		7.

		The system shall incorporate multiple memories, including resident vote tabulation, storage of results and ballot images in resident memory, serving as a redundant means of verifying or auditing election results and ballot images, and further, the system shall be required to alert the election day worker that memory capacity is about to be reached.

		*

		NA

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Refer to VVSG Vol:1  2.1.2.f

Not testing for DRE



		6209.2.F

		Voter Verified Paper Audit Trails (VVPAT)

		

		

		

		

		

		

		

		

		

		

		

		



		2.

		There shall be instructions for performing the verification process made available to the voter in a location on the voting system.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		Refer to VVSG Vol: 1  7.9.6.g



		4.

		The voting system shall allow the voter to approve or reject the paper record, in the case of DRE systems, marking the ballot as such in the presence of the voter.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Refer to VVSG Vol:1  7.9.2.d



		4a.

		Any DRE voting system shall provide a means to reconcile the number of rejected paper records with the number of occurrences of rejected electronic selections, and procedures shall be in place to address any discrepancies.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1, mark as NS



		6.

		In the case of a DRE voting system, procedures by which an election official can be notified and prescribed actions can be taken to address discrepancies if a voter indicates that the electronic and paper records do not match, shall be documented.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1, mark as NS



		8.

		Vendor documentation shall include procedures for returning a voting system to correct operation after a voter has used it incompletely or incorrectly; this procedure shall not cause discrepancies between the tallies of the electronic and paper records.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Refer to VVSG Vol: 1  7.9.2.e



		10.

		The voting system’s ballot records shall be structured and contain information so as to support highly precise audits of their accuracy.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1, mark as NS



		10a.

		All cryptographic software in the voting system shall have been approved by the U.S. Government’s Crypto Module Validation Program (CMVP) as applicable.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Refer to VVSG Vol:1  7.9.3.a



		10b.

		This information shall contain, but not be limited to, the voting site/election district, type of election, ballot style, and whether the system is operating in a “test” mode.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Refer to VVSG Vol:1  7.9.3.b.i,7.9.3.b.ii,7.9.3.b.iii



		11.

		In the case of a DRE voting system, the electronic and paper records shall be linked by including a unique identifier within each record that can be used to identify each record uniquely and correspond the two accordingly.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Not Tested For Lot 1, mark as NS



		12.

		The voting system shall generate and store a digital signature for each electronic record.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Refer to VVSG Vol:1  7.9.3.d



		13.

		The electronic records shall be able to be exported for auditing or analysis on standards-based and/or information technology computing platforms.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Refer to VVSG Vol:1  7.9.3.e



		13a..

		The exported electronic records shall be in an open, non-proprietary format.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Refer to VVSG Vol:1  7.9.3.e.i



		13b.

		The voting system shall export the records accompanied by a digital signature of the collection of records, which shall be calculated on the entire set of electronic records and their associated digital signatures.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Refer to VVSG Vol:1  7.9.3.e.ii



		13c.

		The voting system vendor shall provide documentation as to the structure of the exported records and how they shall be read and processed by software.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		Refer to VVSG Vol:1  7.9.3.e.iii



		14.

		The voting system printers shall be physically secure from tampering.

		*

		*

		*

		*

		*

		NS

		*

		*

		*

		*

		*

		



		14a.

		The voting system shall communicate with its printers over a standard, publicly documented printer port using a standard communication protocol.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		Refer to VVSG Vol:1  7.9.4.a



		14c.

		The printer shall not be permitted to communicate with any other system or machine other than the single voting system to which it is connected.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		Refer to VVSG Vol:1  7.9.4.e



		14d.

		The printer shall only be able to function as a printer: it cannot store information or contain or provide any services that are not essential to system function, (e.g., provide copier or fax functions) or have network capability.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		Refer to VVSG Vol:1  7.9.4.f



		15.

		The voting system’s printers shall be highly reliable and easily maintained.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		Refer to VVSG Vol:1  7.9.4.l



		15d.

		There shall be adequate supplies of consumable items such as paper and printer ink on hand to operate from opening to closing of polls.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		This is a Polling Place Requirement, mark as NA



		15dii.

		Vendor documentation shall include specifications regarding the temperature and humidity ranges specified by the manufacturer for the storage of printer consumables

		*

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		DISC # 501: DVS-SOP-B

There are no specifications for storing printer consumables in any of the documents.



Doc 1 (2 8 Imagecast Precinct Operations Procedures (Ver 1.35)): Not found in doc 1 

Doc 2 (2 8 Democracy Suite EMS System Operations Procedures (Version 2.2.0)): Not found in doc 2 

Doc 3 (2 8 Democracy Suite EMS Appliance Installation and Configuration Users Guide (Version 1.1.2)): Not found in doc 3 

Doc 4 (2 8 Democracy Suite EMS Client-Server Standard Installation and Configuration Users Guide (Version 1.0.2)): Not found in doc 4



		e.

		The vendor shall make recommendations as to appropriate numbers of printers to be used in conjunction with the number of voting systems being utilized. A sufficient number of replacement printers shall be available.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		This is a Polling Place Requirement, mark as NA



		16.

		Vendor documentation shall include procedures for investigating and resolving malfunctions including but not limited to misreporting of votes, unreadable paper records, paper jams, low ink, miss feeds and power failures.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		Refer to VVSG Vol:1  7.9.4.k



		17.

		Vendor documentation shall include procedures for ensuring, in the case of malfunctions, that electronic and paper records are correctly recorded and stored.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		Refer to VVSG Vol:1  7.9.4.i



		18.

		Protective coverings intended to be transparent on voting system devices shall be maintainable via a predefined cleaning process. If the coverings become damaged such that they obscure the paper record, they shall be replaced.

		*

		*

		*

		*

		*

		NA

		*

		*

		*

		*

		*

		Not Tested For Lot 1, mark as NA



		6209.2.G.

		Any submitted voting system’s software shall not contain any code, procedures or other material which may disable, disarm or otherwise affect in any manner, the proper operation of the voting system, or which may damage the voting system, any hardware, or any computer system or other property of the State Board or county board, including but not limited to ‘viruses’, ‘worms’, ‘time bombs’, and ‘drop dead’ devices that may cause the voting system to cease functioning properly at a future time.

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		Refer to VVSG Vol:1  7.4.2



		6209.6

		Examination criteria

		

		

		

		

		

		

		

		

		

		

		

		



		6209.6D2a

		The vendor shall provide a list of all documentation and data required to be included as part of the independent review and vendor technical personnel shall be available to the State Board during the performance of the Functional Configuration Audit.

		Y

		*

		*

		Y

		Y

		*

		Y

		Y

		Y

		*

		Y

		



		6209.6.D.2b

		The vendor shall provide the following technical data:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		copies of all procedures used for module or unit testing, integration testing and system testing;

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		ii.

		copies of all test cases generated for each module and integration test and sample ballot formats or other cons used for system;

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		iii.

		records of all tests performed by the procedures listed above, including error correction and retest.

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		6209.6D3a

		The vendor shall provide a list of all documentation and data required to be audited by the State Board. Vendor’s technical personnel shall be available to the State Board during the performance of the Physical Configuration Audit.

		Y

		*

		*

		Y

		Y

		*

		Y

		*

		Y

		*

		Y

		



		6209.6.D.3b

		The vendor shall provide the following technical data:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		identification of all items which are to be a part of the software release;

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		identification of all hardware which interfaces with the software;

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		iii.

		configuration baseline data for all hardware included within the system;

		*

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		



		biv.

		copies of all software documentation which is intended for distribution to users, including program listings, specifications, operator manual, user manual and software maintenance manual;

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		bv.

		proposed user acceptance test procedure and acceptance criteria;

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		bvi

		an identification and explanation of any changes between the Physical Configuration Audit and the configuration submitted for the Functional Configuration Audit.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		NA

		*

		These are considered Change Notes and were not required for the initial release.



		6209.6.F

		Software, Hardware, Operating and Support Documentation

		

		

		

		

		

		

		

		

		

		

		

		



		6209.6.F.2

		Vendor Documentation



Complete product documentation shall be provided to the State Board for voting systems, their components and all auxiliary devices. This documentation shall be sufficient to serve the needs of the voter, the operator, maintenance technicians, and other appropriate county board personnel. It shall be prepared and published in accordance with standard industrial practice for electronic and mechanical equipment such documentation

shall include:

		

		

		

		

		

		

		

		

		

		

		

		



		6209.6F3

		Software Specification



The Software Specification shall contain and describe the vendor's design standards and conventions, environment and interface specifications, functional specifications, programming architecture specifications, and test and verification specifications. Vendor must also provide document identification, an abstract of the specification, configuration control status and a table of contents. The body of the specification shall contain the following material:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		System Overview



The vendor shall identify the system hardware and the environment in which the software will operate and the general design and operational considerations and constraints which have influenced the design of the software.

		Y

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		b.

		Program Description



The vendor shall provide descriptions of the software system concept, the array of hardware in which it operates, the intended operating environment, the specific software design objectives and development methodology and the logical structure and algorithms used to accomplish the objectives.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		c.

		Standards and Conventions



The vendor shall provide information which can be used as a partial basis for code analysis and test design. It should include a description and discussion of the standards and conventions used in the preparation of this specification and in the development of the software.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		d.

		Specification Standards and Conventions



The vendor shall identify all published and private standards and conventions used to document software development and testing. Vendor internal procedures shall be provided as attachments to this Software Specification.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		e.

		Test and Verification Standards



The vendor shall identify any standards or other documents which are applicable to the determination of program correctness and acceptance criteria.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		f.

		Quality Assurance Standards



The vendor shall describe all standards or other documents which are applicable to the examination and testing of the software, including standards for flowcharts, program documentation, test planning and test data acquisition and reporting.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		g.

		Operating Environment



The vendor shall provide a description of the system and subsystem interfaces at which inputs, outputs and data transformations occur. It shall contain or make reference to all operating environment factors which influence the software design.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		6209.6.F.3h

		Hardware Constraints



The vendor shall identify and describe the hardware characteristics which influence the design of the software, such as:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		the logic and arithmetic capability of the processor,

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		memory read/write characteristics,

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		iii.

		external memory device characteristics

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		iv.

		peripheral device interface hardware data I/O device protocols, and

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		v.

		operator controls, indicators and displays.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		6209.6.F.3i.

		Software Environment



The vendor shall identify all compilers, assemblers, or other software tools to be used for the generation of executable code and a description of the operating system or system monitor. This section shall also contain an overview of the compile-time interaction of the voting system software with library calls and linking.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		6209.6.F.3j.

		Interface Characteristics



The vendor shall describe the interfaces between executable code and system input-output and control hardware.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		6209.6.F.3k.

		Software Functional Specification



The vendor shall provide a description of the overall functions which the software performs in the context of its mode or modes of operation. The vendor shall also describe the capabilities and methods for detecting and handling exceptional conditions, system failure, data input/output errors, error logging and audit record generation and security monitoring and control.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		6209.6.F.3l.

		Configurations and Operating Modes



The vendor shall describe the various software configurations and operating modes of the system; such as preparation for opening of the polling place, vote recording and/or vote processing, closing of the polling place and report generation. For each software function or operating mode, a definition of the inputs (characteristics, tolerances or acceptable ranges) to the function or mode, how the inputs are processed and what outputs are produced (characteristics, tolerances or acceptable ranges) shall be provided.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		6209.6.F.3m.

		External files



In the event that external files are used for data input or output, the definition of information context and record formats shall be provided. The vendor shall also describe the procedures for file maintenance, access privileges and security.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		6209.6.F.3n1.

		 Security requirements and security provisions of the system’s software shall be identified for each system function and operating mode. The voting system must be secure against attempts to interfere with correct system operation. The vendor shall identify each potential point of attack.

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		*

		Refer to VVSG Vol: 2  2.6



		6209.6.F.3n2.

		For each potential point of attack, the vendor shall identify the technical safeguards embodied in the voting system to defend against attack, and the procedural safeguards that the vendor has recommended be followed by the election administrators to further defend against that attack. Each defense shall be classified as preventative, if it prevents the attack in the first place; detective if it allows detection of an attack; or  corrective if it allows correction of the damage done by an attack.

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		*

		Refer to VVSG Vol: 1  7.4.2

VVSG Vol:2  2.6



		6209.6.F.3n3.

		Security requirements and provisions shall include the ability of the system to detect, prevent, log and recover from the broad range of security risks identified.

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		*

		Refer to VVSG Vol: 1  7.4.2

VVSG Vol:2  2.6



		6209.6.F.3n4.

		These procedures shall also examine system capabilities and safeguards claimed by the vendor to prevent interference with correct system operations.

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		*

		Refer to VVSG Vol: 2  2.6



		6209.6.F.3o.

		Programming Specifications



The vendor shall provide an overview of the software design, structure and implementation algorithms. Whereas the Functional Specification of the preceding section provides a description of what functions the software performs and the various modes in which it operates, this section should be prepared so as to facilitate understanding of the internal functioning of the individual software modules.  Implementation of functions shall be described in terms of software architecture, algorithms and data structures and all procedures or procedure interfaces which are vulnerable to degradation in data quality or security penetration shall be identified.

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		6209.6.F.3p.

		Test and Verification Specifications



The vendor shall provide a description of the procedures used during software development to verify logical correctness, data quality and security. This description shall include existing standard test procedures, special purpose test procedures, test criteria and experimental design and validation criteria. In the event that this documentation is not available, the Qualification Test agency shall design test cases and procedures equivalent to those ordinarily used as a basis for verification (see below).

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		



		6209.6.F.3q.

		Qualification Test Specification



The vendor shall provide a description of the specification for verification and validation of overall software performance, including acceptance criteria for control and data input/output, processing accuracy, data quality assessment and maintenance,

exceptional handling and security. The specification shall identify specific procedures by means of which the general suitability of the software for elections use can be assessed and demonstrated. The vendor's specification and procedure shall be used to establish the detailed requirements of the tests described in "Laboratory Environmental Test Procedures for Hardware and Software" of this Standard.

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		6209.6.F.3r.

		Acceptance Test Specification



The vendor shall provide a description of the specification for installation, acceptance and readiness verification. This specification shall identify specific procedures by means of which the capability of the software to accommodate actual ballot formats and format logic, and pre-election logic, accuracy and security test requirements of using jurisdictions may be assessed and demonstrated. The vendor's specification shall be used to establish the detailed requirements of the tests described in "Laboratory Environmental Test Procedures for Hardware and Software" of this standard performed to evaluate the adequacy of the vendor's procedures and it shall be suitable for inclusion in the regulations and procedures of user counties when preparing for the conduct of actual elections.

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		*

		



		6209.6.F.3s

		Appendices



The vendor shall provide descriptive material and data supplementing the various sections of the body of the Software Specification. The content and arrangement of appendices shall be at the discretion of the vendor. Topics recommended for amplification and treatment in appendix form include:

		

		

		

		

		

		

		

		

		

		

		

		



		i.

		Glossary: Provide a listing and brief definition of all software module names and variable names with reference to their locations in the software structure. Include abbreviations, acronyms and terms which are either not commonly used in data

processing and software development or which are used in an uncommon semantic context.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		ii.

		References: Provide a list of references to all related vendor documents, data, standards and technical sources used in software development and testing.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		iii.

		Program Analysis: Provide the results of software configuration analysis, algorithm analysis and selection, timing studies and hardware interface studies reflected in the final software design and coding.

		*

		*

		*

		Y

		*

		*

		*

		*

		*

		*

		*

		



		iv.

		Security Analysis: Provide a detailed description of the penetration analysis performed to preclude intrusion by unauthorized persons and fraudulent manipulation of elections data. Identify security policies and measures and selection criteria for audit log data categories.

		*

		*

		*

		*

		*

		N

		*

		*

		*

		*

		*

		Refer to VVSG Vol:2  2.6



		6209.6.F.4i.

		This documentation shall include a physical description of the equipment sufficient to identify all features, controls and displays. It shall include a complete procedure for energizing the equipment, for testing and verifying operational status and for identifying all abnormal equipment states. It shall include a complete operating procedure for inserting ballots to be tabulated, for controlling the tabulation process, for monitoring the status of the equipment, for recovering from error conditions and for preparing output reports. It shall also include troubleshooting instructions.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		6209.6.F.4ii.

		The documentation shall also include a description of the relationship of the Sensitive Area, Voting Target, and Ballot Position. For paper-based systems, this description shall include a description of the nature of the marks the system will and will not count as votes, for example, the types of marks made with each of a variety of pens and pencils that should be counted and that should not be counted.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		



		6209.6F4iii.

		For DRE voting systems, this description shall include a description of the nature of the voter action required to cast a vote in the Sensitive Area, for example, the force and duration of contact required.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		DRE not applicable to this certification



		6209.6.F.5

		Maintenance Information:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		This documentation shall contain a complete physical and functional description of the equipment and a theory of operation which fully describes the electrical and mechanical function of the equipment, how the processes of ballot handling and reading are performed, how data are handled in the processor and memory sections, how data output is initiated and controlled, how power is converted or conditioned and how test and diagnostic information is acquired and used.

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		b.

		A complete parts and materials list shall be provided which contains sufficient descriptive information to identify all parts by type, size, value or range and manufacturer's designation.

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		c.

		Technical illustrations and schematic representations of electronic circuits shall be provided with indications of all test and adjustment points and the nominal value and tolerance or waveform to be measured. Fault detection, isolation and correction procedures or logic diagrams shall be prepared for all operational abnormalities identified by design analysis and operating experiences.

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		6209.6.F.6



		Logistics, Facilities and Training



The vendor shall identify all operating and support requirements of the system or component. These requirements include material, facilities and personnel, including furnishings, fixtures, and utilities which will be required to support system operation, maintenance and storage.

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		6209.6F7

		Maintenance Training and Supply:

		

		

		

		

		

		

		

		

		

		

		

		



		a.

		The vendor shall identify all corrective and preventive maintenance tasks, including the calibration of the system, as appropriate, and the level at which they shall be performed. Levels of maintenance shall include operator tasks, maintenance personnel tasks and factory repair.

		*

		*

		*

		*

		*

		*

		Y

		Y

		*

		*

		*

		



		b.

		Operator tasks shall be limited to the activation of controls to identify irrecoverable error conditions and to the replenishment of consumables such as printer ribbons, paper and the like.

		*

		*

		*

		*

		*

		*

		Y

		Y

		*

		*

		*

		



		c.

		Maintenance personnel tasks shall include all field maintenance actions which require access to internal portions of the equipment. They shall include the conduct of tests to localize the source of a malfunction; the adjustment, repair or replacement of malfunctioning circuits or components and the conduct of tests to verify restoration to service.

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		e.

		The vendor shall identify by function all personnel required to operate and support the system. For each functional category, the number of personnel and their skills and skill levels shall be specified.

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		



		f.

		The vendor shall specify requirements for the training of each category of operating and support personnel, including but not limited to voters, poll workers, and elections staff. The vendor shall prepare all materials required in the training activity and shall provide or otherwise arrange for the provision of as many qualified instructors as are necessary to properly and fully train said personnel in each category.

		*

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		



		g.

		The vendor shall recommend a standard complement of supplies, spares and repair parts which will be required to support system operation. This list shall include the identification of these materials and their individual quantities and sources from which they may be obtained. The vendor shall supply, at vendor's expense, any special tools required to repair or maintain the equipment.

		*

		*

		*

		*

		*

		*

		*

		Y

		*

		*

		*

		



		h.

		The vendor shall provide complete instructions for all methods of voting which voters may use to cast their vote, including instructions on entering and changing votes, write-in voting, verifying votes and accepting the cast votes. Written and audio instructions shall be provided in each language in which voting shall occur within the state.

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		*

		







End of Document
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DVS-Crypto-Findings

		Module		File Path		Functions		Line		FIPS Alg?		Cert Impl?		Correct Use?		Comment

		BMDvideo 2.20		BMDvideo-20090507-2.20/BMDvideo/dvs/Serial.cpp		CRC 16 CCITT algorithm		231-256		no		no		yes		The CRC CCITT algorithm is not FIPS complient. It’s a standard CRC generation technique.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/Services/DCFService.cs		                if (false == SHAAlghoritm.VerifyDigest(ofd.FileName, RemoteFileManager.SHA))		142		yes		yes		yes		This method calls the VerifyDigest() method, which used methods defined in ShaAlorithm.cs to generate the digest.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/Services/DCFService.cs		                File.WriteAllBytes(Path.ChangeExtension(tmpName, RemoteFileManager.SHA), shaPart);		219		yes		yes		yes		This method uses member variables from the SHA algorithm, which is defined in FIPS compliant ShaAlorithm.cs.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/Services/DCFService.cs		            if (false == SHAAlghoritm.VerifyDigest(tmpName, RemoteFileManager.SHA))		220		yes		yes		yes		This method calls the VerifyDigest() method, which used methods defined in ShaAlorithm.cs to generate the digest.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/AddTabulatorUserCmd.cs		            ActionUtils.ModifyObject(tabUser, tabUser.password, ConvertService.EncryptForDatabase(password));		153		no		no		yes		This method call uses the RijndaelManaged.cs class for encryption. This class is not FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/CreateTabulatorCmd.cs		            ActionUtils.ModifyObject(tab, tab.HMACKey, Tabulator.GetHMACKey());		139		yes		yes		yes		This method uses a HMAC key and HMAC is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/CreateTabulatorCmd.cs		            TabulatorUser.CreateDefaultUser(tab, ConvertService.EncryptForDatabase(password));		142		no		no		yes		This method call uses the RijndaelManaged.cs class for encryption. This class is not FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ModifyTabulatorUserCmd.cs		                ActionUtils.ModifyObject(tabUser, tabUser.password, ConvertService.EncryptForDatabase(password));		151		no		no		yes		This method call uses the RijndaelManaged.cs class for encryption. This class is not FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		            MD5CryptoServiceProvider md5)		305		no		no		no		This method computes MD5 hash of two files and compares it.  MD5 is not FIPS compliant. Two different files may have the same hash; in that case the function will not return the valid result. A file containing malicious code could generate a valid and same hash. In this case, the malicious script will be validated and executed.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotGUI/BallotManEditor.cs		            RijndaelAlgorithm ra = BatchProcessHelper.CreateEncryptionObject();		601		no		no		yes		This method call uses the RijndaelManaged.cs class for encryption. This class is not FIPS compliant. The key length and block size are validated and updated.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.cs		            RsaAsymmetricEncryption rsaTabulator = new RsaAsymmetricEncryption(X509Alghoritm.ECertificateFileType.pfx);		318		yes		yes		yes		This is object declartionof RsaAsymmetricEncryption.cs. This is FIPS compliant

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.cs		            X509Alghoritm fullData = new X509Alghoritm(rsaTabulator.RawData);		320		yes		yes		yes		The object fulldata is created using the members of the RSA Asymmetric algorithm. This is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.cs		            RsaAsymmetricEncryption rsa = new RsaAsymmetricEncryption();		398		yes		yes		yes		This is object declartionof RsaAsymmetricEncryption.cs. This is FIPS compliant

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.cs		            rsa.ImportBlob(ee.tabulatorsCertificate.Value);		399		yes		yes		yes		This method uses the ImportBlob method from the RsaAsymmetricEncryption.cs class. This is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.cs		                    RsaAsymmetricEncryption rsa = new RsaAsymmetricEncryption();		668		yes		yes		yes		This is object declartionof RsaAsymmetricEncryption.cs. This is FIPS compliant

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.cs		                    rsa.DecodeAndImportX509PublicKey(publicKey);		669		yes		yes		yes		This method uses the DecodeAndImportX509PublicKey() method. It is a wrapper method to read the public key used for RSA encryption defined in the RsaAsymmetricEncryption.cs. This is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.cs		                    ActionUtils.ModifyObject(tab, tab.publicKey, rsa.ExportBlob(false));		670		yes		yes		yes		This method uses the ExportBlob method from the RSA encryption defined in the RsaAsymmetricEncryption. This is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorSecurityCtrl.cs		                RsaAsymmetricEncryption rsa = new RsaAsymmetricEncryption();		149		yes		yes		yes		RsaAsymmetricEncryption.cs is FIPS compliant

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorSecurityCtrl.cs		                rsa.DecodeAndImportX509PublicKey(publicKey);		150		yes		yes		yes		This method uses the DecodeAndImportX509PublicKey() method. It is a wrapper method to read the public key used for RSA encryption defined in the RsaAsymmetricEncryption.cs. This is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorSecurityCtrl.cs		                ActionUtils.ModifyObject(tab, tab.publicKey, rsa.ExportBlob(false));		151		yes		yes		yes		This method uses the ExportBlob method from the RsaAsymmetricEncryption.cs class. This is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Utilities/GUIUtilities.cs		            if (false == VerifyDigest(Path.Combine(pfc.SecurityFolder, fileName), ref error))		148		yes		yes		yes		Uses SHAAlgorithmto compute and compare hash. This is FIPS complaint.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Utilities/GUIUtilities.cs		            if (false == SHAAlghoritm.VerifyDigest(fileOrig, RemoteFileManager.SHA))		196		yes		yes		yes		The method Verify Digest is defined in the SHAAlgorithm.cs class. SHA algorithm is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain/Misc/Consistency/BinaryHashCalculator.cs		        public BinaryHashCalculator(String[] binAttrNames)		41		yes		yes		yes		Calls SHAAlgorithmto compute hash in the method call. This is FIPS complaint.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain/Tabulation/Tabulator.cs		        public static Byte[] GetHMACKey()		532		yes		yes		yes		Retrieving the HMAC key from database. If it does not exist they are generating it in this function. 

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Domains/DVS.DemocracySuite.USElectionsDomain/Tabulation/Tabulator.cs		                hmacKey = ConvertToByte(RandomPassword.Generate(lenght, lenght, RandomPassword.EPasswordType.Strong));		549		no		no		no		System.Random class is used in the RandomPassword.cs class to generate passwords. System.Random is not secure.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DemocracySuite.ConfigurationService/ConnectionConfiguration.cs		 private String cryptoKey = "DVSCorp2007";       //Default crypto key		105		no		no		no		The default key for RijndaelManaged algorithm are defined here. This is less than 128bit. The use of Rijndael algorithm is not FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DemocracySuite.ConfigurationService/ConnectionConfiguration.cs		private String cryptoValue = "USElection2007";  //Default crypto vector  		106		no		no		no		The default key for RijndaelManaged algorithm are defined here. This is less than 128bit. The use of Rijndael algorithm is not FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.AudioLibrary/ImportAudioFilesReport.cs		            SHAAlghoritm sha = new SHAAlghoritm(false);		144		yes		yes		yes		SHAAlgorithm is FIPS complaint.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.AudioLibrary/ImportAudioFilesReport.cs		            byte[] shaHash = sha.GetSHA256Hash(tempName);		146		yes		yes		yes		The GetSHA256Hash() method is defined in the SHAAlgorithm.cs class. This is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.Common/Commands/ProgramUseriButtonCmd.cs		            ra = new RijndaelAlgorithm();		118		no		no		yes		This class uses RijndaelManaged class. Rijndael algorithm is FIPS compliant but RijndaelManaged is not.  

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.Common/Commands/ProgramUseriButtonCmd.cs		            Byte[] passHash = shaAlg.GetSHA256Hash(ConvertService.ConvertToByte(password));		376		yes		yes		yes		SHA256Hash is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.Common/Commands/ProgramUseriButtonCmd.cs		            RsaAsymmetricEncryption rsa = new RsaAsymmetricEncryption();		379		yes		yes		yes		RSA Asymmetric Encryption is FIPS compliant. 

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.Common/Commands/ProgramUseriButtonCmd.cs		            rsa.ImportBlob(tabObj.publicKey.Value);		386		yes		yes		yes		RSA Asymmetric Encryption is FIPS compliant. 

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.Common/Commands/ProgramUseriButtonCmd.cs		                byte[] decrypt = aes128.Decrypt(Convert.FromBase64String(tabUser.password.ToString()));		439		no		no		yes		aes128 uses the Rijndael Algorithm for decryption. This is not FIPS complaint.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ConfigurationService/ConnectionConfiguration.cs		            this["Element"] = Encrypt(connConfig.Password);		146		no		no		yes		Calls the RijndaelManaged class which uses the right keysize(128), block size (128), IV and CBC mode to be compliant and acceptable according to FIPS-197.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ConfigurationService/ConnectionConfiguration.cs		        private string Encrypt(string value)		772		no		no		yes		Calls the RijndaelManaged class which uses the right keysize(128), block size (128), IV and CBC mode to be compliant and acceptable according to FIPS-197.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ConfigurationService/ConnectionConfiguration.cs		            RijndaelAlgorithm cryptor = new RijndaelAlgorithm(cryptoKey, cryptoValue);		775		no		no		yes		Calls the RijndaelManaged class which uses the right keysize(128), block size (128), IV and CBC mode to be compliant and acceptable according to FIPS-197.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ConfigurationService/ConnectionConfiguration.cs		            byte[] encrypt = cryptor.Encrypt(ConvertService.ConvertToByte(value));		777		no		no		yes		Calls the RijndaelManaged class which uses the right keysize(128), block size (128), IV and CBC mode to be compliant and acceptable according to FIPS-197.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ConfigurationService/ConnectionConfiguration.cs		        private String Decrypt(String value)		790		no		no		yes		Calls the RijndaelManaged class which uses the right keysize(128), block size (128), IV and CBC mode to be compliant and acceptable according to FIPS-197.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ConfigurationService/ConnectionConfiguration.cs		            RijndaelAlgorithm cryptor = new RijndaelAlgorithm(cryptoKey, cryptoValue);		796		no		no		yes		Calls the RijndaelManaged class which uses the right keysize(128), block size (128), IV and CBC mode to be compliant and acceptable according to FIPS-197.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ConfigurationService/ConnectionConfiguration.cs		            byte[] decrypt = cryptor.Decrypt(Convert.FromBase64String(value));		798		no		no		yes		Calls the RijndaelManaged class which uses the right keysize(128), block size (128), IV and CBC mode to be compliant and acceptable according to FIPS-197.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonManager.cs		private const String cryptoKey = "DVSCorp2007";   //Default crypto key		111		no		no		no		The default key for RijndaelManaged algorithm are defined here. This is less than 128bit. The use of Rijndael algorithm is not FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonManager.cs		private const String cryptoValue = "USElection2007";  //Default crypto vector		112		no		no		no		The default key for RijndaelManaged algorithm are defined here. This is less than 128bit. The use of Rijndael algorithm is not FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonManager.cs		        public static sbyte[] CalculateMAC(byte[] secret)		303		no		no		no		This method uses SHA1Managed Algorithm defined under the System.Security.Cryptography class. SHA1Managed is not FIPS compliant. This method is defined here but is not called anywhere in the code.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonManager.cs		            return CalculateMAC(ConvertService.ConvertToByte(secret));		320		no		no		no		This method uses SHA1Managed Algorithm defined under the System.Security.Cryptography class. SHA1Managed is not FIPS compliant. This method is defined here but is not called anywhere in the code.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonManager.cs		                RijndaelAlgorithm cryptor = new RijndaelAlgorithm(cryptoKey, cryptoValue);		337		no		no		yes		Calls the RijndaelManaged class which uses the right keysize(128), block size (128), IV and CBC mode to be compliant and acceptable according to FIPS-197.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonManager.cs		                Byte[] encrypt = cryptor.Decrypt(Convert.FromBase64String(versionValue));		361		no		no		yes		Calls the RijndaelManaged class which uses the right keysize(128), block size (128), IV and CBC mode to be compliant and acceptable according to FIPS-197.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.CryptoService/ConvertService.cs		            byte[] encrypt = aes128.Encrypt(value);		286		no		no		yes		Calls the RijndaelManaged class which uses the right keysize(128), block size (128), IV and CBC mode to be compliant and acceptable according to FIPS-197.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.CryptoService/ConvertService.cs		                String key = RandomPassword.Generate(value16, value16, RandomPassword.EPasswordType.Strong);		306		no		no		no		System.Random class is used in the RandomPassword.cs class to generate passwords. System.Random is not secure.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.CryptoService/ConvertService.cs		                String vector = RandomPassword.Generate(value16, value16, RandomPassword.EPasswordType.Strong);		310		no		no		no		System.Random class is used in the RandomPassword.cs class to generate passwords. System.Random is not secure.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.CryptoService/ConvertService.cs		                String hmac = RandomPassword.Generate(value32, value32, RandomPassword.EPasswordType.Strong);		314		no		no		no		System.Random class is used in the RandomPassword.cs class to generate passwords. System.Random is not secure.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.CryptoService/ConvertService.cs		                ActionUtils.ModifyObject(electionEvent, electionEvent.HMACKey, ConvertService.ConvertToByte(hmac));		316		yes		yes		yes		This method uses the HMAC key which is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.CryptoService/Cryption.cs		            GenerateParams(current.RijndaelKey.BoxedValue as String, current.RijndaelVector.BoxedValue as String);		72		no		no		yes		Calls the RijndaelManaged class which uses the right keysize(128), block size (128), IV and CBC mode to be compliant and acceptable according to FIPS-197. This method validates the key length.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.CryptoService/MD5Algorithm.cs						no		no		yes		MD5 is not FIPS compliant. Implementation uses Microsoft's System.Security.Cryptography namespace.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.CryptoService/RijndaelAlgorithm.cs						no		no		no		This class uses RijndaelManaged class. Rijndael algorithm is FIPS compliant but RijndaelManaged is not.  If FIPS mode is turned on, the RijndaelMaganed algorithm will not work. However, RijndaelManaged is used with the right keysize(128), block size (128), IV and CBC mode to be compliant and acceptable according to FIPS-197.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.CryptoService/RsaAsymmetricEncryption.cs						yes		yes		yes		RSA Asymmetric Encryption is FIPS compliant. 

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.CryptoService/SHAAlghoritm.cs						yes		yes		yes		SHA algorithm is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		                                new RijndaelAlgorithm(BatchProcessHelper.Param1, BatchProcessHelper.Param2);		1526		no		no		no		Here the key and IV string are only 4 chars long strings. To be FIPS 197 compliant it must be 128bits.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		                                new RijndaelAlgorithm(BatchProcessHelper.Param1, BatchProcessHelper.Param2);		1636		no		no		no		Here the key and IV string are only 4 chars long strings. To be FIPS 197 compliant it must be 128bits.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.RemoteServerProvider/BatchProcessHelper.cs		public const String Param1 = "xxxx";		154		no		no		no		The default key for RijndaelManaged algorithm are defined here. This is less than 128bit. The use of Rijndael algorithm is not FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.RemoteServerProvider/BatchProcessHelper.cs		public const String Param2 = "yyyy";		170		no		no		no		The default key for RijndaelManaged algorithm are defined here. This is less than 128bit. The use of Rijndael algorithm is not FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.RemoteServerProvider/BatchProcessHelper.cs		            RijndaelAlgorithm ra = new RijndaelAlgorithm(Param1, Param2);		294		no		no		no		Here the key and IV string are only 4 chars long strings. To be FIPS 197 compliant it must be 128bits.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.RemoteServerProvider/BatchProcessHelper.cs		        public static RijndaelAlgorithm CreateEncryptionObject()		376		no		no		no		Here the key and IV string are only 4 chars long strings. To be FIPS 197 compliant it must be 128bits.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.cs		                    CreateSha(filePath);		346		yes		yes		yes		SHAAlgorithm is FIPS complaint.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.cs		                        CreateSha(filePath);		381		yes		yes		yes		SHAAlgorithm is FIPS complaint.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.cs		            SHAAlghoritm sha = new SHAAlghoritm(false);		413		yes		yes		yes		SHAAlgorithm is FIPS complaint.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.cs		            byte[] calculatedHash = sha.GetSHA256Hash(sourcePath);		416		yes		yes		yes		SHAAlgorithm is FIPS complaint.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.cs		        private void CreateSha(String filePath)		1068		yes		yes		yes		SHAAlgorithm is FIPS complaint.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.cs		            SHAAlghoritm sha = new SHAAlghoritm(false);		1071		yes		yes		yes		SHAAlgorithm is FIPS complaint.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ServerSideReports/Commands/ConsistencyReportCommand.cs		                CreateSha(xmlFile);		497		yes		yes		yes		SHAAlgorithm is FIPS complaint.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ServerSideReports/Commands/PyramidTestCommand.cs		                SHAAlghoritm sha = new SHAAlghoritm(false);		547		yes		yes		yes		SHAAlgorithm is FIPS complaint.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ServerSideReports/Commands/PyramidTestCommand.cs		                byte[] shaHash = sha.GetSHA256Hash(fullName);		549		yes		yes		yes		SHAAlgorithm is FIPS complaint.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ServerSideReports/Commands/PyramidTestCommand.cs		                String hashPath = Path.ChangeExtension(fullName, RemoteFileManager.SHA);		551		yes		yes		yes		SHAAlgorithm is FIPS complaint.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ServerSideReports/Commands/ServerReportBase.cs		CreateSha(path);		171		yes		yes		yes		SHAAlgorithm is FIPS complaint.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ServerSideReports/Commands/ServerReportBase.cs		        protected virtual void CreateSha(string path)		187		yes		yes		yes		SHAAlgorithm is FIPS complaint.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ServerSideReports/Commands/ServerReportBase.cs		            SHAAlghoritm sha = new SHAAlghoritm(false);		191		yes		yes		yes		SHAAlgorithm is FIPS complaint.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ServerSideReports/Commands/ServerReportBase.cs		            byte[] shaHash = sha.GetSHA256Hash(path);		193		yes		yes		yes		SHAAlgorithm is FIPS complaint.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotStyleBase.IDiscBGCallb.cs		            RijndaelAlgorithm ra = new RijndaelAlgorithm(BatchProcessHelper.Param1, BatchProcessHelper.Param2);		396		no		no		no		Here the key and IV string are only 4 chars long strings. To be FIPS 197 compliant it must be 128bits.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/Content/Generation/BallotContentValidatorBase.cs		                RsaAsymmetricEncryption rsa = new RsaAsymmetricEncryption();		864		yes		yes		yes		RsaAsymmetricEncryption.cs is FIPS compliant

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/Content/Generation/BallotContentValidatorBase.cs		                rsa.ImportBlob(elEvent.tabulatorsCertificate.Value);		865		yes		yes		yes		This method uses the ImportBlob method from the RsaAsymmetricEncryption.cs class. This is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/Actions/ImageFilesLoader.cs		                           ElectionFileHelper.VerifySHA256WithoutKey(totalHashableData);		319		yes		yes		yes		This method uses SHA256 to verify hash. This is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/Actions/ImageFilesLoader.cs		                            ElectionFileHelper.DecodeWithHMACSHA256(		322		yes		yes		yes		This method uses SHA256 to generate hash. This is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/Actions/ImageFilesLoader.cs		                    RsaAsymmetricEncryption rsa = new RsaAsymmetricEncryption();		339		yes		yes		yes		RsaAsymmetricEncryption.cs is FIPS compliant

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/Actions/ImageFilesLoader.cs		                    rsa.ImportBlob(myTabulator.publicKey.Value);		340		yes		yes		yes		This method uses the ImportBlob method from the RsaAsymmetricEncryption.cs class. This is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/Actions/ImageFilesLoader.cs		                            ElectionFileHelper.VerifySHA256WithoutKey(totalData);		397		yes		yes		yes		This method uses SHA256 to verify hash. This is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/Actions/ImageFilesLoader.cs		                    imageData = ElectionFileHelper.DecryptWithRijndael(imageData);		424		no		no		yes		Calls the RijndaelManaged class which uses the right keysize(128), block size (128), IV and CBC mode to be compliant and acceptable according to FIPS-197.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		        public static byte[] DecodeWithHMACSHA256(byte[] key, byte[] data)		252		yes		yes		yes		SHA256Hash is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            if (!shaa.DecodeByHMACSHA256(key, hash, ms) == true)		270		yes		yes		yes		SHA256Hash is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		        public static byte[] DecodeWithMD5(byte[] data)		289		no		no		no		MD5 is not FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            MD5Algorithm md5 = new MD5Algorithm();		295		no		no		no		This method computes MD5 hash of two files and compares it.  MD5 is not FIPS compliant. Two different files may have the same hash; in that case the function will not return the valid result. A file containing malicious code could generate a valid and same hash. In this case, the malicious script will be validated and executed.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		        public static byte[] EncodeWithHMACSHA256(byte[] key, byte[] data)		322		yes		yes		yes		SHA256Hash is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		        public static byte[] EncodeWithMD5(byte[] data)		338		no		no		no		MD5 is not FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		        public static byte[] VerifySHA256WithoutKey(byte[] data)		409		yes		yes		yes		This method uses the SHA256. This is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            byte[] recalculatedShaHash = shaAlg.GetSHA256Hash(dataWithoutHash);		429		yes		yes		yes		SHA256Hash is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		        public static byte[] SignSHA256WithoutKey(byte[] data)		446		yes		yes		yes		This method uses SHA256 to generate hash. This is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            byte[] hash = shaa.GetSHA256Hash(data);		451		yes		yes		yes		SHA256Hash is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		        public static byte[] Encrypt(byte[] data, byte[] hmacKey)		463		no		no		yes		Uses the RijndaelManaged algorithm, which is not FIPS compliant but its use over here is FIPS 197 compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		        public static byte[] Decrypt(byte[] data, byte[] hmacKey, byte[] rijndaelKey,		494		no		no		yes		Uses the RijndaelManaged algorithm, which is not FIPS compliant but its use over here is FIPS 197 compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            byte[] rijndaelVector, Byte[] tabPublicKey)		495		no		no		yes		Calls the RijndaelManaged class which uses the right keysize(128), block size (128), IV and CBC mode to be compliant and acceptable according to FIPS-197.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		        public static byte[] EncryptWithRijndael(byte[] data)		523		no		no		yes		Uses the RijndaelManaged algorithm, which is not FIPS compliant but its use over here is FIPS 197 compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            RijndaelAlgorithm rda = new RijndaelAlgorithm();		529		no		no		yes		Uses the RijndaelManaged algorithm, which is not FIPS compliant but its use over here is FIPS 197 compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            ms = rda.Encrypt(ms);		535		no		no		yes		Uses the RijndaelManaged algorithm, which is not FIPS compliant but its use over here is FIPS 197 compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		        public static byte[] DecryptWithRijndael(byte[] data)		546		no		no		yes		Uses the RijndaelManaged algorithm, which is not FIPS compliant but its use over here is FIPS 197 compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            RijndaelAlgorithm rda = new RijndaelAlgorithm();		552		no		no		yes		Uses the RijndaelManaged algorithm, which is not FIPS compliant but its use over here is FIPS 197 compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            ms = rda.Decrypt(ms);		558		no		no		yes		Uses the RijndaelManaged algorithm, which is not FIPS compliant but its use over here is FIPS 197 compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		        public static byte[] SignDataFromEmsToIcp(byte[] hmacKey, byte[] data)		571		yes		yes		yes		This method uses SHAAlghoritm and RsaAsymmetricEncryption  to generate the hash. SHAAlghoritm and RsaAsymmetricEncryption are FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            RsaAsymmetricEncryption rsaEms = new RsaAsymmetricEncryption(emsCertificate);		583		yes		yes		yes		RsaAsymmetricEncryption.cs is FIPS compliant

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            byte[] shaHashSignature = rsaEms.Sign(shaHash, RsaAsymmetricEncryption.SHA1Provider);		594		yes		yes		yes		SHA256Hash and RsaAsymmetric are FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		        public static byte[] VerifyDataFromIcpToEms(byte[] hmacKey, byte[] data, Byte[] tabPublicKey)		613		yes		yes		yes		This method uses SHAAlghoritm and RsaAsymmetricEncryption  to generate the hash. SHAAlghoritm and RsaAsymmetricEncryption are FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            RsaAsymmetricEncryption rsaIcp = new RsaAsymmetricEncryption();		622		yes		yes		yes		RsaAsymmetricEncryption.cs is FIPS compliant

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            rsaIcp.ImportBlob(tabPublicKey);		623		yes		yes		yes		This method uses the ImportBlob method from the RsaAsymmetricEncryption.cs class. This is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            if (rsaIcp.Verify(sha256, signature, RsaAsymmetricEncryption.SHA1Provider) == false)		638		yes		yes		yes		SHA256Hash and RsaAsymmetric are FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		        public static byte[] GetEncryptedSessionKey(Byte[] tabPublicKey)		670		no		no		yes		Uses the RijndaelManaged algorithm, which is not FIPS compliant but its use over here is FIPS 197 compliant. The key used for RSA encryption  is generated by RijndaelManaged algorithm.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            RsaAsymmetricEncryption rsaIcp = new RsaAsymmetricEncryption();		676		yes		yes		yes		RsaAsymmetricEncryption.cs is FIPS compliant

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            rsaIcp.ImportBlob(tabPublicKey);		677		yes		yes		yes		This method uses the ImportBlob method from the RsaAsymmetricEncryption.cs class. This is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            RijndaelAlgorithm rda = new RijndaelAlgorithm();		680		no		no		yes		Uses the RijndaelManaged algorithm, which is not FIPS compliant but its use over here is FIPS 197 compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            rijndaelKeyVectorPair = rsaIcp.Encrypt(rijndaelKeyVectorPair);		684		no		no		yes		Uses the RijndaelManaged algorithm, which is not FIPS compliant but its use over here is FIPS 197 compliant. RSA encryption is using the key and Initialization vectors from RijndaelManaged algorithm. 

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		        public static void GetDecryptedSessionKey(byte[] data, out byte[] key, out byte[] vector)		696		no		no		no		This method returns a non FIPS 197 compliant key size for RijndaelManaged Algorithm. It should be 128, here the key and initialization vector size is 16.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            RsaAsymmetricEncryption rsaEms = new RsaAsymmetricEncryption(emsCertificate);		705		yes		yes		yes		RsaAsymmetricEncryption.cs is FIPS compliant

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            data = rsaEms.Decrypt(data);		708		yes		yes		yes		RsaAsymmetricEncryption.cs is FIPS compliant

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		        public static void GetDecryptedSessionKey(String directory, out byte[] key, out byte[] vector)		722		no		no		no		This method is returned a non FIPS 197 compliant key size for RijndaelManaged Algorithm. It should be 128, here the key and initialization vector size is 16.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		        public static byte[] EncryptDataFromEmsToIcp(byte[] hmacKey, byte[] data)		750		yes		yes		yes		This method uses SHAAlghoritm and RsaAsymmetricEncryption  to generate the hash but it uses the Rijndael Algorithm to encrypt the data. SHAAlghoritm and RsaAsymmetricEncryption are FIPS compliant but  Rijndael algorithm is not FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            RsaAsymmetricEncryption rsaEms = new RsaAsymmetricEncryption(emsCertificate);		762		yes		yes		yes		RsaAsymmetricEncryption.cs is FIPS compliant

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            byte[] shaHashSignature = rsaEms.Sign(shaHash, RsaAsymmetricEncryption.SHA1Provider);		773		yes		yes		yes		SHA256Hash and RsaAsymmetric are FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            data = rda.Encrypt(data);		780		no		no		yes		Uses the RijndaelManaged algorithm, which is not FIPS compliant but its use over here is FIPS 197 compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		        public static byte[] EncryptDataFromIcpToEms(		794		yes		yes		yes		This method uses SHAAlghoritm and RsaAsymmetricEncryption  to generate the hash but it uses the Rijndael Algorithm to encrypt the data. SHAAlghoritm and RsaAsymmetricEncryption are FIPS compliant but  Rijndael algorithm is not FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            RsaAsymmetricEncryption rsaIcp = new RsaAsymmetricEncryption();		805		yes		yes		yes		RsaAsymmetricEncryption.cs is FIPS compliant

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            rsaIcp.ImportBlob(tabPublicKey);		806		yes		yes		yes		This method uses the ImportBlob method from the RsaAsymmetricEncryption.cs class. This is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            RsaAsymmetricEncryption rsaEms = new RsaAsymmetricEncryption(emsCertificate);		808		yes		yes		yes		RsaAsymmetricEncryption.cs is FIPS compliant

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            byte[] shaHashSignature = rsaIcp.Sign(shaHash, RsaAsymmetricEncryption.SHA1Provider, rsaIcp.PrivateKey);		818		yes		yes		yes		SHA256Hash and RsaAsymmetric are FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            data = ElectionFileHelper.EncryptWithRijndael(data);		824		no		no		yes		Uses the RijndaelManaged algorithm, which is not FIPS compliant but its use over here is FIPS 197 compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		        public static byte[] DecryptDataFromIcpToEms(		844		no		no		yes		Uses the RijndaelManaged algorithm, which is not FIPS compliant but its use over here is FIPS 197 compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            byte[] hmacKey, byte[] data, byte[] rijndaelKey, byte[] rijndaelVector, Byte[] tabPublicKey)		845		no		no		yes		Calls the RijndaelManaged class which uses the right keysize(128), block size (128), IV and CBC mode to be compliant and acceptable according to FIPS-197.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            RsaAsymmetricEncryption rsaEms = new RsaAsymmetricEncryption(emsCertificate);		857		yes		yes		yes		RsaAsymmetricEncryption.cs is FIPS compliant

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            RsaAsymmetricEncryption rsaIcp = new RsaAsymmetricEncryption();		859		yes		yes		yes		RsaAsymmetricEncryption.cs is FIPS compliant

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            rsaIcp.ImportBlob(tabPublicKey);		860		yes		yes		yes		This method uses the ImportBlob method from the RsaAsymmetricEncryption.cs class. This is FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            data = rda.Decrypt(data);		875		no		no		yes		Uses the RijndaelManaged algorithm, which is not FIPS compliant but its use over here is FIPS 197 compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		            if (rsaIcp.Verify(sha256, signature, RsaAsymmetricEncryption.SHA1Provider) == false)		889		yes		yes		yes		SHA256Hash and RsaAsymmetric are FIPS compliant.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFilesHandler.cs		            RijndaelAlgorithm ra = new RijndaelAlgorithm(BatchProcessHelper.Param1, BatchProcessHelper.Param2);		1130		no		no		no		Here the key and IV string are only 4 chars long strings. To be FIPS 197 compliant it must be 128bits.

		EMS 3.0.1		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFilesValidator.cs		                            rsa.ImportBlob(tab.publicKey.Value);		666		yes		yes		yes		This method uses the ImportBlob method from the RsaAsymmetricEncryption.cs class. This is FIPS compliant.

		EMS 3.0.1		EMSEPS 1.0.1/EMSEPS/CopyThread.cpp		sourceChecksum = qChecksum(fromDisk, fromDisk.size());		1300		no		no		yes		It’s the CRC16 checksum implementation. Checksum is calculated when the file is copied from disk onto the tabulator.There is no risk invovled under these circumstances.

		EMS 3.0.1		EMSEPS 1.0.1/EMSEPS/CopyThread.cpp		destChecksum = qChecksum(fromCard, fromCard.size());		1302		no		no		yes		It’s the CRC16 checksum implementation. Checksum is calculated when the file is copied from card onto the tabulator. There is no risk invovled under these circumstances.

		EMS 3.0.1		Framework/GUICore/RandomPassword.cs		            rng.GetBytes(randomBytes);		160		no		no		yes		The use of the .NET class, System.RNGCryptoServiceProvider to generate random number is a secure.

		EMS 3.0.1		Framework/GUICore/RandomPassword.cs		            Random rnd = new Random(seed); 		169		no		no		no		System.Random is not a secure Random number generator class.

		EMS 3.0.1		Framework/RemotingAdo/EncryptionTrafficUtil.cs		            CryptoStream encryptStream = new CryptoStream(outStream, alg.CreateEncryptor(),CryptoStreamMode.Write);		54		yes		yes		yes		This method uses the SymmetricAlgorithm class defined in the System.Security.Cryptography namespace. This is FIPS compliant.

		EMS 3.0.1		Framework/RemotingAdo/EncryptionTrafficUtil.cs		            CryptoStream decryptStream = new CryptoStream(inStream, alg.CreateDecryptor(), CryptoStreamMode.Read);		93		yes		yes		yes		This method uses the SymmetricAlgorithm class defined in the System.Security.Cryptography namespace. This is FIPS compliant.

		Firmware 13		dvs/cfload/cfloadCrypt.cpp		   keyLen = CfloadPrivateShaKey(sigKey, SECURITY_SIGNATURE_KEY_MAX_BYTES);		250		yes		yes		no		It picks up hardcoded SHA private keys and lengths from header file: cfloadPrivateKeys.h. this function is used when an application is loaded into memory.

		Firmware 13		dvs/cfload/cfloadCrypt.cpp		   gSigMethod.Initialize( sigKey, keyLen );		251		yes		maybe		yes		Calls a non-FIPS approved XYSSL implementation of SHA. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/cfload/cfloadCrypt.cpp		   encrypter.Initialize(encKey, lenKey, encVec, lenVec, DVS_ENCRYPT);		564		yes		maybe		yes		Calls a non-FIPS approved XYSSL implementation of Aes. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/cfload/cfloadCrypt.cpp		   encrypter.EncryptRange(pKey, pKey, keyLen);		566		yes		maybe		yes		Calls a non-FIPS approved XYSSL implementation of Aes. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/cfload/cfloadCrypt.cpp		   gEncMethod.Initialize(pEncryptKey,encryptKeyLen, pEncryptVec, encryptVecLen, 		629		yes		maybe		yes		Calls a non-FIPS approved XYSSL implementation of Aes. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/cfload/cfloadCrypt.cpp		   gSigMethod.Initialize(pSignatureKey, signatureKeyLen);		631		yes		maybe		yes		Calls a non-FIPS approved XYSSL implementation of SHA. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/cfload/cfloadCrypt.cpp		   gEncMethod.DecryptRange(inBuff, outBuff, bytesToDecrypt);		816		yes		maybe		yes		Calls a non-FIPS approved XYSSL implementation of Aes. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/cfload/cfloadKey.cpp		UCHAR crc16_tabLo[] = {		197		no		no		no		Dallas CRC-16 is not FIPS approved.

		Firmware 13		dvs/cfload/cfloadKey.cpp		UCHAR crc16_tabHi[] = {		232		no		no		no		Dallas CRC-16 is not FIPS approved.

		Firmware 13		dvs/cfload/cfloadKey.cpp		UINT16 CDvsKey::CalcCsum( UINT16 seed, UCHAR* pData, UINT16 size )		813		no		no		no		Generates checksum for iButton Fields using Dallas CRC-16 method which is not FIPS compliant. Considerable risk invovled since CRC-16 is not tamper-resistant. Different Security keys(fields from iButton) can be generated having the same checksum.

		Firmware 13		dvs/cfload/cfloadPrivateKeys.cpp		UINT16 CfloadPrivateShaKey(UCHAR* pKey, UINT16 maxSize )		72		yes		yes		no		It picks up hardcoded SHA private keys and lengths from header file: cfloadPrivateKeys.h. 

		Firmware 13		dvs/cfload/cfloadSecurity.cpp		         encrypter.Initialize(encKey, encLen, encVec, vecLen, DVS_DECRYPT);		498		yes		maybe		yes		Calls a non-FIPS approved XYSSL implementation of Aes. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/cfload/cfloadSecurity.cpp		         encrypter.DecryptRange(iButtonPw, decryptedPassword, iBLen);		499		yes		maybe		yes		Calls a non-FIPS approved XYSSL implementation of Aes. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsAes128.cpp		aes_setkey_enc( &mAesContext, key, keyLength<<3);		136		No		No		Yes		XYSSL is not FIPS approved.

		Firmware 13		dvs/core/DvsAes128.cpp		      AES_set_encrypt_key(key, keyLength<<3, &mAesContext);		138		Yes		Yes		yes		The key sizes accepted are 128, 192 and 256 which are all FIPS approved.

		Firmware 13		dvs/core/DvsAes128.cpp		aes_setkey_dec( &mAesContext, key, keyLength<<3);		142		No		No		Yes		XYSSL is not FIPS approved.

		Firmware 13		dvs/core/DvsAes128.cpp		      AES_set_decrypt_key(key, keyLength<<3, &mAesContext);		144		Yes		Yes		Yes

		Firmware 13		dvs/core/DvsAes128.cpp		      aes_crypt_cbc( &mAesContext, AES_ENCRYPT, length, mIVector, pSrc, pDest);		178		No 		No 		Yes		XYSSL is not FIPS approved.

		Firmware 13		dvs/core/DvsAes128.cpp		         aes_crypt_ecb( &mAesContext, AES_ENCRYPT, pSrc, pDest);		183		No 		No 		Yes		XYSSL is not FIPS approved.

		Firmware 13		dvs/core/DvsAes128.cpp		      AES_cbc_encrypt(pSrc, pDest, length, &mAesContext, mIVector, AES_ENCRYPT);		190		yes		Yes		Yes

		Firmware 13		dvs/core/DvsAes128.cpp		         AES_ecb_encrypt(pSrc, pDest, &mAesContext, AES_ENCRYPT);		195		Yes		Yes		Yes

		Firmware 13		dvs/core/DvsAes128.cpp		      aes_crypt_cbc( &mAesContext, AES_DECRYPT,  length, mIVector, pSrc, pDest);		228		No		no		Yes		XYSSL is not FIPS approved.

		Firmware 13		dvs/core/DvsAes128.cpp		         aes_crypt_ecb( &mAesContext, AES_DECRYPT, pSrc, pDest);		233		No		no		Yes		XYSSL is not FIPS approved.

		Firmware 13		dvs/core/DvsAes128.cpp		      AES_cbc_encrypt(pSrc, pDest, length, &mAesContext, mIVector, AES_DECRYPT);		240		yes		yes		yes		AES cbc encryption is FIPS approved.

		Firmware 13		dvs/core/DvsAes128.cpp		         AES_ecb_encrypt(pSrc, pDest, &mAesContext, AES_DECRYPT);		245		yes		yes		yes		AES ecb encryption is FIPS approved.

		Firmware 13		dvs/core/DvsAes128.cpp		   aes_crypt_ecb( &mAesContext, AES_ENCRYPT, input, output );		274		no		no		yes		XYSSL is not FIPS approved.

		Firmware 13		dvs/core/DvsAes128.cpp		   AES_ecb_encrypt(input, output, &mAesContext, AES_ENCRYPT);		276		no		no		yes		XYSSL is not FIPS approved.

		Firmware 13		dvs/core/DvsAes128.cpp		   aes_crypt_ecb( &mAesContext, AES_DECRYPT,  input, output );		301		no		no		yes		XYSSL is not FIPS approved.

		Firmware 13		dvs/core/DvsAes128.cpp		   AES_ecb_encrypt(input, output, &mAesContext, AES_DECRYPT);		303		yes		yes		yes

		Firmware 13		dvs/core/DvsAes128.cpp		      AES_set_encrypt_key(tests[n].key, NUM_BIT_SELFTEST, &key);		409		yes		yes		yes

		Firmware 13		dvs/core/DvsAes128.cpp		      AES_encrypt(tests[n].plaintext, buffST, &key);		410		yes		yes		yes

		Firmware 13		dvs/core/DvsAes128.cpp		         FIPSerr(FIPS_F_FIPS_SELFTEST_AES, FIPS_R_SELFTEST_FAILED);		413		yes		yes		yes

		Firmware 13		dvs/core/DvsAes128.cpp		      AES_set_decrypt_key(tests[n].key, NUM_BIT_SELFTEST, &key);		425		yes		yes		yes

		Firmware 13		dvs/core/DvsAes128.cpp		      AES_decrypt(tests[n].ciphertext, buffST, &key);		426		yes		yes		yes

		Firmware 13		dvs/core/DvsAes128.cpp		         FIPSerr(FIPS_F_FIPS_SELFTEST_AES, FIPS_R_SELFTEST_FAILED);		429		yes		yes		yes

		Firmware 13		dvs/core/DvsAsymmDigest.cpp		      sha2_update( &mSHA2Context, keyInputPad, sizeof(keyInputPad) );		157		no		no		yes		XYSSL is not FIPS approved.

		Firmware 13		dvs/core/DvsAsymmDigest.cpp		   SHA256_Init( &mSHA2Context);		159		yes		yes		yes

		Firmware 13		dvs/core/DvsAsymmDigest.cpp		      SHA256_Update( &mSHA2Context, keyInputPad, sizeof(keyInputPad) );		162		yes		yes		yes

		Firmware 13		dvs/core/DvsAsymmDigest.cpp		   sha2_update( &mSHA2Context, pBuff, (int)len );		190		no		no		yes		XYSSL is not FIPS approved.

		Firmware 13		dvs/core/DvsAsymmDigest.cpp		   SHA256_Update( &mSHA2Context, pBuff, (int)len );		192		yes		yes		yes

		Firmware 13		dvs/core/DvsAsymmDigest.cpp		      sha2_finish( &mSHA2Context, tmpBuff );		233		no		no		yes		XYSSL is not FIPS approved.

		Firmware 13		dvs/core/DvsAsymmDigest.cpp		      sha2_update( &mSHA2Context, mKeyOutputPad, sizeof(mKeyOutputPad) );		238		no		no		yes		XYSSL is not FIPS approved.

		Firmware 13		dvs/core/DvsAsymmDigest.cpp		      sha2_update( &mSHA2Context, tmpBuff, sizeof(tmpBuff) );		239		no		no		yes		XYSSL is not FIPS approved.

		Firmware 13		dvs/core/DvsAsymmDigest.cpp		sha2_finish( &mSHA2Context, sigBuff );		241		no		no		yes		XYSSL is not FIPS approved.

		Firmware 13		dvs/core/DvsAsymmDigest.cpp		      SHA256_Final( tmpBuff, &mSHA2Context );		246		yes		yes		yes

		Firmware 13		dvs/core/DvsAsymmDigest.cpp		      SHA256_Update( &mSHA2Context, mKeyOutputPad, sizeof(mKeyOutputPad) );		251		yes		yes		yes

		Firmware 13		dvs/core/DvsAsymmDigest.cpp		      SHA256_Update( &mSHA2Context, tmpBuff, sizeof(tmpBuff) );		252		yes		yes		yes

		Firmware 13		dvs/core/DvsAsymmDigest.cpp		SHA256_Final( sigBuff, &mSHA2Context );		254		yes		yes		yes

		Firmware 13		dvs/core/DvsAsymmDigest.cpp		      sha2_finish( &mSHA2Context, tmpBuff );		316		yes		yes		yes

		Firmware 13		dvs/core/DvsAsymmDigest.cpp		      sha2_update( &mSHA2Context, mKeyOutputPad, sizeof(mKeyOutputPad) );		321		yes		yes		yes

		Firmware 13		dvs/core/DvsAsymmDigest.cpp		      sha2_update( &mSHA2Context, tmpBuff, sizeof(tmpBuff) );		322		yes		yes		yes

		Firmware 13		dvs/core/DvsAsymmDigest.cpp		      SHA256_Final( tmpBuff, &mSHA2Context );		331		yes		yes		yes

		Firmware 13		dvs/core/DvsAsymmDigest.cpp		      SHA256_Update( &mSHA2Context, mKeyOutputPad, sizeof(mKeyOutputPad) );		336		yes		yes		yes

		Firmware 13		dvs/core/DvsAsymmDigest.cpp		      SHA256_Update( &mSHA2Context, tmpBuff, sizeof(tmpBuff) );		337		yes		yes		yes

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		VOID CDvsAsymmEncInitialize( UCHAR* key, UINT32 keyLength, 		104		no		no		no		This function is a wrapper around the Open Source AES 128. It initializes the key and initialization vector for AES. The initialization is done depending on the cryptography mode being used when the function call is made. If the mode is XYSSL the initialization is done by calling the non FIPS compliant functions. However,if the mode is Open SSL the initialization is done by calling the FIPS compliant functions.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		      aes_setkey_enc( &mAesContext, key, keyLength<<3);		117		no		no		no		If the cryptography mode is XYSSL, the encryption keys are initialized by calling the non FIPS compliant aes_setkey_enc() function.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		      AES_set_encrypt_key(key, keyLength<<3, &mAesContext);		119		yes		yes		yes		If the cryptography mode is Open SSL, the encryption keys are initialized by calling the FIPS compliant AES_set_encrypt_key() function.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		      aes_setkey_dec( &mAesContext, key, keyLength<<3);		125		no		no		no		If the cryptography mode is XYSSL, the decryption keys are initialized by calling the non FIPS compliant aes_setkey_dec() function.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		      AES_set_decrypt_key(key, keyLength<<3, &mAesContext);		125		yes		yes		yes		If the cryptography mode is Open SSL, the decryption keys are initialized by calling the FIPS compliant AES_set_decrypt_key () function.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		VOID CDvsAsymmEncEncryptRange(UCHAR* pSrc, UCHAR* pDest, INT32 length)		155		no		no		no		This function is a wrapper around the Open Source AES 128. It encrypts the input parameters. The encryption is done depending on the cryptography mode being used when the function call is made. If the mode is XYSSL the encryption is done by calling the non FIPS compliant functions. However,if the mode is Open SSL the encryption is done by calling the FIPS compliant functions.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		      aes_crypt_cbc( &mAesContext, AES_ENCRYPT, length, mIVector, pSrc, pDest);		161		no		no		no		If the cryptography mode is XYSSL, the encryption is done by calling the non FIPS compliant aes_crypt_cbc() function.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		         aes_crypt_ecb( &mAesContext, AES_ENCRYPT, pSrc, pDest);		166		no		no		no		If the cryptography mode is XYSSL, the encryption is done by calling the non FIPS compliant aes_crypt_ecb() function.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		      AES_cbc_encrypt(pSrc, pDest, length, &mAesContext, mIVector, AES_ENCRYPT);		173		yes		yes		yes		If the cryptography mode is Open SSL, the encryption is done by calling the FIPS compliant AES_cbc_encrypt() function.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		         AES_ecb_encrypt(pSrc, pDest, &mAesContext, AES_ENCRYPT);		178		yes		yes		yes		If the cryptography mode is Open SSL, the encryption is done by calling the non FIPS compliant AES_ecb_encrypt() function.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		VOID CDvsAsymmEncDecryptRange(UCHAR* pSrc, UCHAR* pDest, INT32 length)		205		no		no		no		This function is a wrapper around the Open Source AES 128. It dycrypts the input parameters. The decryption is done depending on the cryptography mode being used when the function call is made. If the mode is XYSSL the decryption is done by calling the non FIPS compliant functions. However,if the mode is Open SSL the decryption is done by calling the FIPS compliant functions.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		      aes_crypt_cbc( &mAesContext, AES_DECRYPT,  length, mIVector, pSrc, pDest);		211		no		no		no		If the cryptography mode is XYSSL, the encryption is done by calling the non FIPS compliant aes_crypt_cbc() function.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		         aes_crypt_ecb( &mAesContext, AES_DECRYPT, pSrc, pDest);		216		no		no		no		If the cryptography mode is XYSSL, the encryption is done by calling the non FIPS compliant aes_crypt_ecb() function.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		      AES_cbc_encrypt(pSrc, pDest, length, &mAesContext, mIVector, AES_DECRYPT);		223		yes		yes		yes		If the cryptography mode is Open SSL, the encryption is done by calling the FIPS compliant AES_cbc_encrypt() function.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		         AES_ecb_encrypt(pSrc, pDest, &mAesContext, AES_DECRYPT);		228		yes		yes		yes		If the cryptography mode is Open SSL, the encryption is done by calling the non FIPS compliant AES_ecb_encrypt() function.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		VOID CDvsAsymmEncEncryptBlock( UCHAR* input, UCHAR* output )		254		no		no		no		This function is a wrapper around the Open Source AES 128. It encrypts a block of data. The encryption is done depending on the cryptography mode being used when the function call is made. If the mode is XYSSL the encryption is done by calling the non FIPS compliant functions. However, if the mode is Open SSL the encryption is done by calling the FIPS compliant functions.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		   aes_crypt_ecb( &mAesContext, AES_ENCRYPT, input, output );		257		no		no		no		If the cryptography mode is XYSSL, the encryption is done by calling the non FIPS compliant aes_crypt_ecb() function.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		   AES_ecb_encrypt(input, output, &mAesContext, AES_ENCRYPT);		259		yes		yes		yes		If the cryptography mode is Open SSL, the encryption is done by calling the FIPS compliant AES_ecb_encrypt () function.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		VOID CDvsAsymmEncDecryptBlock( UCHAR* input, UCHAR* output )		281		no		no		no		This function is a wrapper around the Open Source AES 128. It decrypts a block of data. The decryption is done depending on the cryptography mode being used when the function call is made. If the mode is XYSSL the decryption is done by calling the non FIPS compliant functions. However, if the mode is Open SSL the decryption is done by calling the FIPS compliant functions.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		   aes_crypt_ecb( &mAesContext, AES_DECRYPT,  input, output );		284		no		no		no		If the cryptography mode is XYSSL, the decryption is done by calling the non FIPS compliant aes_crypt_ecb () function.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		   AES_ecb_encrypt(input, output, &mAesContext, AES_DECRYPT);		286		yes		yes		yes		If the cryptography mode is Open SSL, the decryption is done by calling the FIPS compliant AES_ecb_encrypt () function.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		   mEncSymKeySize = EncryptSymKey( key, keyLength, vector, vectorLength, 		394		yes		yes		yes		This function uses FIPS compliant function EncryptSymKey() to get the key size.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		DVS_RETCODE CDvsAsymmEnc::ParsePostfix( UCHAR* pData, INT32 length, DVS_ENCRYPT_DIRECTION direction)		493		no		no		no		This function makes calls to an initialization function at line 518. This function initializes keys depending on the cryptography mode used when the function call is made. The cryptography mode may be XYSSL which is not FIPS complaint or Open SSL which is FIPS complaint.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		         DecryptSymKey( pData, length, symKey, sizeof(symKey) );		509		yes		yes		yes		This function uses FIPS compliant decryption to decrypt the symmetric keys.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		         Initialize( pEncKey, DVS_SECURITY_ENCRYPT_KEY_LEN, 		518		no		no		no		The keys are initialized depending on the cryptography mode. If the Cryptography mode is XYSSL the initializationis done using the non FIPS compliant key initialization. However, if the cryptography mode is Open SSL the inilization is done using FIPS compliant initialization.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		UINT32 EncryptSymKey( UCHAR* key, UINT32 keyLength, 		553		yes		yes		yes		This function uses the FIPS compliant encryption function to encrypt the symmetric key pair using the public key.

		Firmware 13		dvs/core/DvsAsymmEnc.cpp		UINT32 DecryptSymKey( UCHAR* encKey, UINT32 encLength,		595		yes		yes		yes		This function uses the FIPS compliant decryption function AsymmDecrypt() to decrypt the symmetric key pair using private key.

		Firmware 13		dvs/core/dvscrypto.cpp		static int dvsSHA1Init(EVP_MD_CTX *ctx)		89		yes		yes		yes		This function is a wrapper for the Open SSL SHA1_Init() function. It recieves the value from the calling function and passes it to the Open SSL's SHA1_Init and return the value it recieves form the SHA1_init() function.

		Firmware 13		dvs/core/dvscrypto.cpp		static int dvsSHA1Update(EVP_MD_CTX *ctx,const void *data,unsigned long count)		112		yes		yes		yes		This function is a wrapper for the Open SSL SHA1_Update() function. It recieves the value from the calling function and passes it to the Open SSL's SHA1_Init and return the value it recieves from the SHA1_Update() function.

		Firmware 13		dvs/core/dvscrypto.cpp		static int dvsSHA1Final(EVP_MD_CTX *ctx,unsigned char *md)		137		yes		yes		yes		This function is a wrapper for the Open SSL SHA1_Final() function. It recieves the value from the calling function and passes it to the Open SSL's SHA1_Init and return the value it recieves from the SHA1_Final() function.

		Firmware 13		dvs/core/dvscrypto.cpp		   return d2i_RSA_PUBKEY(NULL, &p, bufLen);		163		yes		yes		yes		This function uses the Open SSL functioin d2i_RSA_PUBKEY() to set up the public key for RSA encryption.

		Firmware 13		dvs/core/dvscrypto.cpp		   return d2i_RSAPrivateKey(NULL, (const UCHAR**)&p, bufLen);		187		yes		yes		yes		This function uses the Open SSL functioin d2i_RSAPrivateKey() to set up the private key for RSA encryption.

		Firmware 13		dvs/core/dvscrypto.cpp		   size = i2d_RSA_PUBKEY(pRSA, &pBuf);		213		yes		yes		yes		This function uses the Open SSL functioin i2d_RSA_PUBKEY() to set up the private key buffer for RSA encryption.

		Firmware 13		dvs/core/dvscrypto.cpp		   size = i2d_RSAPrivateKey(pRSA, &pBuf);		244		yes		yes		yes		This function uses the Open SSL functioin i2d_RSAPrivateKey() to set up the private key buffer for RSA encryption.

		Firmware 13		dvs/core/dvscrypto.cpp		      gLocalPrivateKey = EVP_PKEY_new();		287		yes		yes		yes		This function uses the Open SSL's new key initialization function to initialize the private key.

		Firmware 13		dvs/core/dvscrypto.cpp		           (EVP_PKEY_assign_RSA(gLocalPrivateKey, gLocalRSAPrivateKey)!= 0) )		289		yes		yes		yes		This function uses the Open SSL's key assignmnet function to assign the private key.

		Firmware 13		dvs/core/dvscrypto.cpp		         gLocalPublicKey = EVP_PKEY_new();		312		yes		yes		yes		This function uses the Open SSL's new key initialization function to initialize the public key.

		Firmware 13		dvs/core/dvscrypto.cpp		            if (EVP_PKEY_assign_RSA(gLocalPublicKey, gLocalRSAPublicKey)!=0 )		315		yes		yes		yes		This function uses the Open SSL's key assignmnet function to assign public key.

		Firmware 13		dvs/core/dvscrypto.cpp		            gRemotePublicKey = EVP_PKEY_new();		339		yes		yes		yes		This function uses the Open SSL's new key initialization function to initialize the public key.

		Firmware 13		dvs/core/dvscrypto.cpp		INT32 AsymmSign( UCHAR* src, INT32 srcLen, UCHAR* signature, INT32 maxLen )		382		yes		yes		yes		This function is a interface layer to CryptoPP to provide the Open SSL's creation of RSA signature of SHA hash.

		Firmware 13		dvs/core/dvscrypto.cpp		      (int (*)())RSA_sign, (int (*)())RSA_verify, 		444		yes		yes		yes		This function uses the Open SSL's RSA initialization and verification methods to compare the computed digest with the supplied digest.

		Firmware 13		dvs/core/dvscrypto.cpp		INT32 AsymmEncrypt( UCHAR* src, INT32 srcLen, UCHAR* dstn, INT32 dstnLen,		508		yes		yes		yes		This function is a interface layer to CryptoPP to provide the Open SSL's RSA encryption using remote public key.

		Firmware 13		dvs/core/dvscrypto.cpp		INT32 AsymmDecrypt( UCHAR* src,  INT32 srcLen, UCHAR* dstn, INT32 dstnLen )		543		yes		yes		yes		This function is a interface layer to CryptoPP to provide the Open SSL's RSA dencryption using local private key.

		Firmware 13		dvs/core/dvscrypto.cpp		RSA* GenerateRSAKey( UINT32 keyLength )		574		yes		yes		yes		This function uses the Open SSL’s RSA_generate_key()function to Randomly generate keys.

		Firmware 13		dvs/core/DvsImage.cpp		   sigMethod->Initialize(signatureKey, sigKeyLen);		859		no		no		no		This function has two definitions for initializing the SHA256 signature key. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. The function call determines which initialization definition will be executed.

		Firmware 13		dvs/core/DvsImage.cpp		if (sizeof(tmpBmpHdr) !=(EncWrite(encMethod, sigMethod, ioFile, backUpIOFile,(CHAR *)&tmpBmpHdr, sizeof(tmpBmpHdr))))		1061		no		no		no		The cryptography mode during the function call determines whether the Encryption will be FIPS compliant or not. The EncMethod makes a call to EncryptRange which encrypts data using a XYSSL encryption which is not FIPS compliant or an Open SSL encryption which is FIPS compliant.  

		Firmware 13		dvs/core/DvsImage.cpp		EncWrite(encMethod, sigMethod, ioFile, backUpIOFile, image_front,height_front*width_front/PIXELS_PER_BYTE))		1074		no		no		no		The cryptography mode during the function call determines whether the Encryption will be FIPS compliant or not. The EncMethod makes a call to EncryptRange which encrypts data using a XYSSL encryption which is not FIPS compliant or an Open SSL encryption which is FIPS compliant.  

		Firmware 13		dvs/core/DvsImage.cpp		EncWrite(encMethod, sigMethod, ioFile, backUpIOFile, image_back,height_back*width_back/PIXELS_PER_BYTE))		1088		no		no		no		The cryptography mode during the function call determines whether the Encryption will be FIPS compliant or not. The EncMethod makes a call to EncryptRange which encrypts data using a XYSSL encryption which is not FIPS compliant or an Open SSL encryption which is FIPS compliant.  

		Firmware 13		dvs/core/DvsImage.cpp		 EncWrite(encMethod, sigMethod, ioFile, backUpIOFile, image_wtrmrk[i],(watermarkchunkSize)*width_wtrmrk/PIXELS_PER_BYTE)		1104		no		no		no		The cryptography mode during the function call determines whether the Encryption will be FIPS compliant or not. The EncMethod makes a call to EncryptRange which encrypts data using a XYSSL encryption which is not FIPS compliant or an Open SSL encryption which is FIPS compliant.  

		Firmware 13		dvs/core/DvsImage.cpp		EncWrite(encMethod, sigMethod, ioFile, backUpIOFile, image_wtrmrk[watermarkSize],last_height_wtrmrk*width_wtrmrk/PIXELS_PER_BYTE))		1118		no		no		no		The cryptography mode during the function call determines whether the Encryption will be FIPS compliant or not. The EncMethod makes a call to EncryptRange which encrypts data using a XYSSL encryption which is not FIPS compliant or an Open SSL encryption which is FIPS compliant.  

		Firmware 13		dvs/core/DvsImage.cpp		ssize_t EncWrite (CDvsEncryptMethod* encMethod, CDvsSignMethod* sigMethod, INT32 ioFile, 		1272		no		no		no		The cryptography mode during the function call determines whether the Encryption will be FIPS compliant or not. The EncMethod makes a call to EncryptRange which encrypts data using a XYSSL encryption which is not FIPS compliant or an Open SSL encryption which is FIPS compliant.  

		Firmware 13		dvs/core/DvsImage.cpp		         encMethod->EncryptRange(gEncBuff, gEncBuff, MAX_ENC_BUFF);		1296		no		no		no		The cryptography mode during the function call determines whether the Encryption will be FIPS compliant or not. The EncryptRange function encrypts data using a XYSSL encryption which is not FIPS compliant or an Open SSL encryption which is FIPS compliant deping on the cryptography mode.  

		Firmware 13		dvs/core/DvsImage.cpp		            encMethod->EncryptRange(pBuff, pBuff, secondLen);		1305		no		no		no		The cryptography mode during the function call determines whether the Encryption will be FIPS compliant or not. The EncryptRange function encrypts data using a XYSSL encryption which is not FIPS compliant or an Open SSL encryption which is FIPS compliant deping on the cryptography mode.  

		Firmware 13		dvs/core/DvsImage.cpp		ssize_t Swrite (CDvsSignMethod* sigMethod, INT32 ioFile, INT32 backUpIOFile, void* buff, UINT32 len)		1353		no		no		no		The SWrite function generates a digest of the data using the digest function defined in DvsSHA256.cpp. This function uses two definitions to generate the digest. One definition uses XYSSL which is not FIPS compliant and the other definition uses Open SSL which is FIPS compliant. The cryptography mode during the function call determines which function will get executed.

		Firmware 13		dvs/core/DvsImage.cpp		ssize_t EncEndWrite (CDvsEncryptMethod* encMethod, CDvsSignMethod* sigMethod, INT32 ioFile, INT32 backUpIOFile)		1391		no		no		no		The cryptography mode during the function call determines which encryption definition will be used. The EncEndWrite function makes a call to EncryptRange which encrypts data using a XYSSL encryption which is not FIPS compliant or an Open SSL encryption which is FIPS compliant.

		Firmware 13		dvs/core/DvsImage.cpp		   encMethod->EncryptRange(gEncBuff, gEncBuff, MAX_ENC_BUFF);		1404		no		no		no		The cryptography mode during the function call determines which encryption definition will be used. The EncryptRange function encrypts data using a XYSSL encryption which is not FIPS compliant or an Open SSL encryption which is FIPS compliant.

		Firmware 13		dvs/core/DvsImage.cpp		BOOL WriteImgSig (CDvsSignMethod* sigMethod, INT32 ioFile, INT32 backUpIOFile, UCHAR* rawHdrBuf)		1434		no		no		no		The cryptography mode during the function call determines which encryption definition will be used. The GetSignature function computes the signature using a XYSSL encryption which is not FIPS compliant or an Open SSL encryption which is FIPS compliant.

		Firmware 13		dvs/core/DvsImage.cpp		   sigMethod->GetSignature(signature, SHA256_DIGEST_LEN);		1440		no		no		no		The cryptography mode during the function call determines which encryption definition will be used. The GetSignature function computes the signature using a XYSSL encryption which is not FIPS compliant or an Open SSL encryption which is FIPS compliant.

		Firmware 13		dvs/core/DvsImage.cpp		      gMethodSig->Digest(signature, SHA256_DIGEST_LEN);		1449		no		no		no		The cryptography mode during the function call determines which encryption definition will be used. The GetSignature function computes the signature using a XYSSL encryption which is not FIPS compliant or an Open SSL encryption which is FIPS compliant.

		Firmware 13		dvs/core/DvsImage.cpp		   gMethodSig->GetSignature(sigOfSig, sigSize);		1485		no		no		no		The cryptography mode during the function call determines which encryption definition will be used. The GetSignature function computes the signature using a XYSSL encryption which is not FIPS compliant or an Open SSL encryption which is FIPS compliant.

		Firmware 13		dvs/core/DvsKey.cpp		UCHAR crc16_tabLo[] = {		221		no		no		no		Dallas CRC-16 is not FIPS approved.

		Firmware 13		dvs/core/DvsKey.cpp		UCHAR crc16_tabHi[] = {		256		no		no		no		Dallas CRC-16 is not FIPS approved.

		Firmware 13		dvs/core/DvsKey.cpp		      csum = ~CalcCsum( seed, (UCHAR*)pIbPg, (UINT16)( sizeof(IBUTTON_PAGE) - 		835		no		no		no		Generates checksum for iButton Fields using Dallas CRC-16 method which is not FIPS compliant. This is a function call to a non-approved algorithm.

		Firmware 13		dvs/core/DvsKey.cpp		UINT16 CDvsKeyCalcCsum( UINT16 seed, UCHAR* pData, UINT16 size )		865		no		no		no		Generates checksum for iButton Fields using Dallas CRC-16 method which is not FIPS compliant. Considerable risk invovled since CRC-16 is not tamper-resistant. Different Security keys(fields from iButton) can be generated having the same checksum.

		Firmware 13		dvs/core/DvsRandBS.cpp		the file is a random number generator.		80		no		no		no		The algorithm and the implementation is not FIPS approved. Also , the random numbers are not generated accurately.

		Firmware 13		dvs/core/DvsSecureIo.cpp		rc= ValidateFile()		462		no		no		no		Validation is done by re-computing the signature. However the definition that will be used to generate the signature depends on the cryptography mode used during the function call.  The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant.  

		Firmware 13		dvs/core/DvsSecureIo.cpp		VOID CDvsSecureIoSetEncryptMethod(DVS_ENCRYPTION_TYPE encryptType, 		591		no		no		no		This method sets the encryption method to AES128(CDvsAes128) or Asymmetric Encryption (CDvsAsymmEnc). The methods have function call to both XYSSL method which is not FIPS compliant and the Open SSL which is FIPS compliant. The Cryptography mode determines the function calls.

		Firmware 13		dvs/core/DvsSecureIo.cpp		mEncMethod->Initialize( mEncKey,mEncKeyLen, mEncVector,mEncVectorLen,mEncryptDirection);		637		no		no		no		The function uses different initialization functions depending on the cryptography mode used when the initialization function call is made. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureIo.cpp		VOID CDvsSecureIoSetSignatureMethod(DVS_SIGNATURE_TYPE signatureType,  		671		no		no		no		The function uses different signature generation functions depending on the cryptography mode used when the initialization function call is made. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureIo.cpp		   mSignatureSize = mSigMethod->GetSignatureSize();		705		yes		yes		yes		The signature size is of FIPS compliant length.

		Firmware 13		dvs/core/DvsSecureIo.cpp		   mSigMethod->Initialize(mSigKey, mSigKeyLen);		715		no		no		no		The function uses different initialization functions depending on the cryptography mode used when the initialization function call is made. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureRead.cpp		mSigMethod->Digest( pData, length );		632		yes		maybe		yes		Calls a FIPS approved  SHA algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSecureRead.cpp		pDecrypt->DecryptRange(mReadBuffer, pData, length);		685		yes		maybe		yes		Calls a FIPS approved  AES algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSecureSeek.cpp		mEncMethod->DecryptRange(mReadBuffer+mReadBuffNext,		294		yes		maybe		yes		Calls a FIPS approved  AES algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSecureSeek.cpp		            mEncMethod->DecryptRange(mReadBuffer+mReadBuffNext, \		303		yes		maybe		yes		Calls a FIPS approved  AES algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSecureSeek.cpp		mEncMethod->DecryptRange(mReadBuffer+mReadBuffNext,		319		yes		maybe		yes		Calls a FIPS approved  AES algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSecureSeek.cpp		   mEncMethod->Initialize(mEncKey,mEncKeyLen, mEncVector,mEncVectorLen, mEncryptDirection);		386		yes		maybe		yes		Calls a FIPS approved  AES algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSecureUtil.cpp		VOID CDvsSecureIoDecrypt_Digest(UCHAR* pDest, UCHAR* pSrc, INT32 length)		156		no		no		no		The function decrypts the data and then computes the digest. For both the function, the definitions that will get executed depends on the cryptography mode used during the function call.  The definitions either use XYSSL, which is not FIPS compliant or use Open SSL, which is FIPS compliant.  

		Firmware 13		dvs/core/DvsSecureUtil.cpp		VOID CDvsSecureIoDigest_Encrypt(UCHAR* pDest, UCHAR* pSrc, INT32 length)		194		no		no		no		The function generates the digest and then encrypts it. For both the function, the definitions that will get executed depends on the cryptography mode used during the function call.  The definitions either use XYSSL, which is not FIPS compliant or use Open SSL, which is FIPS compliant.  

		Firmware 13		dvs/core/DvsSecureUtil.cpp		DVS_RETCODE CDvsSecureIoSignatureCreate(DVS_SIGNATURE_TYPE signatureType, 		293		no		no		no		The function uses different functions to create the signature,  the definitions that will get executed depends on the cryptography mode used during the function call. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureUtil.cpp		      SetSignatureMethod(signatureType,pSignatureKey,signatureKeyLen);		308		no		no		no		The setSignatureMethod function uses different functions to set the signature, this depends on the cryptography mode used when the function call is made. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureUtil.cpp		mEncMethod->Initialize( mEncKey, mEncKeyLen, mEncVector, mEncVectorLen, mEncryptDirection);		314		no		no		no		The function uses different initialization functions depending on the cryptography mode used when the initialization function call is made. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureUtil.cpp		 mSigMethod->Digest(mReadBuffer+mBytesToRewrite,mEmbedNameSize);		338		no		no		no		The function uses different definitions to generate the digest, this depends on the cryptography mode used when the function call is made. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureUtil.cpp		               mSigMethod->GetSignature( mReadBuffer + mBytesToRewrite 		342		no		no		no		The function uses different definitions to generate the signature, this depends on the cryptography mode used when the function call is made. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureUtil.cpp		               mEncMethod->EncryptRange(mReadBuffer,mWriteBuffer, bytesToWrite);		358		no		no		no		The function uses different functions to encrypt the data, this depends on the cryptography mode used when the function call is made. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureUtil.cpp		         rc = SignatureRemoveEncrypted();		478		no		no		no		The function uses different functions to encrypt the data, this depends on the cryptography mode used when the function call is made. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureUtil.cpp		mEncMethod->EncryptRange(mReadBuffer, mWriteBuffer, bytesToWrite); //src,dest		558		no		no		no		The function uses different functions to encrypt the data, this depends on the cryptography mode used when the function call is made. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureUtil.cpp		       pTempEncrypt->Initialize(mEncKey, mEncKeyLen, mEncVector, mEncVectorLen, 		711		no		no		no		The function uses different initialization functions depending on the cryptography mode used when the initialization function call is made. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureUtil.cpp		rc = ReEncryptFile(pTempEncrypt,bytesToDigest,TRUE);		725		no		no		no		This function makes calls to encryption, dycryption and digest generation function which may or may not be FIPS compliant depending on the cryptography mode used when the function call is made. One definition uses XYSSL which is not FIPS compliant and the other definition uses Open SSL which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureUtil.cpp		         rc = DeterminePadding(pTempEncrypt, tempSig, signatureSize );		732		no		no		no		This function makes calls to encryption function which may or may not be FIPS compliant depending on the cryptography mode used when the function call is made. One definition uses XYSSL which is not FIPS compliant and the other definition uses Open SSL which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureUtil.cpp		DVS_RETCODE CDvsSecureIoDeterminePadding( CDvsEncryptMethod* pDecrypt, 		786		no		no		no		This function makes calls to encryption function which may or may not be FIPS compliant depending on the cryptography mode used when the function call is made. One definition uses XYSSL which is not FIPS compliant and the other definition uses Open SSL which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureUtil.cpp		mSigMethod->Digest(mWriteBuffer, mBytesToRewrite+mEmbedNameSize);		831		no		no		no		The function used to generate the digest depends on the cryptography mode used when the function call is made. One definition uses XYSSL which is not FIPS compliant and the other definition uses Open SSL which is FIPS compliant.

		Firmware 13		dvs/core/DvsSecureUtil.cpp		DVS_RETCODE CDvsSecureIoReEncryptFile(CDvsEncryptMethod* pDecrypt, 		873		no		no		no		This function makes calls to encryption, dycryption and digest generation function which may or may not be FIPS compliant depending on the cryptography mode used when the function call is made. One definition uses XYSSL which is not FIPS compliant and the other definition uses Open SSL which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureUtil.cpp		DVS_RETCODE CDvsSecureIoRebuildSignature(UCHAR* tempSig)		934		no		no		no		This function makes a call to digest generation function which may or may not be FIPS compliant depending on the cryptography mode used when the function call is made. One definition uses XYSSL which is not FIPS compliant and the other definition uses Open SSL which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureUtil.cpp		DVS_RETCODE CDvsSecureIoDigestFile ( INT32 bytesLeft )		1003		no		no		no		This function makes a call to decryption and digest generation function which may or may not be FIPS compliant depending on the cryptography mode used when the function call is made. One definition uses XYSSL which is not FIPS compliant and the other definition uses Open SSL which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureUtil.cpp		mEncMethod->DecryptRange(inBuff,tempBuff,bytesRead);		1025		no		no		no		This DecryptRange function decryption decrypts data depending on the cryptography mode used when the function call is made. One definition uses XYSSL which is not FIPS compliant and the other definition uses Open SSL which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureUtil.cpp		mSigMethod->Digest( tempBuff, bytesRead );		1026		no		no		no		This Digest function uses the digest generation definition depending on the cryptography mode used when the function call is made. One definition uses XYSSL which is not FIPS compliant and the other definition uses Open SSL which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureUtil.cpp		            mEncMethod->Initialize(mEncKey, mEncKeyLen, mEncVector,		1191		no		no		no		The function uses different initialization functions depending on the cryptography mode used when the initialization function call is made. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureUtil.cpp		            mEncMethod->Initialize(mEncKey, mEncKeyLen, mEncVector,		1194		no		no		no		The function uses different initialization functions depending on the cryptography mode used when the initialization function call is made. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureUtil.cpp		         mSigMethod->Initialize(mSigKey, mSigKeyLen);		1199		no		no		no		The function uses different initialization functions depending on the cryptography mode used when the initialization function call is made. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureUtil.cpp		      mEncMethod->Initialize( mEncKey, mEncKeyLen, mEncVector,mEncVectorLen,		1262		no		no		no		The function uses different initialization functions depending on the cryptography mode used when the initialization function call is made. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. 

		Firmware 13		dvs/core/DvsSecureWrite.cpp		         Digest_Encrypt(mWriteBuffer, mRewriteBlock, mEncryptSize);		398		yes		maybe		yes		Calls a FIPS approved  AES algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSecureWrite.cpp		         Digest_Encrypt(mWriteBuffer+mWriteBuffNext, pData, bytesToCopy);		461		yes		maybe		yes		Calls a FIPS approved  AES algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSecureWrite.cpp		         Decrypt_Digest(mWriteBuffer+mWriteBuffNext, pData, bytesToCopy);		463		yes		maybe		yes		Calls a FIPS approved  AES algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSecureWrite.cpp		mSigMethod->Digest(mRewriteBlock, bytesToWrite);		562		yes		maybe		yes		Calls a FIPS approved  SHA algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSecureWrite.cpp		mSigMethod->Digest(&mReadBuffer[bytesToWrite], mEmbedNameSize);		569		yes		maybe		yes		Calls a FIPS approved  SHA algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSecureWrite.cpp		      mSigMethod->GetSignature( &mReadBuffer[bytesToWrite], mSignatureSize );		577		yes		maybe		yes		Calls a FIPS approved  SHA algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSecureWrite.cpp		         mSigMethod->GetPublicKey( &mReadBuffer[bytesToWrite],mEmbedPuKeySize);		583		yes		maybe		yes		Calls a FIPS approved  SHA algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSecureWrite.cpp		mEncMethod->EncryptRange(mReadBuffer,mWriteBuffer,bytesToWrite);		594		yes		maybe		yes		Calls a FIPS approved  SHA algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSecureWrite.cpp		      mEncMethod->DecryptRange(pData, mWriteBuffer, 		687		yes		maybe		yes		Calls a FIPS approved  AES algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSecureWrite.cpp		mSigMethod->Digest(pData, length);		753		yes		maybe		yes		Calls a FIPS approved  SHA algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSecurity.cpp		      decSize = DecryptSymKey(encKey, sizeof(encKey), keyField, keySize);		1430		yes		yes		yes		This function uses the RSA decryption defined in Open SSL, RSA library.

		Firmware 13		dvs/core/DvsSecurity.cpp		         encSize = EncryptSymKey( mSecurityKeyPtr[SECKEY_ENCRYPT_KEY],		1936		yes		yes		yes		This function uses the RSA Encryption function defined in Open SSL, RSA library.

		Firmware 13		dvs/core/DvsSecurity.cpp		         encrypter.Initialize(encKey, encLen, encVec, vecLen, DVS_DECRYPT);		2081		no		no		no		This function uses the DvsAes128 class to initialize the keys. In this class the initialization function initializes the values depending on the cryptography mode used. The initialization is done either using XYSSL RSA, which is not FIPS compliant or it is done using Open SSL RSA, which is FIPS compliant.

		Firmware 13		dvs/core/DvsSecurity.cpp		         encrypter.DecryptRange(iButtonPw, decryptedPassword, iBLen);		2082		no		no		no		This function uses the DvsAes128 class to Decrypt the password. In this class the decryption function used depends on the cryptography mode used. The decryption is done either using XYSSL RSA, which is not FIPS compliant or it is done using Open SSL RSA, which is FIPS compliant.

		Firmware 13		dvs/core/DvsSHA256.cpp		VOID CDvsSHA2Initialize( UCHAR* key, UINT32 len )		191		no		no		no		This function has two definitions for computing SHA256. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. The function call determines which definition will be executed.

		Firmware 13		dvs/core/DvsSHA256.cpp		      sha2_update( &mSHA2Context, keyInputPad, sizeof(keyInputPad) );		219		no		no		no		This definition uses the XYSSL SHA256 which is not FIPS compliant.

		Firmware 13		dvs/core/DvsSHA256.cpp		   SHA256_Init( &mSHA2Context );		221		yes		yes		yes		This definition uses the Open SSL SHA256 which is FIPS compliant.

		Firmware 13		dvs/core/DvsSHA256.cpp		      SHA256_Update( &mSHA2Context, keyInputPad, sizeof(keyInputPad) );		223		yes		yes		yes		This definition uses the Open SSL SHA256 which is FIPS compliant.

		Firmware 13		dvs/core/DvsSHA256.cpp		VOID CDvsSHA2Digest( UCHAR* pBuff, INT32 len )		248		no		no		no		This function has two definitions for computing SHA256. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. The function call determines which definition will be executed.

		Firmware 13		dvs/core/DvsSHA256.cpp		   sha2_update( &mSHA2Context, pBuff, (int)len );		251		no		no		no		This definition uses the XYSSL SHA256 which is not FIPS compliant.

		Firmware 13		dvs/core/DvsSHA256.cpp		   SHA256_Update( &mSHA2Context, pBuff, (int)len );		253		yes		yes		yes		This definition uses the Open SSL SHA256 which is FIPS compliant.

		Firmware 13		dvs/core/DvsSHA256.cpp		UINT32 CDvsSHA2GetSignature( UCHAR* pSignature, UINT32 len )		282		no		no		no		This function has two definitions for computing SHA256. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. The function call determines which definition will be executed.

		Firmware 13		dvs/core/DvsSHA256.cpp		      sha2_finish( &mSHA2Context, tmpBuff );		291		no		no		no		This definition uses the XYSSL SHA256 which is not FIPS compliant.

		Firmware 13		dvs/core/DvsSHA256.cpp		      sha2_update( &mSHA2Context, mKeyOutputPad, sizeof(mKeyOutputPad) );		296		no		no		no		This definition uses the XYSSL SHA256 which is not FIPS compliant.

		Firmware 13		dvs/core/DvsSHA256.cpp		      sha2_update( &mSHA2Context, tmpBuff, sizeof(tmpBuff) );		297		no		no		no		This definition uses the XYSSL SHA256 which is not FIPS compliant.

		Firmware 13		dvs/core/DvsSHA256.cpp		      SHA256_Final( tmpBuff, &mSHA2Context );		304		yes		yes		yes		This definition uses the Open SSL SHA256 which is FIPS compliant.

		Firmware 13		dvs/core/DvsSHA256.cpp		      SHA256_Init( &mSHA2Context );		307		yes		yes		yes		This definition uses the Open SSL SHA256 which is FIPS compliant.

		Firmware 13		dvs/core/DvsSHA256.cpp		      SHA256_Update( &mSHA2Context, mKeyOutputPad, sizeof(mKeyOutputPad) );		309		yes		yes		yes		This definition uses the Open SSL SHA256 which is FIPS compliant.

		Firmware 13		dvs/core/DvsSHA256.cpp		      SHA256_Update( &mSHA2Context, tmpBuff, sizeof(tmpBuff) );		310		yes		yes		yes		This definition uses the Open SSL SHA256 which is FIPS compliant.

		Firmware 13		dvs/core/DvsSHA256.cpp		BOOL CDvsSHA2VerifySignature( UCHAR* pSignature, BOOL bIsLocal )		349		no		no		no		This function has two definitions for verifying SHA256 signature. The first definition uses XYSSL, which is not FIPS compliant and the second definition uses Open SSL, which is FIPS compliant. The function call determines which definition will be executed.

		Firmware 13		dvs/core/DvsSHA256.cpp		      sha2_finish( &mSHA2Context, tmpBuff );		360		no		no		no		This definition uses the XYSSL SHA256 which is not FIPS compliant.

		Firmware 13		dvs/core/DvsSHA256.cpp		      sha2_update( &mSHA2Context, mKeyOutputPad, sizeof(mKeyOutputPad) );		365		no		no		no		This definition uses the XYSSL SHA256 which is not FIPS compliant.

		Firmware 13		dvs/core/DvsSHA256.cpp		      sha2_update( &mSHA2Context, tmpBuff, sizeof(tmpBuff) );		366		no		no		no		This definition uses the XYSSL SHA256 which is not FIPS compliant.

		Firmware 13		dvs/core/DvsSHA256.cpp		      SHA256_Final( tmpBuff, &mSHA2Context );		375		yes		yes		yes		This definition uses the Open SSL SHA256 which is FIPS compliant.

		Firmware 13		dvs/core/DvsSHA256.cpp		      SHA256_Init( &mSHA2Context );		378		yes		yes		yes		This definition uses the Open SSL SHA256 which is FIPS compliant.

		Firmware 13		dvs/core/DvsSHA256.cpp		      SHA256_Update( &mSHA2Context, mKeyOutputPad, sizeof(mKeyOutputPad) );		380		yes		yes		yes		This definition uses the Open SSL SHA256 which is FIPS compliant.

		Firmware 13		dvs/core/DvsSHA256.cpp		      SHA256_Update( &mSHA2Context, tmpBuff, sizeof(tmpBuff) );		381		yes		yes		yes		This definition uses the Open SSL SHA256 which is FIPS compliant.

		Firmware 13		dvs/core/DvsSigOfSig.cpp		         gPrevCtx = new CDvsSHA2();		176		yes		yes		yes		Constructor fo the class. Initialises all member variables.

		Firmware 13		dvs/core/DvsSigOfSig.cpp		         gMethodSig = new CDvsSHA2();		177		yes		yes		yes		Constructor fo the class. Initialises all member variables.

		Firmware 13		dvs/core/DvsSigOfSig.cpp		      gPrevCtx->Initialize(signatureKey, sigKeyLen);		185		yes		maybe		yes		Calls a FIPS approved  SHA algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSigOfSig.cpp		      gMethodSig->Initialize(signatureKey, sigKeyLen);		186		yes		maybe		yes		Calls a FIPS approved  SHA algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSigOfSig.cpp		         gMethodSig->Digest(signature, SHA256_DIGEST_LEN);		242		yes		maybe		yes		Calls a FIPS approved  SHA algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSigOfSig.cpp		gMethodSig->Digest(rawHdrBuffer, RAW_PARTITION_HEADER_SIZE);		269		yes		maybe		yes		Calls a FIPS approved  SHA algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSigOfSig.cpp		         verification = gMethodSig->VerifySignature( signature, TRUE );		270		yes		maybe		yes		Calls a FIPS approved  SHA algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSigOfSig.cpp		         tmpDigest->Initialize(signatureKey, sigKeyLen);		354		yes		maybe		yes		Calls a FIPS approved  SHA algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSigOfSig.cpp		tmpDigest->Digest((UCHAR*) &imgHdr, IMAGE_HEADER_SIZE);		367		yes		maybe		yes		Calls a FIPS approved  SHA algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSigOfSig.cpp		   tmpDigest->Digest(image, 
            imgHdr.completedSize - IMAGE_HEADER_SIZE - SHA256_DIGEST_LEN);		385		yes		maybe		yes		Calls a FIPS approved  SHA algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSigOfSig.cpp		      dbgSigMethod = new CDvsSHA2();		518		yes		yes		yes		Constructor fo the class. Initialises all member variables.

		Firmware 13		dvs/core/DvsSigOfSig.cpp		   dbgSigMethod->Initialize(signatureKey, sigKeyLen);		523		yes		maybe		yes		Calls a FIPS approved  SHA algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSigOfSig.cpp		         dbgSigMethod->Digest(signature, SHA256_DIGEST_LEN);		543		yes		maybe		yes		Calls a FIPS approved  SHA algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsSigOfSig.cpp		      verification = dbgSigMethod->VerifySignature( signature, TRUE );		550		yes		maybe		yes		Calls a FIPS approved  SHA algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/DvsTabInfo.cpp		static TAB_INFO_CKSUM TabulatorInfoCsum( struct tabInfoHdr_t* pTabInfo )		670		no		no		yes		It’s a homegrown implementation of calculating checksum.Calculate the checksum for a block of TabulatorInfo. There is no risk invovled under these circumstances.

		Firmware 13		dvs/core/DvsTabInfo.cpp		static VOID StoreTabInfoChecksum( struct tabInfoHdr_t* pTabInfo, 		1122		no		no		yes		It’s a homegrown implementation of calculating checksum.Calculate the checksum for a block of TabulatorInfo.There is no risk invovled under these circumstances.

		Firmware 13		dvs/core/DvsTabInfo.cpp		static TAB_INFO_CKSUM ExtractTabInfoChecksum( struct tabInfoHdr_t* pTabInfo )		1168		no		no		yes		It’s a homegrown implementation of calculating checksum.Calculate the checksum for a block of TabulatorInfo.There is no risk invovled under these circumstances.

		Firmware 13		dvs/core/image_header.cpp		      gPrevCtx = new CDvsSHA2();		146		yes		yes		yes		Constructor fo the class. Initialises all member variables.

		Firmware 13		dvs/core/image_header.cpp		      gMethodSig = new CDvsSHA2();		147		yes		yes		yes		Constructor fo the class. Initialises all member variables.

		Firmware 13		dvs/core/image_header.cpp		   gPrevCtx->Initialize(signatureKey, sigKeyLen);		155		yes		maybe		yes		Calls a FIPS approved  SHA algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/core/image_header.cpp		   gMethodSig->Initialize(signatureKey, sigKeyLen);		156		yes		maybe		yes		Calls a FIPS approved  SHA algorithm. Depending on the parameters used, XYSSL may or may not be used. Only if XYSSL library is used, then implementation becomes non-FIPS approved.

		Firmware 13		dvs/devices/xmodem.cpp		            crc = SWAP_2BE_SHORTS( calculateCrc16(srcPtr, bytesToSend) );		191		no		no		yes		uses CRC16 to verify if the block of data was received properly over the modem. There is no risk invovled under these circumstances.

		Firmware 13		dvs/devices/xmodem.cpp		unsigned short calculateCrc16(UCHAR *ptr, INT32 size)		391		no		no		yes		CRC16 is not FIPS approved.

		Firmware 13		dvs/tools/common/toolsCrypto.cpp		   size = i2d_RSA_PUBKEY(pRSA, &pBuf);		69		yes		yes		yes		it calls the FIPS approved OpenSSL RSA public key function.

		Firmware 13		dvs/tools/common/toolsCrypto.cpp		   size = i2d_RSAPrivateKey(pRSA, &pBuf);		100		yes		yes		yes		it calls the FIPS approved OpenSSL RSA private key function.

		Firmware 13		dvs/tools/common/toolsCrypto.cpp		RSA* GenerateRSAKey(UINT32 keyLength)		172		yes		yes		yes		It calls the FIPS compliant RSA key Generation function.

		Firmware 13		dvs/tools/flashAuth/flashAuth.cpp		   md5_update( &gMD5Ctx, (unsigned char*)pBuffer, readBytes);		229		no		no		yes		MD5 is not FIPS compliant. This calls non-FIPS compliant XYSSL implementation of MD5.  This utility checks the MD5 of Application in Flash against that provided in a CFlash file

		Firmware 13		dvs/tools/flashAuth/flashAuth.cpp		   md5_starts(&gMD5Ctx);		280		no		no		yes		MD5 is not FIPS compliant. This calls non-FIPS compliant XYSSL implementation of MD5.  This utility checks the MD5 of Application in Flash against that provided in a CFlash file

		Firmware 13		dvs/tools/flashAuth/flashAuth.cpp		         md5_finish(&gMD5Ctx, (unsigned char*)md5value);		403		no		no		yes		MD5 is not FIPS compliant. This calls non-FIPS compliant XYSSL implementation of MD5.  This utility checks the MD5 of Application in Flash against that provided in a CFlash file

		Firmware 13		dvs/tools/flashAuth/md5.c		void md5_starts( md5_context *ctx )		61		no		no		yes		A non-FIPS approved md5 has been implemented in this code.

		Firmware 13		dvs/tools/flashAuth/md5.c		static void md5_process( md5_context *ctx, unsigned char data[64] )		72		no		no		yes		A non-FIPS approved md5 has been implemented in this code.

		Firmware 13		dvs/tools/flashAuth/md5.c		void md5_update( md5_context *ctx, unsigned char *input, int ilen )		198		no		no		yes		A non-FIPS approved md5 has been implemented in this code.

		Firmware 13		dvs/tools/flashAuth/md5.c		        md5_process( ctx, ctx->buffer );		219		no		no		yes		A non-FIPS approved md5 has been implemented in this code.

		Firmware 13		dvs/tools/flashAuth/md5.c		        md5_process( ctx, input );		227		no		no		yes		A non-FIPS approved md5 has been implemented in this code.

		Firmware 13		dvs/tools/flashAuth/md5.c		void md5_finish( md5_context *ctx, unsigned char output[16] )		250		no		no		yes		A non-FIPS approved md5 has been implemented in this code.

		Firmware 13		dvs/tools/flashAuth/md5.c		 * output = MD5( input buffer )		276		no		no		yes		A non-FIPS approved md5 has been implemented in this code.

		Firmware 13		dvs/tools/flashAuth/md5.c		void md5( unsigned char *input, int ilen, unsigned char output[16] )		278		no		no		yes		A non-FIPS approved md5 has been implemented in this code.

		Firmware 13		dvs/tools/flashAuth/md5.c		 * output = MD5( file contents )		290		no		no		yes		A non-FIPS approved md5 has been implemented in this code.

		Firmware 13		dvs/tools/flashAuth/md5.c		int md5_file( char *path, unsigned char output[16] )		292		no		no		yes		A non-FIPS approved md5 has been implemented in this code.

		Firmware 13		dvs/tools/flashAuth/md5.c		        md5_update( &ctx, buf, (int) n );		305		no		no		yes		A non-FIPS approved md5 has been implemented in this code.

		Firmware 13		dvs/tools/flashAuth/md5.c		void md5_hmac_starts( md5_context *ctx, unsigned char *key, int keylen )		324		no		no		yes		A non-FIPS approved md5 has been implemented in this code.

		Firmware 13		dvs/tools/flashAuth/md5.c		        md5( key, keylen, sum );		331		no		no		yes		A non-FIPS approved md5 has been implemented in this code.

		Firmware 13		dvs/tools/flashAuth/md5.c		void md5_hmac_update( md5_context *ctx, unsigned char *input, int ilen )		354		no		no		yes		A non-FIPS approved md5 has been implemented in this code.

		Firmware 13		dvs/tools/flashAuth/md5.c		void md5_hmac_finish( md5_context *ctx, unsigned char output[16] )		362		no		no		yes		A non-FIPS approved md5 has been implemented in this code.

		Firmware 13		dvs/tools/flashAuth/md5.c		 * output = HMAC-MD5( hmac key, input buffer )		376		no		no		yes		A non-FIPS approved md5 has been implemented in this code.

		Firmware 13		dvs/tools/flashAuth/md5.c		void md5_hmac( unsigned char *key, int keylen, unsigned char *input, int ilen,		378		no		no		yes		A non-FIPS approved md5 has been implemented in this code.

		Firmware 13		dvs/tools/flashAuth/md5.c		int md5_self_test( int verbose )		428		no		no		yes		XYSSL is not FIPS approved. And it’s a checkup routine of a non-FIPS approved crypto algo MD5.

		Firmware 13		dvs/tools/flashAuth/md5.c		        md5( (unsigned char *) md5_test_str[i],		438		no		no		yes		XYSSL is not FIPS approved. And it uses a non-FIPS compliant , RFC 1321 compliant test vectors.

		Firmware 13		uclinux/uClinux-dist/user/netflash/netflash.c		chksum()		380		no		no		yes		function to generate checksum over the data. Checksum is calculated to see if the file loaded into memory buffers has been received correctly or not. There is no risk invovled under these circumstances.

		Firmware 13		uclinux/uClinux-dist/user/netflash/netflash.c		int check_hmac_md5(char *key)		438		no		no		yes		Non-FIPS compliant HMACMD5 being called in this method. But the risk is lower since there is no network file transfer in this application irrespective of the linux code being present.

		Firmware 13		uclinux/uClinux-dist/user/netflash/netflash.c		pkey = PEM_read_bio_RSA_PUBKEY(in, NULL, NULL, NULL);		577		yes		yes		yes		Its reading the FIPS compliant RSA public key from the image. 

		Firmware 13		uclinux/uClinux-dist/user/netflash/netflash.c		len = RSA_public_decrypt(hlen, tmp, t2,		603		yes		yes		yes

		Firmware 13		uclinux/uClinux-dist/user/netflash/netflash.c		RSA_free(pkey);		614		yes		yes		yes

		Firmware 13		uclinux/uClinux-dist/user/netflash/netflash.c		aes_set_key(&ac, hdr.aeskey, AESKEYSIZE, 0);		630		yes

		Firmware 13		uclinux/uClinux-dist/user/netflash/netflash.c		aes_decrypt(&ac, cin, cout);		634		yes

		Firmware 13		uclinux/uClinux-dist/user/netflash/netflash.c		MD5_Init(&ctx);		646		no		no		yes		It uses MD5 hashing from the openSSL FIPS module. But MD5 is not a FIPS compliant algorithm.

		Firmware 13		uclinux/uClinux-dist/user/netflash/netflash.c		MD5_Update(&ctx, fb->data, fb->length);		648		no		no		yes		It uses MD5 hashing from the openSSL FIPS module. But MD5 is not a FIPS compliant algorithm.

		Firmware 13		uclinux/uClinux-dist/user/netflash/netflash.c		MD5_Final(hash, &ctx);		649		no		no		yes		It uses MD5 hashing from the openSSL FIPS module. But MD5 is not a FIPS compliant algorithm.

		Firmware 13		uclinux/uClinux-dist/user/netflash/netflash.c		check_hmac_md5(hmacmd5key);		2178		no		no		yes		It uses MD5 hashing from the openSSL FIPS module. But MD5 is not a FIPS compliant algorithm.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsAes128.cpp		VOID CDvsAes128Initialize( UCHAR* key, UINT32 keyLength, 		98		yes		no		yes		Is a wrapper for a non-FIPS approved XYSSL implementation of Aes. The algorithm is FIPS approved but if XYSSL library is used, then implementation becomes non-FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsAes128.cpp		VOID CDvsAes128EncryptRange(UCHAR* pSrc, UCHAR* pDest, INT32 length)		139		yes		no		yes		Is a wrapper for a non-FIPS approved XYSSL implementation of Aes. The algorithm is FIPS approved but if XYSSL library is used, then implementation becomes non-FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsAes128.cpp		   aes_crypt_cbc( &mAesContext, AES_ENCRYPT, length, mIVector, pSrc, pDest);		141		yes		no		yes		Is a wrapper for a non-FIPS approved XYSSL implementation of Aes. The algorithm is FIPS approved but if XYSSL library is used, then implementation becomes non-FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsAes128.cpp		VOID CDvsAes128DecryptRange(UCHAR* pSrc, UCHAR* pDest, INT32 length)		163		yes		no		yes		Is a wrapper for a non-FIPS approved XYSSL implementation of Aes. The algorithm is FIPS approved but if XYSSL library is used, then implementation becomes non-FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsAes128.cpp		VOID CDvsAes128EncryptBlock( UCHAR* input, UCHAR* output )		186		yes		no		yes		Is a wrapper for a non-FIPS approved XYSSL implementation of Aes. The algorithm is FIPS approved but if XYSSL library is used, then implementation becomes non-FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsAes128.cpp		VOID CDvsAes128DecryptBlock( UCHAR* input, UCHAR* output )		209		yes		no		yes		Is a wrapper for a non-FIPS approved XYSSL implementation of Aes. The algorithm is FIPS approved but if XYSSL library is used, then implementation becomes non-FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsKeyCentral.cpp		UCHAR crc16_tabLo[] = {		221		no		no		no		Dallas CRC-16 is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsKeyCentral.cpp		UCHAR crc16_tabHi[] = {		256		no		no		no		Dallas CRC-16 is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsKeyCentral.cpp		UINT16 CDvsKeyCalcCsum( UINT16 seed, UCHAR* pData, UINT16 size )		708		no		no		no		Generates checksum for iButton Fields using Dallas CRC-16 method which is not FIPS compliant. Considerable risk invovled since CRC-16 is not tamper-resistant. Different Security keys(fields from iButton) can be generated having the same checksum.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureIo.cpp		   mEncMethod->Initialize(mEncKey,mEncKeyLen, mEncVector,mEncVectorLen, mEncryptDirection);		443		yes		no		yes		Initialises the context for Aes128 encryption type which is implemented using XYSSL which is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureIo.cpp		         mSigMethod = new CDvsSHA2();		490		yes		no		yes		initializing class of Sha256 which ultimately implements the XYSSL version of Sha256 which is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureIo.cpp		         mSigMethod = new CDvsSHA2();		494		yes		no		yes		initializing class of Sha256 which ultimately implements the XYSSL version of Sha256 which is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureIo.cpp		   mSignatureSize = mSigMethod->GetSignatureSize();		507		yes		no		yes		returns the size of the SHA256 signature which is 32 bytes.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureIo.cpp		   mSigMethod->Initialize(mSigKey, mSigKeyLen);		508		yes		no		yes		Initialises the context for Sha256 signtaure which is implemented using XYSSL which is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureRead.cpp		DVS_RETCODE CDvsSecureIoRead_Decrypt(UCHAR* pData, UINT32 length,		667		yes		no		yes		The decryption type used is Aes128. Aes128 is a FIPS approved algorithm, but it has been implemented using XYSSL which is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureSeek.cpp		mEncMethod->DecryptRange(mReadBuffer+mReadBuffNext, 
                                  mReadBuffer+mReadBuffNext, bytesToDecrypt);		292		yes		no		yes		The decryption type used is Aes128. Aes128 is a FIPS approved algorithm, but it has been implemented using XYSSL which is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureSeek.cpp		            mEncMethod->DecryptRange(mReadBuffer+mReadBuffNext, \		301		yes		no		yes		The decryption type used is Aes128. Aes128 is a FIPS approved algorithm, but it has been implemented using XYSSL which is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureSeek.cpp		                                     mReadBuffer+mReadBuffNext, bytesToDecrypt);		317		yes		no		yes		The decryption type used is Aes128. Aes128 is a FIPS approved algorithm, but it has been implemented using XYSSL which is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureSeek.cpp		   mEncMethod->Initialize(mEncKey,mEncKeyLen, mEncVector,mEncVectorLen, mEncryptDirection);		385		yes		no		yes		Initialises the context for Aes128 encryption type which is implemented using XYSSL which is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureUtil.cpp		VOID CDvsSecureIoDecrypt_Digest(UCHAR* pDest, UCHAR* pSrc, INT32 length)		148		yes		no		yes		implements non FIPS approved versions of Aes128 and Sha256. 

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureUtil.cpp		VOID CDvsSecureIoDigest_Encrypt(UCHAR* pDest, UCHAR* pSrc, INT32 length)		186		yes		no		yes		implements non FIPS approved versions of Aes128 and Sha256. 

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureUtil.cpp		         mEncMethod->Initialize(mEncKey, mEncKeyLen, mEncVector, mEncVectorLen, mEncryptDirection);		305		yes		no		yes		Initialises the context for Sha256 signtaure which is implemented using XYSSL which is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureUtil.cpp		mSigMethod->Digest(&mReadBuffer[mBytesToRewrite], fnameSize);		329		yes		no		yes		implements non FIPS approved versions of Sha256. 

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureUtil.cpp		               mSigMethod->GetSignature ( &mReadBuffer[mBytesToRewrite+fnameSize],		333		yes		no		yes		calls the non approved FIPS compliant Sha256 code.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureUtil.cpp		               mEncMethod->EncryptRange(mReadBuffer, mWriteBuffer, bytesToWrite);		338		yes		no		yes		The decryption type used is Aes128. Aes128 is a FIPS approved algorithm, but it has been implemented using XYSSL which is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureUtil.cpp		mEncMethod->EncryptRange(mReadBuffer, mWriteBuffer, bytesToWrite);		511		yes		no		yes		The decryption type used is Aes128. Aes128 is a FIPS approved algorithm, but it has been implemented using XYSSL which is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureUtil.cpp		       pTempEncrypt->Initialize(mEncKey, mEncKeyLen, mEncVector, mEncVectorLen, 		645		yes		no		yes		Initialises the context for Aes128 encryption which is implemented using XYSSL which is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureUtil.cpp		mSigMethod->Digest( mWriteBuffer, mBytesToRewrite+fnameSize  );		756		yes		no		yes		the implementation of Sha2 is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureUtil.cpp		            pDecrypt->DecryptRange(mReadBuffer, mWriteBuffer, bytesToRead);		817		yes		no		yes		the implementation of Aes128 is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureUtil.cpp		mSigMethod->Digest( mWriteBuffer, bytesToRead );		820		yes		no		yes		the implementation of Sha2 is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureUtil.cpp		               mEncMethod->EncryptRange(mWriteBuffer,mReadBuffer,bytesToRead);		822		yes		no		yes		the implementation of Aes128 is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureUtil.cpp		            mEncMethod->Initialize(mEncKey, mEncKeyLen, mEncVector,		1108		yes		no		yes		Initialises the context for Aes128 decryption which is implemented using XYSSL which is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureUtil.cpp		            mEncMethod->Initialize(mEncKey, mEncKeyLen, mEncVector,		1111		yes		no		yes		Initialises the context for Aes128 encryption which is implemented using XYSSL which is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureUtil.cpp		         mSigMethod->Initialize(mSigKey, mSigKeyLen);		1116		yes		no		yes		Initialises the context for SHA256 signature which is implemented using XYSSL which is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureWrite.cpp		mSigMethod->Digest(mRewriteBlock, bytesToWrite);		548		yes		no		yes		Implements the non-approved XYSSL version of SHA256.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureWrite.cpp		      mSigMethod->GetSignature( &mReadBuffer[bytesToWrite], mSignatureSize );		563		yes		no		yes		Implements the non-approved XYSSL version of SHA256.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureWrite.cpp		mEncMethod->EncryptRange(mReadBuffer,mWriteBuffer,bytesToWrite);		572		yes		no		yes		Implements the non-approved XYSSL version of Aes128.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureWrite.cpp		      mEncMethod->DecryptRange(pData, mWriteBuffer, 		659		yes		no		yes		Implements the non-approved XYSSL version of Aes128.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecureWrite.cpp		mSigMethod->Digest(pData, length);		723		yes		no		yes		Implements the non-approved XYSSL version of SHA256.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecurityCentral.cpp		         encrypter.Initialize(encKey, encLen, encVec, vecLen, DVS_DECRYPT);		599		yes		no		yes		Implements the non-approved XYSSL version of Aes128.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSecurityCentral.cpp		         encrypter.DecryptRange(iButtonPw, decryptedPassword, iBLen);		600		yes		no		yes		Implements the non-approved XYSSL version of Aes128.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSHA256.cpp		  ( sha2_context)		80		yes		no		yes		the variable 'sha2_context' is defined under the XYSSL context which is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSHA256.cpp		VOID CDvsSHA2Initialize( UCHAR* key, UINT32 len )		124		yes		no		yes		It’s a wrapper for initialisation of SHA256. Which has been implemented in Sha2.c using XYSSL. Thus the implementation is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSHA256.cpp		   sha2_update( &mSHA2Context, keyInputPad, SHA2_FULL_KEY_SIZE );		148		yes		no		yes		It’s a wrapper for SHA256. Which has been implemented in Sha2.c using XYSSL. Thus the implementation is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSHA256.cpp		   sha2_update( &mSHA2Context, pBuff, (int)len );		175		yes		no		yes		It’s a wrapper for SHA256. Which has been implemented in Sha2.c using XYSSL. Thus the implementation is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/Core/DvsSHA256.cpp		UINT32 CDvsSHA2::GetSignature( UCHAR* pSignature, UINT32 len )		203		yes		no		yes		It’s a wrapper for SHA256. It uses functions which have been implemented in Sha2.c using XYSSL. Thus the implementation is not FIPS approved.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/CSTB/DvsSecurityCentral.cpp		         encrypter.Initialize(encKey, encLen, encVec, vecLen);		613		yes		no		yes		Implements the non-approved XYSSL version of Aes128.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/CSTB/DvsSecurityCentral.cpp		         encrypter.DecryptRange(iButtonPw, decryptedPassword, iBLen);		614		yes		no		yes		Implements the non-approved XYSSL version of Aes128.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/CSTB/regUtil.cpp		#define PRIVATE_REG_AES_KEY \		52		yes		no		no		The Aes128 key and vector have been hardcoded in the file.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/CSTB/regUtil.cpp		         encrypter.Initialize( gPrivRegAesKey, gPrivRegAesKeyLen, 		305		yes		no		yes		Implements the non-approved XYSSL version of Aes128.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/CSTB/regUtil.cpp		                               gPrivRegAesVec, gPrivRegAesVecLen, DVS_DECRYPT);		306		yes		no		yes		Implements the non-approved XYSSL version of Aes128.

		Imagecast Central 4.0		build_central_V4.0_2008_06_27/ICC/ICC source/CSTB/regUtil.cpp		      encrypter.Initialize( gPrivRegAesKey, gPrivRegAesKeyLen, 		356		yes		no		yes		Implements the non-approved XYSSL version of Aes128.


































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Findings

		Vulnerable Sink		Sink Line		Fortify's Priority		Source File		Source Line		Title		Status		Comments		Requirements		Vendor Response		ITA Response

		Services/DVS.DemocracySuite.ReportService/Commands/EEDReportBaseClass.cs		101		Hot		Services/DVS.DemocracySuite.ReportService/Commands/EEDReportBaseClass.cs		107		SQL Injection		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		District name is checked during modification of precinct in class PollingSubdivision, method IsAllowedToChangeProperty.		Unclear whether or not the checks prevent SQL injection.

		Services/DVS.DemocracySuite.ReportService/Commands/UserListReportCmd.cs		108		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.cs		109		Warning		0		0		Unreleased Resource: Database		Exploitable		no user input is required.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.ReportService/Commands/ElectorGroupTypesReportCmd.cs		112		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.ReportService/Commands/PoliticalPartiesReportCmd.cs		113		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.ReportService/Commands/LanguageProfilesReportCmd.cs		114		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.ReportService/Commands/SubdivisionTypesReportCmd.cs		115		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.ReportService/Commands/DbSecurityReportCmd.cs		119		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.ReportService/Commands/ElectionDataReportCmd.cs		126		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.ReportService/Commands/OfficesReportCmd.cs		126		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.ReportService/Commands/ApplicationRoleListReportCmd.cs		127		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.ReportService/Commands/BallotSubdivisionContestReportCmd.cs		131		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.ReportService/Commands/ElectoralDivisioningReportCmd.cs		131		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.ReportService/Commands/SubdivisionBallotDistrReportCmd.cs		135		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/InfoForms/AboutDialog.cs		138		Warning		0		0		Command Injection		Exploitable		A user could cause an arbitrary process to get started.  This would matter if the process runs with higher privelleges than the user.  Unable to determine this from the code, marking this as exploitable to be safe.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		EED user can anyway start any program installed on computer or, copy and open any file on the computer. This problem is out of control of this application.		Assuming explanation is true (i.e., at run-time, all EED users have full privileges), we agree: this is low risk. The vendor does not dispute the existence of the exploit.

		Services/DVS.DemocracySuite.ReportService/Commands/TabulatorUsersReportCmd.cs		147		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.ReportService/Commands/SubdivisionsReportCmd.cs		148		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		149		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		SQL Injection		Exploitable		databaseName isnot validated before substituting in the query string.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre is not used as target database server.		Vendor does not dispute vulnerability.

		Services/DVS.DemocracySuite.ReportService/Commands/BallotStylesReportCmd.cs		151		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.ReportService/Commands/ElectionDataReportCmd.cs		151		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProviderStore.cs		153		Info		0		0		SQL Injection		Exploitable		Clear SQL injection issue on line 150.  Paramterized query is not being construcred correctly (@languageName is outside the string) However, user also need a valid connection string to execute this code.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre is not used as target database server.		Vendor does not dispute vulnerability.

		Framework/RemotingAdo/LocalDbConnection.cs		153		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		SQL Injection		Exploitable		no user input is required.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		User entry is not used in any sql commands, it is only used for memory manipulations.		Acceptable explanation

		Framework/RemotingAdo/LocalDbConnection.cs		153		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		70		SQL Injection		Exploitable		username or password aren't validated before appending it to the query string.
hence sql injection is possible.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Code is not used any more. Functinality moved to application Data Center Manager (DCM).		Acceptable explanation

		Framework/RemotingAdo/LocalDbConnection.cs		153		Info		Framework/RemotingAdo/LocalDbCommand.cs		187		SQL Injection		Exploitable		no user input is required.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Unable to locate in the code.		Provided codebase does not reflect this finding.

		Framework/RemotingAdo/LocalDbConnection.cs		153		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		81		SQL Injection		Exploitable		username or password aren't validated before appending it to the query string.
hence sql injection is possible.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Code is not used any more. Functinality moved to application Data Center Manager (DCM).		Acceptable explanation

		Framework/RemotingAdo/LocalDbConnection.cs		153		Info		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		491		SQL Injection		Exploitable		no user input is required		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre is not used as target database server.		Vendor does not dispute vulnerability.

		Framework/RemotingAdo/LocalDbConnection.cs		153		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		92		SQL Injection		Exploitable		username or password aren't validated before appending it to the query string.
hence sql injection is possible.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Set of allowed characters is limited, and each word is validated if they are potentially executables. 		Validation does not appear to prevent all SQL injection attacks.

		Framework/RemotingAdo/LocalDbConnection.cs		153		Info		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		1094		SQL Injection		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Unable to locate in the code.		Provided codebase does not reflect this finding.

		Services/DVS.DemocracySuite.ReportService/Commands/ContestReportCmd.cs		159		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.ReportService/Commands/VotingLocationsReportCmd.cs		160		Warning		0		0		Unreleased Resource: Database		Exploitable		0		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/Reports/ContestReportOverrideCmd.cs		161		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.ReportService/Commands/TabulatorsListReportCmd.cs		162		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.ReportService/Commands/PollingLocationReportCmd.cs		163		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.ReportService/Commands/AuditReportCmd.cs		170		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Framework/GUICore/RandomPassword.cs		176		Info		0		0		Insecure Randomness		Exploitable		Insecure generation of passwords, under some circumstances, may allow an attacker to predict the password.  In turn, gaining access and/or performing unauthorized operations.		Table 7: 43
Password Management: Weak Cryptography
Obscuring a password with a trivial encoding does not protect the password.

Table 7: 36
Insecure Randomness
Standard pseudo-random number generators cannot withstand cryptographic attacks.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		As part of algorithm, it is used .net class RNGCryptoServiceProvider, which implements a cryptographic Random Number Generator (RNG) using the implementation provided by the cryptographic service provider (CSP).		Aa high quality random number generator is used to generate a seed. That seed is used in a low quality random number generator which is not FIPS compliant. It is a low risk. The password generated will not be very secure.

		Services/DVS.DemocracySuite.ReportService/Commands/CandidatesReportCmd.cs		177		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaBatchCreationDialog.cs		147		SQL Injection		Exploitable		0		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		myTabulatorName does not exist in the context of this class.		myTabulatorName was the wrong variable to name. it is the return value from StringEditor.getValue(). Its value ends up in myTabulatorName, (in Framework/MemoryCore/Behavior/Actions/GenericAction.cs) which is not cleaned. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Framework/GUICore/Widgets/AttributeEditors/StringSplitter.cs		387		SQL Injection		Exploitable		0		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		myTabulatorName does not exist in the context of this class.		myTabulatorName was the wrong variable to name. it is the return value from StringSplitter.GetWords(). Values from such lists ultimately end up in myTabulatorName, (in Framework/MemoryCore/Behavior/Actions/GenericAction.cs) which is not cleaned. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Framework/GUICore/Widgets/AttributeEditors/StringEditor.cs		375		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		myTabulatorName does not exist in the context of this class.		myTabulatorName was the wrong variable to name. it is the return value from StringEditor.getValue(). Its value ends up in myTabulatorName, (in Framework/MemoryCore/Behavior/Actions/GenericAction.cs) which is not cleaned. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Framework/GUICore/Widgets/AttributeEditors/StringRefEditor.cs		414		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		myTabulatorName does not exist in the context of this class.		myTabulatorName was unclear. Through the data flow, results from the named "source file" and "source line" ultimately are passed into the myTabulatorName variable in (Framework/MemoryCore/Behavior/Actions/GenericAction.cs). Its value is not cleansed, filtered, or sanitized for SQL commands. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		111		SQL Injection		Exploitable		0		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no specification regarding sql injection.		myTabulatorName was unclear. Through the data flow, results from the named "source file" and "source line" ultimately are passed into the myTabulatorName variable in (Framework/MemoryCore/Behavior/Actions/GenericAction.cs). Its value is not cleansed, filtered, or sanitized for SQL commands. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PollingDistrictGUI/PollingDistrictBatchDialog.cs		124		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		myTabulatorName does not exist in the context of this class.		myTabulatorName was unclear. Through the data flow, results from the named "source file" and "source line" ultimately are passed into the myTabulatorName variable in (Framework/MemoryCore/Behavior/Actions/GenericAction.cs). Its value is not cleansed, filtered, or sanitized for SQL commands. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		398		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		myTabulatorName does not exist in the context of this class.		myTabulatorName was unclear. Through the data flow, results from the named "source file" and "source line" ultimately are passed into the myTabulatorName variable in (Framework/MemoryCore/Behavior/Actions/GenericAction.cs). Its value is not cleansed, filtered, or sanitized for SQL commands. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		94		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		myTabulatorName does not exist in the context of this class.		myTabulatorName was unclear. Through the data flow, results from the named "source file" and "source line" ultimately are passed into the myTabulatorName variable in (Framework/MemoryCore/Behavior/Actions/GenericAction.cs). Its value is not cleansed, filtered, or sanitized for SQL commands. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		400		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		myTabulatorName does not exist in the context of this class.		myTabulatorName was unclear. Through the data flow, results from the named "source file" and "source line" ultimately are passed into the myTabulatorName variable in (Framework/MemoryCore/Behavior/Actions/GenericAction.cs). Its value is not cleansed, filtered, or sanitized for SQL commands. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulationCenterGUI/CenterBatchTabulatorCreatorForm.cs		170		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no specification regarding sql injection.		myTabulatorName was unclear. Through the data flow, results from the named "source file" and "source line" ultimately are passed into the myTabulatorName variable in (Framework/MemoryCore/Behavior/Actions/GenericAction.cs). Its value is not cleansed, filtered, or sanitized for SQL commands. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		402		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		myTabulatorName does not exist in the context of this class.		myTabulatorName was unclear. Through the data flow, results from the named "source file" and "source line" ultimately are passed into the myTabulatorName variable in (Framework/MemoryCore/Behavior/Actions/GenericAction.cs). Its value is not cleansed, filtered, or sanitized for SQL commands. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorEditor.cs		514		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		myTabulatorName does not exist in the context of this class.		myTabulatorName was unclear. Through the data flow, results from the named "source file" and "source line" ultimately are passed into the myTabulatorName variable in (Framework/MemoryCore/Behavior/Actions/GenericAction.cs). Its value is not cleansed, filtered, or sanitized for SQL commands. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotStyle/ValueSetToAttribute.cs		102		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		myTabulatorName does not exist in the context of this class.		myTabulatorName was unclear. Through the data flow, results from the named "source file" and "source line" ultimately are passed into the myTabulatorName variable in (Framework/MemoryCore/Behavior/Actions/GenericAction.cs). Its value is not cleansed, filtered, or sanitized for SQL commands. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Framework/GUICore/Widgets/AttributeEditors/DoubleEditor.cs		307		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		myTabulatorName does not exist in the context of this class.		myTabulatorName was unclear. Through the data flow, results from the named "source file" and "source line" ultimately are passed into the myTabulatorName variable in (Framework/MemoryCore/Behavior/Actions/GenericAction.cs). Its value is not cleansed, filtered, or sanitized for SQL commands. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Framework/GUICore/Widgets/AttributeEditors/IntegerEditor.cs		353		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		myTabulatorName does not exist in the context of this class.		myTabulatorName was unclear. Through the data flow, results from the named "source file" and "source line" ultimately are passed into the myTabulatorName variable in (Framework/MemoryCore/Behavior/Actions/GenericAction.cs). Its value is not cleansed, filtered, or sanitized for SQL commands. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaBatchCreationDialog.cs		148		SQL Injection		Exploitable		0		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no specification regarding sql injection.		myTabulatorName was unclear. Through the data flow, results from the named "source file" and "source line" ultimately are passed into the myTabulatorName variable in (Framework/MemoryCore/Behavior/Actions/GenericAction.cs). Its value is not cleansed, filtered, or sanitized for SQL commands. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Framework/GUICore/Widgets/AttributeEditors/EnumerationEditor.cs		397		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		myTabulatorName does not exist in the context of this class.		myTabulatorName was unclear. Through the data flow, results from the named "source file" and "source line" ultimately are passed into the myTabulatorName variable in (Framework/MemoryCore/Behavior/Actions/GenericAction.cs). Its value is not cleansed, filtered, or sanitized for SQL commands. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorEditor.cs		541		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no specification regarding sql injection.		myTabulatorName was unclear. Through the data flow, results from the named "source file" and "source line" ultimately are passed into the myTabulatorName variable in (Framework/MemoryCore/Behavior/Actions/GenericAction.cs). Its value is not cleansed, filtered, or sanitized for SQL commands. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		128		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		myTabulatorName does not exist in the context of this class.		myTabulatorName was unclear. Through the data flow, results from the named "source file" and "source line" ultimately are passed into the myTabulatorName variable in (Framework/MemoryCore/Behavior/Actions/GenericAction.cs). Its value is not cleansed, filtered, or sanitized for SQL commands. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PollingDistrictGUI/DistrictBatchTabulatorCreatorForm.cs		170		SQL Injection		Exploitable		0		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		myTabulatorName does not exist in the context of this class.		myTabulatorName was unclear. Through the data flow, results from the named "source file" and "source line" ultimately are passed into the myTabulatorName variable in (Framework/MemoryCore/Behavior/Actions/GenericAction.cs). Its value is not cleansed, filtered, or sanitized for SQL commands. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		314		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		myTabulatorName does not exist in the context of this class.		myTabulatorName was unclear. Through the data flow, results from the named "source file" and "source line" ultimately are passed into the myTabulatorName variable in (Framework/MemoryCore/Behavior/Actions/GenericAction.cs). Its value is not cleansed, filtered, or sanitized for SQL commands. SQL injection is possible.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		77		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no specification regarding sql injection.		myTabulatorName was unclear. Through the data flow, results from the named "source file" and "source line" ultimately are passed into the myTabulatorName variable in (Framework/MemoryCore/Behavior/Actions/GenericAction.cs). Its value is not cleansed, filtered, or sanitized for SQL commands. SQL injection is possible.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProviderStore.cs		191		Info		0		0		SQL Injection		Exploitable		Clear SQL injection issue on line 189.  However, user also need a valid connection string to execute this code.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre is not used as target database server.		Vendor does not dispute vulnerability.

		Framework/GUICore/RandomPassword.cs		207		Info		0		0		Insecure Randomness		Exploitable		Insecure generation of passwords, under some circumstances, may allow an attacker to predict the password.  In turn, gaining access and/or performing unauthorized operations.		Table 7: 43
Password Management: Weak Cryptography
Obscuring a password with a trivial encoding does not protect the password.

Table 7: 36
Insecure Randomness
Standard pseudo-random number generators cannot withstand cryptographic attacks.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		As part of algorithm, it is used .net class RNGCryptoServiceProvider, which implements a cryptographic Random Number Generator (RNG) using the implementation provided by the cryptographic service provider (CSP).		Vendor does not dispute vulnerability. A cryptographic random number generator provides no cryptographic functions other than a "more random" random number.

		DEMOCRACY SUITE/ELECTION EVENT/Layouting/Visitors/PdfGenerator.cs		212		Warning		0		0		Unreleased Resource: Streams		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Framework/Utilities/DbModificationFilter/code/DbActionDispatcher.cs		220		Warning		0		0		Unreleased Resource: Streams		Exploitable		A user could cause an arbitrary process to get started.  This would matter if the process runs with higher privelleges than the user.  Unable to determine this from the code, marking this as exploitable to be safe.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Framework/GUICore/RandomPassword.cs		221		Info		0		0		Insecure Randomness		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		Table 7: 43
Password Management: Weak Cryptography
Obscuring a password with a trivial encoding does not protect the password.

Table 7: 36
Insecure Randomness
Standard pseudo-random number generators cannot withstand cryptographic attacks.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		As part of algorithm, it is used .net class RNGCryptoServiceProvider, which implements a cryptographic Random Number Generator (RNG) using the implementation provided by the cryptographic service provider (CSP).		Vendor does not dispute vulnerability. A cryptographic random number generator provides no cryptographic functions other than a "more random" random number.

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		241		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		dvs/sha2/sha2.c		264		Warning		0		0		Out-of-Bounds Read		Exploitable		If argv[2] is longer than 256 characters, this will lead to lines 323-324 writing outside of the boundary of the initialKey array						No comment by vendor

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		273		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		dvs/tools/flashAuth/flashAuth.cpp		301		Warning		dvs/tools/flashAuth/flashAuth.cpp		257		String Termination Error		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		Table 7:12 Sring Termination Error
Relying on proper string termination may result in a buffer overflow. 				No comment by vendor

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		308		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		77		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		adminDivId is unique key for the object AdministrativeDivision. Its type is GUID. User can not control value of the variable.		It is not clear where the code is store. There is no clear distinction between the server and client. If the adminDivID values is store in the memory the attacker could still change it. Unless there is server side code, but there is none over here. The attacker could modify this value in memory and replace it with a malicious script. Since there is no validation done on this field, the malicious code will get executed. here this value is controlled by an Administrator. It will be an internal attack.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		402		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		"adminDivID" was the wrong variable to name. The "tbPartThree" is passed in through a web form, validated by the “Validate()” function defined under the DVS.Framework.MemoryCore.Common namespace in CommomUtils.cs class and then used in a SQL query. This is unsafe since Validate() is not a good validation function.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		314		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		Incorrectly flagged as exploitable. However, client-side direct database connections are dangerous.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Framework/GUICore/Widgets/AttributeEditors/IntegerEditor.cs		353		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		Incorrectly flagged as exploitable. However, client-side direct database connections are dangerous.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotStyle/ValueSetToAttribute.cs		102		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		Incorrectly flagged as exploitable. However, client-side direct database connections are dangerous.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Framework/GUICore/Widgets/AttributeEditors/StringRefEditor.cs		414		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		Incorrectly flagged as exploitable. However, client-side direct database connections are dangerous.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaBatchCreationDialog.cs		148		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		Incorrectly flagged as exploitable. However, client-side direct database connections are dangerous.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		94		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		adminDivID was the wrong variable to name. The "LastName" is passed in through a web form, validated by the “Validate()” function defined under the DVS.Framework.MemoryCore.Common namespace in CommomUtils.cs class and then used in a SQL query. This is unsafe since Validate() is not a good validation function.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		128		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		adminDivID was the wrong variable to name. The "Password" is passed in through a web form, validated by the “Validate()” function defined under the DVS.Framework.MemoryCore.Common namespace in CommomUtils.cs class and then used in a SQL query. This is unsafe since Validate() is not a good validation function.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		398		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		adminDivID was the wrong variable to name. The "tbPartOne" is passed in through a web form, validated by the “Validate()” function defined under the DVS.Framework.MemoryCore.Common namespace in CommomUtils.cs class and then used in a SQL query. This is unsafe since Validate() is not a good validation function.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Framework/GUICore/Widgets/AttributeEditors/StringEditor.cs		375		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		Incorrectly flagged as exploitable. However, client-side direct database connections are dangerous.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Framework/GUICore/Widgets/AttributeEditors/StringSplitter.cs		387		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		Incorrectly flagged as exploitable. However, client-side direct database connections are dangerous.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Framework/GUICore/Widgets/AttributeEditors/DoubleEditor.cs		307		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		Incorrectly flagged as exploitable. However, client-side direct database connections are dangerous.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		400		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		adminDivID was the wrong variable to name. The "tbPartTwo" is passed in through a web form, validated by the “Validate()” function defined under the DVS.Framework.MemoryCore.Common namespace in CommomUtils.cs class and then used in a SQL query. This is unsafe since Validate() is not a good validation function.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PollingDistrictGUI/PollingDistrictBatchDialog.cs		124		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		Incorrectly flagged as exploitable. However, client-side direct database connections are dangerous.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Framework/GUICore/Widgets/AttributeEditors/EnumerationEditor.cs		397		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		Incorrectly flagged as exploitable. However, client-side direct database connections are dangerous.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorEditor.cs		514		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		Incorrectly flagged as exploitable.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Hot		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaEditor.cs		294		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		SQL injection not exploitable.  Single quotes replaced with double quotes		The value is retrieved from a text box. This value is enclosed within double quotes. It is not expliotable.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaBatchCreationDialog.cs		147		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		Incorrectly flagged as exploitable. However, client-side direct database connections are dangerous.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PollingDistrictGUI/DistrictBatchTabulatorCreatorForm.cs		170		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		Incorrectly flagged as exploitable. However, client-side direct database connections are dangerous. adminDivID was the wrong variable to name. The "tbSuffix" is appended to the string and returned to the calling function without any validation.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorEditor.cs		541		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		Incorrectly flagged as exploitable. However, client-side direct database connections are dangerous.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Hot		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaEditor.cs		284		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		SQL injection not exploitable.  Single quotes replaced with double quotes		The value typeName is retrieved from a text box. This value is enclosed within double quotes. 

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		111		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		adminDivID was the wrong variable to name. The "FirstName" is passed in through a web form, validated by the “Validate()” function defined under the DVS.Framework.MemoryCore.Common namespace in CommomUtils.cs class and then used in a SQL query. This is unsafe since Validate() is not a good validation function.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulationCenterGUI/CenterBatchTabulatorCreatorForm.cs		170		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		See coment from line 6.		Incorrectly flagged as exploitable. However, client-side direct database connections are dangerous. adminDivID was the wrong variable to name. The "tbSuffix" is appended to the string and returned to the calling function without any validation.

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		341		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		350		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		251		SQL Injection		Exploitable		input is not user controlled.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Code is not used any more. Functinality moved to application Data Center Manager (DCM).		Acceptable explanation

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		350		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		193		SQL Injection		Exploitable		insufficient input validation
		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Code is not used any more. Functinality moved to application Data Center Manager (DCM).		Acceptable explanation

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		350		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		212		SQL Injection		Exploitable		insufficient input validation
		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Code is not used any more. Functinality moved to application Data Center Manager (DCM).		Acceptable explanation

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		350		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		249		SQL Injection		Exploitable		input isn't user controlled		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Code is not used any more. Functinality moved to application Data Center Manager (DCM).		Acceptable explanation

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		350		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		210		SQL Injection		Exploitable		insufficient input validation
		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Code is not used any more. Functinality moved to application Data Center Manager (DCM).		Acceptable explanation

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		350		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		258		SQL Injection		Exploitable		method is called internally		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Code is not used any more. Functinality moved to application Data Center Manager (DCM).		Acceptable explanation

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		350		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		SQL Injection		Exploitable		insufficient input validation		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Data entry is only used for manipulations in memory. There are no sql commands which use entry as parameter.		Acceptable explanation

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		350		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		265		SQL Injection		Exploitable		insufficient input validation
		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Code is not used any more. Functinality moved to application Data Center Manager (DCM).		Acceptable explanation

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		350		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		255		SQL Injection		Exploitable		insufficient input validation
		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Code is not used any more. Functinality moved to application Data Center Manager (DCM).		Acceptable explanation

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		351		Info		0		0		SQL Injection		Exploitable		loginName and loginPassword aren't validated before using them in
constructing query string.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre is not used as target database server.		Vendor does not dispute vulnerability.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		374		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		210		SQL Injection		Exploitable		loginName and loginPassword aren't validated before using them in
constructing query string.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre is not used as target database server.		Vendor does not dispute vulnerability.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		374		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		255		SQL Injection		Exploitable		loginName and loginPassword aren't validated before using them in
constructing query string.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre is not used as target database server.		Vendor does not dispute vulnerability.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		374		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		212		SQL Injection		Exploitable		loginName and loginPassword aren't validated before using them in
constructing query string.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre is not used as target database server.		Vendor does not dispute vulnerability.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		374		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		258		SQL Injection		Exploitable		loginName and loginPassword aren't validated before using them in
constructing query string.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre is not used as target database server.		Vendor does not dispute vulnerability.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		374		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		251		SQL Injection		Exploitable		loginName and loginPassword aren't validated before using them in
constructing query string.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre is not used as target database server.		Vendor does not dispute vulnerability.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		374		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		249		SQL Injection		Exploitable		loginName and loginPassword aren't validated before using them in
constructing query string.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre is not used as target database server.		Vendor does not dispute vulnerability.

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		391		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Framework/MemoryCore/API/ConsistencyUtils.cs		392		Warning		0		0		Unreleased Resource: Database		Exploitable		This is exploitable as long as the user can specify a newPrecinctName.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		411		Info		0		0		SQL Injection		Exploitable		loginName isn not validated and hence SQL injection is possible.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre is not used as target database server.		Vendor does not dispute vulnerability.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		439		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		265		SQL Injection		Exploitable		userName and password arenot validated before using in the 'query' variable		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre is not used as target database server.		Vendor does not dispute vulnerability.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		439		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		193		SQL Injection		Exploitable		userName and password arenot validated before using in the 'query' variable		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre is not used as target database server.		Vendor does not dispute vulnerability.

		dvs/devices/usbprinter.cpp		442		Warning		0		0		Race Condition: File System Access		Exploitable		0						No comment by vendor

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		458		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		492		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		dvs/icp/Pcl3Overlay.cpp		500		Warning		0		0		Out-of-Bounds Read: Off-by-One		Exploitable		0		Table 7: 1
Buffer Overflow
Writing outside the bounds of allocated memory can corrupt data, crash the program, or cause the execution of an attack payload.

Table 7: 12
String Termination Error
Relying on proper string termination may result in a buffer overflow.

Table 7: 34
Often Misused: Strings
Functions that manipulate strings encourage buffer overflows.

VVSG 2: 5.4.2.d
For those languages with unbound arrays, provides controls to prevent writing beyond
the array, string, or buffer boundaries				No comment by vendor

		Framework/GUICore/Consistency/Data/ConsGuiGroup.cs		516		Warning		0		0		Unreleased Resource: Database		Exploitable		Insecure generation of passwords, under some circumstances, may allow an attacker to predict the password.  In turn, gaining access and/or performing unauthorized operations.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		523		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotGUI/BallotManEditor.cs		534		Hot		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotGUI/BallotManEditor.cs		534		Command Injection		Exploitable		By controlling the COMPSEC environment variable, an attacker could have the process invoke arbitrary code.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		The only demage it can cause is to disabe showing of .pdf ballot file, created in temporary directory. 		Vendor misunderstands. By setting COMSPEC environment variable, any EXE can be executed with any arguments (e.g., "CMD /C DEL /S C:\" would delete all the files the user had permissions to delete)

		Framework/MemoryCore/API/ActionUtils.cs		559		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		561		Warning		0		0		Unreleased Resource: Streams		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		573		Hot		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		948		SQL Injection		Exploitable		The 'userName' is specifiable by the user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre sql is not used as target database server. User can not access pg_proc table, whose entries are used to compose query.		Vendor does not dispute vulnerability.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		573		Warning		Framework/RemotingAdo/LocalDbCommand.cs		187		SQL Injection		Exploitable		The 'userName' is specifiable by the user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre is not used as target database server.		Vendor does not dispute vulnerability.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		573		Hot		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		895		SQL Injection		Exploitable		The 'userName' is specifiable by the user.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre sql is not used as target database server.		Vendor does not dispute vulnerability.

		dvs/icp/Pcl3Raster.cpp		598		Warning		0		0		Buffer Overflow: Format String		Exploitable		0		Buffer Overflow: Format String
The Format String exploit occurs when the submitted data of an input string is evaluated as a command by the application. In this way, the attacker could execute code, read the stack, or cause a segmentation fault in the running application, causing new behaviors that could compromise the security or the stability of the system.

VVSG 1: 5.2.2 Software Integrity
Self-modifying, dynamically loaded or interpreted code is prohibited, except under the
security provisions outlined in Subsection 7.4. This prohibition is to ensure that the software
tested and approved during the certification process remains unchanged and retains its
integrity. External modification of code during execution shall be prohibited. Where the
development environment (programming language and development tools) includes the
following features, the software shall provide controls to prevent accidental or deliberate
attempts to replace executable code:
a. Unbounded arrays or strings (includes buffers used to move data)
b. Pointer variables
c. Dynamic memory allocation and management				No comment by vendor

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		608		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		609		Hot		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		853		SQL Injection		Exploitable		0		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre sql is not used as target database server.		Vendor does not dispute vulnerability.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		609		Warning		Framework/RemotingAdo/LocalDbCommand.cs		187		SQL Injection		Exploitable		0		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre is not used as target database server.		Vendor does not dispute vulnerability.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		609		Hot		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		764		SQL Injection		Exploitable		Exploitable if a malicious userName is specifiable by a user.  Fortify is assuming that data coming out of the databse is tainted.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre sql is not used as target database server.		Vendor does not dispute vulnerability.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		609		Hot		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		808		SQL Injection		Exploitable		0		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre sql is not used as target database server.		Vendor does not dispute vulnerability.

		dvs/File.cpp		611		Hot		dvs/File.cpp		600		Buffer Overflow		Exploitable		0		Table 7:1 Buffer Overflow
A buffer overflow condition exists when a program attempts to put more data in a buffer than it can hold or when a program attempts to put data in a memory area past a buffer. 				No comment by vendor

		Framework/MemoryCore/API/QueryUtils.cs		614		Hot		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		398		SQL Injection		Exploitable		This is exploitable if the user can set a malicious precint name.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		User does not have full control, see line 95.		Acceptable explanation

		Framework/MemoryCore/API/QueryUtils.cs		614		Hot		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		400		SQL Injection		Exploitable		This is exploitable, but the user seems to already have full access to DB, since the form connects to the DB directly.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		User does not have full control, see line 95.		Acceptable explanation

		Framework/MemoryCore/API/QueryUtils.cs		614		Hot		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		402		SQL Injection		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		User does not have full control, see line 95.		Acceptable explanation

		Framework/MemoryCore/API/QueryUtils.cs		618		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		dvs/icp/Pcl3Raster.cpp		670		Warning		0		0		Buffer Overflow: Format String		Exploitable		0		Buffer Overflow: Format String
The Format String exploit occurs when the submitted data of an input string is evaluated as a command by the application. In this way, the attacker could execute code, read the stack, or cause a segmentation fault in the running application, causing new behaviors that could compromise the security or the stability of the system.

VVSG 1: 5.2.2 Software Integrity
Self-modifying, dynamically loaded or interpreted code is prohibited, except under the
security provisions outlined in Subsection 7.4. This prohibition is to ensure that the software
tested and approved during the certification process remains unchanged and retains its
integrity. External modification of code during execution shall be prohibited. Where the
development environment (programming language and development tools) includes the
following features, the software shall provide controls to prevent accidental or deliberate
attempts to replace executable code:
a. Unbounded arrays or strings (includes buffers used to move data)
b. Pointer variables
c. Dynamic memory allocation and management				No comment by vendor

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		671		Warning		0		0		Unreleased Resource: Database		Exploitable		This is exploitable, but user seems to already have full access to DB.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		761		Info		0		0		SQL Injection		Exploitable		Exploitable - concatentation used to build the query striny, and 'adminName' is specified by the user.  However, user would need a valid connection string.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre is not used as target database server.		Vendor does not dispute vulnerability.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		793		Hot		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		153		SQL Injection		Exploitable		exploitable, but unsure of impact		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		User does not have access to this sql string, which is stored in resource file of the project.		If the user has access to the resource file, and the resource file is not encrypted, the user has access to this SQL string.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		795		Info		0		0		SQL Injection		Exploitable		exploitable, but unsure of impact		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		This method is invoked during configuration of the system (creation of DB login) by system administrator. No election data is present on RDBMS. System administrator has all rights on the system. There is no point to introduce any protection from SQL injection.		While the impact may not be expansive, the issue still exists.

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		805		Warning		0		0		Unreleased Resource: Streams		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		805		Info		0		0		SQL Injection		Exploitable		Dynamic SQL query being built using the user controlled parameter 'adminName'		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre is not used as target database server.		Vendor does not dispute vulnerability.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		842		Hot		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		153		SQL Injection		Exploitable		Not deallocating the memory of the 'pdir' pointer is low security risk and thus has been marked as not an issue.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		This method is invoked during configuration of the system (creation of DB login) by system administrator. No election data is present on RDBMS. System administrator has all rights on the system. There is no point to introduce any protection from SQL injection.		While the impact may not be expansive, the issue still exists.

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		874		Warning		0		0		Unreleased Resource: Streams		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		There is no possibility to invoke this method outside our application, or too frequently in the short period of time application GUI.		Acceptable explanation

		dvs/icp/Pcl3Raster.cpp		942		Warning		0		0		Buffer Overflow: Format String		Exploitable		0		Buffer Overflow: Format String
The Format String exploit occurs when the submitted data of an input string is evaluated as a command by the application. In this way, the attacker could execute code, read the stack, or cause a segmentation fault in the running application, causing new behaviors that could compromise the security or the stability of the system.

VVSG 1: 5.2.2 Software Integrity
Self-modifying, dynamically loaded or interpreted code is prohibited, except under the
security provisions outlined in Subsection 7.4. This prohibition is to ensure that the software
tested and approved during the certification process remains unchanged and retains its
integrity. External modification of code during execution shall be prohibited. Where the
development environment (programming language and development tools) includes the
following features, the software shall provide controls to prevent accidental or deliberate
attempts to replace executable code:
a. Unbounded arrays or strings (includes buffers used to move data)
b. Pointer variables
c. Dynamic memory allocation and management				No comment by vendor

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		948		Warning		0		0		Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre is not used as target database server.		Vendor does not dispute vulnerability.

		Utilities/DVS.Utilities.Common/FileManager/Controls/FileBrowser.cs		1215		Warning		0		0		Command Injection		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		EED user can anyway start any program installed on computer, or copy and open any file on the computer. This problem is out of control of this application.		Acceptable explanation

		dvs/Printer.cpp		1324		Hot		dvs/File.cpp		303		Buffer Overflow		Exploitable		0		Table 7:1 Buffer Overflow
A buffer overflow condition exists when a program attempts to put more data in a buffer than it can hold or when a program attempts to put data in a memory area past a buffer. 				No comment by vendor

		dvs/Printer.cpp		1325		Hot		dvs/File.cpp		435		Buffer Overflow		Exploitable		0		Table 7:1 Buffer Overflow
A buffer overflow condition exists when a program attempts to put more data in a buffer than it can hold or when a program attempts to put data in a memory area past a buffer. 				No comment by vendor

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1688		Info		0		0		SQL Injection		Exploitable		Exploitable because user controlls databaseName.  However user requires a valid connectionString to execute this code.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Postgre is not used as target database server.		Vendor does not dispute vulnerability.

		
DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs"		122		Warning		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		118		Trust Boundary Violation		Exploitable		Sept 09 NF - The primary finding here has to do with memory exhaustion.  Although authentication is being performed before storing a new instance of the ClientInfo object in the Application collection (this is the Session object for .net webservices), the server is trusting that the connection string supplied to these webservice methods actually points to the intended database server.  Consider the situation where the attack supplies a connection string to his own DB server.  In this case, authentication will succeed, and the attacker can continue to exhaust all of the webservice's memory, for instance, by executing lines 109-114 continually.  Such an attack is feasible, because anyone on the network with access to the webservice can consume it's methods, and the attacker can specify large amounts. 		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.

		
DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs"		122		Warning		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Trust Boundary Violation		Exploitable		Sept 09 NF - The primary finding here has to do with memory exhaustion.  Although authentication is being performed before storing a new instance of the ClientInfo object in the Application collection (this is the Session object for .net webservices), the server is trusting that the connection string supplied to these webservice methods actually points to the intended database server.  Consider the situation where the attack supplies a connection string to his own DB server.  In this case, authentication will succeed, and the attacker can continue to exhaust all of the webservice's memory, for instance, by executing lines 109-114 continually.  Such an attack is feasible, because anyone on the network with access to the webservice can consume it's methods, and the attacker can specify large amounts. 		KV-218 Denial-of-Service attacks making voting machines unavailable on election day.

VVSG 1:1.3.1.3
"...the accredited test lab will look at programming completeness, consistency, correctness, modifiability, structure, and traceability, along with its modularity and construction.  "

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.

		
DEMOCRACY SUITE/US/2008/Applications/Result Tally/DVS.DemocracySuite.ResultTally/Commands/XmlReport/XmlReport.cs"		1676		Warning						Missing XML Validation		Exploitable		Sept 09 NF - Malicious DTDs could be an issue, but this code is client-side anyways, so impact is probably very low.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		149		Info						SQL Injection		Exploitable		Sept 09 NF - SQL Injection is possible, but client-side database queries makes exploitation redundant.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		374		Info						SQL Injection		Exploitable		Sept 09 NF - SQL Injection is possible, but client-side database queries makes exploitation redundant.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		439		Info						SQL Injection		Exploitable		Sept 09 NF - SQL Injection is possible, but client-side database queries makes exploitation redundant.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		609		Warning		Framework/RemotingAdo/RemoteDbProviderImpl.cs		194		SQL Injection		Exploitable		Sept 09 NF - SQL Injection is possible, but client-side database queries makes exploitation redundant.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		945		Warning		Framework/RemotingAdo/RemoteDbProviderImpl.cs		194		SQL Injection		Exploitable		Sept 09 NF - SQL Injection is possible, but client-side database queries makes exploitation redundant.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.

		
dvs/xml/XML.cpp"		130		Warning						Memory Leak		Exploitable		Sept 09 NF - the 'votingBoxPosition' pointer is not freed, which leaves the allocated memory on the heap

		
Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs"		516		Info		Utilities/DVS.Utilities.DataCenterManager/FormServer.cs		313		SQL Injection		Exploitable		Sept 09 NF - Exploitable SQL Injection, but impact is unclear.  Flagging this as an issue, since implementing stored procedures would remediate this vulnerability.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.

		
Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs"		518		Info		Utilities/DVS.Utilities.DataCenterManager/FormServer.cs		313		SQL Injection		Exploitable		Sept 09 NF - Exploitable SQL Injection, but impact is unclear.  Flagging this as an issue, since implementing stored procedures would remediate this vulnerability.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.

		
Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs"		562		Info		Utilities/DVS.Utilities.DataCenterManager/FormServer.cs		313		SQL Injection		Exploitable		Sept 09 NF - Exploitable SQL Injection, but impact is unclear.  Flagging this as an issue, since implementing stored procedures would remediate this vulnerability.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.

		
Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs"		564		Info		Utilities/DVS.Utilities.DataCenterManager/FormServer.cs		313		SQL Injection		Exploitable		Sept 09 NF - Exploitable SQL Injection, but impact is unclear.  Flagging this as an issue, since implementing stored procedures would remediate this vulnerability.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.

		
Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs"		1580		Info		Utilities/DVS.Utilities.DataCenterManager/FormServer.cs		313		SQL Injection		Exploitable		Sept 09 NF - Exploitable SQL Injection, but impact is unclear.  Flagging this as an issue, since implementing stored procedures would remediate this vulnerability.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.

		
Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs"		1670		Info		Utilities/DVS.Utilities.DataCenterManager/FormServer.cs		313		SQL Injection		Exploitable		Sept 09 NF - Exploitable SQL Injection, but impact is unclear.  Flagging this as an issue, since implementing stored procedures would remediate this vulnerability.		Table 7: 11
SQL Injection
Constructing a dynamic SQL statement with user input may allow an attacker to modify the statement’s meaning or to execute arbitrary SQL commands.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.

		dvs/xml/XML.cpp		122		Warning						Memory Leak		Exploitable		Sept 09 NF - the 'position' pointer is not freed, which leaves the allocated memory on the heap

																

																

																

																

																

																

																

																

																

																

																

																

																

																

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												

												





Raw Data

		Vuln File		Vuln Line		Priority		Data Source		Source Line		Class		Status		Comments

		cots/libusblinux310r2/common/mbappreg.c		577		Hot						Buffer Overflow: Off-by-One		Exploitable

		cots/libusblinux310r2/common/mbee77.c		718		Hot						Buffer Overflow		Exploitable

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/Reports/ContestReportOverrideCmd.cs		161		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		DEMOCRACY SUITE/ELECTION EVENT/Layouting/Visitors/PdfGenerator.cs		212		Warning						Unreleased Resource: Streams		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/InfoForms/AboutDialog.cs		138		Warning						Command Injection		Exploitable		A user could cause an arbitrary process to get started.  This would matter if the process runs with higher privelleges than the user.  Unable to determine this from the code, marking this as exploitable to be safe.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotGUI/BallotManEditor.cs		534		Hot		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotGUI/BallotManEditor.cs		534		Command Injection		Exploitable		By controlling the COMPSEC environment variable, an attacker could have the process invoke arbitrary code.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		77		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		402		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		314		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Framework/GUICore/Widgets/AttributeEditors/IntegerEditor.cs		353		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotStyle/ValueSetToAttribute.cs		102		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Framework/GUICore/Widgets/AttributeEditors/StringRefEditor.cs		414		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaBatchCreationDialog.cs		148		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		94		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		128		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		398		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Framework/GUICore/Widgets/AttributeEditors/StringEditor.cs		375		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Framework/GUICore/Widgets/AttributeEditors/StringSplitter.cs		387		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Framework/GUICore/Widgets/AttributeEditors/DoubleEditor.cs		307		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		400		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PollingDistrictGUI/PollingDistrictBatchDialog.cs		124		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Framework/GUICore/Widgets/AttributeEditors/EnumerationEditor.cs		397		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorEditor.cs		514		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Hot		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaEditor.cs		294		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaBatchCreationDialog.cs		147		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PollingDistrictGUI/DistrictBatchTabulatorCreatorForm.cs		170		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorEditor.cs		541		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Hot		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaEditor.cs		284		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		111		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		340		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulationCenterGUI/CenterBatchTabulatorCreatorForm.cs		170		SQL Injection		Exploitable		No replace being performed on the adminDivId parameter that could be controlled by a user.

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaBatchCreationDialog.cs		147		SQL Injection		Exploitable

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Framework/GUICore/Widgets/AttributeEditors/StringSplitter.cs		387		SQL Injection		Exploitable

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Framework/GUICore/Widgets/AttributeEditors/StringEditor.cs		375		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Framework/GUICore/Widgets/AttributeEditors/StringRefEditor.cs		414		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		111		SQL Injection		Exploitable

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PollingDistrictGUI/PollingDistrictBatchDialog.cs		124		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		398		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		94		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		400		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulationCenterGUI/CenterBatchTabulatorCreatorForm.cs		170		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		402		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorEditor.cs		514		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotStyle/ValueSetToAttribute.cs		102		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Framework/GUICore/Widgets/AttributeEditors/DoubleEditor.cs		307		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Framework/GUICore/Widgets/AttributeEditors/IntegerEditor.cs		353		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaBatchCreationDialog.cs		148		SQL Injection		Exploitable

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Framework/GUICore/Widgets/AttributeEditors/EnumerationEditor.cs		397		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorEditor.cs		541		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		128		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PollingDistrictGUI/DistrictBatchTabulatorCreatorForm.cs		170		SQL Injection		Exploitable

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		314		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		181		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		77		SQL Injection		Exploitable		myTabulatorName value isn't cleansed. hence SQL injection is possible

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		561		Warning						Unreleased Resource: Streams		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		805		Warning						Unreleased Resource: Streams		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		874		Warning						Unreleased Resource: Streams		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		149		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		SQL Injection		Exploitable		databaseName isnot validated before substituting in the query string.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		351		Info						SQL Injection		Exploitable		loginName and loginPassword aren't validated before using them in
constructing query string.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		374		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		210		SQL Injection		Exploitable		loginName and loginPassword aren't validated before using them in
constructing query string.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		374		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		255		SQL Injection		Exploitable		loginName and loginPassword aren't validated before using them in
constructing query string.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		374		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		212		SQL Injection		Exploitable		loginName and loginPassword aren't validated before using them in
constructing query string.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		374		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		258		SQL Injection		Exploitable		loginName and loginPassword aren't validated before using them in
constructing query string.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		374		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		251		SQL Injection		Exploitable		loginName and loginPassword aren't validated before using them in
constructing query string.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		374		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		249		SQL Injection		Exploitable		loginName and loginPassword aren't validated before using them in
constructing query string.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		411		Info						SQL Injection		Exploitable		loginName isn not validated and hence SQL injection is possible.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		439		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		265		SQL Injection		Exploitable		userName and password arenot validated before using in the 'query' variable

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		439		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		193		SQL Injection		Exploitable		userName and password arenot validated before using in the 'query' variable

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		573		Hot		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		948		SQL Injection		Exploitable		The 'userName' is specifiable by the user.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		573		Warning		Framework/RemotingAdo/LocalDbCommand.cs		187		SQL Injection		Exploitable		The 'userName' is specifiable by the user.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		573		Hot		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		895		SQL Injection		Exploitable		The 'userName' is specifiable by the user.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		609		Hot		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		853		SQL Injection		Exploitable

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		609		Warning		Framework/RemotingAdo/LocalDbCommand.cs		187		SQL Injection		Exploitable

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		609		Hot		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		764		SQL Injection		Exploitable		Exploitable if a malicious userName is specifiable by a user.  Fortify is assuming that data coming out of the databse is tainted.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		609		Hot		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		808		SQL Injection		Exploitable

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		761		Info						SQL Injection		Exploitable		Exploitable - concatentation used to build the query striny, and 'adminName' is specified by the user.  However, user would need a valid connection string.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		805		Info						SQL Injection		Exploitable		Dynamic SQL query being built using the user controlled parameter 'adminName'

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		948		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1688		Info						SQL Injection		Exploitable		Exploitable because user controlls databaseName.  However user requires a valid connectionString to execute this code.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProviderStore.cs		153		Info						SQL Injection		Exploitable		Clear SQL injection issue on line 150.  Paramterized query is not being construcred correctly (@languageName is outside the string) However, user also need a valid connection string to execute this code.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProviderStore.cs		191		Info						SQL Injection		Exploitable		Clear SQL injection issue on line 189.  However, user also need a valid connection string to execute this code.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		350		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		251		SQL Injection		Exploitable		input is not user controlled.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		350		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		193		SQL Injection		Exploitable		insufficient input validation


		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		350		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		212		SQL Injection		Exploitable		insufficient input validation


		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		350		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		249		SQL Injection		Exploitable		input isn't user controlled

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		350		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		210		SQL Injection		Exploitable		insufficient input validation


		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		350		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		258		SQL Injection		Exploitable		method is called internally

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		350		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		SQL Injection		Exploitable		insufficient input validation

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		350		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		265		SQL Injection		Exploitable		insufficient input validation


		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		350		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		255		SQL Injection		Exploitable		insufficient input validation


		Services/DVS.DemocracySuite.ReportService/Commands/ApplicationRoleListReportCmd.cs		127		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/AuditReportCmd.cs		170		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/BallotStylesReportCmd.cs		151		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/BallotSubdivisionContestReportCmd.cs		131		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/CandidatesReportCmd.cs		177		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/ContestReportCmd.cs		159		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/DbSecurityReportCmd.cs		119		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/EEDReportBaseClass.cs		101		Hot		Services/DVS.DemocracySuite.ReportService/Commands/EEDReportBaseClass.cs		107		SQL Injection		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/ElectionDataReportCmd.cs		126		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/ElectionDataReportCmd.cs		151		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/ElectoralDivisioningReportCmd.cs		131		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/ElectorGroupTypesReportCmd.cs		112		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/LanguageProfilesReportCmd.cs		114		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/OfficesReportCmd.cs		126		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/PoliticalPartiesReportCmd.cs		113		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/PollingLocationReportCmd.cs		163		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/SubdivisionBallotDistrReportCmd.cs		135		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/SubdivisionsReportCmd.cs		148		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/SubdivisionTypesReportCmd.cs		115		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/TabulatorsListReportCmd.cs		162		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/TabulatorUsersReportCmd.cs		147		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/UserListReportCmd.cs		108		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/VotingLocationsReportCmd.cs		160		Warning						Unreleased Resource: Database		Exploitable

		dvs/devices/usbprinter.cpp		442		Warning						Race Condition: File System Access		Exploitable

		dvs/File.cpp		611		Hot		dvs/File.cpp		600		Buffer Overflow		Exploitable

		dvs/icp/Pcl3Overlay.cpp		500		Warning						Out-of-Bounds Read: Off-by-One		Exploitable

		dvs/icp/Pcl3Raster.cpp		598		Warning						Buffer Overflow: Format String		Exploitable

		dvs/icp/Pcl3Raster.cpp		670		Warning						Buffer Overflow: Format String		Exploitable

		dvs/icp/Pcl3Raster.cpp		942		Warning						Buffer Overflow: Format String		Exploitable

		dvs/Printer.cpp		1324		Hot		dvs/File.cpp		303		Buffer Overflow		Exploitable

		dvs/Printer.cpp		1325		Hot		dvs/File.cpp		435		Buffer Overflow		Exploitable

		dvs/sha2/sha2.c		264		Warning						Out-of-Bounds Read		Exploitable		If argv[2] is longer than 256 characters, this will lead to lines 323-324 writing outside of the boundary of the initialKey array

		dvs/tools/flashAuth/flashAuth.cpp		301		Warning		dvs/tools/flashAuth/flashAuth.cpp		257		String Termination Error		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Framework/GUICore/Consistency/Data/ConsGuiGroup.cs		516		Warning						Unreleased Resource: Database		Exploitable		Insecure generation of passwords, under some circumstances, may allow an attacker to predict the password.  In turn, gaining access and/or performing unauthorized operations.

		Framework/GUICore/RandomPassword.cs		176		Info						Insecure Randomness		Exploitable		Insecure generation of passwords, under some circumstances, may allow an attacker to predict the password.  In turn, gaining access and/or performing unauthorized operations.

		Framework/GUICore/RandomPassword.cs		207		Info						Insecure Randomness		Exploitable		Insecure generation of passwords, under some circumstances, may allow an attacker to predict the password.  In turn, gaining access and/or performing unauthorized operations.

		Framework/GUICore/RandomPassword.cs		221		Info						Insecure Randomness		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Framework/MemoryCore/API/ActionUtils.cs		559		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Framework/MemoryCore/API/ConsistencyUtils.cs		392		Warning						Unreleased Resource: Database		Exploitable		This is exploitable as long as the user can specify a newPrecinctName.

		Framework/MemoryCore/API/QueryUtils.cs		614		Hot		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		398		SQL Injection		Exploitable		This is exploitable if the user can set a malicious precint name.

		Framework/MemoryCore/API/QueryUtils.cs		614		Hot		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		400		SQL Injection		Exploitable		This is exploitable, but the user seems to already have full access to DB, since the form connects to the DB directly.

		Framework/MemoryCore/API/QueryUtils.cs		614		Hot		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		402		SQL Injection		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Framework/MemoryCore/API/QueryUtils.cs		618		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.cs		109		Warning						Unreleased Resource: Database		Exploitable		no user input is required.

		Framework/RemotingAdo/LocalDbConnection.cs		153		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		SQL Injection		Exploitable		no user input is required.

		Framework/RemotingAdo/LocalDbConnection.cs		153		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		70		SQL Injection		Exploitable		username or password aren't validated before appending it to the query string.
hence sql injection is possible.

		Framework/RemotingAdo/LocalDbConnection.cs		153		Info		Framework/RemotingAdo/LocalDbCommand.cs		187		SQL Injection		Exploitable		no user input is required.

		Framework/RemotingAdo/LocalDbConnection.cs		153		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		81		SQL Injection		Exploitable		username or password aren't validated before appending it to the query string.
hence sql injection is possible.

		Framework/RemotingAdo/LocalDbConnection.cs		153		Info		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		491		SQL Injection		Exploitable		no user input is required

		Framework/RemotingAdo/LocalDbConnection.cs		153		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		92		SQL Injection		Exploitable		username or password aren't validated before appending it to the query string.
hence sql injection is possible.

		Framework/RemotingAdo/LocalDbConnection.cs		153		Info		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		1094		SQL Injection		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Framework/Utilities/DbModificationFilter/code/DbActionDispatcher.cs		220		Warning						Unreleased Resource: Streams		Exploitable		A user could cause an arbitrary process to get started.  This would matter if the process runs with higher privelleges than the user.  Unable to determine this from the code, marking this as exploitable to be safe.

		Utilities/DVS.Utilities.Common/FileManager/Controls/FileBrowser.cs		1215		Warning						Command Injection		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		241		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		273		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		308		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		341		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		391		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		458		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		492		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		523		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		608		Warning						Unreleased Resource: Database		Exploitable		A memory leak could occur if an attacker can invoke the method many times in an extremely short period of time.  If not, the .NET Garbage Collector will free the object before this becomes an issue.

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		671		Warning						Unreleased Resource: Database		Exploitable		This is exploitable, but user seems to already have full access to DB.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		793		Hot		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		153		SQL Injection		Exploitable		exploitable, but unsure of impact

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		795		Info						SQL Injection		Exploitable		exploitable, but unsure of impact

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		842		Hot		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		153		SQL Injection		Exploitable		Not deallocating the memory of the 'pdir' pointer is low security risk and thus has been marked as not an issue.

		CardReader.cpp		114		Warning						Memory Leak		Not an Issue		The variable 'pdir' has been checked for null on 116 before it has been used on 130. Thus, it has been marked as not an issue.

		CardReader.cpp		114		Warning						Missing Check against Null		Not an Issue		The variable 'value' has been used in the later stages. This is not a security issue and thus has been marked as not an issue.

		CardReader.cpp		341		Info						Poor Style: Value Never Read		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		colilo/serial.c		85		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		colilo/serial.c		86		Info						Poor Style: Redundant Initialization		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		colilo/vendors/Motorola/M5249C3/board.c		283		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		colilo/vendors/Motorola/M5249C3/board.c		287		Info						Poor Style: Value Never Read		Not an Issue		Initializing the 'junk' variable. thus, marked as not an issue.

		colilo/vendors/Motorola/M5249C3/board.c		452		Warning						Null Dereference		Not an Issue		Not using the variable 'SetProgressVal' after it has been assigned a value is not a security issue and thus has been marked as not an issue.

		CopyThread.cpp		161		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'SetProgressVal' not using the value it was assigned to does not pose any security risk to the system and thus has been marked as not an issue.

		CopyThread.cpp		161		Info						Poor Style: Value Never Read		Not an Issue		The variable errorVal will be assigned the value of ERROR_READING_FILES if pdir is NULL. Thus, it has been marked as not an issue.

		CopyThread.cpp		213		Info						Dead Code		Not an Issue		The variable 'offset' not using the initial value it was assigned to: 'zero', does not pose any security risk and thus has been marked as not an issue.

		CopyThread.cpp		401		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'rawOffset' not using the initial value it was assigned to: 'firstPartitionBlocks + PARTITION_1_OFFSET', does not pose any security risk to the system and thus has been marked as not an issue.


		CopyThread.cpp		408		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'bytesWritten' not using the value it was assigned to does not pose any security risk to the system and thus has been marked as not an issue.

		CopyThread.cpp		506		Info						Poor Style: Value Never Read		Not an Issue		The variable 'dir' not using the initial value it was assigned to does not pose any security risk to the system and thus has been marked as not an issue.


		CopyThread.cpp		623		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'test' has been used to check if the file system was mounted correctly. It has been used later on in the program and thus has been marked as not an issue.

		CopyThread.cpp		650		Info						Poor Style: Value Never Read		Not an Issue		The 'device' variable has been used in the later stages of the program. But it is not a security issue and thus has been marked as not an issue.

		CopyThread.cpp		735		Info						Poor Style: Variable Never Used		Not an Issue		This code will be executed whenever the 'retVal' is equal to SUCCESS.Thus, this has been marked as not an issue.

		CopyThread.cpp		735		Info						Dead Code		Not an Issue		The variable 'dir' not using the initial value it was assigned to does not pose any security risk to the system and thus has been marked as not an issue.


		CopyThread.cpp		768		Info						Poor Style: Redundant Initialization		Not an Issue		This code will be executed when 'pdir' is NULL. Thus it has been marked as not an issue.

		CopyThread.cpp		797		Info						Dead Code		Not an Issue		The variable 'retVal' will be assigned the value of ERROR_READING_FILES ie 7 if 'pdir' is NULL. Thus, it has been marked as not an issue.

		CopyThread.cpp		1041		Info						Dead Code		Not an Issue		The variable 'retVal' will be assigned the value of ERROR_READING_FILES ie 7 if 'pdir' is NULL. Thus, it has been marked as not an issue.


		CopyThread.cpp		1149		Info						Dead Code		Not an Issue		The variable 'source' not using the initial value it was assigned to:'originalFile' does not pose any security risk to the system and thus has been marked as not an issue.


		CopyThread.cpp		1232		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'dest' not using the initial value it was assigned to:'copyiedFile' does not pose any security risk to the system and thus has been marked as not an issue.

		CopyThread.cpp		1235		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'sourceChecksum' has been used for comparison purposes in the later stages. But it is not a security issue and thus has been marked as not an issue.

		CopyThread.cpp		1300		Info						Poor Style: Value Never Read		Not an Issue		The variable 'destChecksum' has been used for comparison purposes in the later stages. But it is not a security issue and thus has been marked as not an issue.

		CopyThread.cpp		1302		Info						Poor Style: Value Never Read		Not an Issue		If the sourceChecksum is not equal to destChecksum, then the variable 'retVal' is assigned the value of ERROR_VERIFICATION_FAILED. Thus, it has been marked as not an issue.

		CopyThread.cpp		1306		Info						Dead Code		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.

		cots/libusblinux310r2/common/mbappreg.c		442		Info						Uninitialized Variable		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.

		cots/libusblinux310r2/common/mbappreg.c		515		Info						Uninitialized Variable		Not an Issue		The value of 'crc' has been set in the for loop before it has been used. Thus it is marked as not an issue.

		cots/libusblinux310r2/common/mbappreg.c		576		Info						Uninitialized Variable		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.

		cots/libusblinux310r2/common/mbee.c		393		Info						Uninitialized Variable		Not an Issue		The value of 'crc' has been set in the for loop before it has been used. Thus it is marked as not an issue.

		cots/libusblinux310r2/common/mbee.c		487		Info						Uninitialized Variable		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/mbee77.c		64		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the system security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/mbee77.c		66		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/mbee77.c		125		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/mbee77.c		148		Info						Password Management: Password in Comment		Not an Issue		The variable 'nextx'  has been initialized to zero in this context. This is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/common/mbee77.c		408		Info						Poor Style: Value Never Read		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/mbee77.c		641		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/mbee77.c		681		Info						Password Management: Password in Comment		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.

		cots/libusblinux310r2/common/mbee77.c		759		Info						Uninitialized Variable		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.

		cots/libusblinux310r2/common/mbee77.c		832		Info						Uninitialized Variable		Not an Issue		The value of 'crc' has been set in the for loop before it has been used. Thus it is marked as not an issue.

		cots/libusblinux310r2/common/mbee77.c		940		Info						Uninitialized Variable		Not an Issue		The variable 'nextx'  has been initialized to zero in this context. This is not a security issue and thus has been marked as not an issue.


		cots/libusblinux310r2/common/mbeewp.c		188		Info						Poor Style: Value Never Read		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.

		cots/libusblinux310r2/common/mbeewp.c		449		Info						Uninitialized Variable		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.

		cots/libusblinux310r2/common/mbeewp.c		528		Info						Uninitialized Variable		Not an Issue		The value of 'crc' has been set in the for loop before it has been used. Thus it is marked as not an issue.

		cots/libusblinux310r2/common/mbeewp.c		594		Info						Uninitialized Variable		Not an Issue		Not using the value of the variable 'lastcrc16' after it has been assigned is not a security issue and thus has been marked as not an issue.


		cots/libusblinux310r2/common/mbeewp.c		1073		Info						Poor Style: Value Never Read		Not an Issue		Not using the value of the variable 'lastcrc16' after it has been assigned is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/common/mbeewp.c		1076		Info						Poor Style: Value Never Read		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.

		cots/libusblinux310r2/common/mbeewp.c		1231		Info						Uninitialized Variable		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.

		cots/libusblinux310r2/common/mbeprom.c		601		Info						Uninitialized Variable		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.

		cots/libusblinux310r2/common/mbeprom.c		673		Info						Uninitialized Variable		Not an Issue		The value of 'crc' has been set in the for loop before it has been used. Thus it is marked as not an issue.

		cots/libusblinux310r2/common/mbeprom.c		736		Info						Uninitialized Variable		Not an Issue		The variable 'nextx'  has been initialized to zero in this context. This is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/common/mbnv.c		201		Info						Poor Style: Value Never Read		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.

		cots/libusblinux310r2/common/mbnv.c		517		Info						Uninitialized Variable		Not an Issue		The value of 'crc' has been set in the for loop before it has been used. Thus it is marked as not an issue.

		cots/libusblinux310r2/common/mbnv.c		616		Info						Uninitialized Variable		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.

		cots/libusblinux310r2/common/mbnvcrc.c		210		Info						Uninitialized Variable		Not an Issue		The value of 'possible' has been set in the switch case loop before it has been used. Thus it is marked as not an issue.

		cots/libusblinux310r2/common/mbnvcrc.c		374		Info						Uninitialized Variable		Not an Issue		The value of 'verify' has been set in the switch case loop before it has been used. Thus it is marked as not an issue.


		cots/libusblinux310r2/common/mbnvcrc.c		410		Info						Uninitialized Variable		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.


		cots/libusblinux310r2/common/mbscr.c		460		Info						Uninitialized Variable		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.


		cots/libusblinux310r2/common/mbscr.c		534		Info						Uninitialized Variable		Not an Issue		The value of 'crc' has been set in the for loop before it has been used. Thus it is marked as not an issue.


		cots/libusblinux310r2/common/mbscr.c		603		Info						Uninitialized Variable		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.


		cots/libusblinux310r2/common/mbscrcrc.c		185		Info						Uninitialized Variable		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.


		cots/libusblinux310r2/common/mbscree.c		102		Info						Uninitialized Variable		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.


		cots/libusblinux310r2/common/mbscrex.c		103		Info						Uninitialized Variable		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.


		cots/libusblinux310r2/common/mbscrx77.c		157		Info						Uninitialized Variable		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.


		cots/libusblinux310r2/common/mbscrx77.c		246		Info						Uninitialized Variable		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/mbscrx77.c		309		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/mbscrx77.c		328		Info						Password Management: Password in Comment		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.


		cots/libusblinux310r2/common/mbscrx77.c		595		Info						Uninitialized Variable		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.


		cots/libusblinux310r2/common/mbscrx77.c		696		Info						Uninitialized Variable		Not an Issue		The value of 'crc' has been set in the for loop before it has been used. Thus it is marked as not an issue.


		cots/libusblinux310r2/common/mbscrx77.c		787		Info						Uninitialized Variable		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.


		cots/libusblinux310r2/common/mbsha.c		133		Info						Uninitialized Variable		Not an Issue		The variable 'nextx'  has been initialized to zero in this context. This is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/common/mbshaee.c		203		Info						Poor Style: Value Never Read		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.


		cots/libusblinux310r2/common/mbshaee.c		479		Info						Uninitialized Variable		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.


		cots/libusblinux310r2/common/mbshaee.c		558		Info						Uninitialized Variable		Not an Issue		The value of 'crc' has been set in the for loop before it has been used. Thus it is marked as not an issue.


		cots/libusblinux310r2/common/mbshaee.c		624		Info						Uninitialized Variable		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.


		cots/libusblinux310r2/common/mbshaee.c		1203		Info						Uninitialized Variable		Not an Issue		The value of 'lastcrc16' has been set in the for loop before it has been used. Thus it is marked as not an issue.


		cots/libusblinux310r2/common/mbshaee.c		1422		Info						Uninitialized Variable		Not an Issue		Not using the value of the variable 'lastcrc16' after it has been assigned is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/common/mbshaee.c		1484		Info						Poor Style: Value Never Read		Not an Issue		Not using the value of the variable 'lastcrc16' after it has been assigned is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/common/mbshaee.c		1488		Info						Poor Style: Value Never Read		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		27		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		49		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		50		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		53		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		54		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		57		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		58		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		68		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		149		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		165		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		173		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		188		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		216		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		231		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		255		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		350		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		385		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		402		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		419		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		436		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.c		444		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.h		27		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/pw77.h		37		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/rawmem.c		2796		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/rawmem.c		2825		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/rawmem.c		2865		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/rawmem.c		2905		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/rawmem.c		2936		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not compromised the security in this context and thus, has been marked as not an issue.

		cots/libusblinux310r2/common/rawmem.c		2967		Info						Password Management: Password in Comment		Not an Issue		The variable 'vpp' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbds2490.c		59		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'ret' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbds2490.c		59		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'present' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbds2490.c		59		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'setup' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbds2490.c		60		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'status' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbds2490.c		134		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'nResultRegisters' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbds2490.c		135		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'i' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbds2490.c		136		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'status' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbds2490.c		193		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'nResultRegisters' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbds2490.c		194		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'setup' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbds2490.c		195		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'ret' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbds2490.c		196		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'limit' has been used in the do-while statement in the later stages of the program. Thus, it has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbds2490.c		201		Info						Poor Style: Value Never Read		Not an Issue		The buffer has been initialized with zeroes using the memset function. This is not prone to any security vulnerabilities and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbds2490.c		309		Info						Insecure Compiler Optimization		Not an Issue		The variable 'setup' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbds2490.c		363		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'numOfBytesToRead' not using the initial value it was assigned to does not pose any security risk to the system and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbds2490.c		402		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'nBytes' has been used in the later stages of the program and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbds2490.c		406		Info						Poor Style: Value Never Read		Not an Issue		The variable 'numOfBytesToRead' not using the initial value it was assigned to does not pose any security risk to the system and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbds2490.c		433		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'nBytes' has been used in the later stages of the program and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbds2490.c		436		Info						Poor Style: Value Never Read		Not an Issue		The variable 'setup' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusblnk.c		58		Info						Poor Style: Variable Never Used		Not an Issue		The variables 'present' & 'vpp' have been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusblnk.c		59		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'present' has been defined as SMALLINT which has been defined as int. Thus, this would not return the stack address and cause the program to crash. Thus it has been marked as not an issue.


		cots/libusblinux310r2/lib/other/libUSB/libusblnk.c		100		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The variable 'setup' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		cots/libusblinux310r2/lib/other/libUSB/libusblnk.c		129		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'nBytes' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusblnk.c		130		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'setup' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		cots/libusblinux310r2/lib/other/libUSB/libusblnk.c		191		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'nBytes' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusblnk.c		192		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'setup' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusblnk.c		284		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'setup' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		cots/libusblinux310r2/lib/other/libUSB/libusblnk.c		334		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'setup' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		cots/libusblinux310r2/lib/other/libUSB/libusblnk.c		424		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'setup' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		cots/libusblinux310r2/lib/other/libUSB/libusblnk.c		513		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'nBytes' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		cots/libusblinux310r2/lib/other/libUSB/libusblnk.c		514		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'setup' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		cots/libusblinux310r2/lib/other/libUSB/libusblnk.c		635		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'nBytes' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		cots/libusblinux310r2/lib/other/libUSB/libusblnk.c		636		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'buf' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		cots/libusblinux310r2/lib/other/libUSB/libusblnk.c		637		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'setup' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		106		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'rom_buf' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		108		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'ret_buf' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		109		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'buf_len' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		110		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'lastcrc8' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		111		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'status' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		114		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'nResult' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		115		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'limit' has been used in a do-while loop in the later stages of the program. And thus it has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		194		Info						Poor Style: Value Never Read		Not an Issue		The value of variable 'rt' is returned to the calling function by the owNext() function. Thus, it has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		266		Info						Poor Style: Value Never Read		Not an Issue		The variable 'ResetSearch' has been used in an 'if' statement in the later stages of the program. And thus it has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		270		Info						Poor Style: Value Never Read		Not an Issue		The value of variable 'rt' is returned to the calling function by the owNext() function. Thus, it has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		271		Info						Poor Style: Value Never Read		Not an Issue		The variable 'i' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		307		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'i' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		334		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'sendpacket' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		380		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'i' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		381		Info						Poor Style: Variable Never Used		Not an Issue		All the variables have been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		443		Info						Poor Style: Variable Never Used		Not an Issue		All the variables have been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		443		Info						Poor Style: Variable Never Used		Not an Issue		All the variables have been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		443		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'sendpacket' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		444		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'sendpacket' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		507		Info						Poor Style: Variable Never Used		Not an Issue		The variables 'bad_echo' & 'i' have been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbnet.c		508		Info						Poor Style: Variable Never Used		Not an Issue		Only if the value of variable 'portnumfromstring' is 0, will line number 130 execute. Since 'portnumfromstring' is the int conversion of 'tempStr[0]', it infers that only when tempStr[0] is 0, will line 130 (which is the check to see if tempStr[0] is 0) execute. Thus, it is not a security vulnerability and has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbses.c		130		Info						Dead Code		Not an Issue		The variable 'bus' has been used in a 'for' loop in this context. Thus, it has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbses.c		256		Info						Poor Style: Value Never Read		Not an Issue		The variable 'dev' has been used in a 'for' loop in this context. Thus, it has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbses.c		258		Info						Poor Style: Value Never Read		Not an Issue		The variable 'dev' has been used in a 'for' loop in this context. Thus, it has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbses.c		258		Info						Poor Style: Value Never Read		Not an Issue		The variable 'setup' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbtran.c		64		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'status' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbtran.c		65		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'lastcrc16' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbtran.c		222		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'lastcrc8' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		cots/libusblinux310r2/lib/other/libUSB/libusbtran.c		223		Info						Poor Style: Variable Never Used		Not an Issue		Utility function, by itself this is not exploitable.  Fortify did not do data flow analysis here.

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/Reports/ContestReportOverrideCmd.cs		492		Info						SQL Injection		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/ApplicationStateMachine/BackProcesses.cs		29		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/MainWindow.cs		288		Info						Password Management: Password in Comment		Not an Issue		This is by design - user should have the ability to specify a save path of the file on the system.Thus, it has been marked as not an issue.


		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/Services/BackupProjectDlg.cs		668		Warning		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/Services/BackupProjectDlg.cs		315		Path Manipulation		Not an Issue

		Applications/Election Event Designer/DVS.DemocracySuite.EMSEED.SetupCustomAction/AddCustomAction.cs		144		Warning						Command Injection		Not an Issue		StartInfo.FileName is set to a static value, therefore it is not command injection.  However, iexplore is being started by name, and therefore there are no guarantees on the integrity of the binary.


		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/DocumentManagement/OpenDocumentManagementCmd.cs		34		Warning						Command Injection		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/ElectionEventDefinition/SaveProjectParametersAndCloseDlgCmd.cs		26		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/ElectionEventDefinition/SaveProjectParametersAndCloseDlgCmd.cs		96		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/AddTabulatorUserCmd.cs		14		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/AddTabulatorUserCmd.cs		17		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/AddTabulatorUserCmd.cs		20		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/AddTabulatorUserCmd.cs		23		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/AddTabulatorUserCmd.cs		49		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/AddTabulatorUserCmd.cs		58		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/AddTabulatorUserCmd.cs		110		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/CreateTabulatorCmd.cs		17		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/CreateTabulatorCmd.cs		23		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/CreateTabulatorCmd.cs		141		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ModifyTabulatorUserCmd.cs		11		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ModifyTabulatorUserCmd.cs		54		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ModifyTabulatorUserCmd.cs		63		Info						Password Management: Password in Comment		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulationCenterGUI/CenterBatchTabulatorCreatorForm.cs		170		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PollingDistrictGUI/PollingDistrictBatchDialog.cs		124		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PollingDistrictGUI/DistrictBatchTabulatorCreatorForm.cs		170		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		Framework/GUICore/Widgets/AttributeEditors/StringSplitter.cs		387		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		94		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		111		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		Framework/GUICore/Widgets/AttributeEditors/StringRefEditor.cs		414		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		314		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		Framework/GUICore/Widgets/AttributeEditors/DoubleEditor.cs		307		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		Framework/GUICore/Widgets/AttributeEditors/StringEditor.cs		375		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotStyle/ValueSetToAttribute.cs		102		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		128		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		398		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaBatchCreationDialog.cs		148		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		77		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		400		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		402		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorEditor.cs		541		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		Framework/GUICore/Widgets/AttributeEditors/EnumerationEditor.cs		397		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaBatchCreationDialog.cs		147		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		Framework/GUICore/Widgets/AttributeEditors/IntegerEditor.cs		353		Path Manipulation		Not an Issue		Special privileges are required to control the destination Path. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		302		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorEditor.cs		514		Path Manipulation		Not an Issue		Save() is called with a static path.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		637		Warning						Command Injection		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramUseriButtonCmd.cs		26		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramUseriButtonCmd.cs		50		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramUseriButtonCmd.cs		56		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramUseriButtonCmd.cs		68		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramUseriButtonCmd.cs		183		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramUseriButtonCmd.cs		188		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramUseriButtonCmd.cs		189		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramUseriButtonCmd.cs		190		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramUseriButtonCmd.cs		191		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramUseriButtonCmd.cs		192		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramUseriButtonCmd.cs		442		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramUseriButtonCmd.cs		495		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramUseriButtonCmd.cs		497		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramUseriButtonCmd.cs		502		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramUseriButtonCmd.cs		563		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramUseriButtonCmd.cs		694		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramUseriButtonCmd.cs		696		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramUseriButtonCmd.cs		771		Info						Password Management: Password in Comment		Not an Issue		StartInfo.FileName is set to a static value, therefore it is not command injection.  However, sox.exe is being started by name, and therefore there are no guarantees on the integrity of the binary.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/ProfilableContentEditor.cs		739		Warning						Command Injection		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AdminDivisionGUI/AdminDivisionTypeEditor.cs		187		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ElectionEventPropertiesEditor.cs		99		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.cs		51		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.cs		54		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.cs		55		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.cs		127		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.cs		128		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.cs		136		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.cs		137		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.cs		180		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.cs		181		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.Designer.cs		358		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.Designer.cs		438		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.Designer.cs		455		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/Networking/LogonInfoCtrl.Designer.cs		114		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorEditor.cs		68		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorEditor.cs		103		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorEditor.cs		509		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		26		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		120		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		121		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		149		Info						Password Management: Password in Comment		Not an Issue		It is not feasible for an attacker to control the value of "filename", since the function OnPrintData() is using the .NET framework's GetTempFileName() function.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		190		Warning						Command Injection		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		206		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		207		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		213		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		214		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		235		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.Designer.cs		77		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.Designer.cs		85		Info						Password Management: Password in Comment		Not an Issue		Single quote replaced with double quote on line 314.  Not possible to break out of query.

		Domains/DVS.DemocracySuite.USElectionsDomain/ContestDefinition/Office.cs		318		Hot		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/OfficeGUI/OfficeEditor.cs		342		SQL Injection		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain/DefaultPermissionsDataResources.Designer.cs		64		Info						Password Management: Password in Comment		Not an Issue		Not vulnerable, single quote replaced with double quote

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		Framework/GUICore/Widgets/AttributeEditors/DoubleEditor.cs		307		SQL Injection		Not an Issue		Not vulnerable, single quote replaced with double quote

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		Framework/GUICore/Widgets/AttributeEditors/StringSplitter.cs		387		SQL Injection		Not an Issue		Not vulnerable, single quote replaced with double quote

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorEditor.cs		541		SQL Injection		Not an Issue		Not vulnerable, single quote replaced with double quote

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		128		SQL Injection		Not an Issue		Not vulnerable, single quote replaced with double quote

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PollingDistrictGUI/DistrictBatchTabulatorCreatorForm.cs		170		SQL Injection		Not an Issue		Not vulnerable, single quote replaced with double quote

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		Framework/GUICore/Widgets/AttributeEditors/StringEditor.cs		375		SQL Injection		Not an Issue		Not vulnerable, single quote replaced with double quote

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PollingDistrictGUI/PollingDistrictBatchDialog.cs		124		SQL Injection		Not an Issue		Not vulnerable, single quote replaced with double quote

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		Framework/GUICore/Widgets/AttributeEditors/IntegerEditor.cs		353		SQL Injection		Not an Issue		Not vulnerable, single quote replaced with double quote


		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		400		SQL Injection		Not an Issue		Not vulnerable, single quote replaced with double quote

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		Framework/GUICore/Widgets/AttributeEditors/StringRefEditor.cs		414		SQL Injection		Not an Issue		Not vulnerable, single quote replaced with double quote

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaBatchCreationDialog.cs		148		SQL Injection		Not an Issue		Not vulnerable, single quote replaced with double quote

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		398		SQL Injection		Not an Issue		Not vulnerable, single quote replaced with double quote

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaBatchCreationDialog.cs		147		SQL Injection		Not an Issue

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		Framework/GUICore/Widgets/AttributeEditors/EnumerationEditor.cs		397		SQL Injection		Not an Issue		Not vulnerable, single quote replaced with double quote

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		94		SQL Injection		Not an Issue

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		111		SQL Injection		Not an Issue		Not vulnerable, single quote replaced with double quote

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorEditor.cs		514		SQL Injection		Not an Issue		Not vulnerable, single quote replaced with double quote

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulationCenterGUI/CenterBatchTabulatorCreatorForm.cs		170		SQL Injection		Not an Issue		Not vulnerable, single quote replaced with double quote

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		402		SQL Injection		Not an Issue		Not vulnerable, single quote replaced with double quote

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotStyle/ValueSetToAttribute.cs		102		SQL Injection		Not an Issue		Not vulnerable, single quote replaced with double quote

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		77		SQL Injection		Not an Issue		Not vulnerable, single quote replaced with double quote

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/DataValidator.cs		106		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		314		SQL Injection		Not an Issue		Not vulnerable, single quote replaced with double quote on line 403

		Domains/DVS.DemocracySuite.USElectionsDomain/Profiling/LanguageProfile.cs		407		Hot		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/ProfileGUI/ProfileEditor.cs		116		SQL Injection		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain/Tabulation/Tabulator.cs		84		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain/Tabulation/Tabulator.cs		537		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain/Tabulation/TabulatorUser.cs		18		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain/Tabulation/TabulatorUser.cs		24		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain/Tabulation/TabulatorUser.cs		123		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain/Tabulation/TabulatorUser.cs		124		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain/Tabulation/TabulatorUser.cs		126		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain/Tabulation/TabulatorUser.cs		129		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain/Tabulation/TabulatorUser.cs		134		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain/Tabulation/TabulatorUser.cs		135		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain/Tabulation/TabulatorUser.cs		137		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain/Tabulation/TabulatorUser.cs		138		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain/Tabulation/TabulatorUser.cs		144		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain/Tabulation/TabulatorUser.cs		159		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain/Tabulation/TabulatorUser.cs		160		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain/Tabulation/TabulatorUser.cs		179		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeEMSDatabaseDlg.cs		51		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeEMSDatabaseDlg.cs		61		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeEMSDatabaseDlg.cs		96		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		4		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		8		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		14		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		17		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		25		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		28		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		59		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		60		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		65		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		66		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		73		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		79		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		89		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		92		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		100		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		134		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		135		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		137		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		155		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		185		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		186		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		187		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		192		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		195		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		198		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		206		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		207		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		252		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		255		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		256		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		257		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		264		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		266		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		269		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		274		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		275		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		326		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		327		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		340		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		341		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.Designer.cs		2		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.Designer.cs		8		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.Designer.cs		53		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.Designer.cs		64		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.Designer.cs		76		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.Designer.cs		87		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.Designer.cs		170		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		182		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		229		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		672		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		28		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		85		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		157		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		307		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		308		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		339		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		340		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.Designer.cs		55		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.Designer.cs		64		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.Designer.cs		100		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.Designer.cs		109		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		44		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		75		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		76		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		78		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.Designer.cs		104		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.Designer.cs		115		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/FailoverSettingsDlg.cs		89		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/FailoverSettingsDlg.cs		118		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/MachineRemoteSettingsForm.cs		243		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/MachineRemoteSettingsForm.cs		258		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/MachineRemoteSettingsForm.cs		259		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/MachineRemoteSettingsForm.cs		274		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/MachineRemoteSettingsForm.cs		275		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/MachineRemoteSettingsForm.cs		290		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/MachineRemoteSettingsForm.cs		291		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/MachineRemoteSettingsForm.Designer.cs		73		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/MachineRemoteSettingsForm.Designer.cs		85		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/MachineRemoteSettingsForm.Designer.cs		99		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/MachineRemoteSettingsForm.Designer.cs		111		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/MachineRemoteSettingsForm.Designer.cs		124		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/MachineRemoteSettingsForm.Designer.cs		132		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/MachineRemoteSettingsForm.Designer.cs		138		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/MachineRemoteSettingsForm.Designer.cs		144		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/MachineRemoteSettingsForm.Designer.cs		177		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/MachineRemoteSettingsForm.Designer.cs		189		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/MachineRemoteSettingsForm.Designer.cs		226		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/MachineRemoteSettingsForm.Designer.cs		240		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/OpenProjectForm.cs		32		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/OpenProjectForm.cs		53		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/OpenProjectForm.cs		150		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/OpenProjectForm.cs		256		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/OpenProjectForm.cs		257		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/OpenProjectForm.cs		259		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/OpenProjectForm.cs		350		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/OpenProjectForm.cs		354		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/OpenProjectForm.cs		357		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/OpenProjectForm.cs		486		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/OpenProjectForm.cs		488		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/OpenProjectForm.cs		536		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/OpenProjectForm.cs		539		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/OpenProjectForm.cs		546		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/RestoreDatabaseDlg.cs		137		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/RestoreDatabaseDlg.cs		166		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		84		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		196		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		199		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		239		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		336		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		364		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		370		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		395		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		397		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		425		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		444		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		450		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		748		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		755		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		764		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		827		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		828		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		837		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		851		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/ChangePasswordForm.cs		4		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/ChangePasswordForm.cs		8		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/ChangePasswordForm.cs		42		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/ChangePasswordForm.cs		43		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/ChangePasswordForm.cs		48		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/ChangePasswordForm.cs		51		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/ChangePasswordForm.cs		52		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/ChangePasswordForm.cs		55		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/ChangePasswordForm.cs		86		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/ChangePasswordForm.cs		96		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/ChangePasswordForm.cs		102		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/ChangePasswordForm.cs		109		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/ChangePasswordForm.Designer.cs		46		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/ChangePasswordForm.Designer.cs		73		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/ChangePasswordForm.Designer.cs		85		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/ChangePasswordForm.Designer.cs		92		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/ChangePasswordForm.Designer.cs		99		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/ChangePasswordForm.Designer.cs		111		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/LoginDlg.cs		141		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/LoginDlg.cs		145		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/LoginDlg.Designer.cs		52		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/Project/LoginDlg.Designer.cs		72		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Properties/Resources.Designer.cs		211		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.ConfigurationService/ConnectionConfiguration.cs		703		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.ConfigurationService/ConnectionConfiguration.cs		704		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.ConfigurationService/ConnectionConfiguration.cs		711		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.ConfigurationService/MachineRemoteSettings.cs		124		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.ConfigurationService/MachineRemoteSettings.cs		125		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.ConfigurationService/MachineRemoteSettings.cs		127		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.ConfigurationService/MachineRemoteSettings.cs		128		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.ConfigurationService/MachineRemoteSettings.cs		215		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.ConfigurationService/MachineRemoteSettings.cs		216		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.ConfigurationService/MachineRemoteSettings.cs		218		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.ConfigurationService/MachineRemoteSettings.cs		219		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.ConfigurationService/MachineRemoteSettings.cs		272		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.ConfigurationService/MachineRemoteSettings.cs		273		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.ConfigurationService/MachineRemoteSettings.cs		275		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.ConfigurationService/MachineRemoteSettings.cs		276		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/ConvertService.cs		305		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/ConvertService.cs		309		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/Cryption.cs		38		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/Cryption.cs		40		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/Cryption.cs		105		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/Cryption.cs		106		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/Cryption.cs		182		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/Cryption.cs		183		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/Cryption.cs		184		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/Cryption.cs		185		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/RijndaelAlgorithm.cs		83		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/RijndaelAlgorithm.cs		84		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/RsaAssymetricEncryption.cs		180		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		142		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		321		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		322		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		324		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		454		Info						Password Management: Password in Comment		Not an Issue		This class seems to be dead code.  Can't find any references to this method outside this file.

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		561		Warning						Missing XML Validation		Not an Issue		StartInfo.FileName is set to a static value, therefore it is not command injection.  However, cmd.exe is being started by name, and therefore there are no guarantees on the integrity of the binary.


		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		983		Warning						Command Injection		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/CurrentElectionEvent.cs		81		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/CurrentElectionEvent.cs		348		Info						Password Management: Password in Comment		Not an Issue		Utility function, by itself this is not exploitable.  Fortify did not do data flow analysis here.


		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/CurrentElectionEvent.cs		659		Info						SQL Injection		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/CurrentElectionEvent.cs		1453		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/CurrentElectionEvent.cs		1454		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/CurrentElectionEvent.cs		1456		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/DbProviding.cs		114		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/DbProviding.cs		171		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/DbProviding.cs		207		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/DbProviding.cs		208		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/DbProviding.cs		212		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/DbProviding.cs		389		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/DbProviding.cs		412		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/DbProviding.cs		436		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/DbProviding.cs		477		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/Processes/PostgreBackupProcess.cs		53		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/Processes/PostgreBackupProcess.cs		179		Info						Password Management: Password in Comment		Not an Issue		StartInfo.FileName is set to a static value, therefore it is not command injection.  However, cmd.exe is being started by name, and therefore there are no guarantees on the integrity of the binary.


		Services/DVS.DemocracySuite.DatabaseService/Processes/PostgreBackupProcess.cs		220		Warning						Command Injection		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/NpgsqlConnectionString.cs		432		Info						Password Management: Password in Comment		Not an Issue		There is no actual password hardcoded in this context. The Security has not been compromised and thus this has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/NpgsqlConnectionString.cs		432		Warning						Password Management: Hardcoded Password		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		101		Info						Password Management: Password in Comment		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		137		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		81		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		137		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		92		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		137		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		70		Setting Manipulation		Not an Issue		This is by design to allow the user to specify a datbase name.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		154		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		Access Control: Database		Not an Issue		This is by design to allow the user to specify a datbase name.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		155		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		Access Control: Database		Not an Issue		method is private and called internally.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		224		Info						SQL Injection		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		299		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		92		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		299		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		70		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		299		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		81		Setting Manipulation		Not an Issue		This is by design to allow the user to specify a datbase name.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		310		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		Access Control: Database		Not an Issue		This is by design to allow the user to specify a datbase name.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		311		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		Access Control: Database		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		328		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		338		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		383		Info						Password Management: Password in Comment		Not an Issue		It is by design to allow the user to specify a new username and password.  There is SQL injection in this function, but that is covered in a different finding.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		385		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		255		Access Control: Database		Not an Issue		It is by design to allow the user to specify a new username and password.  There is SQL injection in this function, but that is covered in a different finding.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		385		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		258		Access Control: Database		Not an Issue		It is by design to allow the user to specify a new username and password.  There is SQL injection in this function, but that is covered in a different finding.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		385		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		212		Access Control: Database		Not an Issue		It is by design to allow the user to specify a new username and password.  There is SQL injection in this function, but that is covered in a different finding.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		385		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		210		Access Control: Database		Not an Issue		It is by design to allow the user to specify a new username and password.  There is SQL injection in this function, but that is covered in a different finding.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		385		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		251		Access Control: Database		Not an Issue		It is by design to allow the user to specify a new username and password.  There is SQL injection in this function, but that is covered in a different finding.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		385		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		249		Access Control: Database		Not an Issue		It is by design to allow the user to specify a new username and password.  There is SQL injection in this function, but that is covered in a different finding.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		386		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		251		Access Control: Database		Not an Issue		It is by design to allow the user to specify a new username and password.  There is SQL injection in this function, but that is covered in a different finding.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		386		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		255		Access Control: Database		Not an Issue		It is by design to allow the user to specify a new username and password.  There is SQL injection in this function, but that is covered in a different finding.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		386		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		258		Access Control: Database		Not an Issue		It is by design to allow the user to specify a new username and password.  There is SQL injection in this function, but that is covered in a different finding.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		386		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		212		Access Control: Database		Not an Issue		It is by design to allow the user to specify a new username and password.  There is SQL injection in this function, but that is covered in a different finding.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		386		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		249		Access Control: Database		Not an Issue		It is by design to allow the user to specify a new username and password.  There is SQL injection in this function, but that is covered in a different finding.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		386		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		210		Access Control: Database		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		405		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		81		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		405		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		92		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		405		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		70		Setting Manipulation		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		421		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		422		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		426		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		447		Info						Password Management: Password in Comment		Not an Issue		It is by design to allow the user to specify a new username and password.  There is SQL injection in this function, but that is covered in a different finding.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		449		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		265		Access Control: Database		Not an Issue		It is by design to allow the user to specify a new username and password.  There is SQL injection in this function, but that is covered in a different finding.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		449		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		193		Access Control: Database		Not an Issue		It is by design to allow the user to specify a new username and password.  There is SQL injection in this function, but that is covered in a different finding.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		450		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		265		Access Control: Database		Not an Issue		It is by design to allow the user to specify a new username and password.  There is SQL injection in this function, but that is covered in a different finding.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		450		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		193		Access Control: Database		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		466		Info						Password Management: Password in Comment		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		475		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		70		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		475		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		92		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		475		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		81		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		564		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		599		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		Setting Manipulation		Not an Issue		AssignLoginToAllTables() is dead code.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		666		Info						SQL Injection		Not an Issue		AssignLoginToAllSequences() is dead code, not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		696		Info						SQL Injection		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		754		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		797		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		843		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		887		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		Setting Manipulation		Not an Issue		method is used internal to the class

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		893		Info						SQL Injection		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		939		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		Setting Manipulation		Not an Issue		functionName and schemaName are not directly controllable by a user and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		945		Hot		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		895		SQL Injection		Not an Issue		functionName and schemaName are not directly controllable by a user thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		945		Warning		Framework/RemotingAdo/LocalDbCommand.cs		187		SQL Injection		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		980		Info		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		1094		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		980		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SaveProjectAsForm.cs		311		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		980		Info		Framework/RemotingAdo/LocalDbCommand.cs		187		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		980		Info		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		491		Setting Manipulation		Not an Issue		ElectionStatus.ProjClosedInd is a constant value (4)

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1003		Info						SQL Injection		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1054		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		92		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1054		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		70		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1054		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		81		Setting Manipulation		Not an Issue		It is by design to allow the user to specify a new username and password.  There is SQL injection in this function, but that is covered in a different finding.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1068		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		70		Access Control: Database		Not an Issue		It is by design to allow the user to specify a new username and password.  There is SQL injection in this function, but that is covered in a different finding.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1069		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		70		Access Control: Database		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1091		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		81		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1091		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		92		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1091		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		70		Setting Manipulation		Not an Issue		It is by design to allow the user to specify a new username and password.  There is SQL injection in this function, but that is covered in a different finding.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1105		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		70		Access Control: Database		Not an Issue		It is by design to allow the user to specify a new username and password.  There is SQL injection in this function, but that is covered in a different finding.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1106		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		70		Access Control: Database		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1154		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		70		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1154		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		81		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1154		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		92		Setting Manipulation		Not an Issue		Not exploitable, query string is built up from static parameters.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1259		Info						SQL Injection		Not an Issue		Not exploitable.  The parameters roleId and permissionId are both GUIDs, and so a runtime exception will be thrown if these paramters are not well-formed.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1287		Info						SQL Injection		Not an Issue		However, cmd.exe is being started by name, and therefore there are no guarantees on the integrity of the binary.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1313		Warning						Command Injection		Not an Issue		Utility function that starts a process. By itself, this function is not exploitable.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1347		Warning						Command Injection		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1393		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1474		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1585		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1771		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1801		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1814		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1830		Info						Password Management: Password in Comment		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProviderStore.cs		145		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProviderStore.cs		185		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		Setting Manipulation		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		157		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		158		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		171		Info						Password Management: Password in Comment		Not an Issue		By design to allow the administrator to specify a new username

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		240		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		Access Control: Database		Not an Issue		By design to allow the administrator to specify a new username

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		240		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		265		Access Control: Database		Not an Issue		By design to allow the administrator to specify a new username

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		240		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		70		Access Control: Database		Not an Issue		By design to allow the administrator to specify a new username

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		240		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		193		Access Control: Database		Not an Issue		By design to allow the administrator to specify a new username

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		241		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		70		Access Control: Database		Not an Issue		By design to allow the administrator to specify a new username

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		241		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		Access Control: Database		Not an Issue		By design to allow the administrator to specify a new username

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		241		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		265		Access Control: Database		Not an Issue		By design to allow the administrator to specify a new username

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		241		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		193		Access Control: Database		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		272		Info		Framework/RemotingAdo/LocalDbCommand.cs		187		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		272		Info		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		1094		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		272		Info		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		491		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		272		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		81		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		272		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		70		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		272		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/DatabaseLoginControl.cs		92		Setting Manipulation		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		360		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		361		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		365		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		489		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		1282		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		1286		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		1301		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		1316		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		1354		Info						Password Management: Password in Comment		Not an Issue		input isn't user specified.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		1703		Info						SQL Injection		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/XMLResource.Designer.cs		64		Info						Password Management: Password in Comment		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		Framework/GUICore/Widgets/AttributeEditors/EnumerationEditor.cs		397		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		111		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		314		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotStyle/ValueSetToAttribute.cs		102		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaBatchCreationDialog.cs		147		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulationCenterGUI/CenterBatchTabulatorCreatorForm.cs		170		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		400		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		Framework/GUICore/Widgets/AttributeEditors/DoubleEditor.cs		307		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		Framework/GUICore/Widgets/AttributeEditors/StringEditor.cs		375		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		Framework/GUICore/Widgets/AttributeEditors/StringRefEditor.cs		414		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PollingDistrictGUI/PollingDistrictBatchDialog.cs		124		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		398		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PollingDistrictGUI/DistrictBatchTabulatorCreatorForm.cs		170		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorEditor.cs		541		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		Framework/GUICore/Widgets/AttributeEditors/StringSplitter.cs		387		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		128		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		402		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaBatchCreationDialog.cs		148		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		Framework/GUICore/Widgets/AttributeEditors/IntegerEditor.cs		353		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorEditor.cs		514		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		94		Path Manipulation		Not an Issue		Special privileges are required to control the 'myPath' variable. Thus, there is no security vulnerability and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/GenerateBinaryDCFCommand.cs		129		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		77		Path Manipulation		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaBatchCreationDialog.cs		148		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PollingDistrictGUI/DistrictBatchTabulatorCreatorForm.cs		170		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		128		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		111		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorEditor.cs		514		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		94		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotStyle/ValueSetToAttribute.cs		102		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorEditor.cs		541		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		Framework/GUICore/Widgets/AttributeEditors/EnumerationEditor.cs		397		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PollingDistrictGUI/PollingDistrictBatchDialog.cs		124		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		314		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		402		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		Framework/GUICore/Widgets/AttributeEditors/DoubleEditor.cs		307		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		Framework/GUICore/Widgets/AttributeEditors/StringSplitter.cs		387		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		400		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaBatchCreationDialog.cs		147		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulationCenterGUI/CenterBatchTabulatorCreatorForm.cs		170		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		Framework/GUICore/Widgets/AttributeEditors/StringEditor.cs		375		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		77		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		Framework/GUICore/Widgets/AttributeEditors/StringRefEditor.cs		414		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		398		Resource Injection		Not an Issue		False Positive.  User does not control the fullFileNamePath parameter

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		160		Info		Framework/GUICore/Widgets/AttributeEditors/IntegerEditor.cs		353		Resource Injection		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.ExportImport/Default/ProjDataImporter.cs		120		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.ExportImport/Default/ProjDataImporter.cs		147		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.ExportImport/Default/ProjDataImporter.cs		148		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.ExportImport/Default/ProjDataImporter.cs		165		Info						Password Management: Password in Comment		Not an Issue		User does not control file parameter.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/PrintUserConformationCommand.cs		58		Warning						Command Injection		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCloseDlgCmd.cs		11		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCloseDlgCmd.cs		78		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCloseDlgCmd.cs		81		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCloseDlgCmd.cs		87		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCloseDlgCmd.cs		147		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCloseDlgCmd.cs		157		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCloseDlgCmd.cs		158		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCloseDlgCmd.cs		161		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCloseDlgCmd.cs		162		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCloseDlgCmd.cs		165		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCloseDlgCmd.cs		174		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCreateNew.cs		50		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCreateNew.cs		52		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCreateNew.cs		60		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCreateNew.cs		113		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCreateNew.cs		114		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCreateNew.cs		117		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCreateNew.cs		118		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCreateNew.cs		121		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCreateNew.cs		129		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		14		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		82		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		86		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		156		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		168		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		183		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		184		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		194		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		198		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		199		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		203		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		211		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		214		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		216		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		225		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		226		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		228		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		229		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		235		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		241		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		243		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		266		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		267		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		276		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		313		Info						Password Management: Password in Comment		Not an Issue		It is not feasible for an attacker to control the value of "filename", since the function OnPrintData() is using the .NET framework's GetTempFileName() function.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		385		Warning						Command Injection		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/RoleEditor.cs		190		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/RoleEditor.cs		191		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/RoleEditor.cs		193		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/RoleEditor.Designer.cs		202		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/RoleEditor.Designer.cs		213		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		259		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerRoles.cs		330		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerRoles.cs		343		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerRoles.cs		345		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		61		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		86		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		148		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		282		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		295		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		296		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		298		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		299		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		300		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		314		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		318		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		319		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		323		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		384		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		387		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		389		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		390		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		391		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		405		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		430		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		431		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		434		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		435		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		436		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		445		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		446		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		449		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		450		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		451		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		456		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		459		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		461		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		468		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		472		Info						Password Management: Password in Comment		Not an Issue		StartInfo.FileName is set to a static value.  Fortify did not perform data flow analysis in this case.

		Services/DVS.DemocracySuite.RemoteServerProvider/BatchProcessHelper.cs		203		Warning						Command Injection		Not an Issue		If encryption keys are protected, it is not practical to provide the GenerationService.exe with malicious parameters.

		Services/DVS.DemocracySuite.RemoteServerProvider/BatchProcessHelper.cs		204		Hot		Services/DVS.DemocracySuite.CryptoService/RijndaelAlgorithm.cs		165		Command Injection		Not an Issue		This is not exploitable by itself, but authrorization is not being performed on the remote server objects (this is a seperate finding)

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.Static.cs		427		Warning		Services/DVS.DemocracySuite.RemoteServerProvider/RemotingAndNasForm.cs		92		Resource Injection		Not an Issue		This is not exploitable by itself, but authrorization is not being performed on the remote server objects (this is a seperate finding)

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.Static.cs		427		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/NetworkManagementControl.cs		56		Resource Injection		Not an Issue		This is not exploitable by itself, but authrorization is not being performed on the remote server objects (this is a seperate finding)

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.Static.cs		427		Warning		Services/DVS.DemocracySuite.RemoteServerProvider/RemotingAndNasForm.cs		117		Resource Injection		Not an Issue		This is not exploitable by itself, but authrorization is not being performed on the remote server objects (this is a seperate finding)

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.Static.cs		427		Warning		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/CurrentElectionEvent.cs		1064		Resource Injection		Not an Issue		This is not exploitable by itself, but authrorization is not being performed on the remote server objects (this is a seperate finding)

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.Static.cs		427		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/NetworkManagementControl.cs		67		Resource Injection		Not an Issue		This is not exploitable by itself, but authrorization is not being performed on the remote server objects (this is a seperate finding)

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.Static.cs		427		Warning		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/CurrentElectionEvent.cs		1062		Resource Injection		Not an Issue		This is not exploitable by itself, but authrorization is not being performed on the remote server objects (this is a seperate finding)

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.Static.cs		427		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/NetworkManagementControl.cs		45		Resource Injection		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.ReportService/Commands/BallotStylesReportCmd.cs		52		Info						Password Management: Password in Comment		Not an Issue

		Services/DVS.DemocracySuite.ReportService/Commands/EEDReportBaseClass.cs		101		Warning		Framework/RemotingAdo/LocalDbCommand.cs		187		SQL Injection		Not an Issue		Since CommonUtils.Validate() does not protect against SQL injection, if an attacker controls the district name value, this vulnerability is exploitable.

		Services/DVS.DemocracySuite.ReportService/Commands/PollingLocationReportCmd.cs		52		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/Text2SpeechConverter.cs		879		Warning						Command Injection		Not an Issue		Utility function that starts a process. By itself, this function is not exploitable.

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/Actions/ImageFilesLoader.cs		370		Info						Insecure Randomness		Not an Issue		Not generating anything that must be cryptographically secure


		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/AudioAdapter/CreateAudioLibraryXmlCmd.cs		159		Warning						Command Injection		Not an Issue		info.FileName is set to a static value

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/AudioAdapter/CreateAudioLibraryXmlCmd.cs		159		Info						Command Injection		Not an Issue		StartInfo.FileName is set to a static value.  Fortify did not perform data flow analysis in this case.

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		1238		Info						SQL Injection		Not an Issue		sqlText is constructed from constants in the Database.

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFilesValidator.cs		27		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFilesValidator.cs		619		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFilesValidator.cs		621		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ResultAdapter/ResultAdapter.cs		373		Info						Insecure Randomness		Not an Issue		Not generating anything that must be cryptographically secure

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/VifDefinition/VifRecord.cs		62		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/VifDefinition/VifRecord.cs		82		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/VifDefinition/VifRecord.cs		97		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/VifDefinition/VifRecord.cs		186		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/VifDefinition/VifRecord.cs		187		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/VifDefinition/VifRecord.cs		189		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/VifDefinition/VifRecord.cs		231		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/VifDefinition/VifRecord.cs		232		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/VifDefinition/VifRecord.cs		234		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/VifDefinition/VifRecord.cs		264		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/VifDefinition/VifRecord.cs		265		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/VifDefinition/VifRecord.cs		267		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		dvs/ballot/Ballot.cpp		106		Info						Unchecked Return Value		Not an Issue		The return codes are set in the functions calling the function Ballot::GetInstance(). Also, this is not a security issue and thus it has been marked as not an issue.

		dvs/ballot/Ballot.cpp		114		Info						Unchecked Return Value		Not an Issue		The return codes are set in the functions calling the function Ballot::GetInstance(). Also, this is not a security issue and thus it has been marked as not an issue.

		dvs/ballot/Ballot.cpp		138		Info						Unchecked Return Value		Not an Issue		The return code tells if the function executed properly or not. This is not a security issue. and Thus it has been marked as not an issue.

		dvs/ballot/Ballot.cpp		160		Info						Unchecked Return Value		Not an Issue		The return code tells if the function executed properly or not. This is not a security issue. and Thus it has been marked as not an issue.

		dvs/bcrypt/BCommands.cpp		1349		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/bcrypt/BCommands.cpp		1415		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/bcrypt/BCommands.cpp		1480		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/bcrypt/BCommands.cpp		1738		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/bcrypt/BCrypt.cpp		188		Warning						Missing Check against Null		Not an Issue		The malloc() has been checked for NULL. Thus, its marked as not an issue.

		dvs/bcrypt/BCrypt.cpp		194		Info						Portability Flaw		Not an Issue		This code is not meant to be portable

		dvs/bcrypt/BCrypt.cpp		235		Warning						Redundant Null Check		Not an Issue		argv cannot be null if the app is executed normally

		dvs/bcrypt/BCrypt.cpp		241		Warning						Redundant Null Check		Not an Issue		argv cannot be null if the app is executed normally

		dvs/bcrypt/BCrypt.cpp		370		Hot		dvs/bcrypt/BCrypt.cpp		175		Buffer Overflow		Not an Issue		Wont cause buffer overflow. pBuf has been assigned more space.

		dvs/bcrypt/BCrypt.cpp		461		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/bcrypt/BCrypt.cpp		787		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/bcrypt/BCrypt.cpp		830		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/bcrypt/BCryptAppend.cpp		103		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/bcrypt/BCryptAppend.cpp		104		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/bcrypt/BCryptAppend.cpp		206		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/bcrypt/BCryptAppend.cpp		241		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/bcrypt/BCryptAppend.cpp		261		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/bcrypt/BCryptAppend.cpp		266		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/bcrypt/BCryptAppend.cpp		306		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/bcrypt/BCryptAppend.cpp		339		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/bcrypt/BCryptAppend.cpp		373		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/bcrypt/BCryptAppend.cpp		394		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/bcrypt/BCryptAppend.cpp		476		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/bcrypt/BCryptAppend.cpp		515		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/bcrypt/BCryptAppend.cpp		556		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/bcrypt/BCryptAppend.cpp		666		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/bcrypt/BCryptAppend.cpp		702		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/bcrypt/BCryptAppend.cpp		731		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/bcrypt/BCryptAppend.cpp		732		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/bcrypt/BCryptAppend.cpp		817		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/bcrypt/BCryptEnc.cpp		202		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/bcrypt/BCryptEnc.cpp		211		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/bcrypt/BCryptEnc.cpp		409		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/bcrypt/BCryptEnc.cpp		467		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/bcrypt/BCryptSign.cpp		107		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/bcrypt/BCryptSign.cpp		207		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/bcrypt/BCryptSign.cpp		298		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/bcrypt/BCryptSign.cpp		435		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/bcrypt/DvsFileBCrypt.cpp		163		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsAdmin.cpp		17		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		314		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		321		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		387		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		412		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		570		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		573		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		753		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsAdmin.cpp		779		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsAdmin.cpp		783		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		821		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		879		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		904		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		1240		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		1289		Info						Dead Code		Not an Issue		It appears that this condition will not be satisfied. But this does not pose a security risk and thus has been marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		2284		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		3149		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		4292		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		4316		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		4317		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		4318		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		4328		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		4347		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsAdmin.cpp		4351		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsAdmin.h		169		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsAudioVote.cpp		810		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsAudioVote.cpp		852		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsController.cpp		404		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsController.cpp		471		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsController.cpp		599		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsController.cpp		645		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsController.cpp		762		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsController.cpp		795		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cf2xx/DvsController.cpp		796		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cf2xx/DvsController.cpp		1102		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cf2xx/DvsController.cpp		1104		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cf2xx/DvsController.cpp		1254		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/cf2xx/DvsReport.cpp		17		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cf2xx/DvsReport.cpp		158		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/cf2xx/DvsReport.cpp		270		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsReport.cpp		332		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsReport.cpp		539		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsReport.cpp		597		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsReport.cpp		703		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsReport.cpp		742		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsReport.cpp		778		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsReport.cpp		855		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsReport.cpp		916		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsReport.cpp		967		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsReport.cpp		1014		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsReport.cpp		1056		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/cf2xx/DvsReport.cpp		1148		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsReport.cpp		1301		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsReport.cpp		1330		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/cf2xx/DvsReport.cpp		1331		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/cf2xx/DvsReport.cpp		1360		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/cf2xx/DvsReport.cpp		1361		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/cf2xx/DvsReport.cpp		1388		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cf2xx/DvsReport.cpp		1593		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsReport.cpp		1665		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsReport.cpp		1762		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsReport.cpp		1873		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsReport.cpp		1925		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsReport.cpp		2096		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/DvsScanVote.cpp		2384		Info						Dead Code		Not an Issue		Cannot find a reason as to why this wont execute. Anyways, having dead code in the system does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/cf2xx/DvsScanVote.cpp		2401		Info						Dead Code		Not an Issue		Cannot find a reason as to why this wont execute. Anyways, having dead code in the system does not pose any security risk to the system and thus has been marked as not an issue.


		dvs/cf2xx/Tabulate.cpp		164		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/Tabulate.cpp		369		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cf2xx/Tabulate.cpp		392		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/Tabulate.cpp		430		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/Tabulate.cpp		460		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cf2xx/Tabulate.cpp		499		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/Tabulate.cpp		639		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/Tabulate.cpp		1019		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/Tabulate.cpp		1125		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cf2xx/Tabulate.cpp		1753		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/cfload/cfload.cpp		137		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cfload/cfloadCrypt.cpp		101		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadCrypt.cpp		403		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadCrypt.cpp		944		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadCrypt.cpp		967		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadCrypt.cpp		968		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadKey.cpp		459		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadKey.cpp		670		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cfload/cfloadKey.cpp		708		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cfload/cfloadKey.cpp		737		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cfload/cfloadKey.cpp		755		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cfload/cfloadKey.cpp		888		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cfload/cfloadKey.cpp		973		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cfload/cfloadLcd.h		60		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadSecurity.cpp		67		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadSecurity.cpp		183		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadSecurity.cpp		419		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadSecurity.cpp		440		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadSecurity.cpp		447		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadSecurity.cpp		471		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadSecurity.cpp		477		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadSecurity.cpp		478		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadSecurity.cpp		479		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cfload/cfloadSecurity.cpp		483		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadSecurity.cpp		487		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadSecurity.cpp		489		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadSecurity.cpp		501		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadSecurity.cpp		502		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadSecurity.cpp		505		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cfload/cfloadSecurity.cpp		522		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cfload/cfloadSecurity.cpp		577		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/cfload/cfloadSecurity.h		73		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/Clock.cpp		118		Info						Unchecked Return Value		Not an Issue		the function just saves the time structure to RTC. Also, the upper levels will handle it if the time structure has not been saved properly. This does not pose any security risk to the application and thus has been marked as not an issue.

		dvs/common/DvsFile.cpp		167		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/common/DvsFile.cpp		168		Info						Dead Code		Not an Issue		The class CDvsFile assigns the fileName to the file. The following condition will check if it was unlinked successfully. It does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/common/DvsFile.cpp		609		Info						Dangerous Function: Strcpy		Not an Issue		Function GetPathName() returns mFileName which has length [MAXPATHLEN + 1] . Strcpy has been used correctly in this case and thus has been marked as not an issue.

		dvs/common/DvsFile.cpp		714		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/common/DvsFile.cpp		746		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/common/DvsFile.cpp		865		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/common/DvsFile.cpp		888		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/common/DvsFile.cpp		965		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/common/DvsFile.cpp		1008		Info						Format String		Not an Issue		Vfprintf is a generic function. It has been called by function Fprintf. It seems that all functions which call Fprintf have a hardcoded print line as 'formatString'. But care should be taken by the calling function and thus, in this context, this line has been marked as not an issue.

		dvs/common/DvsIoStream.cpp		438		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/common/iodev.cpp		253		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/common/iodev.cpp		281		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/common/iodrv.cpp		209		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/core/audio_logic_support.cpp		162		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/audio_module.cpp		385		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/audio_module.cpp		393		Info						Dead Code		Not an Issue		Fortify didnt find the declaration of this function. But its not a security risk and has been marked as not an issue.

		dvs/core/audio_module.cpp		411		Info						Dead Code		Not an Issue		Fortify didnt find the declaration of this function. But its not a security risk and has been marked as not an issue.

		dvs/core/audio_module.cpp		431		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. So, its marked as not an issue.

		dvs/core/audio_module.cpp		441		Info						Dead Code		Not an Issue		On line 375, the variable 'audio_terminate_application' has been set to false. so, the while condition is always going to be true. But its not a security risk and has been marked as not an issue.

		dvs/core/audio_module.cpp		449		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/audio_module.cpp		564		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/ballot_printer.cpp		155		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/dcf_integers.cpp		17		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/dcf_options.cpp		566		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/dcf_options.cpp		642		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/dcf.h		17		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsAsymmDigest.cpp		257		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsAudioFileManager.cpp		596		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/DvsAudioModule.cpp		218		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/core/DvsAudioModule.cpp		605		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/DvsAvAtiSession.cpp		1516		Warning						Null Dereference		Not an Issue		The lines on 1507 to 1510 check the originalBox for a null value. Thus, its marked not an issue.

		dvs/core/DvsAvAtiSession.cpp		2097		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsAvAtiSession.cpp		2104		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsAvAtiSession.cpp		2111		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsAvAtiSession.cpp		2121		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsAvAtiSession.cpp		2124		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsAvAtiSession.cpp		2148		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsAvAtiSession.cpp		2151		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsAvAtiSession.cpp		2177		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsAvAtiSession.cpp		2180		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsAvAtiSession.cpp		2206		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsAvAtiSession.cpp		2209		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsAvAtiSession.cpp		2236		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsAvAtiSession.cpp		2239		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsAvAtiSession.cpp		2266		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsAvAtiSession.cpp		2269		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsAvAtiSession.cpp		2332		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/DvsAvAtiSession.cpp		2856		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/core/DvsAvAtiSession.cpp		2902		Info						Dead Code		Not an Issue		This is a check of the return condition. It does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/core/DvsAvAtiSession.cpp		2917		Info						Dead Code		Not an Issue		This is a check of the return condition. It does not pose any security risk to the system and thus has been marked as not an issue.


		dvs/core/DvsAvAtiSession.cpp		2932		Info						Dead Code		Not an Issue		This is a check of the return condition. It does not pose any security risk to the system and thus has been marked as not an issue.


		dvs/core/DvsAvAtiSession.cpp		2947		Info						Dead Code		Not an Issue		This is a check of the return condition. It does not pose any security risk to the system and thus has been marked as not an issue.


		dvs/core/DvsAvAtiSession.cpp		3351		Info						Dead Code		Not an Issue		This does not pose any security risk to the system and thus has been marked as not an issue.


		dvs/core/DvsAvAtiSession.cpp		3355		Info						Dead Code		Not an Issue		This does not pose any security risk to the system and thus has been marked as not an issue.


		dvs/core/DvsBallotInitialization.cpp		429		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/core/DvsBallotInitialization.cpp		643		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/core/DvsBallotInitialization.cpp		856		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/core/DvsBallotInitialization.cpp		936		Warning						Null Dereference		Not an Issue		the pBtmWord is at the last but one position in the image. The while condition on line 926 takes care of the looping. thus, not an issue.

		dvs/core/DvsBallotInitialization.cpp		936		Warning						Null Dereference		Not an Issue		the pBtmWord is at the last but one position in the image. The while condition on line 926 takes care of the looping. thus, not an issue.

		dvs/core/DvsBallotInitialization.cpp		994		Warning						Null Dereference		Not an Issue		the pBtmShort is at the last but one position in the image. The while condition on line 985 takes care of the looping. thus, not an issue.

		dvs/core/DvsBallotInitialization.cpp		994		Warning						Null Dereference		Not an Issue		the pBtmShort is at the last but one position in the image. The while condition on line 985 takes care of the looping. thus, not an issue.

		dvs/core/DvsBallotInitialization.cpp		1046		Warning						Null Dereference		Not an Issue		the pBtmByteis at the last but one position in the image. The while condition on line 1043 takes care of the looping. thus, not an issue.

		dvs/core/DvsBallotProcessVote.cpp		216		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/DvsBallotProcessVote.cpp		216		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/DvsBallotProcessVote.cpp		219		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/DvsBallotProcessVote.cpp		220		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/DvsBallotProcessVote.cpp		543		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/DvsBallotProcessVote.cpp		543		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/DvsBallotProcessVote.cpp		546		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/DvsBallotProcessVote.cpp		547		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/DvsComm.cpp		472		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsComm.cpp		629		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsComm.cpp		659		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsDisplayInterface.cpp		17		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsDisplayInterface.h		17		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsImageUtilities.cpp		261		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/core/DvsImageUtilities.cpp		355		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/core/DvsImageUtilities.cpp		787		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/core/DvsImageUtilities.cpp		912		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/core/DvsImageUtilities.cpp		1056		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/core/DvsImageUtilities.cpp		1221		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/core/DvsKey.cpp		17		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsKey.cpp		491		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsKey.h		17		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsMarker.cpp		175		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/core/DvsPrinterInterface.cpp		17		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsPrinterInterface.cpp		762		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsPrinterInterface.h		17		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsScanner.cpp		1343		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/DvsScanner.cpp		1414		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/DvsScanner.cpp		1463		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/DvsScanner.cpp		1532		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/DvsSecureIo.cpp		257		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSecureIo.cpp		259		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSecureIo.cpp		265		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSecureIo.cpp		267		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSecureIo.cpp		331		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSecureIo.cpp		349		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSecureIo.cpp		359		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSecureIo.cpp		361		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSecureIo.cpp		363		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSecureIo.cpp		437		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSecureRead.cpp		727		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSecureUtil.cpp		1522		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/core/DvsSecureWrite.cpp		792		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSecurity.cpp		17		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsSecurity.cpp		1092		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsSecurity.cpp		2003		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsSecurity.cpp		2025		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsSecurity.cpp		2032		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsSecurity.cpp		2056		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsSecurity.cpp		2062		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsSecurity.cpp		2063		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsSecurity.cpp		2069		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsSecurity.cpp		2071		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsSecurity.cpp		2075		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsSecurity.cpp		2084		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsSecurity.cpp		2087		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsSecurityCommon.h		60		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsSecurityCommon.h		61		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/core/DvsSession.cpp		1548		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/DvsSession.cpp		2344		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/DvsSha256.cpp		225		Info						Insecure Compiler Optimization		Not an Issue		variable 'keyInputPad' has been initialized  with zeros in this case. This does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/core/DvsSha256.cpp		320		Info						Insecure Compiler Optimization		Not an Issue		Variable 'tmpBuff' has been initialized  with zeros in this case. This does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/core/DvsSha256.cpp		321		Info						Insecure Compiler Optimization		Not an Issue		Variable 'outBuff' has been initialized  with zeros in this case. This does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/core/DvsSha256.cpp		352		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/DvsSha256.cpp		391		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/core/DvsSha256.cpp		572		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/core/DvsSha256.cpp		588		Info						Insecure Compiler Optimization		Not an Issue		Variable 'buf' has been initialized  with 'a' in this case. This does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/core/DvsSigOfSig.cpp		118		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/core/DvsSigOfSig.cpp		191		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSigOfSig.cpp		192		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSigOfSig.cpp		210		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSigOfSig.cpp		210		Hot						Buffer Overflow		Not an Issue		If conditions take care of overflows.

		dvs/core/DvsSigOfSig.cpp		212		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSigOfSig.cpp		214		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSigOfSig.cpp		219		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSigOfSig.cpp		224		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSigOfSig.cpp		227		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSigOfSig.cpp		247		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSigOfSig.cpp		250		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/DvsSystemCallback.cpp		108		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/core/DvsWavDecoder.cpp		299		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/core/DvsWavDecoder.cpp		327		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/core/DvsWavDecoder.cpp		414		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/core/image_header.cpp		185		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/image_header.cpp		248		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/core/image_header.cpp		425		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/crypto/aes.c		587		Info						Insecure Compiler Optimization		Not an Issue		Variable 'cty' has been set to zeros in this case. This does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/cots/crypto/sha2.c		264		Warning						Out-of-Bounds Read		Not an Issue		The read doesnt look out of bounds, so marked as not an issue.

		dvs/cots/crypto/sha2.c		323		Info						Insecure Compiler Optimization		Not an Issue		Variable 'ctx' has been set to zeros in this case. This does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/cots/crypto/sha2.c		346		Info						Insecure Compiler Optimization		Not an Issue		Variable 'ctx' has been set to zeros in this case. This does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/cots/crypto/sha2.c		386		Info						Insecure Compiler Optimization		Not an Issue		Variable 'sum' has been set to zeros in this case. This does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/cots/crypto/sha2.c		414		Info						Insecure Compiler Optimization		Not an Issue		Variable 'tmpbuf' has been set to zeros in this case. This does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/cots/crypto/sha2.c		430		Info						Insecure Compiler Optimization		Not an Issue		Variable 'ctx' has been set to zeros in this case. This does not pose any security risk to the system and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/gregbook/readpng.c		95		Info						Unchecked Return Value		Not an Issue		This seems to be demo code. so its marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/readpng.c		255		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		Integer Overflow		Not an Issue		Doesnt seem to be integer overflow because of the conditions. So, marked as not an issue.
  

		dvs/cots/libpng-1.2.24/contrib/gregbook/readpng.c		255		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		226		Integer Overflow		Not an Issue		Doesnt seem to be integer overflow because of the conditions. So, marked as not an issue.
  

		dvs/cots/libpng-1.2.24/contrib/gregbook/readpng.c		255		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		161		Integer Overflow		Not an Issue		Doesnt seem to be integer overflow because of the conditions. So, marked as not an issue.
  

		dvs/cots/libpng-1.2.24/contrib/gregbook/readpng.c		259		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		Integer Overflow		Not an Issue		Doesnt seem to be integer overflow because of the conditions. So, marked as not an issue.
  

		dvs/cots/libpng-1.2.24/contrib/gregbook/readpng.c		259		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		226		Integer Overflow		Not an Issue		Doesnt seem to be integer overflow because of the conditions. So, marked as not an issue.
  

		dvs/cots/libpng-1.2.24/contrib/gregbook/readpng.c		259		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		161		Integer Overflow		Not an Issue		Doesnt seem to be integer overflow because of the conditions. So, marked as not an issue.
  

		dvs/cots/libpng-1.2.24/contrib/gregbook/readpng.c		284		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/readpng2.c		183		Warning						Memory Leak		Not an Issue		Pointer info_ptr not freed before return on line 202

		dvs/cots/libpng-1.2.24/contrib/gregbook/readpng2.c		402		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/gregbook/readpng2.c		639		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/gregbook/readppm.c		115		Info						Uninitialized Variable		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/readppm.c		157		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		161		Integer Overflow		Not an Issue		Doesnt seem to be integer overflow because of the conditions. So, marked as not an issue.
  

		dvs/cots/libpng-1.2.24/contrib/gregbook/readppm.c		157		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		226		Integer Overflow		Not an Issue		Doesnt seem to be integer overflow because of the conditions. So, marked as not an issue.
  

		dvs/cots/libpng-1.2.24/contrib/gregbook/readppm.c		157		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		Integer Overflow		Not an Issue		Doesnt seem to be integer overflow because of the conditions. So, marked as not an issue.
  

		dvs/cots/libpng-1.2.24/contrib/gregbook/readppm.c		166		Info						Unchecked Return Value		Not an Issue		This seems to be demo code. so its marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		270		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		161		Path Manipulation		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		637		Warning						Memory Leak		Not an Issue		xdata not freed on all code paths

		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		637		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		226		Integer Overflow		Not an Issue		  Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		637		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		161		Integer Overflow		Not an Issue		  Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		640		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		161		Integer Overflow		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		640		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		226		Integer Overflow		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		643		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		226		Integer Overflow		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		643		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		161		Integer Overflow		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng2-x.c		458		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng2-x.c		288		Path Manipulation		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng2-x.c		563		Warning						Null Dereference		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng2-x.c		720		Info						Dead Code		Not an Issue		Is present in 'contrib' folder. Most likely not part of the library.

		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng2-x.c		954		Warning						Memory Leak		Not an Issue		xdata not freed on all code paths

		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng2-x.c		1194		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng2-x.c		1199		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng2-x.c		1200		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng2-x.c		1416		Warning						Null Dereference		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng2-x.c		1416		Warning						Null Dereference		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng2-x.c		1484		Warning						Null Dereference		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng2-x.c		1484		Warning						Null Dereference		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng2-x.c		1536		Info						Obsolete		Not an Issue		the use of usleep function is not recommended. this seems to be demo code , so has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng2-x.c		1659		Warning						Null Dereference		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng2-x.c		1659		Warning						Null Dereference		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng2-x.c		1757		Warning						Null Dereference		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng2-x.c		1757		Warning						Null Dereference		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng2-x.c		1757		Warning						Null Dereference		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		328		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		154		Path Manipulation		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		334		Info						Unchecked Return Value		Not an Issue		This seems to be demo code. so its marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		347		Info						Unchecked Return Value		Not an Issue		This seems to be demo code. so its marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		349		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		334		Buffer Overflow		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		349		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		347		Buffer Overflow		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		351		Info						Unchecked Return Value		Not an Issue		This seems to be demo code. so its marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		368		Info						Dangerous Function: Strcpy		Not an Issue		This code seems to be test code and not part of the libpng library. Thus, it has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		369		Info						Dangerous Function: Strcpy		Not an Issue		This code seems to be test code and not part of the libpng library. Thus, it has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		372		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		154		String Termination Error		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		373		Info						Dangerous Function: Strcpy		Not an Issue		This code seems to be test code and not part of the libpng library. Thus, it has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		376		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		154		Path Manipulation		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		381		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		154		Path Manipulation		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		428		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		238		System Information Leak		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		439		Warning						Unreleased Resource		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		441		Warning						Memory Leak		Not an Issue		textbuf is not freed

		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		441		Warning						Missing Check against Null		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		707		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		334		Integer Overflow		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		707		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		347		Integer Overflow		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		708		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		347		Integer Overflow		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		708		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		334		Integer Overflow		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		708		Warning						Missing Check against Null		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		735		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		347		Integer Overflow		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		735		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		334		Integer Overflow		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/gregbook/writepng.c		97		Warning						Memory Leak		Not an Issue		not an issue, pointer not free only in case when there is no more memory

		dvs/cots/libpng-1.2.24/contrib/gregbook/writepng.c		97		Warning						Memory Leak		Not an Issue		not an issue, pointer not free only in case when there is no more memory

		dvs/cots/libpng-1.2.24/contrib/gregbook/writepng.c		127		Warning						Memory Leak		Not an Issue		pointer png_ptr not freed on all paths

		dvs/cots/libpng-1.2.24/contrib/gregbook/writepng.c		386		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security risk and thus marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/pngminus/png2pnm.c		84		Warning		dvs/cots/libpng-1.2.24/contrib/pngminus/png2pnm.c		60		Path Manipulation		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/pngminus/png2pnm.c		84		Warning						Unreleased Resource		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/pngminus/png2pnm.c		106		Warning		dvs/cots/libpng-1.2.24/contrib/pngminus/png2pnm.c		60		Path Manipulation		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/pngminus/png2pnm.c		106		Warning						Unreleased Resource		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/pngminus/png2pnm.c		115		Warning		dvs/cots/libpng-1.2.24/contrib/pngminus/png2pnm.c		60		Path Manipulation		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/pngminus/png2pnm.c		115		Warning						Unreleased Resource		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/pngminus/png2pnm.c		225		Warning						Memory Leak		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/pngminus/png2pnm.c		315		Warning						Memory Leak		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/pngminus/png2pnm.c		317		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		Integer Overflow		Not an Issue		Doesn't seem to be an integer overflow. So, marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/pngminus/png2pnm.c		322		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		Integer Overflow		Not an Issue		Doesn't seem to be an integer overflow. So, marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/pngminus/png2pnm.c		338		Warning						Memory Leak		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		82		Warning		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		61		Path Manipulation		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		82		Warning						Unreleased Resource		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		105		Warning		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		61		Path Manipulation		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		105		Warning						Unreleased Resource		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		114		Warning		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		61		Path Manipulation		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		114		Warning						Unreleased Resource		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		291		Info						Uninitialized Variable		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		295		Info						Uninitialized Variable		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		333		Info						Uninitialized Variable		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		335		Info						Uninitialized Variable		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		335		Warning						Memory Leak		Not an Issue		png_pixels or pix_ptr pointer not freed before return on line 384

		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		335		Warning		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		461		Integer Overflow		Not an Issue		Doesnt seem to be integer overflow because of the conditions. So, marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		335		Warning		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		453		Integer Overflow		Not an Issue		Doesnt seem to be integer overflow because of the conditions. So, marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		386		Warning						Memory Leak		Not an Issue		info_ptr not freed before return on line 397

		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		386		Warning						Memory Leak		Not an Issue		info_ptr not freed before return on line 397

		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		409		Warning						Memory Leak		Not an Issue		info_ptr not freed before return on line 417

		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		409		Warning						Memory Leak		Not an Issue		info_ptr not freed before return on line 417

		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		414		Warning		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		461		Integer Overflow		Not an Issue		Doesnt seem to be integer overflow because of the conditions. So, marked as not an issue.
  

		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		414		Warning		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		453		Integer Overflow		Not an Issue		Doesnt seem to be integer overflow because of the conditions. So, marked as not an issue.
  

		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		429		Warning						Memory Leak		Not an Issue		info_ptr not freed before return on line 439

		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		429		Warning						Memory Leak		Not an Issue		info_ptr not freed before return on line 439

		dvs/cots/libpng-1.2.24/contrib/visupng/PngFile.c		47		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/visupng/PngFile.c		125		Info						Unchecked Return Value		Not an Issue		There is an 'if' condition after the fread command which seems to check if the data was read. But since this looks to be demo code, it has been marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/visupng/PngFile.c		175		Info						Uninitialized Variable		Not an Issue		This seems to be demo code. so its marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/visupng/PngFile.c		177		Info						Uninitialized Variable		Not an Issue		This seems to be demo code. so its marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/visupng/PngFile.c		228		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		Integer Overflow		Not an Issue		Doesnt seem to be an integer overflow. So, marked as not an issue.

		dvs/cots/libpng-1.2.24/contrib/visupng/PngFile.c		228		Warning						Missing Check against Null		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/visupng/PngFile.c		237		Warning						Missing Check against Null		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/contrib/visupng/PngFile.c		350		Warning						Missing Check against Null		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/png.c		153		Warning						Redundant Null Check		Not an Issue		The variable 'save_flags' is set to 'flags' in the 'p' structure without the null check.

		dvs/cots/libpng-1.2.24/png.c		317		Info						Insecure Compiler Optimization		Not an Issue		Variable 'info_ptr' has been set to zeros in this case. This does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/cots/libpng-1.2.24/png.c		651		Info						Type Mismatch: Signed to Unsigned		Not an Issue		There is no mismatch between the types in this case, thus its been marked as not an issue.

		dvs/cots/libpng-1.2.24/png.c		681		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Doesnt seem to have the string termination error. thus, marked as not an issue.

		dvs/cots/libpng-1.2.24/png.c		682		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Doesnt seem to have the string termination error. thus, marked as not an issue.

		dvs/cots/libpng-1.2.24/png.c		682		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Doesnt seem to have the string termination error. thus, marked as not an issue.

		dvs/cots/libpng-1.2.24/png.c		682		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Doesnt seem to have the string termination error. thus, marked as not an issue.

		dvs/cots/libpng-1.2.24/png.c		683		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Doesnt seem to have the string termination error. thus, marked as not an issue.

		dvs/cots/libpng-1.2.24/png.c		686		Info						Type Mismatch: Signed to Unsigned		Not an Issue		There is no mismatch between the types in this case, thus its been marked as not an issue.

		dvs/cots/libpng-1.2.24/png.c		695		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/libpng-1.2.24/png.c		714		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/libpng-1.2.24/png.c		722		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/libpng-1.2.24/png.c		730		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngerror.c		230		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		226		System Information Leak		Not an Issue		Dont think extra information is being given out.

		dvs/cots/libpng-1.2.24/pngerror.c		231		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		226		System Information Leak		Not an Issue		Dont think extra information is being given out.

		dvs/cots/libpng-1.2.24/pngerror.c		234		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		226		System Information Leak		Not an Issue		Dont think extra information is being given out.

		dvs/cots/libpng-1.2.24/pngerror.c		238		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		226		System Information Leak		Not an Issue		Dont think extra information is being given out.

		dvs/cots/libpng-1.2.24/pngerror.c		298		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngget.c		853		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngget.c		863		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngmem.c		483		Info		dvs/cots/libpng-1.2.24/pngrio.c		57		Integer Overflow		Not an Issue		The conditions above take care to avoid integer overflow.So, marked as not an issue.

		dvs/cots/libpng-1.2.24/pngmem.c		483		Warning		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		453		Integer Overflow		Not an Issue		The conditions above take care to avoid integer overflow.So, marked as not an issue.

		dvs/cots/libpng-1.2.24/pngmem.c		483		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		161		Integer Overflow		Not an Issue		The conditions above take care to avoid integer overflow.So, marked as not an issue.

		dvs/cots/libpng-1.2.24/pngmem.c		483		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		226		Integer Overflow		Not an Issue		The conditions above take care to avoid integer overflow.So, marked as not an issue.

		dvs/cots/libpng-1.2.24/pngmem.c		483		Warning		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		461		Integer Overflow		Not an Issue		The 'if' conditions before line 483 check for integer overflows. Thus, it has been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngmem.c		483		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		Integer Overflow		Not an Issue		The conditions above take care to avoid integer overflow.So, marked as not an issue.

		dvs/cots/libpng-1.2.24/pngpread.c		641		Hot		dvs/cots/libpng-1.2.24/pngrio.c		57		Buffer Overflow		Not an Issue		memcpy() function used correctly. 

		dvs/cots/libpng-1.2.24/pngpread.c		1139		Warning						Memory Leak		Not an Issue		The 'png_free()' function frees the pointer 'text_ptr'. Thus, marked as not an issue.

		dvs/cots/libpng-1.2.24/pngpread.c		1256		Warning						Memory Leak		Not an Issue		The 'png_free()' function frees the pointer 'text'. Thus, marked as not an issue.


		dvs/cots/libpng-1.2.24/pngpread.c		1282		Warning						Memory Leak		Not an Issue		The 'png_free()' function frees the pointer 'tmp'. Thus, marked as not an issue.


		dvs/cots/libpng-1.2.24/pngpread.c		1310		Warning						Memory Leak		Not an Issue		The 'png_free()' function frees the pointer 'text'. Thus, marked as not an issue.


		dvs/cots/libpng-1.2.24/pngpread.c		1332		Warning						Memory Leak		Not an Issue		The 'png_free()' function frees the pointer 'text_ptr'. Thus, marked as not an issue.


		dvs/cots/libpng-1.2.24/pngread.c		74		Warning						Memory Leak		Not an Issue		Not an issue,png_free() called on line 71

		dvs/cots/libpng-1.2.24/pngread.c		1467		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngread.c		1468		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngrtran.c		436		Warning						Memory Leak		Not an Issue		png_free called on line 436

		dvs/cots/libpng-1.2.24/pngrtran.c		511		Warning						Memory Leak		Not an Issue		Not an issue, png_free() called on line 511

		dvs/cots/libpng-1.2.24/pngrtran.c		1268		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Doesnt seem to have the string termination error. thus, marked as not an issue.

		dvs/cots/libpng-1.2.24/pngrtran.c		1269		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Doesnt seem to have the string termination error. thus, marked as not an issue.

		dvs/cots/libpng-1.2.24/pngrtran.c		3407		Warning						Redundant Null Check		Not an Issue		if gamma_table is null, the if condition on line 3395 may still be true.

		dvs/cots/libpng-1.2.24/pngrtran.c		3407		Warning						Redundant Null Check		Not an Issue		if gamma_table is null, the if condition on line 3395 may still be true.

		dvs/cots/libpng-1.2.24/pngrtran.c		3445		Warning						Redundant Null Check		Not an Issue		if gamma_table is null, the if condition on line 3395 may still be true.

		dvs/cots/libpng-1.2.24/pngrtran.c		3445		Warning						Redundant Null Check		Not an Issue		if gamma_table is null, the if condition on line 3395 may still be true.

		dvs/cots/libpng-1.2.24/pngrtran.c		3482		Warning						Redundant Null Check		Not an Issue		
if gamma_table is null, the if condition on line 3395 may still be true.

		dvs/cots/libpng-1.2.24/pngrtran.c		3512		Warning						Redundant Null Check		Not an Issue		if gamma_table is null, the if condition on line 3395 may still be true.

		dvs/cots/libpng-1.2.24/pngrtran.c		3527		Warning						Redundant Null Check		Not an Issue		if gamma_table is null, the if condition on line 3395 may still be true.


		dvs/cots/libpng-1.2.24/pngrtran.c		3537		Warning						Redundant Null Check		Not an Issue		if gamma_table is null, the if condition on line 3395 may still be true.


		dvs/cots/libpng-1.2.24/pngrutil.c		221		Warning						Use After Free		Not an Issue		The memory is not being referenced after it has been freed. Thus, marked as not an issue.

		dvs/cots/libpng-1.2.24/pngrutil.c		221		Warning						Double Free		Not an Issue		If the requested memory is not assigned to png_ptr, then text= NULL. And Fortify assumes that the function png_free() tries to free the same png_ptr. But the function returns incase png_ptr is null. So, its not a problem and marked as not an issue.


		dvs/cots/libpng-1.2.24/pngrutil.c		224		Warning						Use After Free		Not an Issue		The memory is not being referenced after it has been freed. Thus, marked as not an issue.

		dvs/cots/libpng-1.2.24/pngrutil.c		233		Hot		dvs/cots/libpng-1.2.24/pngrio.c		57		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngrutil.c		233		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		226		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngrutil.c		233		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		161		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngrutil.c		245		Warning						Use After Free		Not an Issue		The memory is not being referenced after it has been freed. Thus, marked as not an issue.

		dvs/cots/libpng-1.2.24/pngrutil.c		245		Warning						Double Free		Not an Issue		If the requested memory is not assigned to png_ptr, then text= NULL. And Fortify assumes that the function png_free() tries to free the same png_ptr. But the function returns incase png_ptr is null. So, its not a problem and marked as not an issue.


		dvs/cots/libpng-1.2.24/pngrutil.c		249		Hot		dvs/cots/libpng-1.2.24/pngrio.c		57		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngrutil.c		249		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		226		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngrutil.c		249		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		161		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngrutil.c		250		Warning						Use After Free		Not an Issue		The memory is not being referenced after it has been freed. Thus, marked as not an issue.

		dvs/cots/libpng-1.2.24/pngrutil.c		264		Warning						Use After Free		Not an Issue		The memory is not being referenced after it has been freed. Thus, marked as not an issue.

		dvs/cots/libpng-1.2.24/pngrutil.c		264		Warning						Double Free		Not an Issue		If the requested memory is not assigned to png_ptr, then text= NULL. And Fortify assumes that the function png_free() tries to free the same png_ptr. But the function returns incase png_ptr is null. So, its not a problem and marked as not an issue.


		dvs/cots/libpng-1.2.24/pngrutil.c		267		Warning						Use After Free		Not an Issue		The memory is not being referenced after it has been freed. Thus, marked as not an issue.

		dvs/cots/libpng-1.2.24/pngrutil.c		268		Warning						Memory Leak		Not an Issue		Reliability issue - 'text' is not freed on all code paths

		dvs/cots/libpng-1.2.24/pngrutil.c		268		Warning						Double Free		Not an Issue		If the requested memory is not assigned to png_ptr, then text= NULL. And Fortify assumes that the function png_free() tries to free the same png_ptr. But the function returns incase png_ptr is null. So, its not a problem and marked as not an issue.


		dvs/cots/libpng-1.2.24/pngrutil.c		270		Hot		dvs/cots/libpng-1.2.24/pngrio.c		57		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngrutil.c		270		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		226		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngrutil.c		270		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		161		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngrutil.c		291		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Seems to be null terminated. Thus, its been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngrutil.c		295		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Seems to be null terminated. Thus, its been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngrutil.c		299		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Seems to be null terminated. Thus, its been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngrutil.c		311		Warning						Use After Free		Not an Issue		The memory is not being referenced after it has been freed. Thus, marked as not an issue.

		dvs/cots/libpng-1.2.24/pngrutil.c		311		Warning						Double Free		Not an Issue		If the requested memory is not assigned to png_ptr, then text= NULL. And Fortify assumes that the function png_free() tries to free the same png_ptr. But the function returns incase png_ptr is null. So, its not a problem and marked as not an issue.


		dvs/cots/libpng-1.2.24/pngrutil.c		314		Warning						Use After Free		Not an Issue		The memory is not being referenced after it has been freed. Thus, marked as not an issue.

		dvs/cots/libpng-1.2.24/pngrutil.c		316		Warning						Redundant Null Check		Not an Issue		May be a problem if malloc () doesnt execute properly, the program may crash on 314.

		dvs/cots/libpng-1.2.24/pngrutil.c		322		Warning						Use After Free		Not an Issue		The memory is not being referenced after it has been freed. Thus, marked as not an issue.

		dvs/cots/libpng-1.2.24/pngrutil.c		322		Warning						Double Free		Not an Issue		If the requested memory is not assigned to png_ptr, then text= NULL. And Fortify assumes that the function png_free() tries to free the same png_ptr. But the function returns incase png_ptr is null. So, its not a problem and marked as not an issue.


		dvs/cots/libpng-1.2.24/pngrutil.c		342		Warning						Use After Free		Not an Issue		The memory is not being referenced after it has been freed. Thus, marked as not an issue.

		dvs/cots/libpng-1.2.24/pngrutil.c		342		Info						Type Mismatch: Signed to Unsigned		Not an Issue		There is no mismatch between the types in this case, thus its been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngrutil.c		574		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngrutil.c		952		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		226		System Information Leak		Not an Issue		Dont think extra information is being given out.

		dvs/cots/libpng-1.2.24/pngrutil.c		1034		Warning						Memory Leak		Not an Issue		png_free() called on line 1034

		dvs/cots/libpng-1.2.24/pngrutil.c		1049		Warning						Memory Leak		Not an Issue		png_free() called on line 1049

		dvs/cots/libpng-1.2.24/pngrutil.c		1071		Warning						Memory Leak		Not an Issue		png_free called on line 1071, not an issue

		dvs/cots/libpng-1.2.24/pngrutil.c		1088		Warning						Memory Leak		Not an Issue		png_free called on line 1088, not an issue

		dvs/cots/libpng-1.2.24/pngrutil.c		1095		Warning						Memory Leak		Not an Issue		png_free called on line 1095, not an issue

		dvs/cots/libpng-1.2.24/pngrutil.c		1134		Warning						Memory Leak		Not an Issue		chunkdata is freed on every return, and at the end of the function

		dvs/cots/libpng-1.2.24/pngrutil.c		1140		Warning						Memory Leak		Not an Issue		chunkdata is freed on every return, and at the end of the function

		dvs/cots/libpng-1.2.24/pngrutil.c		1153		Warning						Memory Leak		Not an Issue		chunkdata is freed on every return, and at the end of the function

		dvs/cots/libpng-1.2.24/pngrutil.c		1165		Warning						Memory Leak		Not an Issue		chunkdata is freed on every return, and at the end of the function

		dvs/cots/libpng-1.2.24/pngrutil.c		1612		Warning						Memory Leak		Not an Issue		The pointer  'purpose' is freed on every return, and at the end of the function on line 1692

		dvs/cots/libpng-1.2.24/pngrutil.c		1629		Warning						Memory Leak		Not an Issue		The pointer  'purpose' is freed on every return, and at the end of the function on line 1692


		dvs/cots/libpng-1.2.24/pngrutil.c		1649		Warning						Memory Leak		Not an Issue		The pointer  'purpose' is freed on every return, and at the end of the function on line 1692


		dvs/cots/libpng-1.2.24/pngrutil.c		1665		Warning						Memory Leak		Not an Issue		The pointer  'purpose' is freed on every return, and at the end of the function on line 1692


		dvs/cots/libpng-1.2.24/pngrutil.c		1683		Warning						Memory Leak		Not an Issue		The pointer  'purpose' is freed on every return, and at the end of the function on line 1692


		dvs/cots/libpng-1.2.24/pngrutil.c		1684		Warning						Memory Leak		Not an Issue		The pointer  'params' is freed on every return, and at the end of the function on line 1693 with the png_free() call


		dvs/cots/libpng-1.2.24/pngrutil.c		1692		Warning						Memory Leak		Not an Issue		The pointer  'purpose' is freed on every return, and at the end of the function on line 1692 with the png_free() call

		dvs/cots/libpng-1.2.24/pngrutil.c		1693		Warning						Memory Leak		Not an Issue		The pointer  'params' is freed on every return, and at the end of the function on line 1693 with the png_free() call

		dvs/cots/libpng-1.2.24/pngrutil.c		1732		Warning						Memory Leak		Not an Issue		If the branch on 1756 is taken, memory leak would occur

		dvs/cots/libpng-1.2.24/pngrutil.c		1743		Warning						Memory Leak		Not an Issue		Not an issue, png_free() called on line 1743

		dvs/cots/libpng-1.2.24/pngrutil.c		1781		Warning						Memory Leak		Not an Issue		Not an issue, free() called on line 1781

		dvs/cots/libpng-1.2.24/pngrutil.c		1811		Warning						Memory Leak		Not an Issue		Not an issue, png_free() called on 1811

		dvs/cots/libpng-1.2.24/pngrutil.c		1828		Warning						Memory Leak		Not an Issue		Not an issue, png_free() called on 1828

		dvs/cots/libpng-1.2.24/pngrutil.c		1919		Warning						Memory Leak		Not an Issue		Not an issue, png_free() called on 1919

		dvs/cots/libpng-1.2.24/pngrutil.c		1936		Warning						Memory Leak		Not an Issue		Not an issue, png_free() called on 1936

		dvs/cots/libpng-1.2.24/pngrutil.c		1952		Warning						Memory Leak		Not an Issue		Not an issue, png_free() called on 1952

		dvs/cots/libpng-1.2.24/pngrutil.c		1998		Warning						Memory Leak		Not an Issue		Not an issue, png_free() called on 1998

		dvs/cots/libpng-1.2.24/pngrutil.c		2011		Warning						Memory Leak		Not an Issue		Not an issue, png_free() called on 2011

		dvs/cots/libpng-1.2.24/pngrutil.c		2034		Warning						Memory Leak		Not an Issue		Not an issue, png_free() called on 2034

		dvs/cots/libpng-1.2.24/pngrutil.c		2049		Warning						Memory Leak		Not an Issue		Not an issue, png_free() called on 2049

		dvs/cots/libpng-1.2.24/pngrutil.c		2707		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		226		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngrutil.c		2707		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		161		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngrutil.c		2707		Hot		dvs/cots/libpng-1.2.24/pngrio.c		57		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngset.c		398		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Seems to be null terminated. Thus, its been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngset.c		414		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Seems to be null terminated. Thus, its been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngset.c		436		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Seems to be null terminated. Thus, its been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngset.c		444		Hot		dvs/cots/libpng-1.2.24/pngrio.c		57		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngset.c		690		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Seems to be null terminated. Thus, its been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngset.c		701		Warning						Memory Leak		Not an Issue		Not an issue, png_free() called on 701

		dvs/cots/libpng-1.2.24/pngset.c		793		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Seems to be null terminated. Thus, its been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngset.c		980		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Seems to be null terminated. Thus, its been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngset.c		1056		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		226		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngset.c		1056		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		161		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngset.c		1056		Hot		dvs/cots/libpng-1.2.24/pngrio.c		57		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngtest.c		131		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		226		System Information Leak		Not an Issue		Dont think extra information is being given out.

		dvs/cots/libpng-1.2.24/pngtest.c		453		Warning		dvs/cots/libpng-1.2.24/contrib/gregbook/rpng-x.c		226		System Information Leak		Not an Issue		Dont think extra information is being given out.

		dvs/cots/libpng-1.2.24/pngtest.c		633		Warning		dvs/cots/libpng-1.2.24/pngtest.c		1307		Path Manipulation		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngtest.c		644		Warning		dvs/cots/libpng-1.2.24/pngtest.c		1307		Path Manipulation		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngtest.c		676		Warning						Memory Leak		Not an Issue		struct destroyed on line 694 with  png_destroy_read_struct()

		dvs/cots/libpng-1.2.24/pngtest.c		677		Warning						Memory Leak		Not an Issue		struct destroyed on line 694 with  png_destroy_read_struct()

		dvs/cots/libpng-1.2.24/pngtest.c		679		Warning						Memory Leak		Not an Issue		struct destroyed on line 694 with  png_destroy_read_struct()

		dvs/cots/libpng-1.2.24/pngtest.c		680		Warning						Memory Leak		Not an Issue		struct destroyed on line 694 with  png_destroy_read_struct()

		dvs/cots/libpng-1.2.24/pngtest.c		696		Warning						Memory Leak		Not an Issue		Struct freed on line 696

		dvs/cots/libpng-1.2.24/pngtest.c		717		Warning						Memory Leak		Not an Issue		write_ptr freed on line 717

		dvs/cots/libpng-1.2.24/pngtest.c		1120		Warning						Memory Leak		Not an Issue		struct free on line 1120

		dvs/cots/libpng-1.2.24/pngtest.c		1123		Warning						Memory Leak		Not an Issue		struct freed on line 1123

		dvs/cots/libpng-1.2.24/pngtest.c		1165		Warning						Memory Leak		Not an Issue		struct not freed

		dvs/cots/libpng-1.2.24/pngtest.c		1182		Warning						Memory Leak		Not an Issue		struct not freed

		dvs/cots/libpng-1.2.24/pngtest.c		1199		Warning						Memory Leak		Not an Issue		struct freed on line 1199

		dvs/cots/libpng-1.2.24/pngtest.c		1206		Warning						Memory Leak		Not an Issue		struct freed on line 1206

		dvs/cots/libpng-1.2.24/pngtest.c		1220		Warning		dvs/cots/libpng-1.2.24/pngtest.c		1307		Path Manipulation		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngtest.c		1231		Warning		dvs/cots/libpng-1.2.24/pngtest.c		1307		Path Manipulation		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngwrite.c		472		Warning						Memory Leak		Not an Issue		struct destroyed on line 472

		dvs/cots/libpng-1.2.24/pngwrite.c		1013		Warning						Null Dereference		Not an Issue		The if condition on 1011 guarantees that png_ptr is not a null pointer. so, not an issue.

		dvs/cots/libpng-1.2.24/pngwrite.c		1512		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngwrite.c		1513		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngwutil.c		185		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Seems to be null terminated. Thus, its been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngwutil.c		258		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		154		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		258		Hot		dvs/cots/libpng-1.2.24/pngrio.c		57		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		258		Hot		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		461		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		258		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		485		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		258		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		334		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		258		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		347		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		258		Hot		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		453		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		258		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		555		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		258		Hot		dvs/cots/libpng-1.2.24/pngtest.c		1307		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		258		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		615		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		258		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		585		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		258		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		717		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		258		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		455		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		258		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		744		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		309		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		555		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		309		Hot		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		461		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		309		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		334		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		309		Hot		dvs/cots/libpng-1.2.24/pngrio.c		57		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		309		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		585		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		309		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		347		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		309		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		744		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		309		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		455		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		309		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		615		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		309		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		717		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		309		Hot		dvs/cots/libpng-1.2.24/contrib/pngminus/pnm2png.c		453		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		309		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		154		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		309		Hot		dvs/cots/libpng-1.2.24/pngtest.c		1307		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		309		Hot		dvs/cots/libpng-1.2.24/contrib/gregbook/wpng.c		485		Buffer Overflow		Not an Issue		png_memcpy() doesnt seem to cause any overflow.

		dvs/cots/libpng-1.2.24/pngwutil.c		450		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/libpng-1.2.24/pngwutil.c		1216		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Seems to be null terminated. Thus, its been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngwutil.c		1241		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Seems to be null terminated. Thus, its been marked as not an issue.

		dvs/cots/libpng-1.2.24/pngwutil.c		1556		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Seems to be null terminated. Thus, its been marked as not an issue.


		dvs/cots/libpng-1.2.24/pngwutil.c		1567		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Seems to be null terminated. Thus, its been marked as not an issue.


		dvs/cots/libpng-1.2.24/pngwutil.c		1590		Warning						Memory Leak		Not an Issue		struct freed on line 1590

		dvs/cots/libpng-1.2.24/pngwutil.c		1626		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Seems to be null terminated. Thus, its been marked as not an issue.


		dvs/cots/libpng-1.2.24/pngwutil.c		1627		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Seems to be null terminated. Thus, its been marked as not an issue.


		dvs/cots/libpng-1.2.24/pngwutil.c		1628		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Seems to be null terminated. Thus, its been marked as not an issue.


		dvs/cots/libpng-1.2.24/pngwutil.c		1629		Warning		dvs/cots/libpng-1.2.24/pngrio.c		57		String Termination Error		Not an Issue		Seems to be null terminated. Thus, its been marked as not an issue.


		dvs/cots/netflash/netflash.c		297		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/netflash/netflash.c		415		Warning						Null Dereference		Not an Issue		May not be an error since 'sp' wont be Null because of the conditions before line 415. thus, not an issue.

		dvs/cots/netflash/netflash.c		1132		Hot		dvs/cots/netflash/netflash.c		1120		Buffer Overflow: Format String		Not an Issue		Finding in COTS product - Out of Scope

		dvs/cots/netflash/netflash.c		1133		Warning		dvs/cots/netflash/netflash.c		1128		Path Manipulation		Not an Issue		The value of variable 'path' has been hardcoded. Thus, marked as not an issue.

		dvs/cots/netflash/netflash.c		1164		Warning		uclinux/uClinux-dist/user/netflash/netflash.c		1307		Path Manipulation		Not an Issue		The path has been hardcoded in the program. Isint any security risk and thus marked as not an issue.

		dvs/cots/netflash/netflash.c		1164		Warning		dvs/cots/netflash/netflash.c		1307		Path Manipulation		Not an Issue		The path has been hardcoded in the program. Isint any security risk and thus marked as not an issue.

		dvs/cots/netflash/netflash.c		1169		Warning		dvs/cots/netflash/netflash.c		1168		String Termination Error		Not an Issue		This may be a problem if the pid read from the file doesnt have a null terminator.


		dvs/cots/netflash/netflash.c		1172		Warning		dvs/cots/netflash/netflash.c		1307		Path Manipulation		Not an Issue		The path has been hardcoded in the program. Isint any security risk and thus marked as not an issue.

		dvs/cots/netflash/netflash.c		1172		Warning		uclinux/uClinux-dist/user/netflash/netflash.c		1307		Path Manipulation		Not an Issue		The path has been hardcoded in the program. Isint any security risk and thus marked as not an issue.

		dvs/cots/netflash/netflash.c		1172		Info						Unchecked Return Value		Not an Issue		The return value of unlink() not checked.

		dvs/cots/netflash/netflash.c		1172		Warning						Race Condition: File System Access		Not an Issue		This particular attack wouldnt happen on the concerned system. Thus, its marked as not an issue.

		dvs/cots/netflash/netflash.c		1386		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/netflash/netflash.c		1573		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/cots/netflash/netflash.c		1682		Info						Unchecked Return Value		Not an Issue		The return value of lseek() not checked.

		dvs/cots/netflash/netflash.c		1683		Info						Unchecked Return Value		Not an Issue		The return value of read() not checked.

		dvs/cots/netflash/netflash.c		1753		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/netflash/netflash.c		1792		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/netflash/netflash.c		1843		Info						Portability Flaw		Not an Issue		This piece of code is specific to the particular environment. Thus, it is not meant to be portable and has been marked as not an issue.

		dvs/cots/netflash/netflash.c		1951		Warning		dvs/cots/netflash/netflash.c		1951		System Information Leak		Not an Issue		The errorno and folder is printed. 

		dvs/cots/netflash/netflash.c		1999		Warning						Unreleased Resource		Not an Issue		The file opened by the 'rd' handler doesnt seem to have been closed.

		dvs/cots/netflash/netflash.c		2001		Warning		dvs/cots/netflash/netflash.c		2001		System Information Leak		Not an Issue		Too much information may be printed.

		dvs/cots/netflash/netflash.c		2006		Warning		dvs/cots/netflash/netflash.c		2006		System Information Leak		Not an Issue		Too much information may be printed.

		dvs/cots/netflash/netflash.c		2105		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/netflash/netflash.c		2112		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/netflash/netflash.c		2162		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/netflash/netflash.c		2162		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/netflash/netflash.c		2190		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/netflash/netflash.c		2319		Info						Obsolete		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/apps/app_rand.c		207		Warning						Race Condition: File System Access		Not an Issue		Race condition exists, but no clear security implication

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		341		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		342		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		445		Warning						Password Management: Hardcoded Password		Not an Issue		No hardcoded passwords here

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		447		Warning						Password Management: Hardcoded Password		Not an Issue		No hardcoded passwords here

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		469		Warning						Password Management: Hardcoded Password		Not an Issue		No hardcoded passwords here

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		471		Warning						Password Management: Hardcoded Password		Not an Issue		No hardcoded passwords here

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		513		Warning						Password Management: Hardcoded Password		Not an Issue		No hardcoded passwords here

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		518		Warning						Password Management: Hardcoded Password		Not an Issue		No hardcoded passwords here

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		523		Hot		dvs/cots/openssl-fips-1.1.2/apps/apps.c		520		Buffer Overflow		Not an Issue		No overflow here, assuming that the caller specifies the correct value of bufsize.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		527		Info						Dead Code		Not an Issue		If the password is present which would be the case unless some error occurs, control is returned to the calling function from line 524. So, this code may not execute in that case. But its not a security risk and marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		530		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		531		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		532		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		533		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		544		Info						Dead Code		Not an Issue		dont seem to find the call to the function password_callback() from where the value of 'verify' is obtained.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		555		Info						Dead Code		Not an Issue		Looks like a false positive. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		699		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		1529		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		1584		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		1591		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		1631		Info						Unchecked Return Value		Not an Issue		The return value of rename function has not been checked. Even though  line 1612 does involve both the files, there may be errors due other factors.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		1716		Info						Dead Code		Not an Issue		Fortify doesnt seem to find the declaration of the OPENSSL_malloc(). Looks like a false positive.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		1805		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		1810		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		1815		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		1868		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		1873		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		1880		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		1887		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		1894		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		1934		Info						Unchecked Return Value		Not an Issue		The return value of rename function has not been checked. Even though  line 1915 does involve both the files, there may be errors due other factors.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		1958		Info						Unchecked Return Value		Not an Issue		The return value of rename function has not been checked. Even though  line 1928 does involve both the files, there may be errors due other factors.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		1959		Info						Unchecked Return Value		Not an Issue		The return value of rename function has not been checked. Even though  line 1915 does involve both the files, there may be errors due other factors.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		1973		Info						Unchecked Return Value		Not an Issue		The return value of rename function has not been checked. Even though  line 1952 does involve both the files, there may be errors due other factors.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		1974		Info						Unchecked Return Value		Not an Issue		The return value of rename function has not been checked. Even though  line 1928 does involve both the files, there may be errors due other factors.

		dvs/cots/openssl-fips-1.1.2/apps/apps.c		1975		Info						Unchecked Return Value		Not an Issue		The return value of rename function has not been checked. Even though  line 1915 does involve both the files, there may be errors due other factors.

		dvs/cots/openssl-fips-1.1.2/apps/ca.c		420		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/ca.c		898		Info						Dead Code		Not an Issue		Doesnt seem like dead code. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/ca.c		1150		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/ca.c		1483		Warning						Race Condition: File System Access		Not an Issue		Race condition exists, but no clear security implication

		dvs/cots/openssl-fips-1.1.2/apps/ca.c		2051		Info						Unchecked Return Value		Not an Issue		The if condition checks for only the first bit in buf.

		dvs/cots/openssl-fips-1.1.2/apps/ca.c		2472		Info						Dead Code		Not an Issue		If the malloc() function doesnt allocate memory, then the line on 2472 will be executed.

		dvs/cots/openssl-fips-1.1.2/apps/ca.c		2488		Hot		dvs/cots/openssl-fips-1.1.2/apps/ca.c		237		Buffer Overflow		Not an Issue		memcpy() called with strlen(serial).  No overflow possible

		dvs/cots/openssl-fips-1.1.2/apps/ca.c		2803		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/cots/openssl-fips-1.1.2/apps/ca.c		2815		Info						Dead Code		Not an Issue		If the malloc() function cannot allocate memory then line 2815 will be executed. Thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/ca.c		2829		Warning						Redundant Null Check		Not an Issue		Possible, if OPENSSL_malloc() returns a null pointer

		dvs/cots/openssl-fips-1.1.2/apps/ca.c		2856		Warning						Redundant Null Check		Not an Issue		Possible, if OPENSSL_malloc() returns a null pointer

		dvs/cots/openssl-fips-1.1.2/apps/ciphers.c		194		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/crl.c		360		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/crl.c		374		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/crl2p7.c		169		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/crl2p7.c		275		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/dgst.c		217		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/dgst.c		253		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/dgst.c		265		Warning						Redundant Null Check		Not an Issue		No dereference on this line.

		dvs/cots/openssl-fips-1.1.2/apps/dgst.c		369		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/dh.c		343		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/dhparam.c		314		Info						Dead Code		Not an Issue		If DSA_generate_parameters() returns null, then line 314 will be executed.

		dvs/cots/openssl-fips-1.1.2/apps/dhparam.c		335		Info						Dead Code		Not an Issue		If DH_generate_parameters() returns null, then line 335 will be executed.


		dvs/cots/openssl-fips-1.1.2/apps/dhparam.c		527		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/dsa.c		322		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/dsaparam.c		293		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/dsaparam.c		294		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/dsaparam.c		379		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/enc.c		221		Warning		dvs/cots/openssl-fips-1.1.2/apps/enc.c		101		Path Manipulation		Not an Issue		Intended behavior for a user to specify a key file

		dvs/cots/openssl-fips-1.1.2/apps/enc.c		229		Info						Unchecked Return Value		Not an Issue		the return value of the function has not been checked.

		dvs/cots/openssl-fips-1.1.2/apps/enc.c		614		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/enc.c		640		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/engine.c		113		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/engine.c		152		Info						Dead Code		Not an Issue		The variable 'started' has been defined as 0 on line 133. Thus, the condition on line 150 will not be true. So, it is dead code.

		dvs/cots/openssl-fips-1.1.2/apps/engine.c		517		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/gendsa.c		134		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 

		dvs/cots/openssl-fips-1.1.2/apps/genrsa.c		129		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/genrsa.c		131		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/genrsa.c		150		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 

		dvs/cots/openssl-fips-1.1.2/apps/genrsa.c		260		Info						Dead Code		Not an Issue		If the function 'RSA_generate_key()' returns null, then condition on 258 will be true.

		dvs/cots/openssl-fips-1.1.2/apps/nseq.c		144		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/nseq.c		159		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/ocsp.c		595		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. Thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/ocsp.c		697		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/ocsp.c		765		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/ocsp.c		791		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/ocsp.c		817		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. Store on line 816 if it is null, the condition will be true.

		dvs/cots/openssl-fips-1.1.2/apps/ocsp.c		864		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/openssl.c		228		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/openssl.c		229		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/openssl.c		254		Warning						Missing Check against Null		Not an Issue		Possible for the OPENSSL_DEBUG_MEMORY environment variable to not exist

		dvs/cots/openssl-fips-1.1.2/apps/openssl.c		304		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/openssl.c		315		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/openssl.c		323		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/openssl.c		335		Hot		dvs/cots/openssl-fips-1.1.2/apps/openssl.c		335		Buffer Overflow		Not an Issue		no overflow, n = sizeof (p)

		dvs/cots/openssl-fips-1.1.2/apps/openssl.c		335		Info						Unchecked Return Value		Not an Issue		The return values appear to have been checked using if conditions. 

		dvs/cots/openssl-fips-1.1.2/apps/openssl.c		357		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		1		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		46		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		146		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		212		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		216		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		220		Warning						Password Management: Hardcoded Password		Not an Issue		No hardcoded passwords here

		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		220		Warning						Password Management: Hardcoded Password		Not an Issue		No hardcoded passwords here

		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		242		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		282		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		288		Warning						Password Management: Hardcoded Password		Not an Issue		No hardcoded passwords here

		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		300		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		472		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		477		Info		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		220		Buffer Overflow		Not an Issue		The array 'passwd' has been assigned more space to handle truncation. So, wouldnt cause buffer overflow. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		477		Info		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		245		Buffer Overflow		Not an Issue		The array 'passwd' has been assigned more space to handle truncation. So, wouldnt cause buffer overflow. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		477		Info		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		234		Buffer Overflow		Not an Issue		The array 'passwd' has been assigned more space to handle truncation. So, wouldnt cause buffer overflow. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		477		Info		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		60		Buffer Overflow		Not an Issue		The array 'passwd' has been assigned more space to handle truncation. So, wouldnt cause buffer overflow. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		477		Info		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		473		Buffer Overflow		Not an Issue		The array 'passwd' has been assigned more space to handle truncation. So, wouldnt cause buffer overflow. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		477		Info		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		274		Buffer Overflow		Not an Issue		The array 'passwd' has been assigned more space to handle truncation. So, wouldnt cause buffer overflow. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		481		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/pkcs12.c		161		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 


		dvs/cots/openssl-fips-1.1.2/apps/pkcs12.c		342		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/pkcs12.c		348		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/pkcs12.c		350		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/pkcs12.c		563		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. Since the value of 'noprompt' change according to if conditions earlier.

		dvs/cots/openssl-fips-1.1.2/apps/pkcs12.c		631		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/pkcs12.c		675		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/pkcs12.c		701		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/pkcs7.c		176		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/pkcs7.c		290		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/pkcs7.c		311		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/rand.c		219		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/rsa.c		331		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/rsa.c		373		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_client.c		292		Info						Dead Code		Not an Issue		Doesnt seem to be dead code.

		dvs/cots/openssl-fips-1.1.2/apps/s_client.c		325		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_client.c		554		Warning						Redundant Null Check		Not an Issue		con should be initialized at this point

		dvs/cots/openssl-fips-1.1.2/apps/s_client.c		554		Warning						Redundant Null Check		Not an Issue		con should be initialized at this point

		dvs/cots/openssl-fips-1.1.2/apps/s_client.c		554		Warning						Redundant Null Check		Not an Issue		con should be initialized at this point

		dvs/cots/openssl-fips-1.1.2/apps/s_client.c		554		Warning						Redundant Null Check		Not an Issue		con should be initialized at this point

		dvs/cots/openssl-fips-1.1.2/apps/s_client.c		554		Warning						Redundant Null Check		Not an Issue		con should be initialized at this point

		dvs/cots/openssl-fips-1.1.2/apps/s_client.c		567		Warning						Redundant Null Check		Not an Issue		con should be initialized at this point

		dvs/cots/openssl-fips-1.1.2/apps/s_client.c		567		Warning						Redundant Null Check		Not an Issue		con should be initialized at this point

		dvs/cots/openssl-fips-1.1.2/apps/s_client.c		567		Warning						Redundant Null Check		Not an Issue		con should be initialized at this point

		dvs/cots/openssl-fips-1.1.2/apps/s_client.c		567		Warning						Redundant Null Check		Not an Issue		con should be initialized at this point

		dvs/cots/openssl-fips-1.1.2/apps/s_client.c		567		Warning						Redundant Null Check		Not an Issue		con should be initialized at this point

		dvs/cots/openssl-fips-1.1.2/apps/s_client.c		581		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_client.c		585		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_client.c		703		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_client.c		796		Info						Dead Code		Not an Issue		Line 796 will be executed if write() doesnt execute successfully.

		dvs/cots/openssl-fips-1.1.2/apps/s_client.c		926		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_server.c		870		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_socket.c		203		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_socket.c		211		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_socket.c		222		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_socket.c		223		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_socket.c		268		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_socket.c		304		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_socket.c		324		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_socket.c		335		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_socket.c		372		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_socket.c		380		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. If the gethostbyaddr() doesnt execute succeefully. thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_socket.c		399		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_socket.c		492		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_socket.c		495		Info						Dead Code		Not an Issue		If getservbyname() doesnt execute successfully, line 495 will be executed.

		dvs/cots/openssl-fips-1.1.2/apps/s_socket.c		541		Info						Dangerous Function: Strcpy		Not an Issue		strcpy() has been used correctly in this case ensuring that the destination buffer is greator than the source buffer.Thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		244		Info						Format String		Not an Issue		The value of variable 'umsg' has been hardcoded on line 222. 'printf' has been used correctly in this case and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		541		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		542		Warning		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		384		System Information Leak		Not an Issue		Nothing wrong with printf() usage here.  User does not control format string

		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		542		Warning		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		384		System Information Leak		Not an Issue		Nothing wrong with printf() usage here.  User does not control format string

		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		632		Warning		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		384		System Information Leak		Not an Issue		Nothing wrong with printf() usage here.  User does not control format string

		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		632		Warning		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		384		System Information Leak		Not an Issue		Nothing wrong with printf() usage here.  User does not control format string

		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		635		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		691		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/sess_id.c		175		Hot		dvs/cots/openssl-fips-1.1.2/apps/sess_id.c		90		Buffer Overflow		Not an Issue		Length check on line 170, no overflow

		dvs/cots/openssl-fips-1.1.2/apps/sess_id.c		271		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/smime.c		133		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 


		dvs/cots/openssl-fips-1.1.2/apps/smime.c		137		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 


		dvs/cots/openssl-fips-1.1.2/apps/smime.c		141		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 


		dvs/cots/openssl-fips-1.1.2/apps/smime.c		383		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 


		dvs/cots/openssl-fips-1.1.2/apps/speed.c		540		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		548		Hot						Buffer Overflow		Not an Issue		no overflow, sizeof(c) passed to memset correctly

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1648		Warning		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1648		System Information Leak		Not an Issue		Nothing wrong with printf() usage here.  User does not control format string

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1688		Warning		dvs/cots/openssl-fips-1.1.2/apps/speed.c		324		System Information Leak		Not an Issue		Nothing wrong with fprintf() usage here.  User does not control format string

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1690		Warning		dvs/cots/openssl-fips-1.1.2/apps/speed.c		324		System Information Leak		Not an Issue		Nothing wrong with fprintf() usage here.  User does not control format string

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1706		Warning		dvs/cots/openssl-fips-1.1.2/apps/speed.c		324		System Information Leak		Not an Issue		Nothing wrong with fprintf() usage here.  User does not control format string

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1707		Warning		dvs/cots/openssl-fips-1.1.2/apps/speed.c		324		System Information Leak		Not an Issue		Nothing wrong with fprintf() usage here.  User does not control format string

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1710		Warning		dvs/cots/openssl-fips-1.1.2/apps/speed.c		324		System Information Leak		Not an Issue		Nothing wrong with fprintf() usage here.  User does not control format string

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1710		Warning		dvs/cots/openssl-fips-1.1.2/apps/speed.c		324		System Information Leak		Not an Issue		Nothing wrong with fprintf() usage here.  User does not control format string

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1711		Warning		dvs/cots/openssl-fips-1.1.2/apps/speed.c		324		System Information Leak		Not an Issue		Nothing wrong with fprintf() usage here.  User does not control format string

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1711		Warning		dvs/cots/openssl-fips-1.1.2/apps/speed.c		324		System Information Leak		Not an Issue		Nothing wrong with fprintf() usage here.  User does not control format string

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1726		Warning		dvs/cots/openssl-fips-1.1.2/apps/speed.c		324		System Information Leak		Not an Issue		Nothing wrong with fprintf() usage here.  User does not control format string

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1726		Warning		dvs/cots/openssl-fips-1.1.2/apps/speed.c		324		System Information Leak		Not an Issue		Nothing wrong with fprintf() usage here.  User does not control format string

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1729		Warning		dvs/cots/openssl-fips-1.1.2/apps/speed.c		324		System Information Leak		Not an Issue		Nothing wrong with fprintf() usage here.  User does not control format string

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1729		Warning		dvs/cots/openssl-fips-1.1.2/apps/speed.c		324		System Information Leak		Not an Issue		Nothing wrong with fprintf() usage here.  User does not control format string

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1730		Warning		dvs/cots/openssl-fips-1.1.2/apps/speed.c		324		System Information Leak		Not an Issue		Nothing wrong with fprintf() usage here.  User does not control format string

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1730		Warning		dvs/cots/openssl-fips-1.1.2/apps/speed.c		324		System Information Leak		Not an Issue		Nothing wrong with fprintf() usage here.  User does not control format string

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1733		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1840		Info		dvs/cots/openssl-fips-1.1.2/apps/speed.c		373		Buffer Overflow		Not an Issue		This seems to be a test program thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1862		Warning						Unreleased Resource		Not an Issue		File descriptor not released, resource exhuastion could be possible.

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1884		Info		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1863		Buffer Overflow		Not an Issue		This seems to be a test program thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1897		Info		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1863		Buffer Overflow		Not an Issue		This seems to be a test program thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1899		Info		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1863		Buffer Overflow		Not an Issue		This seems to be a test program thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1903		Info		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1863		Buffer Overflow		Not an Issue		This seems to be a test program thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1905		Info		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1863		Buffer Overflow		Not an Issue		This seems to be a test program thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1918		Info		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1863		Buffer Overflow		Not an Issue		This seems to be a test program thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1920		Info		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1863		Buffer Overflow		Not an Issue		This seems to be a test program thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1924		Info		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1863		Buffer Overflow		Not an Issue		This seems to be a test program thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1926		Info		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1863		Buffer Overflow		Not an Issue		This seems to be a test program thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1939		Info		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1863		Buffer Overflow		Not an Issue		This seems to be a test program thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1941		Info		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1863		Buffer Overflow		Not an Issue		This seems to be a test program thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1945		Info		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1863		Buffer Overflow		Not an Issue		This seems to be a test program thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1947		Info		dvs/cots/openssl-fips-1.1.2/apps/speed.c		1863		Buffer Overflow		Not an Issue		This seems to be a test program thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/spkac.c		226		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/spkac.c		296		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/version.c		170		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/x509.c		816		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/x509.c		1001		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/apps/x509.c		1036		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/bugs/stream.c		82		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/bugs/stream.c		82		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/bugs/stream.c		92		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/bugs/stream.c		99		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_bitstr.c		125		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_bitstr.c		149		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_bitstr.c		185		Warning						Redundant Null Check		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_bool.c		90		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_bool.c		96		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_bool.c		102		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_bytes.c		81		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_bytes.c		86		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_bytes.c		106		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_bytes.c		176		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_bytes.c		182		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_bytes.c		253		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_d2i_fp.c		98		Warning						Redundant Null Check		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_d2i_fp.c		117		Warning						Redundant Null Check		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_d2i_fp.c		198		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_dup.c		94		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_dup.c		96		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_dup.c		100		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_dup.c		103		Info						Dead Code		Not an Issue		The function on line 100 assigns a value to 'b' and the if condition ensures that b is not null on line 101. Thus, it is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_gentm.c		211		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_i2d_fp.c		140		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_i2d_fp.c		142		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_i2d_fp.c		151		Info						Dead Code		Not an Issue		Doesnt seem to be dead code.It does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_int.c		200		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_int.c		290		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_int.c		296		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_int.c		305		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_mbstr.c		184		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_mbstr.c		193		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_mbstr.c		235		Info						Dead Code		Not an Issue		Because of the condition on line 182, free_out will never be true and thus the condition will never execute. 

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_mbstr.c		239		Info						Uninitialized Variable		Not an Issue		There is no security vulnerability since the variable has been assigned a value. so, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_object.c		163		Info		dvs/cots/openssl-fips-1.1.2/apps/x509.c		153		Buffer Overflow		Not an Issue		The if conditions take care of the values of the variables.Thus, marked as not a problem.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_object.c		163		Info		dvs/cots/openssl-fips-1.1.2/apps/pkcs8.c		70		Buffer Overflow		Not an Issue		The if conditions take care of the values of the variables.Thus, marked as not a problem.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_object.c		163		Info		dvs/cots/openssl-fips-1.1.2/apps/pkcs12.c		93		Buffer Overflow		Not an Issue		The if conditions take care of the values of the variables.Thus, marked as not a problem.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_object.c		163		Info		dvs/cots/openssl-fips-1.1.2/apps/x509.c		153		Buffer Overflow		Not an Issue		The if conditions take care of the values of the variables.Thus, marked as not a problem.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_object.c		163		Info		dvs/cots/openssl-fips-1.1.2/apps/ca.c		237		Buffer Overflow		Not an Issue		The if conditions take care of the values of the variables.Thus, marked as not a problem.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_object.c		164		Info		dvs/cots/openssl-fips-1.1.2/apps/x509.c		153		Buffer Overflow		Not an Issue		The if conditions take care of the values of the variables.Thus, marked as not a problem.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_object.c		164		Info		dvs/cots/openssl-fips-1.1.2/apps/x509.c		153		Buffer Overflow		Not an Issue		The if conditions take care of the values of the variables.Thus, marked as not a problem.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_object.c		164		Info		dvs/cots/openssl-fips-1.1.2/apps/pkcs8.c		70		Buffer Overflow		Not an Issue		The if conditions take care of the values of the variables.Thus, marked as not a problem.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_object.c		164		Info		dvs/cots/openssl-fips-1.1.2/apps/ca.c		237		Buffer Overflow		Not an Issue		The if conditions take care of the values of the variables.Thus, marked as not a problem.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_object.c		164		Info		dvs/cots/openssl-fips-1.1.2/apps/pkcs12.c		93		Buffer Overflow		Not an Issue		The if conditions take care of the values of the variables.Thus, marked as not a problem.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_object.c		204		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_object.c		210		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_object.c		242		Warning						Redundant Null Check		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_object.c		245		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_set.c		138		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_sign.c		259		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_strex.c		202		Info						Uninitialized Variable		Not an Issue		The variable 'c' has been initialized in the switch cases before its been used on line 202. Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_strex.c		214		Info						Uninitialized Variable		Not an Issue		The variable 'c' has been initialized in the switch cases before its been used on line 214. Thus, its been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_time.c		104		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_time.c		155		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_utctm.c		191		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_utctm.c		231		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_utctm.c		246		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_verify.c		152		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/a_verify.c		160		Info						Dead Code		Not an Issue		This would most probably execute. 

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/asn1_lib.c		353		Info						Dead Code		Not an Issue		Seems to be redundant conditions.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/asn1_par.c		95		Info						Dead Code		Not an Issue		Seems like the value of 'p2' is null before line 95. Thus may be dead code.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/d2i_pr.c		87		Warning						Redundant Null Check		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/d2i_pu.c		87		Warning						Redundant Null Check		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/evp_asn1.c		89		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/evp_asn1.c		91		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/evp_asn1.c		141		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/f_enum.c		120		Info						Dead Code		Not an Issue		The value of 'i' is the bufsize. May be greator than j. Most probably code will execute. Only if the buffer size is 0 or less, this will be dead code.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/f_enum.c		159		Warning						Memory Leak		Not an Issue		Not deallocating the memory of pointesr 'sp' and 's'  are not security issues and thus marked as a reliability issues.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/f_enum.c		159		Warning						Memory Leak		Not an Issue		Not deallocating the memory of pointesr 'sp' and 's'  are not security issues and thus marked as a reliability issues.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/f_enum.c		186		Warning						Null Dereference		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/f_enum.c		186		Warning						Null Dereference		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/f_enum.c		186		Warning						Null Dereference		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/f_int.c		124		Info						Dead Code		Not an Issue		The value of 'i' is the bufsize. May be greator than j. Most probably code will execute. Only if the buffer size is 0 or less, this will be dead code.


		dvs/cots/openssl-fips-1.1.2/crypto/asn1/f_int.c		198		Warning						Null Dereference		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/f_int.c		198		Warning						Null Dereference		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/f_int.c		198		Warning						Null Dereference		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/f_string.c		124		Info						Dead Code		Not an Issue		The value of 'i' is the bufsize. May be greator than j. Most probably code will execute. Only if the buffer size is 0 or less, this will be dead code.


		dvs/cots/openssl-fips-1.1.2/crypto/asn1/f_string.c		164		Warning						Memory Leak		Not an Issue		Not deallocating the memory of pointesr 'sp' and 's'  are not security issues and thus marked as a reliability issues.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/f_string.c		164		Warning						Memory Leak		Not an Issue		Not deallocating the memory of pointesr 'sp' and 's'  are not security issues and thus marked as a reliability issues.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/f_string.c		191		Warning						Null Dereference		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/f_string.c		191		Warning						Null Dereference		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/f_string.c		191		Warning						Null Dereference		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/p5_pbe.c		65		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/p5_pbe.c		80		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/p5_pbe.c		81		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/p5_pbev2.c		65		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/p8_key.c		113		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/p8_key.c		129		Info						Dead Code		Not an Issue		doesnt seem to be dead code.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/t_crl.c		110		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/t_pkey.c		308		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/t_pkey.c		369		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/t_req.c		220		Warning						Null Dereference		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/t_req.c		220		Warning						Null Dereference		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/tasn_new.c		198		Info						Dead Code		Not an Issue		doesnt seem to be dead code.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/tasn_new.c		336		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/tasn_new.c		346		Info						Dead Code		Not an Issue		doesnt seem to be dead code.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/tasn_prn.c		79		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/tasn_prn.c		80		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/tasn_prn.c		81		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/tasn_prn.c		82		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/tasn_prn.c		90		Info						Dead Code		Not an Issue		Variable 'it' is passed as a parameter to his function. Wont execute if the value of these arguments is null. 

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/tasn_prn.c		96		Info						Dead Code		Not an Issue		The 'if' conditions ensure that this code will execute.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/tasn_prn.c		100		Info						Dead Code		Not an Issue		doesnt seem to be dead code.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/tasn_prn.c		103		Info						Dead Code		Not an Issue		doesnt seem to be dead code.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/tasn_prn.c		109		Info						Dead Code		Not an Issue		doesnt seem to be dead code.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/tasn_prn.c		115		Info						Dead Code		Not an Issue		doesnt seem to be dead code.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/tasn_prn.c		120		Info						Dead Code		Not an Issue		doesnt seem to be dead code.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/tasn_prn.c		140		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/tasn_utl.c		219		Info						Dead Code		Not an Issue		doesnt seem to be dead code.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/x_long.c		113		Info						Uninitialized Variable		Not an Issue		The variable 'ltmp' has been initialized via the memcpy function.Thus, its been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/asn1/x_name.c		118		Warning						Redundant Null Check		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bf/bf_cbc.c		140		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bf/bf_cfb64.c		118		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bf/bf_ecb.c		94		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bf/bf_enc.c		302		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bf/bf_ofb64.c		107		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bf/bf_opts.c		230		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/cots/openssl-fips-1.1.2/crypto/bf/bf_opts.c		235		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bf/bf_opts.c		235		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bf/bf_opts.c		235		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bf/bf_opts.c		235		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bf/bf_opts.c		235		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bf/bf_opts.c		282		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bf/bf_opts.c		293		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bf/bf_opts.c		307		Info						Uninitialized Variable		Not an Issue		The variable 'j' has been initialized before its been used. Thus, its been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bf/bfs.cpp		39		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bf/bfs.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/bf/bfs.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/bf/bfs.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/bf/bfs.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/bf/bftest.c		276		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bf/bftest.c		278		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/b_print.c		758		Warning						Redundant Null Check		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/b_sock.c		178		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/b_sock.c		188		Info						Dead Code		Not an Issue		The variable 'str' is an argument to this function. Doesnt seem to be dead code.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/b_sock.c		222		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/b_sock.c		228		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/b_sock.c		232		Info						Uninitialized Variable		Not an Issue		The variable 'j' has been initialized before its been used. Thus, its been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/b_sock.c		550		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/b_sock.c		550		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/b_sock.c		551		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/b_sock.c		557		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/b_sock.c		596		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/b_sock.c		663		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/b_sock.c		677		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/b_sock.c		684		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/b_sock.c		747		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bf_buff.c		418		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bf_lbuf.c		351		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bio_lib.c		136		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bio_lib.c		364		Info						Type Mismatch: Signed to Unsigned		Not an Issue		BIO_ctrl() has the return type of signed long and BIO_ctrl_pending() has the return type of unsigned size_t.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bio_lib.c		369		Info						Type Mismatch: Signed to Unsigned		Not an Issue		BIO_ctrl() has the return type of signed long and BIO_ctrl_wpending() has the return type of unsigned size_t.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bio_lib.c		482		Warning						Memory Leak		Not an Issue		BIO_free()  called on line 494

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bio_lib.c		492		Warning						Memory Leak		Not an Issue		No memory allocated on line 492

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bio_lib.c		494		Warning						Memory Leak		Not an Issue		Not an issue, this developer decided to call their pointer "new", and so Fortify got confused.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bio_lib.c		517		Info						Dead Code		Not an Issue		Doesnt seem to be dead code.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_bio.c		688		Info						Dead Code		Not an Issue		The variable 'other_bio' may not be null. But its not a problem. Thus, marked as not a problem.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_bio.c		725		Info						Dead Code		Not an Issue		Will execute if malloc doesnt assign memory. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_bio.c		737		Info						Dead Code		Not an Issue		Will execute if malloc doesnt assign memory. Thus, marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_bio.c		843		Info						Type Mismatch: Signed to Unsigned		Not an Issue		BIO_ctrl() has the return type of signed long and BIO_ctrl_get_guarantee() has the return type of unsigned size_t.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_bio.c		848		Info						Type Mismatch: Signed to Unsigned		Not an Issue		BIO_ctrl() has the return type of signed long and BIO_ctrl_get_read_request() has the return type of unsigned size_t.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_conn.c		204		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_conn.c		261		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_conn.c		422		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_conn.c		446		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_fd.c		135		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_fd.c		150		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_fd.c		164		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/ca.c		237		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/spkac.c		82		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/x509.c		153		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/smime.c		81		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/s_server.c		481		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/nseq.c		70		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/genrsa.c		82		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/pkcs12.c		93		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/verify.c		79		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/ocsp.c		94		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/ca.c		544		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/rsautl.c		83		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/crl.c		100		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/asn1pars.c		85		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/dgst.c		85		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/ca.c		543		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/gendsa.c		78		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/openssl.c		277		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/dsa.c		91		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/pkcs8.c		70		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/rsa.c		94		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/enc.c		101		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning		dvs/cots/openssl-fips-1.1.2/apps/openssl.c		279		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_file.c		102		Warning						Unreleased Resource		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_mem.c		101		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_mem.c		192		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_mem.c		289		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_mem.c		307		Info		dvs/cots/openssl-fips-1.1.2/apps/ocsp.c		94		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_mem.c		307		Info		dvs/cots/openssl-fips-1.1.2/apps/ca.c		237		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_mem.c		307		Info		dvs/cots/openssl-fips-1.1.2/apps/rsa.c		94		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_mem.c		307		Info		dvs/cots/openssl-fips-1.1.2/apps/pkcs8.c		70		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_mem.c		307		Info		dvs/cots/openssl-fips-1.1.2/apps/gendsa.c		78		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_mem.c		307		Info		dvs/cots/openssl-fips-1.1.2/apps/asn1pars.c		85		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_mem.c		307		Info		dvs/cots/openssl-fips-1.1.2/apps/dsa.c		91		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_mem.c		307		Info		dvs/cots/openssl-fips-1.1.2/apps/smime.c		81		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_mem.c		307		Info		dvs/cots/openssl-fips-1.1.2/apps/pkcs12.c		93		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_mem.c		307		Info		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		60		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_mem.c		307		Info		dvs/cots/openssl-fips-1.1.2/apps/genrsa.c		82		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_mem.c		307		Info		dvs/cots/openssl-fips-1.1.2/apps/dgst.c		85		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_mem.c		307		Info		dvs/cots/openssl-fips-1.1.2/apps/x509.c		153		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_mem.c		307		Info		dvs/cots/openssl-fips-1.1.2/apps/enc.c		101		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_mem.c		307		Info		dvs/cots/openssl-fips-1.1.2/apps/rsautl.c		83		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_mem.c		307		Info		dvs/cots/openssl-fips-1.1.2/apps/spkac.c		82		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_rtcp.c		130		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_rtcp.c		141		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_sock.c		145		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_sock.c		161		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/bio/bss_sock.c		175		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/asm/x86_64-gcc.c		168		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/asm/x86_64-gcc.c		189		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/asm/x86_64-gcc.c		212		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_add.c		131		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_asm.c		419		Info						Type Mismatch: Signed to Unsigned		Not an Issue		Variable 'c' is an int whereas the calling function is of type unsigned long. 

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_exp.c		304		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_exp.c		306		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_exp.c		325		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_exp.c		355		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_exp.c		450		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_exp.c		452		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_exp.c		472		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_exp.c		502		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_exp.c		625		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_exp.c		925		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_exp.c		927		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_exp.c		946		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_exp.c		976		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_mul.c		243		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_mul.c		251		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_mul.c		261		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_mul.c		269		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_mul.c		449		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_mul.c		459		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_mul.c		467		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_mul.c		500		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_mul.c		504		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_mul.c		509		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_mul.c		513		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_print.c		112		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_print.c		133		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_print.c		190		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_rand.c		168		Warning						Redundant Null Check		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/bn/bn_sqrt.c		76		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/buffer/buffer.c		116		Info						Dead Code		Not an Issue		If the realloc doesnt execute properly, line 116 will be executed.

		dvs/cots/openssl-fips-1.1.2/crypto/buffer/buffer.c		153		Info						Dead Code		Not an Issue		If the realloc clean doesnt execute properly, line 153 will be executed.


		dvs/cots/openssl-fips-1.1.2/crypto/buffer/buffer.c		172		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/cast/c_cfb64.c		119		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/cast/c_ecb.c		78		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/cast/c_enc.c		204		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/cast/c_ofb64.c		108		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/cast/castopts.c		240		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/cots/openssl-fips-1.1.2/crypto/cast/castopts.c		245		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/cast/castopts.c		245		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/cast/castopts.c		245		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/cast/castopts.c		245		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/cast/castopts.c		245		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/cast/castopts.c		292		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/cast/castopts.c		303		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/cast/castopts.c		317		Info						Uninitialized Variable		Not an Issue		The variable 'j' has been initialized before its been used. Thus, its been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/cast/casts.cpp		67		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/cast/casts.cpp		67		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/cast/casts.cpp		67		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/cast/casts.cpp		67		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/conf/cnf_save.c		94		Warning		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		289		Privacy Violation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/conf/conf_def.c		312		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/conf/conf_mod.c		263		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/conf/conf_mod.c		269		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/conf/conf_mod.c		330		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/conf/conf_mod.c		332		Info						Dead Code		Not an Issue		Less chance of strchr not executing properly. But fi it happens, line 332 will execute.

		dvs/cots/openssl-fips-1.1.2/crypto/conf/conf_mod.c		358		Warning						Redundant Null Check		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/conf/conf_mod.c		601		Info						Dead Code		Not an Issue		Less chance of strchr not executing properly. But if it happens, line 601 will execute.


		dvs/cots/openssl-fips-1.1.2/crypto/conf/test.c		68		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/cbc_cksm.c		95		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/cfb_enc.c		172		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/cfb64ede.c		132		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/cfb64ede.c		252		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/cfb64enc.c		118		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		158		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		192		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		192		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		192		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		192		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		192		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		192		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		192		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		192		Warning						Out-of-Bounds Read: Off-by-One		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		192		Warning						Out-of-Bounds Read: Off-by-One		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		192		Warning						Out-of-Bounds Read: Off-by-One		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		192		Warning						Out-of-Bounds Read: Off-by-One		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		192		Warning						Out-of-Bounds Read: Off-by-One		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		192		Warning						Out-of-Bounds Read: Off-by-One		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		192		Warning						Out-of-Bounds Read: Off-by-One		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		193		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		193		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		193		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		193		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		193		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		193		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		193		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		193		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		193		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		193		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		193		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		193		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		193		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		193		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		194		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		194		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		194		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		194		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		194		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		194		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		194		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		194		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		194		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		194		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		194		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		194		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		194		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		194		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		195		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		195		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		195		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		195		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		195		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		195		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		195		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		195		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		195		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		195		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		195		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		195		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		195		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		195		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		196		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		196		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		196		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		196		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		196		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		196		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		196		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		196		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		196		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		196		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		196		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		196		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		196		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		196		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		197		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		197		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		197		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		197		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		197		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		197		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		197		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		197		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		197		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		197		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		197		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		197		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		197		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		197		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		198		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		198		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		198		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		198		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		198		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		198		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		198		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		198		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		198		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		198		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		198		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		198		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		198		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		198		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		210		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		210		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		210		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		210		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		210		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		210		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		210		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		210		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		210		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		210		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		210		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		210		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		211		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		211		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		211		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		211		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		211		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		211		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		211		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		211		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		211		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		211		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		211		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		211		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		212		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		212		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		212		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		212		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		212		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		212		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		212		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		212		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		212		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		212		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		212		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		212		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		213		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		213		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		213		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		213		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		213		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		213		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		213		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		213		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		213		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		213		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		213		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		213		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		220		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		220		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		220		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		220		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		220		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		220		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		220		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		220		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		220		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		220		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		220		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		220		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		220		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		220		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		221		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		221		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		221		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		221		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		221		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		221		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		221		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		221		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		221		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		221		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		221		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		221		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		221		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		221		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		222		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		222		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		222		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		222		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		222		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		222		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		222		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		222		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		222		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		222		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		222		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		222		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		222		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		222		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		223		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		223		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		223		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		223		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		223		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		223		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		223		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		223		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		223		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		223		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		223		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		223		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		223		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		223		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		224		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		224		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		224		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		224		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		224		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		224		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		224		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		224		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		224		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		224		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		224		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		224		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		224		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		224		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		225		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		225		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		225		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		225		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		225		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		225		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		225		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		225		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		225		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		225		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		225		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		225		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		225		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		225		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		226		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		226		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		226		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		226		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		226		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		226		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		226		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		226		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		226		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		226		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		226		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		226		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		226		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		226		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		227		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		227		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		227		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		227		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		227		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		227		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		227		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		227		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		227		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		227		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		227		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		227		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		227		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		227		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		239		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		239		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		239		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		239		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		239		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		239		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		239		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		239		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		239		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		239		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		239		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		239		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		240		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		240		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		240		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		240		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		240		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		240		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		240		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		240		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		240		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		240		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		240		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		240		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		241		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		241		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		241		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		241		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		241		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		241		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		241		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		241		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		241		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		241		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		241		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		241		Warning						Out-of-Bounds Read		Not an Issue		No out of bounds reading here, just function calls.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		249		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_enc.c		409		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_opts.c		422		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_opts.c		427		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_opts.c		427		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_opts.c		427		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_opts.c		427		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_opts.c		427		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_opts.c		496		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_opts.c		542		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des_opts.c		556		Info						Uninitialized Variable		Not an Issue		The variable 'j' has been initialized before its been used. Thus, its been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		155		Warning		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		128		String Termination Error		Not an Issue		It is possible for a user to specify a null-terminated string, and truncate the input, however, there does not seem to be any security impact here.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		155		Warning		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		128		String Termination Error		Not an Issue		It is possible for a user to specify a null-terminated string, and truncate the input, however, there does not seem to be any security impact here.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		157		Warning		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		128		String Termination Error		Not an Issue		It is possible for a user to specify a null-terminated string, and truncate the input, however, there does not seem to be any security impact here.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		162		Warning		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		128		String Termination Error		Not an Issue		It is possible for a user to specify a null-terminated string, and truncate the input, however, there does not seem to be any security impact here.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		162		Warning		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		128		String Termination Error		Not an Issue		It is possible for a user to specify a null-terminated string, and truncate the input, however, there does not seem to be any security impact here.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		164		Warning		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		128		String Termination Error		Not an Issue		It is possible for a user to specify a null-terminated string, and truncate the input, however, there does not seem to be any security impact here.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		194		Warning		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		128		String Termination Error		Not an Issue		It is possible for a user to specify a null-terminated string, and truncate the input, however, there does not seem to be any security impact here.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		194		Warning		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		128		String Termination Error		Not an Issue		It is possible for a user to specify a null-terminated string, and truncate the input, however, there does not seem to be any security impact here.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		196		Warning		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		128		String Termination Error		Not an Issue		It is possible for a user to specify a null-terminated string, and truncate the input, however, there does not seem to be any security impact here.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		287		Warning		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		128		Path Manipulation		Not an Issue		Allowing the user to specify a file path is by design.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		287		Warning						Race Condition: File System Access		Not an Issue		Could possibly make the input and output file the same.  Does not seem to be a security implication

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		299		Warning		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		128		Path Manipulation		Not an Issue		Allowing the user to specify a file path is by design.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		299		Warning						Race Condition: File System Access		Not an Issue		Could possibly make the input and output file the same.  Does not seem to be a security implication


		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		397		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		425		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		427		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		475		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		490		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		710		Info						Unchecked Return Value		Not an Issue		The return value of fwrite should be checked to see the number of bytes written to destination.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		720		Info						Unchecked Return Value		Not an Issue		The return value of fwrite should be checked to see the number of bytes written to destination.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		727		Info						Unchecked Return Value		Not an Issue		The return value of fwrite should be checked to see the number of bytes written to destination.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		749		Info						Unchecked Return Value		Not an Issue		The return value of fwrite should be checked to see the number of bytes written to destination.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		751		Info						Unchecked Return Value		Not an Issue		The return value of fwrite should be checked to see the number of bytes written to destination.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		767		Info						Unchecked Return Value		Not an Issue		The 'if' conditions checks for the return code of fgets. So, its not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		788		Info						Unchecked Return Value		Not an Issue		The 'if' conditions checks for the return code of fgets. So, its not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		796		Info						Unchecked Return Value		Not an Issue		the return value of the function has not been checked.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		806		Hot		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		788		Buffer Overflow		Not an Issue		uufread() is called correctly in this file.  No overflow possible.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		806		Hot		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		767		Buffer Overflow		Not an Issue		uufread() is called correctly in this file.  No overflow possible.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		812		Hot		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		767		Buffer Overflow		Not an Issue		uufread() is called correctly in this file.  No overflow possible.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		812		Hot		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		788		Buffer Overflow		Not an Issue		uufread() is called correctly in this file.  No overflow possible.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		853		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		911		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		913		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		924		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des.c		930		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/des3s.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/des/des3s.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/des/des3s.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/des/des3s.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/des/dess.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/des/dess.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/des/dess.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/des/dess.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/des/ecb_enc.c		122		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/ede_cbcm_enc.c		194		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/enc_read.c		172		Hot		dvs/cots/openssl-fips-1.1.2/crypto/des/enc_read.c		150		Buffer Overflow		Not an Issue		No overflow, as long as DES_enc_read() called with a correct 'len' value

		dvs/cots/openssl-fips-1.1.2/crypto/des/enc_read.c		187		Hot		dvs/cots/openssl-fips-1.1.2/crypto/des/enc_read.c		150		Buffer Overflow		Not an Issue		No overflow, as long as DES_enc_read() is called with a correct 'buf' and 'len' value

		dvs/cots/openssl-fips-1.1.2/crypto/des/enc_read.c		214		Hot		dvs/cots/openssl-fips-1.1.2/crypto/des/enc_read.c		150		Buffer Overflow		Not an Issue		No overflow, as long as DES_enc_read() called with a correct 'len' value

		dvs/cots/openssl-fips-1.1.2/crypto/des/enc_writ.c		132		Hot						Buffer Overflow: Signed Comparison		Not an Issue		No issue, guard on line 129, guarantees that at most 7 bytes are copied into shortbuf.

		dvs/cots/openssl-fips-1.1.2/crypto/des/fcrypt.c		17		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/fcrypt.c		79		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/fcrypt.c		88		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/fcrypt.c		113		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/fcrypt.c		141		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/fcrypt.c		144		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/ncbc_enc.c		146		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/ofb_enc.c		133		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/ofb64ede.c		114		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/ofb64enc.c		107		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/pcbc_enc.c		122		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/read_pwd.c		1		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/read2pwd.c		1		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/speed.c		296		Info						Insecure Randomness		Not an Issue		This seems to be a demo program to calculate the time required for des. Thus, it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/xcbc_enc.c		191		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/des/xcbc_enc.c		192		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/dsa/dsa_asn1.c		71		Warning						Redundant Null Check		Not an Issue		Null deref is possible if OPENSSL_malloc returns null

		dvs/cots/openssl-fips-1.1.2/crypto/dsa/dsa_gen.c		193		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/dsa/dsa_gen.c		281		Warning						Null Dereference		Not an Issue		Not an issue, guard on line 118 ensures that a null dereference cannot happen on line 281

		dvs/cots/openssl-fips-1.1.2/crypto/dsa/dsa_gen.c		281		Warning						Null Dereference		Not an Issue		Not an issue, guard on line 118 ensures that a null dereference cannot happen on line 281

		dvs/cots/openssl-fips-1.1.2/crypto/dsa/dsa_ossl.c		114		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/dsa/dsa_ossl.c		124		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/dsa/dsagen.c		94		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/dsa/dsagen.c		95		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/dsa/dsagen.c		96		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/dsa/dsagen.c		99		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/dsa/dsagen.c		109		Info						Dead Code		Not an Issue		Doesnt seem to be dead code.

		dvs/cots/openssl-fips-1.1.2/crypto/dsa/dsatest.c		238		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/dsa/dsatest.c		239		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/dsa/dsatest.c		240		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/dsa/dsatest.c		241		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/ec/ec_cvt.c		67		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/ec/ec_mult.c		97		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/ec/ec_mult.c		260		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/ec/ec_mult.c		261		Warning						Redundant Null Check		Not an Issue		Guard on line 252 ensures null deref cannot happen on line 261

		dvs/cots/openssl-fips-1.1.2/crypto/ec/ec_mult.c		329		Warning						Redundant Null Check		Not an Issue		Guard on line 252 ensures null deref cannot happen on line 329

		dvs/cots/openssl-fips-1.1.2/crypto/ec/ec_mult.c		360		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/ec/ectest.c		163		Warning						Missing Check against Null		Not an Issue		Short circuit in first part of IF statement from null check, will guarantee that a null deref won't happen if the OPENSSL_DEBUG_MEMORY environment variable doesn't exist.

		dvs/cots/openssl-fips-1.1.2/crypto/engine/eng_dyn.c		231		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/engine/eng_dyn.c		358		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/engine/eng_table.c		113		Info						Type Mismatch: Signed to Unsigned		Not an Issue		An int is being returned whereas the function definition is unsigned long.

		dvs/cots/openssl-fips-1.1.2/crypto/engine/eng_table.c		156		Info						Dead Code		Not an Issue		less chance of fnd being null on line 156. But not a problem thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/engine/enginetest.c		109		Warning						Missing Check against Null		Not an Issue		Short circuit in first part of IF statement from null check, will guarantee that a null deref won't happen if the OPENSSL_DEBUG_MEMORY environment variable doesn't exist.

		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_4758_cca.c		401		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_4758_cca.c		412		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_4758_cca.c		419		Warning						Redundant Null Check		Not an Issue		No derefs on this line

		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_4758_cca.c		493		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_4758_cca.c		504		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_4758_cca.c		511		Warning						Redundant Null Check		Not an Issue		No derefs on this line

		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_4758_cca.c		688		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_4758_cca.c		703		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_4758_cca.c		811		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_4758_cca.c		825		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_4758_cca.c		866		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_4758_cca.c		877		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_aep.c		611		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_aep.c		892		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_ncipher.c		790		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_ncipher.c		1165		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_ncipher.c		1348		Info						Uninitialized Variable		Not an Issue		The variable 'answer' has been initialised before its used on line 1348. thus, its been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_sureware.c		861		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_sureware.c		883		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_sureware.c		932		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_sureware.c		967		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/engine/hw_sureware.c		989		Warning						Null Dereference		Not an Issue		Guard on 971 ensures that null deref is not possible on line 989

		dvs/cots/openssl-fips-1.1.2/crypto/err/err.c		662		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/err/err.c		1066		Info						Dead Code		Not an Issue		doesnt seem to be dead code.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/bio_md.c		199		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/evp/bio_ok.c		59		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/bio_ok.c		508		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/bio_ok.c		522		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/evp/c_allc.c		69		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 



		dvs/cots/openssl-fips-1.1.2/crypto/evp/c_allc.c		75		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 



		dvs/cots/openssl-fips-1.1.2/crypto/evp/c_allc.c		79		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 



		dvs/cots/openssl-fips-1.1.2/crypto/evp/c_allc.c		83		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 



		dvs/cots/openssl-fips-1.1.2/crypto/evp/c_allc.c		91		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 



		dvs/cots/openssl-fips-1.1.2/crypto/evp/c_allc.c		98		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 



		dvs/cots/openssl-fips-1.1.2/crypto/evp/c_allc.c		115		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 



		dvs/cots/openssl-fips-1.1.2/crypto/evp/c_allc.c		116		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 



		dvs/cots/openssl-fips-1.1.2/crypto/evp/digest.c		323		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/evp/e_aes.c		105		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/e_aes.c		107		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/e_aes.c		111		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/evp/e_des.c		148		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/cots/openssl-fips-1.1.2/crypto/evp/e_old.c		74		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 



		dvs/cots/openssl-fips-1.1.2/crypto/evp/e_rc5.c		104		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/evp/encode.c		322		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/evp_enc.c		417		Info		dvs/cots/openssl-fips-1.1.2/apps/enc.c		101		Buffer Overflow		Not an Issue		the 'if' conditions avoid buffer overflows. So, not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/evp_enc.c		417		Info		dvs/cots/openssl-fips-1.1.2/crypto/evp/evp_test.c		373		Buffer Overflow		Not an Issue		the 'if' conditions avoid buffer overflows. So, not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/evp_enc.c		417		Info		dvs/cots/openssl-fips-1.1.2/apps/rand.c		77		Buffer Overflow		Not an Issue		the 'if' conditions avoid buffer overflows. So, not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/evp_enc.c		417		Info		dvs/cots/openssl-fips-1.1.2/apps/ocsp.c		94		Buffer Overflow		Not an Issue		the 'if' conditions avoid buffer overflows. So, not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/evp_enc.c		417		Info		dvs/cots/openssl-fips-1.1.2/crypto/bn/bntest.c		109		Buffer Overflow		Not an Issue		the 'if' conditions avoid buffer overflows. So, not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/evp_enc.c		417		Info		dvs/cots/openssl-fips-1.1.2/apps/dgst.c		85		Buffer Overflow		Not an Issue		the 'if' conditions avoid buffer overflows. So, not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/evp_enc.c		417		Info		dvs/cots/openssl-fips-1.1.2/apps/asn1pars.c		85		Buffer Overflow		Not an Issue		the 'if' conditions avoid buffer overflows. So, not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/evp_enc.c		522		Info		dvs/cots/openssl-fips-1.1.2/apps/rand.c		77		Buffer Overflow		Not an Issue		the 'if' conditions avoid buffer overflows. So, not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/evp_enc.c		522		Info		dvs/cots/openssl-fips-1.1.2/apps/dgst.c		85		Buffer Overflow		Not an Issue		the 'if' conditions avoid buffer overflows. So, not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/evp_enc.c		522		Info		dvs/cots/openssl-fips-1.1.2/apps/enc.c		101		Buffer Overflow		Not an Issue		the 'if' conditions avoid buffer overflows. So, not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/evp_enc.c		522		Info		dvs/cots/openssl-fips-1.1.2/apps/ocsp.c		94		Buffer Overflow		Not an Issue		the 'if' conditions avoid buffer overflows. So, not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/evp_enc.c		522		Info		dvs/cots/openssl-fips-1.1.2/apps/asn1pars.c		85		Buffer Overflow		Not an Issue		the 'if' conditions avoid buffer overflows. So, not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/evp_enc.c		522		Info		dvs/cots/openssl-fips-1.1.2/crypto/bn/bntest.c		109		Buffer Overflow		Not an Issue		the 'if' conditions avoid buffer overflows. So, not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/evp_key.c		88		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/evp_pbe.c		64		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/evp_test.c		335		Warning		dvs/cots/openssl-fips-1.1.2/crypto/evp/evp_test.c		319		Path Manipulation		Not an Issue		By design to allow user to specify path

		dvs/cots/openssl-fips-1.1.2/crypto/evp/evp_test.c		335		Warning						Unreleased Resource		Not an Issue		File handle is not closed, therefore a resource exhuastion situation could be created by using up all the available file handles.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/p_sign.c		84		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/p_sign.c		111		Info						Uninitialized Variable		Not an Issue		The variable 'm_len' has been initialised in the function 'EVP_DigestFinal_ex'. Thus, it has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/evp/p_verify.c		71		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/p_verify.c		98		Info						Uninitialized Variable		Not an Issue		The variable 'm_len' has been initialised in the function 'EVP_DigestFinal_ex'. Thus, it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/p5_crpt.c		72		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 



		dvs/cots/openssl-fips-1.1.2/crypto/evp/p5_crpt.c		76		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 



		dvs/cots/openssl-fips-1.1.2/crypto/evp/p5_crpt.c		80		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 



		dvs/cots/openssl-fips-1.1.2/crypto/evp/p5_crpt.c		86		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 



		dvs/cots/openssl-fips-1.1.2/crypto/evp/p5_crpt.c		90		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 



		dvs/cots/openssl-fips-1.1.2/crypto/evp/p5_crpt.c		94		Hot						Weak Encryption		Not an Issue		By design - the point of this routine is to use DES. 



		dvs/cots/openssl-fips-1.1.2/crypto/evp/p5_crpt.c		116		Warning						Redundant Null Check		Not an Issue		This function should perform a NULL check, and a NULL dereference is possible depending on how this function is called.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/p5_crpt2.c		73		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/evp/p5_crpt2.c		157		Warning						Redundant Null Check		Not an Issue		This function should perform a NULL check, and a NULL dereference is possible depending on how this function is called.

		dvs/cots/openssl-fips-1.1.2/crypto/ex_data.c		257		Info						Type Mismatch: Signed to Unsigned		Not an Issue		An int being returned instead of an unsigned long.

		dvs/cots/openssl-fips-1.1.2/crypto/ex_data.c		301		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/ex_data.c		308		Info						Dead Code		Not an Issue		Doesnt seem to be dead code.Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/ex_data.c		327		Info						Dead Code		Not an Issue		Doesnt seem to be dead code.Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/ex_data.c		435		Warning						Null Dereference		Not an Issue		Null deref is possible if  OPENSSL_malloc() return a null pointer

		dvs/cots/openssl-fips-1.1.2/crypto/ex_data.c		435		Warning						Null Dereference		Not an Issue		Null deref is possible if  OPENSSL_malloc() return a null pointer

		dvs/cots/openssl-fips-1.1.2/crypto/ex_data.c		481		Warning						Null Dereference		Not an Issue		Null deref is possible if  OPENSSL_malloc() return a null pointer

		dvs/cots/openssl-fips-1.1.2/crypto/ex_data.c		481		Warning						Null Dereference		Not an Issue		Null deref is possible if  OPENSSL_malloc() return a null pointer

		dvs/cots/openssl-fips-1.1.2/crypto/ex_data.c		522		Warning						Null Dereference		Not an Issue		Null deref is possible if  OPENSSL_malloc() return a null pointer

		dvs/cots/openssl-fips-1.1.2/crypto/ex_data.c		522		Warning						Null Dereference		Not an Issue		Null deref is possible if  OPENSSL_malloc() return a null pointer

		dvs/cots/openssl-fips-1.1.2/crypto/hmac/hmac.c		95		Hot		dvs/cots/openssl-fips-1.1.2/apps/dgst.c		85		Buffer Overflow		Not an Issue		Not an isuse, asertion on line 94, ensures that len <= sizeof(ctx->key)

		dvs/cots/openssl-fips-1.1.2/crypto/hmac/hmac.c		100		Hot		dvs/cots/openssl-fips-1.1.2/apps/dgst.c		85		Buffer Overflow		Not an Issue		Not an isuse, asertion on line 94, ensures that len <= sizeof(ctx->key)


		dvs/cots/openssl-fips-1.1.2/crypto/hmac/hmac.c		137		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/idea/i_cbc.c		132		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/idea/i_cbc.c		157		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/idea/i_cbc.c		163		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/idea/i_cfb64.c		119		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/idea/i_ecb.c		83		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/idea/i_ofb64.c		108		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/idea/i_skey.c		80		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/idea/i_skey.c		80		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/idea/i_skey.c		80		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/idea/i_skey.c		87		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/idea/idea_spd.c		179		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/idea/ideatest.c		113		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/idea/ideatest.c		113		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/idea/ideatest.c		178		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/idea/ideatest.c		178		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/idea/ideatest.c		184		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/idea/ideatest.c		198		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/lhash/lh_test.c		76		Info						Unchecked Return Value		Not an Issue		this seems to be test code. Thus its marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/lhash/lh_test.c		80		Hot		dvs/cots/openssl-fips-1.1.2/crypto/lhash/lh_test.c		76		Buffer Overflow		Not an Issue		No overflow, p is is of size 1+1, and memcpy() called corectly.

		dvs/cots/openssl-fips-1.1.2/crypto/md2/md2.c		82		Warning		dvs/cots/openssl-fips-1.1.2/crypto/md2/md2.c		69		Path Manipulation		Not an Issue		By design to allow user to specify path


		dvs/cots/openssl-fips-1.1.2/crypto/md4/md4.c		84		Warning		dvs/cots/openssl-fips-1.1.2/crypto/md4/md4.c		71		Path Manipulation		Not an Issue		By design to allow user to specify path


		dvs/cots/openssl-fips-1.1.2/crypto/md4/md4s.cpp		75		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/md4/md4s.cpp		75		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/md4/md4s.cpp		75		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/md4/md4s.cpp		75		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/md5/md5.c		84		Warning		dvs/cots/openssl-fips-1.1.2/crypto/md5/md5.c		71		Path Manipulation		Not an Issue		By design to allow user to specify path


		dvs/cots/openssl-fips-1.1.2/crypto/md5/md5s.cpp		75		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/md5/md5s.cpp		75		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/md5/md5s.cpp		75		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/md5/md5s.cpp		75		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/mdc2/mdc2_one.c		65		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/mdc2/mdc2_one.c		66		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/mdc2/mdc2test.c		118		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/mem_clr.c		73		Warning		dvs/cots/openssl-fips-1.1.2/apps/passwd.c		60		Illegal Pointer Value		Not an Issue		Finding in COTS product - Out of Scope

		dvs/cots/openssl-fips-1.1.2/crypto/mem_clr.c		73		Warning		dvs/cots/openssl-fips-1.1.2/apps/enc.c		101		Illegal Pointer Value		Not an Issue		Finding in COTS product - Out of Scope

		dvs/cots/openssl-fips-1.1.2/crypto/mem_clr.c		73		Warning		dvs/cots/openssl-fips-1.1.2/apps/asn1pars.c		85		Illegal Pointer Value		Not an Issue		Finding in COTS product - Out of Scope

		dvs/cots/openssl-fips-1.1.2/crypto/mem_clr.c		73		Warning		dvs/cots/openssl-fips-1.1.2/apps/pkcs7.c		83		Illegal Pointer Value		Not an Issue		Finding in COTS product - Out of Scope

		dvs/cots/openssl-fips-1.1.2/crypto/mem_clr.c		73		Warning		dvs/cots/openssl-fips-1.1.2/apps/enc.c		229		Illegal Pointer Value		Not an Issue		Finding in COTS product - Out of Scope

		dvs/cots/openssl-fips-1.1.2/crypto/mem_clr.c		73		Warning		dvs/cots/openssl-fips-1.1.2/apps/dsa.c		91		Illegal Pointer Value		Not an Issue		Finding in COTS product - Out of Scope

		dvs/cots/openssl-fips-1.1.2/crypto/mem_clr.c		73		Warning		dvs/cots/openssl-fips-1.1.2/apps/dhparam.c		149		Illegal Pointer Value		Not an Issue		Finding in COTS product - Out of Scope

		dvs/cots/openssl-fips-1.1.2/crypto/mem_clr.c		73		Warning		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		425		Illegal Pointer Value		Not an Issue		Finding in COTS product - Out of Scope

		dvs/cots/openssl-fips-1.1.2/crypto/mem_clr.c		73		Warning		dvs/cots/openssl-fips-1.1.2/apps/crl2p7.c		87		Illegal Pointer Value		Not an Issue		Finding in COTS product - Out of Scope

		dvs/cots/openssl-fips-1.1.2/crypto/mem_clr.c		73		Warning		dvs/cots/openssl-fips-1.1.2/apps/gendsa.c		78		Illegal Pointer Value		Not an Issue		Finding in COTS product - Out of Scope

		dvs/cots/openssl-fips-1.1.2/crypto/mem_clr.c		73		Warning		dvs/cots/openssl-fips-1.1.2/apps/x509.c		153		Illegal Pointer Value		Not an Issue		Finding in COTS product - Out of Scope

		dvs/cots/openssl-fips-1.1.2/crypto/mem_clr.c		73		Warning		dvs/cots/openssl-fips-1.1.2/apps/dgst.c		85		Illegal Pointer Value		Not an Issue		Finding in COTS product - Out of Scope

		dvs/cots/openssl-fips-1.1.2/crypto/mem_clr.c		73		Warning		dvs/cots/openssl-fips-1.1.2/apps/dh.c		88		Illegal Pointer Value		Not an Issue		Finding in COTS product - Out of Scope

		dvs/cots/openssl-fips-1.1.2/crypto/mem_clr.c		73		Warning		dvs/cots/openssl-fips-1.1.2/crypto/bn/bntest.c		109		Illegal Pointer Value		Not an Issue		Finding in COTS product - Out of Scope

		dvs/cots/openssl-fips-1.1.2/crypto/mem_clr.c		73		Warning		dvs/cots/openssl-fips-1.1.2/apps/ca.c		237		Illegal Pointer Value		Not an Issue		Finding in COTS product - Out of Scope

		dvs/cots/openssl-fips-1.1.2/crypto/mem_clr.c		73		Warning		dvs/cots/openssl-fips-1.1.2/apps/dsaparam.c		91		Illegal Pointer Value		Not an Issue		Finding in COTS product - Out of Scope

		dvs/cots/openssl-fips-1.1.2/crypto/mem.c		79		Info		dvs/cots/openssl-fips-1.1.2/crypto/rand/rand_egd.c		218		Integer Overflow		Not an Issue		Dont think these lines are a problem and thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/mem.c		79		Info		dvs/cots/openssl-fips-1.1.2/apps/enc.c		101		Integer Overflow		Not an Issue		Dont think these lines are a problem and thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/mem.c		79		Info		dvs/cots/openssl-fips-1.1.2/apps/rand.c		77		Integer Overflow		Not an Issue		Dont think these lines are a problem and thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/mem.c		94		Info		dvs/cots/openssl-fips-1.1.2/crypto/rand/rand_egd.c		218		Integer Overflow		Not an Issue		Dont think these lines are a problem and thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/mem.c		94		Info		dvs/cots/openssl-fips-1.1.2/apps/rand.c		77		Integer Overflow		Not an Issue		Dont think these lines are a problem and thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/mem.c		94		Info		dvs/cots/openssl-fips-1.1.2/apps/enc.c		101		Integer Overflow		Not an Issue		Dont think these lines are a problem and thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/mem.c		331		Warning						Missing Check against Null		Not an Issue		'ref' should be checked for NULL, before calling realloc_debug_func()

		dvs/cots/openssl-fips-1.1.2/crypto/objects/o_names.c		86		Info						Dead Code		Not an Issue		doesnt seem to be dead code.

		dvs/cots/openssl-fips-1.1.2/crypto/objects/obj_dat.c		602		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/objects/obj_dat.h		117		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/objects/obj_dat.h		1954		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/objects/obj_dat.h		2603		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/objects/obj_dat.h		3550		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/objects/obj_lib.c		91		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/objects/obj_lib.c		101		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/objects/obj_lib.c		111		Info						Dead Code		Not an Issue		If 'r' is not null then goto 'err' wouldnt happen. But its not a problem and not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/objects/obj_lib.c		115		Info						Dead Code		Not an Issue		doesnt seem to be dead code.

		dvs/cots/openssl-fips-1.1.2/crypto/ocsp/ocsp_lib.c		213		Info						Dead Code		Not an Issue		will execute if strchr doesnt execute properly.

		dvs/cots/openssl-fips-1.1.2/crypto/ocsp/ocsp_lib.c		232		Info						Dead Code		Not an Issue		Less chances of pssl being null. but its not a problem.

		dvs/cots/openssl-fips-1.1.2/crypto/ocsp/ocsp_prn.c		211		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_info.c		114		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_info.c		251		Info						Dead Code		Not an Issue		doesnt seem to be dead code. 

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_info.c		330		Warning						Redundant Null Check		Not an Issue		Function assumes that the 'enc' pointer passed in will be non-null.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		109		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		157		Hot						Buffer Overflow: Off-by-One		Not an Issue		Guard on line 149, checks that j + (len * 2) + 1 <= PEM_BUFSIZE

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		472		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		563		Info						Dead Code		Not an Issue		Doesnt seem to be dead code

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/pkcs8.c		70		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/asn1pars.c		85		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/ocsp.c		94		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/spkac.c		82		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/rsa.c		94		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/rsautl.c		83		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/asn1pars.c		85		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/dsa.c		91		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/ocsp.c		94		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/pkcs12.c		93		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/crl2p7.c		87		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/x509.c		153		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/pkcs8.c		70		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/spkac.c		82		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/pkcs12.c		93		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/ca.c		237		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		362		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/dgst.c		85		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/crl2p7.c		87		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/dsa.c		91		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/smime.c		81		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		362		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/rsautl.c		83		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/ca.c		237		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/dgst.c		85		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/smime.c		81		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/rsa.c		94		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		647		Info		dvs/cots/openssl-fips-1.1.2/apps/x509.c		153		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/pkcs12.c		93		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/rsautl.c		83		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/smime.c		81		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/x509.c		153		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/ca.c		237		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/crl2p7.c		87		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/smime.c		81		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		362		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		362		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/dgst.c		85		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/ocsp.c		94		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/dsa.c		91		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/rsa.c		94		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/asn1pars.c		85		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/ocsp.c		94		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/x509.c		153		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/crl2p7.c		87		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/dsa.c		91		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/rsautl.c		83		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/spkac.c		82		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/dgst.c		85		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/asn1pars.c		85		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/pkcs12.c		93		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/spkac.c		82		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/pkcs8.c		70		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/rsa.c		94		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/pkcs8.c		70		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		675		Info		dvs/cots/openssl-fips-1.1.2/apps/ca.c		237		Buffer Overflow		Not an Issue		Doesnt seem to cause buffer overflow. So, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pem/pem_lib.c		736		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs12/p12_crpt.c		70		Hot						Weak Encryption		Not an Issue		By design - DES supposed to be used here.

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs12/p12_crpt.c		82		Hot						Weak Encryption		Not an Issue		By design - DES supposed to be used here.

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs12/p12_crpt.c		96		Warning						Redundant Null Check		Not an Issue		Function assumes that the 'param' pointer passed in will be non-null.

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs12/p12_decr.c		67		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs12/p12_key.c		94		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs12/p12_kiss.c		107		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs12/p12_npas.c		66		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs12/p12_npas.c		74		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs12/p12_npas.c		137		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs12/p12_npas.c		187		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs12/p12_utl.c		73		Info		dvs/cots/openssl-fips-1.1.2/apps/apps.c		520		Buffer Overflow		Not an Issue		Dont think buffer overflow will take place. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs12/p12_utl.c		74		Info		dvs/cots/openssl-fips-1.1.2/apps/apps.c		520		Buffer Overflow		Not an Issue		Dont think buffer overflow will take place. Thus, marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/pkcs12/p12_utl.c		77		Info		dvs/cots/openssl-fips-1.1.2/apps/apps.c		520		Buffer Overflow		Not an Issue		Dont think buffer overflow will take place. Thus, marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/pkcs12/p12_utl.c		78		Info		dvs/cots/openssl-fips-1.1.2/apps/apps.c		520		Buffer Overflow		Not an Issue		Dont think buffer overflow will take place. Thus, marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/pkcs7/bio_ber.c		162		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs7/bio_ber.c		198		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs7/bio_ber.c		200		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs7/bio_ber.c		204		Info						Dead Code		Not an Issue		Dont think this is dead code. Thus, marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/pkcs7/example.c		295		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs7/example.c		296		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs7/example.c		296		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs7/pk7_doit.c		199		Warning						Null Dereference		Not an Issue		If d.signed_and_enveloped->enc_data->algorithm or p7->d.enveloped->enc_data->algorithm is NULL, NULL deref could be possible.

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs7/pk7_doit.c		439		Warning						Null Dereference		Not an Issue		If p7->d.enveloped->enc_data->algorithm  is NULL, null deref could be possible

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs7/pk7_doit.c		690		Warning						Null Dereference		Not an Issue		Null dereference is possible if PKCS7_get_octet_string() returns NULL

		dvs/cots/openssl-fips-1.1.2/crypto/pkcs7/pk7_mime.c		407		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rand/rand_egd.c		250		Hot		dvs/cots/openssl-fips-1.1.2/crypto/rand/rand_egd.c		218		Buffer Overflow		Not an Issue		Not an  issue, only 1 byte read into egbduf

		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		111		Warning		dvs/cots/openssl-fips-1.1.2/apps/s_client.c		233		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		111		Warning		dvs/cots/openssl-fips-1.1.2/apps/genrsa.c		82		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		111		Warning		dvs/cots/openssl-fips-1.1.2/apps/smime.c		81		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		111		Warning		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		237		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		111		Warning		dvs/cots/openssl-fips-1.1.2/apps/dhparam.c		149		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		111		Warning		dvs/cots/openssl-fips-1.1.2/apps/pkcs12.c		93		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		111		Warning		dvs/cots/openssl-fips-1.1.2/apps/gendh.c		82		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		111		Warning		dvs/cots/openssl-fips-1.1.2/apps/dgst.c		85		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		111		Warning		dvs/cots/openssl-fips-1.1.2/apps/rand.c		77		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		111		Warning		dvs/cots/openssl-fips-1.1.2/apps/gendsa.c		78		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		111		Warning		dvs/cots/openssl-fips-1.1.2/apps/s_server.c		481		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		111		Warning		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		246		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		111		Warning		dvs/cots/openssl-fips-1.1.2/apps/dsaparam.c		91		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		111		Warning						Race Condition: File System Access		Not an Issue		Not an issue, because no decisions are made with 'sb'.  Don't see how the TOCTOU could be made useful

		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		180		Warning		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		246		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		180		Warning		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		237		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		180		Warning						Race Condition: File System Access		Not an Issue		Check on line 157 could be circumvented, but unclear on what the TOCTOU would allow the attacker to achieve.

		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		184		Info						Unchecked Return Value		Not an Issue		the return value has not been checked but its not a security flaw and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		184		Warning						Race Condition: File System Access		Not an Issue		Check on line 157 could be circumvented, but unclear on what the TOCTOU would allow the attacker to achieve.

		dvs/cots/openssl-fips-1.1.2/crypto/rand/randfile.c		260		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rc2/rc2_cbc.c		132		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rc2/rc2_ecb.c		86		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rc2/rc2cfb64.c		119		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rc2/rc2ofb64.c		108		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rc4/rc4.c		81		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rc4/rc4.c		124		Warning		dvs/cots/openssl-fips-1.1.2/crypto/rc4/rc4.c		73		Path Manipulation		Not an Issue		By design to allow user to specify path

		dvs/cots/openssl-fips-1.1.2/crypto/rc4/rc4.c		136		Warning		dvs/cots/openssl-fips-1.1.2/crypto/rc4/rc4.c		73		Path Manipulation		Not an Issue		By design to allow user to specify path

		dvs/cots/openssl-fips-1.1.2/crypto/rc4/rc4.c		155		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rc4/rc4.c		162		Info						Dead Code		Not an Issue		Dont think this is dead code. Thus, marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/rc4/rc4s.cpp		70		Info						Uninitialized Variable		Not an Issue		The variable 'e2' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/rc4/rc4s.cpp		70		Info						Uninitialized Variable		Not an Issue		The variable 's1' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/rc4/rc4s.cpp		70		Info						Uninitialized Variable		Not an Issue		The variable 'e1' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/rc4/rc4s.cpp		70		Info						Uninitialized Variable		Not an Issue		The variable 's2' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/rc4/rc4speed.c		180		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rc5/rc5_ecb.c		78		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rc5/rc5_enc.c		134		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rc5/rc5_enc.c		140		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rc5/rc5_enc.c		140		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rc5/rc5_enc.c		142		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rc5/rc5_enc.c		179		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rc5/rc5_enc.c		179		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rc5/rc5_enc.c		181		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rc5/rc5cfb64.c		119		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rc5/rc5ofb64.c		108		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rc5/rc5s.cpp		39		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rc5/rc5s.cpp		67		Info						Uninitialized Variable		Not an Issue		The variable 'e2' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/rc5/rc5s.cpp		67		Info						Uninitialized Variable		Not an Issue		The variable 's1' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/rc5/rc5s.cpp		67		Info						Uninitialized Variable		Not an Issue		The variable 's2' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/rc5/rc5s.cpp		67		Info						Uninitialized Variable		Not an Issue		The variable 'e1' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/rc5/rc5speed.c		179		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rc5/rc5test.c		240		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/ripemd/asm/rips.cpp		79		Info						Uninitialized Variable		Not an Issue		The variable 's2' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/ripemd/asm/rips.cpp		79		Info						Uninitialized Variable		Not an Issue		The variable 's1' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/ripemd/asm/rips.cpp		79		Info						Uninitialized Variable		Not an Issue		The variable 'e2' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/ripemd/asm/rips.cpp		79		Info						Uninitialized Variable		Not an Issue		The variable 'e1' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/ripemd/rmd160.c		84		Warning		dvs/cots/openssl-fips-1.1.2/crypto/ripemd/rmd160.c		71		Path Manipulation		Not an Issue		By design to allow user to specify path

		dvs/cots/openssl-fips-1.1.2/crypto/rsa/rsa_chk.c		103		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rsa/rsa_lib.c		392		Info						Dead Code		Not an Issue		not dead code.

		dvs/cots/openssl-fips-1.1.2/crypto/rsa/rsa_oaep.c		115		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/rsa/rsa_pss.c		244		Warning						Null Dereference		Not an Issue		Guard on line 210 ensures that salt is non NULL

		dvs/cots/openssl-fips-1.1.2/crypto/sha/sha_locl.h		236		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/sha/sha_locl.h		238		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/sha/sha_locl.h		361		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/sha/sha_locl.h		363		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/sha/sha.c		81		Warning		dvs/cots/openssl-fips-1.1.2/crypto/sha/sha.c		68		Path Manipulation		Not an Issue		By design to allow user to specify path

		dvs/cots/openssl-fips-1.1.2/crypto/sha/sha1.c		84		Warning		dvs/cots/openssl-fips-1.1.2/crypto/sha/sha1.c		71		Path Manipulation		Not an Issue		By design to allow user to specify path

		dvs/cots/openssl-fips-1.1.2/crypto/sha/sha1s.cpp		79		Info						Uninitialized Variable		Not an Issue		The variable 'e1' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/sha/sha1s.cpp		79		Info						Uninitialized Variable		Not an Issue		The variable 's1' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/sha/sha1s.cpp		79		Info						Uninitialized Variable		Not an Issue		The variable 's2' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/sha/sha1s.cpp		79		Info						Uninitialized Variable		Not an Issue		The variable 'e2' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/crypto/stack/stack.c		136		Info						Dead Code		Not an Issue		ret would be null in this case.

		dvs/cots/openssl-fips-1.1.2/crypto/threads/mttest.c		440		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/threads/mttest.c		441		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/txt_db/txt_db.c		132		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/txt_db/txt_db.c		182		Warning						Null Dereference		Not an Issue		Guard on line 86 to ensure that 'ret' is non NULL

		dvs/cots/openssl-fips-1.1.2/crypto/txt_db/txt_db.c		183		Warning						Null Dereference		Not an Issue		Guard on line 86 to ensure that 'ret' is non NULL

		dvs/cots/openssl-fips-1.1.2/crypto/txt_db/txt_db.c		184		Warning						Null Dereference		Not an Issue		Guard on line 86 to ensure that 'ret' is non NULL

		dvs/cots/openssl-fips-1.1.2/crypto/ui/ui_lib.c		624		Warning						Redundant Null Check		Not an Issue		Null deref is possible if OPENSSL_malloc() returns NULL

		dvs/cots/openssl-fips-1.1.2/crypto/ui/ui_openssl.c		59		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/ui/ui_openssl.c		386		Info						Unchecked Return Value		Not an Issue		fgets has been used correctly in this case. thus marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/x509/by_dir.c		130		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/x509/by_dir.c		328		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/x509/by_file.c		109		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/x509/x509_att.c		134		Warning						Redundant Null Check		Not an Issue		guard on line 128, null deref not possible

		dvs/cots/openssl-fips-1.1.2/crypto/x509/x509_obj.c		172		Warning						Redundant Null Check		Not an Issue		guard on line 82, null deref not possible

		dvs/cots/openssl-fips-1.1.2/crypto/x509/x509_obj.c		172		Warning						Redundant Null Check		Not an Issue		guard on line 82, null deref not possible

		dvs/cots/openssl-fips-1.1.2/crypto/x509/x509_obj.c		172		Warning						Redundant Null Check		Not an Issue		guard on line 82, null deref not possible

		dvs/cots/openssl-fips-1.1.2/crypto/x509/x509_obj.c		219		Warning						Redundant Null Check		Not an Issue		'p' is set on line 165 and line 172, null deref should not be possible

		dvs/cots/openssl-fips-1.1.2/crypto/x509/x509_v3.c		156		Warning						Redundant Null Check		Not an Issue		Guard on line 150, null deref not possible

		dvs/cots/openssl-fips-1.1.2/crypto/x509/x509_vfy.c		399		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/x509/x509_vfy.c		466		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/x509/x509_vfy.c		534		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/x509/x509_vfy.c		537		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/x509/x509_vfy.c		540		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/x509v3/tabtest.c		73		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/x509v3/tabtest.c		75		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/x509v3/v3_lib.c		253		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/x509v3/v3_utl.c		356		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/x509v3/v3_utl.c		357		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/x509v3/v3_utl.c		359		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/x509v3/v3conf.c		93		Warning		dvs/cots/openssl-fips-1.1.2/crypto/x509v3/v3conf.c		69		Path Manipulation		Not an Issue		By design to allow user to specify path

		dvs/cots/openssl-fips-1.1.2/crypto/x509v3/v3conf.c		100		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/crypto/x509v3/v3prin.c		79		Warning		dvs/cots/openssl-fips-1.1.2/crypto/x509v3/v3prin.c		67		Path Manipulation		Not an Issue		By design to allow user to specify path

		dvs/cots/openssl-fips-1.1.2/crypto/x509v3/v3prin.c		84		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/easy_tls/easy-tls.c		323		Info						Format String		Not an Issue		vsnprintf has been used correctly in this case and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/easy_tls/easy-tls.c		697		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/easy_tls/easy-tls.c		916		Info						Unchecked Return Value		Not an Issue		the return value of the function has not been checked.

		dvs/cots/openssl-fips-1.1.2/demos/easy_tls/easy-tls.c		1036		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/easy_tls/easy-tls.c		1048		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/easy_tls/test.c		39		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/easy_tls/test.c		40		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/easy_tls/test.c		41		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/easy_tls/test.c		93		Info						Obsolete		Not an Issue		The use of inet_addr() function is not recommended. This seems to be demo code , so has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/demos/easy_tls/test.c		95		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/easy_tls/test.c		100		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/easy_tls/test.c		126		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/easy_tls/test.c		133		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/easy_tls/test.c		187		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/eay/base64.c		43		Info						Unchecked Return Value		Not an Issue		The return value of fwrite should be checked to see the number of bytes written to sysout.

		dvs/cots/openssl-fips-1.1.2/demos/eay/base64.c		44		Info						Unchecked Return Value		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/demos/eay/base64.c		45		Info						Unchecked Return Value		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/openssl-fips-1.1.2/demos/engines/cluster_labs/hw_cluster_labs.c		562		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/rsaref/rsaref.c		220		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/rsaref/rsaref.c		474		Info						Uninitialized Variable		Not an Issue		This is a demo program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/rsaref/rsaref.c		569		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/rsaref/rsaref.c		600		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/rsaref/rsaref.c		631		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. Thus, marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		698		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		698		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		698		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		698		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		721		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		729		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		807		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		807		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		807		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		807		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		837		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		837		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		837		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		837		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		837		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		837		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		837		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		837		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		912		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		912		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		912		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		912		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		912		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		912		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		912		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		912		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		950		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		975		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		975		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		975		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		975		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		988		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		994		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1050		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1050		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1050		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1050		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1109		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1422		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1474		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1573		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1573		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1574		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1621		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1621		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1622		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1622		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1622		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1622		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1683		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1683		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1684		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1684		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1684		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/engines/zencod/hw_zencod.c		1684		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example1.c		84		Info						Dead Code		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example1.c		98		Info						Unchecked Return Value		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example1.c		99		Info						Unchecked Return Value		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example1.c		100		Info						Unchecked Return Value		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example1.c		116		Info						Uninitialized Variable		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example1.c		116		Info						Unchecked Return Value		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example1.c		147		Info						Unchecked Return Value		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example1.c		160		Info						Dead Code		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example1.c		165		Hot		dvs/cots/openssl-fips-1.1.2/demos/maurice/example1.c		147		Buffer Overflow		Not an Issue		No overflow, encryptKey is of size 'ekeylen'

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example1.c		165		Info						Unchecked Return Value		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example1.c		166		Info						Unchecked Return Value		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example1.c		187		Info						Uninitialized Variable		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example1.c		187		Info						Unchecked Return Value		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example3.c		80		Info						Uninitialized Variable		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example3.c		80		Info						Unchecked Return Value		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example4.c		70		Info						Uninitialized Variable		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example4.c		70		Info						Unchecked Return Value		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example4.c		103		Info						Poor Style: Value Never Read		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example4.c		108		Info						Dead Code		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example4.c		112		Info						Dead Code		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example4.c		116		Info						Uninitialized Variable		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/example4.c		116		Info						Unchecked Return Value		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/maurice/loadkeys.c		27		Warning						Unreleased Resource		Not an Issue		If x509 is NULL, fp is not closed. Reource exhaustion could be possible if an attacker can create this condition.

		dvs/cots/openssl-fips-1.1.2/demos/pkcs12/pkread.c		25		Warning		dvs/cots/openssl-fips-1.1.2/demos/pkcs12/pkread.c		11		Path Manipulation		Not an Issue		By design to allow user to specify path

		dvs/cots/openssl-fips-1.1.2/demos/pkcs12/pkread.c		42		Warning		dvs/cots/openssl-fips-1.1.2/demos/pkcs12/pkread.c		11		Path Manipulation		Not an Issue		By design to allow user to specify path

		dvs/cots/openssl-fips-1.1.2/demos/pkcs12/pkwrite.c		23		Warning		dvs/cots/openssl-fips-1.1.2/demos/pkcs12/pkwrite.c		11		Path Manipulation		Not an Issue		By design to allow user to specify path

		dvs/cots/openssl-fips-1.1.2/demos/pkcs12/pkwrite.c		37		Warning		dvs/cots/openssl-fips-1.1.2/demos/pkcs12/pkwrite.c		11		Path Manipulation		Not an Issue		By design to allow user to specify path

		dvs/cots/openssl-fips-1.1.2/demos/sign/sign.c		112		Info						Poor Style: Value Never Read		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/sign/sign.c		115		Info						Dead Code		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/ssl/cli.cpp		45		Info						Uninitialized Variable		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/ssl/cli.cpp		50		Warning						Unreleased Resource		Not an Issue		close(sd) not called in this version of cli.cpp.  Could be an issue of the attack can create this situation, and exhaust all FDs.

		dvs/cots/openssl-fips-1.1.2/demos/ssl/cli.cpp		54		Info						Obsolete		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/state_machine/state_machine.c		246		Warning						Unreleased Resource		Not an Issue		close(nSocket) not called in this version of cli.cpp.  Could be an issue of the attack can create this situation, and exhaust all FDs.

		dvs/cots/openssl-fips-1.1.2/demos/state_machine/state_machine.c		263		Warning		dvs/cots/openssl-fips-1.1.2/demos/state_machine/state_machine.c		288		Resource Injection		Not an Issue		by design to allow user to specify port

		dvs/cots/openssl-fips-1.1.2/demos/state_machine/state_machine.c		275		Info						Poor Style: Value Never Read		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/state_machine/state_machine.c		279		Info						Dead Code		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/demos/x509/mkcert.c		142		Warning						Redundant Null Check		Not an Issue		Null deref not possible, guard on line 79

		dvs/cots/openssl-fips-1.1.2/demos/x509/mkcert.c		143		Warning						Redundant Null Check		Not an Issue		Null deref not possible, check on line 68

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		91		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		String Termination Error		Not an Issue		no security impact if user specifies a null byte

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		93		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		String Termination Error		Not an Issue		no security impact if user specifies a null byte

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		95		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		String Termination Error		Not an Issue		no security impact if user specifies a null byte

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		97		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		String Termination Error		Not an Issue		no security impact if user specifies a null byte

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		99		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		String Termination Error		Not an Issue		no security impact if user specifies a null byte

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		101		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		String Termination Error		Not an Issue		no security impact if user specifies a null byte

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		186		Warning						Redundant Null Check		Not an Issue		no null deref on line 186

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		195		Warning						Redundant Null Check		Not an Issue		no null deref on line 195

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		269		Hot		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		Buffer Overflow		Not an Issue		no issue here, bint2bin called correctly

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		269		Hot		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		Buffer Overflow		Not an Issue		no issue here, bint2bin called correctly

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		281		Info		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		Buffer Overflow		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		281		Info		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		Buffer Overflow		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		351		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		String Termination Error		Not an Issue		no security impact if user specifies a null byte

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		359		Hot		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		Buffer Overflow		Not an Issue		Not an issue, do_mct() called correctly, and check done on line 344

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		363		Hot		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		Buffer Overflow: Signed Comparison		Not an Issue		Not an issue, do_mct() called correctly, and check done on line 344

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		363		Warning						Out-of-Bounds Read: Signed Comparison		Not an Issue		Buffer overflow could occur, if do_mct() is called incorrectly, since the method does not do bounds checking before calling memcpy().  However, this method is called correctly within this file/

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		365		Hot		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		Buffer Overflow: Signed Comparison		Not an Issue		Not an issue, do_mct() called correctly, and check done on line 344

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		365		Warning						Out-of-Bounds Read: Signed Comparison		Not an Issue		Buffer overflow could occur, if do_mct() is called incorrectly, since the method does not do bounds checking before calling memcpy().  However, this method is called correctly within this file/

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		513		Info		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		Buffer Overflow		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		518		Info		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		Buffer Overflow		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		541		Info		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		Buffer Overflow		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		546		Info		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		Buffer Overflow		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		656		Info						Dangerous Function: Strcpy		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		658		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		982		Path Manipulation		Not an Issue		by design to allow user to specify apth

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		658		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		810		Path Manipulation		Not an Issue		by design to allow user to specify apth

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		658		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		934		Path Manipulation		Not an Issue		by design to allow user to specify apth

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		658		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		761		Path Manipulation		Not an Issue		by design to allow user to specify apth

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		661		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		661		System Information Leak		Not an Issue		printf() used correctly here

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		664		Info						Dangerous Function: Strcpy		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		665		Warning						Missing Check against Null		Not an Issue		not an issue, assertion on line 666 should ensure that rp is not null

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		668		Warning						Missing Check against Null		Not an Issue		rp can be null when passed to memcpy()

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		670		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		810		Path Manipulation		Not an Issue		Not an issue, by design to allow user to specify file path

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		670		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		934		Path Manipulation		Not an Issue		Not an issue, by design to allow user to specify file path

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		670		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		982		Path Manipulation		Not an Issue		Not an issue, by design to allow user to specify file path

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		670		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		761		Path Manipulation		Not an Issue		Not an issue, by design to allow user to specify file path

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		673		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		673		System Information Leak		Not an Issue		Not an issue, printf() used correctly here.

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		720		Info						Dangerous Function: Strcpy		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		725		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		726		Info		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		Buffer Overflow		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		730		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		731		Info		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		Buffer Overflow		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		791		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		832		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		847		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		860		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		875		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		887		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		898		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		910		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		957		Info						Poor Style: Value Never Read		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		973		Hot		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		934		Buffer Overflow		Not an Issue		Clear stack overflow on line 973.  Exploitation could allow arb code execution.

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		973		Info						Dangerous Function: Strcpy		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		977		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		934		Path Manipulation		Not an Issue		By design to allow the user to specify a file

		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		984		Info						Obsolete		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		985		Info						Dangerous Function: Strcpy		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		91		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		93		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		95		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		97		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		99		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		101		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		119		Hot						Weak Encryption		Not an Issue		By design - DES supposed to be used here.

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		125		Hot						Weak Encryption		Not an Issue		By design - DES supposed to be used here.

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		131		Hot						Weak Encryption		Not an Issue		By design - DES supposed to be used here.

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		137		Hot						Weak Encryption		Not an Issue		By design - DES supposed to be used here.

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		163		Warning						Redundant Null Check		Not an Issue		no deref on line 163

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		235		Hot		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		Buffer Overflow		Not an Issue		Not an issue, bint2bin() called correctly.

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		235		Hot		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		Buffer Overflow		Not an Issue		Not an issue, bint2bin() called correctly.

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		247		Info		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		Buffer Overflow		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		247		Info		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		678		Buffer Overflow		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		317		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		435		Info						Dangerous Function: Strcpy		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		437		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		934		Path Manipulation		Not an Issue		by design to allow user to specify path

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		437		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		761		Path Manipulation		Not an Issue		by design to allow user to specify path

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		437		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		810		Path Manipulation		Not an Issue		by design to allow user to specify path

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		437		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		982		Path Manipulation		Not an Issue		by design to allow user to specify path

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		440		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		440		System Information Leak		Not an Issue		no security impact, printf() used correctly

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		443		Info						Dangerous Function: Strcpy		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		444		Warning						Missing Check against Null		Not an Issue		not an issue, assertion on line 445 should halt pgroram before 445

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		447		Warning						Missing Check against Null		Not an Issue		rp can be NULL when passed to memcpy()

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		449		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		810		Path Manipulation		Not an Issue		By design to allow user to control file path

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		449		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		982		Path Manipulation		Not an Issue		By design to allow user to control file path

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		449		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/aes/fips_aesavs.c		934		Path Manipulation		Not an Issue		By design to allow user to control file path

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		449		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		761		Path Manipulation		Not an Issue		By design to allow user to control file path

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		452		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		452		System Information Leak		Not an Issue		Not a security issue, printf() used correctly here.

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		461		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		512		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		513		Info		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		Buffer Overflow		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		517		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		518		Info		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		Buffer Overflow		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		660		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		675		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		686		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		701		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		713		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		725		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		737		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		457		String Termination Error		Not an Issue		String operations don't have security impact, even if a user causes a truncation situation


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		785		Info						Poor Style: Value Never Read		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		801		Hot		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		761		Buffer Overflow		Not an Issue		Clear stack overflow on line 801.  Exploitation could allow arb code execution.

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		801		Info						Dangerous Function: Strcpy		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		805		Warning		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		761		Path Manipulation		Not an Issue		by design to allow user to specify path

		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		812		Info						Obsolete		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/fips-1.0/des/fips_desmovs.c		813		Info						Dangerous Function: Strcpy		Not an Issue		These seem to be demo programs and are not part of the actual library. Thus, they have been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		136		Warning						Out-of-Bounds Read		Not an Issue		By itself, this is not expoitable.  However, this function assumes that maxDstStrLength is actually the correct length.  If it is not, it is possible to read/write outside the array.   

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		827		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		841		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		870		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		885		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		910		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		925		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		968		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		985		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		1070		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		1154		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		1169		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		1533		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		1552		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		1706		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		1728		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		1825		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		1917		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		2005		Info						Dead Code		Not an Issue		The variable 'theEOSOffset' can be a value less than 0 from function 'FindCharOffsetInCStr'. Thus, its been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		2026		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		2099		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		2144		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		2197		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		2227		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		2504		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		2517		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		2517		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		2519		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		2520		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		2586		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		2596		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		2596		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		2597		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		2598		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		2599		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/CPStringUtils.cpp		2726		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The return value is actually "noErr".  This value exists in the global scope, and is not stack allocated.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/GetHTTPS.cpp		57		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/GetHTTPS.cpp		80		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/GetHTTPS.cpp		83		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/GetHTTPS.cpp		127		Warning						Code Correctness: Function Not Invoked		Not an Issue		errCode is a global variable, and so there is nothing wrong with this code

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/GetHTTPS.cpp		141		Warning						Code Correctness: Function Not Invoked		Not an Issue		errCode is a global variable, and so there is nothing wrong with this code

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/MacSocket.cpp		226		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/MacSocket.cpp		263		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/MacSocket.cpp		294		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Primitive type returned, should return a value and not a pointer.

		dvs/cots/openssl-fips-1.1.2/MacOS/GetHTTPS.src/MacSocket.cpp		310		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Primitive type returned, should return a value and not a pointer.

		dvs/cots/openssl-fips-1.1.2/MacOS/Randomizer.cpp		218		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/Randomizer.cpp		284		Info						Dead Code		Not an Issue		Fortify doesnt seem to find the definition of TickCount() , thus it marked it as dead code.

		dvs/cots/openssl-fips-1.1.2/MacOS/Randomizer.cpp		314		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/Randomizer.cpp		333		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/Randomizer.cpp		334		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/Randomizer.cpp		336		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/MacOS/Randomizer.cpp		453		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/kssl.c		810		Hot						Weak Encryption		Not an Issue		Not an issue, DES used by design.

		dvs/cots/openssl-fips-1.1.2/ssl/kssl.c		1268		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/kssl.c		1442		Warning						Null Dereference		Not an Issue		Not an issue, kssl_TKT2tkt() initis the pointer to a non-null value.

		dvs/cots/openssl-fips-1.1.2/ssl/kssl.c		1450		Warning						Redundant Null Check		Not an Issue		This check is redundant, because the pointer is already assumed to be initialized at this point

		dvs/cots/openssl-fips-1.1.2/ssl/kssl.c		1607		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/kssl.c		1615		Warning						Use After Free		Not an Issue		Not an issue, princ is reallocated on line 1609

		dvs/cots/openssl-fips-1.1.2/ssl/kssl.c		1623		Warning						Use After Free		Not an Issue		Not an issue, princ is reallocated on line 1609

		dvs/cots/openssl-fips-1.1.2/ssl/kssl.c		1663		Hot		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		763		Buffer Overflow		Not an Issue		No overflow, *string is of size strlen(text)+1

		dvs/cots/openssl-fips-1.1.2/ssl/kssl.c		1663		Hot		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		763		Buffer Overflow		Not an Issue		No overflow, *string is of size strlen(text)+1

		dvs/cots/openssl-fips-1.1.2/ssl/kssl.c		1663		Hot		dvs/cots/openssl-fips-1.1.2/apps/s_client.c		233		Buffer Overflow		Not an Issue		No overflow, *string is of size strlen(text)+1

		dvs/cots/openssl-fips-1.1.2/ssl/kssl.c		1663		Info						Dangerous Function: Strcpy		Not an Issue		strcpy() has been used correctly in this case ensuring that the destination buffer is greator than the source buffer.Thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/kssl.c		1663		Warning						Use After Free		Not an Issue		not an issue, *string is reallocatred on line 1660

		dvs/cots/openssl-fips-1.1.2/ssl/kssl.c		1787		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/kssl.c		1916		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/kssl.c		1925		Info						Uninitialized Variable		Not an Issue		The variable 'clockskew' gets initialised on line 1925. thus, its marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/kssl.c		2018		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/kssl.c		2022		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/kssl.c		2144		Warning						Memory Leak		Not an Issue		not an issue, error condition only happens when allocation fails in the first place.  Later, p_data is passed out of the function indirectly through side effects.

		dvs/cots/openssl-fips-1.1.2/ssl/kssl.c		2145		Warning						Missing Check against Null		Not an Issue		If calloc()  return null, jump will happen to error label.  Therefore, null deref not possible.

		dvs/cots/openssl-fips-1.1.2/ssl/s2_clnt.c		556		Hot		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		425		Buffer Overflow		Not an Issue		no overflow, memcpy() used correctly.


		dvs/cots/openssl-fips-1.1.2/ssl/s2_clnt.c		585		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/s2_clnt.c		604		Hot		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		425		Buffer Overflow		Not an Issue		no overflow, memcpy() used correctly.


		dvs/cots/openssl-fips-1.1.2/ssl/s2_clnt.c		753		Hot		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		425		Buffer Overflow		Not an Issue		no overflow, memcpy() used correctly.

		dvs/cots/openssl-fips-1.1.2/ssl/s2_lib.c		293		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/s2_pkt.c		678		Hot		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		425		Buffer Overflow		Not an Issue		no overflow, memmove() used correctly.

		dvs/cots/openssl-fips-1.1.2/ssl/s2_srvr.c		795		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/s2_srvr.c		1084		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/s2_srvr.c		1088		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/s23_clnt.c		329		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/s23_clnt.c		511		Hot		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		425		Buffer Overflow		Not an Issue		no overflow, only n bytes copied int s->s3->rbuf.buf[0]

		dvs/cots/openssl-fips-1.1.2/ssl/s23_clnt.c		540		Hot		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		425		Buffer Overflow		Not an Issue		no overflow, only n bytes copied int s->s3->rbuf.buf[0]


		dvs/cots/openssl-fips-1.1.2/ssl/s3_both.c		509		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/s3_both.c		633		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/s3_clnt.c		335		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/s3_clnt.c		565		Hot		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		425		Buffer Overflow		Not an Issue		no overflow, i=s->session->session_id_length

		dvs/cots/openssl-fips-1.1.2/ssl/s3_clnt.c		680		Hot		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		425		Buffer Overflow		Not an Issue		no overflow, memcpy() used correctly.


		dvs/cots/openssl-fips-1.1.2/ssl/s3_clnt.c		742		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/s3_enc.c		404		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/s3_lib.c		1375		Warning						Memory Leak		Not an Issue		Pointer 'new' not freed before return on line 1392

		dvs/cots/openssl-fips-1.1.2/ssl/s3_lib.c		1382		Warning						Memory Leak		Not an Issue		no memory allocated on this line

		dvs/cots/openssl-fips-1.1.2/ssl/s3_lib.c		1385		Warning						Memory Leak		Not an Issue		no allocation on this line

		dvs/cots/openssl-fips-1.1.2/ssl/s3_lib.c		1743		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/s3_pkt.c		409		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/s3_pkt.c		938		Warning						Null Dereference		Not an Issue		Null deref possible if rr->type == SSL3_RT_ALERT and sizeof s->s3->alert_fragment > 0 

		dvs/cots/openssl-fips-1.1.2/ssl/s3_pkt.c		938		Warning						Null Dereference		Not an Issue		Null deref possible if rr->type == SSL3_RT_ALERT and sizeof s->s3->alert_fragment > 0 

		dvs/cots/openssl-fips-1.1.2/ssl/s3_pkt.c		945		Warning						Null Dereference		Not an Issue		Null deref possible if rr->type == SSL3_RT_ALERT and sizeof s->s3->alert_fragment > 0 

		dvs/cots/openssl-fips-1.1.2/ssl/s3_pkt.c		945		Warning						Null Dereference		Not an Issue		Null deref possible if rr->type == SSL3_RT_ALERT and sizeof s->s3->alert_fragment > 0 

		dvs/cots/openssl-fips-1.1.2/ssl/s3_pkt.c		945		Warning						Null Dereference		Not an Issue		Null deref possible if rr->type == SSL3_RT_ALERT and sizeof s->s3->alert_fragment > 0 

		dvs/cots/openssl-fips-1.1.2/ssl/s3_srvr.c		1592		Warning						Memory Leak		Not an Issue		pointer kssl_ctx not freed on all paths

		dvs/cots/openssl-fips-1.1.2/ssl/s3_srvr.c		1592		Warning						Missing Check against Null		Not an Issue		null deref possible if kssl_ctx_new() returns NULL

		dvs/cots/openssl-fips-1.1.2/ssl/s3_srvr.c		1643		Warning						Memory Leak		Not an Issue		pointer kssl_ctx not freed on all paths

		dvs/cots/openssl-fips-1.1.2/ssl/s3_srvr.c		1851		Warning						Null Dereference		Not an Issue		Check on line 1425 ensures that pkey cannot be null at this point

		dvs/cots/openssl-fips-1.1.2/ssl/s3_srvr.c		1870		Warning						Null Dereference		Not an Issue		Check on line 1425 ensures that pkey cannot be null at this point

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_algs.c		68		Hot						Weak Encryption		Not an Issue		Not an issue - DES used here by design

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_asn1.c		232		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_asn1.c		233		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_asn1.c		246		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_asn1.c		264		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/ssl_asn1.c		276		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/ssl_asn1.c		296		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/ssl_asn1.c		298		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/ssl_asn1.c		302		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/ssl_asn1.c		319		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/ssl_asn1.c		333		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/ssl_asn1.c		343		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/ssl_asn1.c		353		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/ssl_asn1.c		374		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/ssl_asn1.c		379		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/ssl_asn1.c		391		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/ssl_cert.c		389		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/ssl_cert.c		478		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_ciph.c		565		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/ssl_ciph.c		918		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_ciph.c		919		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_ciph.c		921		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_ciph.c		922		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_ciph.c		923		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_lib.c		1635		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_rsa.c		235		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_rsa.c		479		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_sess.c		260		Hot		dvs/cots/openssl-fips-1.1.2/apps/s_time.c		425		Buffer Overflow		Not an Issue		no overflow, memcpy() used correctly

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_sess.c		280		Hot						Buffer Overflow: Signed Comparison		Not an Issue		no overflow, memcpy() used correctly.


		dvs/cots/openssl-fips-1.1.2/ssl/ssl_sess.c		571		Warning						Missing Check against Null		Not an Issue		if malloc() retruns a NULL pointer, seg fault could occur when memcpy() is called

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_task.c		60		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_task.c		171		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_task.c		182		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_task.c		197		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_task.c		199		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_task.c		226		Warning		dvs/cots/openssl-fips-1.1.2/ssl/ssl_task.c		225		System Information Leak		Not an Issue		printf() used correctly here, not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_task.c		246		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_task.c		246		Info						Uninitialized Variable		Not an Issue		The 'chan' variable has been initialized on line 211. Thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssl_task.c		310		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/ssl_task.c		316		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/ssl/ssl_task.c		361		Warning						Redundant Null Check		Not an Issue		guard on line 271 will goto an error state, making a null deref on line 361 not possible

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		405		Warning						Missing Check against Null		Not an Issue		Short circuiting will ensure that no null deref is possible even if the env variable OPENSSL_DEBUG_MEMORY does not exist

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		781		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		783		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		930		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		932		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		936		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		948		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		966		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		975		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		1016		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		1018		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		1022		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		1031		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		1049		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		1058		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		1278		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		1279		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		1331		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		1349		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		1367		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		1385		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		1415		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		1433		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		1462		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/ssltest.c		1480		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/t1_enc.c		142		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/ssl/t1_enc.c		161		Warning						Out-of-Bounds Read: Signed Comparison		Not an Issue		No issue here, as long as this method is called with the correct olen value

		dvs/cots/openssl-fips-1.1.2/test/dummytest.c		32		Warning		dvs/cots/openssl-fips-1.1.2/test/dummytest.c		9		String Termination Error		Not an Issue		string operation in this case has no security implication


		dvs/cots/openssl-fips-1.1.2/test/dummytest.c		33		Info		dvs/cots/openssl-fips-1.1.2/test/dummytest.c		9		Buffer Overflow		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/test/dummytest.c		40		Warning		dvs/cots/openssl-fips-1.1.2/test/dummytest.c		9		String Termination Error		Not an Issue		string operation in this case has no security implication

		dvs/cots/openssl-fips-1.1.2/test/dummytest.c		40		Warning		dvs/cots/openssl-fips-1.1.2/test/dummytest.c		9		String Termination Error		Not an Issue		string operation in this case has no security implication

		dvs/cots/openssl-fips-1.1.2/test/dummytest.c		40		Warning						Missing Check against Null		Not an Issue		q could be null, and is later dereferenced.

		dvs/cots/openssl-fips-1.1.2/times/x86/bfs.cpp		39		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/times/x86/bfs.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/bfs.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/bfs.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/bfs.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/casts.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/casts.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/casts.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/casts.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/des3s.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/des3s.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/des3s.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/des3s.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/dess.cpp		39		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/openssl-fips-1.1.2/times/x86/dess.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/dess.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/dess.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/dess.cpp		64		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/md4s.cpp		75		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/md4s.cpp		75		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/md4s.cpp		75		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/md4s.cpp		75		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/md5s.cpp		75		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/md5s.cpp		75		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/md5s.cpp		75		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/md5s.cpp		75		Info						Uninitialized Variable		Not an Issue		The variable has been initialized in the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/rc4s.cpp		70		Info						Uninitialized Variable		Not an Issue		The variable 'e1' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/rc4s.cpp		70		Info						Uninitialized Variable		Not an Issue		The variable 's1' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/rc4s.cpp		70		Info						Uninitialized Variable		Not an Issue		The variable 'e2' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/rc4s.cpp		70		Info						Uninitialized Variable		Not an Issue		The variable 's2' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/sha1s.cpp		76		Info						Uninitialized Variable		Not an Issue		The variable 'e2' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/sha1s.cpp		76		Info						Uninitialized Variable		Not an Issue		The variable 'e1' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/sha1s.cpp		76		Info						Uninitialized Variable		Not an Issue		The variable 's1' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/openssl-fips-1.1.2/times/x86/sha1s.cpp		76		Info						Uninitialized Variable		Not an Issue		The variable 's2' has been initialized via the GetTSC() function.Thus, its been marked as not an issue.


		dvs/cots/xyssl-0.9/library/x509parse.c		1051		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/xyssl-0.9/programs/aes/aescrypt2.c		101		Warning		dvs/cots/xyssl-0.9/programs/aes/aescrypt2.c		50		Path Manipulation		Not an Issue		This looks like a test program and not part of actual library. Thus, marked as not an issue.

		dvs/cots/xyssl-0.9/programs/aes/aescrypt2.c		101		Warning						Unreleased Resource		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/aes/aescrypt2.c		107		Warning		dvs/cots/xyssl-0.9/programs/aes/aescrypt2.c		50		Path Manipulation		Not an Issue		This looks like a test program and not part of actual library. Thus, marked as not an issue.


		dvs/cots/xyssl-0.9/programs/aes/aescrypt2.c		107		Warning						Unreleased Resource		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/aes/aescrypt2.c		116		Warning		dvs/cots/xyssl-0.9/programs/aes/aescrypt2.c		50		Path Manipulation		Not an Issue		This looks like a test program and not part of actual library. Thus, marked as not an issue.


		dvs/cots/xyssl-0.9/programs/aes/aescrypt2.c		118		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/aes/aescrypt2.c		146		Hot		dvs/cots/xyssl-0.9/programs/aes/aescrypt2.c		50		Buffer Overflow		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.


		dvs/cots/xyssl-0.9/programs/aes/aescrypt2.c		331		Info						Insecure Compiler Optimization		Not an Issue		Variable 'key' has been set to zeros in this case. This does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/aes/aescrypt2.c		389		Info						Insecure Compiler Optimization		Not an Issue		Variable 'buffer' has been set to zeros in this case. This does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/aes/aescrypt2.c		390		Info						Insecure Compiler Optimization		Not an Issue		Variable 'digest' has been set to zeros in this case. This does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/hash/md5sum.c		38		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.


		dvs/cots/xyssl-0.9/programs/hash/md5sum.c		68		Warning		dvs/cots/xyssl-0.9/programs/hash/md5sum.c		131		Path Manipulation		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/xyssl-0.9/programs/hash/md5sum.c		68		Warning						Unreleased Resource		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/hash/sha1sum.c		38		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/hash/sha1sum.c		68		Warning		dvs/cots/xyssl-0.9/programs/hash/sha1sum.c		131		Path Manipulation		Not an Issue		Is a demo program and doesnt seem to be a part of the actual library. Thus, its been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/hash/sha1sum.c		68		Warning						Unreleased Resource		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/hash/sha2sum.c		38		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/hash/sha2sum.c		68		Warning		dvs/cots/xyssl-0.9/programs/hash/sha2sum.c		131		Path Manipulation		Not an Issue		Is a demo program and doesnt seem to be a part of the actual library. Thus, its been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/hash/sha2sum.c		68		Warning						Unreleased Resource		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_client.c		42		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_client.c		42		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_client.c		45		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_client.c		45		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_client.c		49		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_client.c		52		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_client.c		71		Warning						Unreleased Resource		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_client.c		82		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_client.c		90		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_client.c		109		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_client.c		120		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_client.c		146		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_client.c		179		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_client.c		190		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_client.c		192		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_client.c		209		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_client.c		234		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		42		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		42		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		50		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		53		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		72		Warning						Unreleased Resource		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		83		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		84		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		85		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		86		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		87		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		88		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		89		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		97		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		134		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		143		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		160		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		170		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		175		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		177		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		192		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		205		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		214		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/dh_server.c		238		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/mpi_demo.c		31		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/mpi_demo.c		31		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/mpi_demo.c		31		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/mpi_demo.c		31		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/mpi_demo.c		31		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/mpi_demo.c		31		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/mpi_demo.c		31		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/mpi_demo.c		31		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/mpi_demo.c		31		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_genkey.c		38		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_genkey.c		39		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_genkey.c		42		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_genkey.c		60		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_genkey.c		71		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_genkey.c		77		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_genkey.c		88		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_genkey.c		89		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_genkey.c		90		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_genkey.c		91		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_genkey.c		92		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_genkey.c		93		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_genkey.c		94		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_genkey.c		112		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_genkey.c		117		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_genkey.c		120		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_sign.c		34		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_sign.c		35		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_sign.c		55		Warning						Unreleased Resource		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_sign.c		66		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_sign.c		67		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_sign.c		68		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_sign.c		69		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_sign.c		70		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_sign.c		71		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_sign.c		72		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_sign.c		80		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_sign.c		95		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_sign.c		105		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_verify.c		34		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_verify.c		34		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_verify.c		35		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_verify.c		54		Warning						Unreleased Resource		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_verify.c		64		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_verify.c		72		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_verify.c		114		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/pkey/rsa_verify.c		121		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client1.c		55		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client1.c		55		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client1.c		57		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client1.c		81		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client1.c		95		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client1.c		118		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client1.c		148		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client2.c		57		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client2.c		57		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client2.c		59		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client2.c		63		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client2.c		64		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client2.c		92		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client2.c		112		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client2.c		120		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client2.c		136		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client2.c		152		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client2.c		190		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client2.c		211		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client2.c		226		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/ssl/ssl_client2.c		256		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/benchmark.c		55		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/benchmark.c		56		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/benchmark.c		56		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/benchmark.c		56		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/selftest.c		130		Info						Uninitialized Variable		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/ssl_test.c		125		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/ssl_test.c		140		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/ssl_test.c		141		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/ssl_test.c		142		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/ssl_test.c		143		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/ssl_test.c		167		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/ssl_test.c		186		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/ssl_test.c		194		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/ssl_test.c		202		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/ssl_test.c		212		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/ssl_test.c		218		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/ssl_test.c		248		Warning						Missing Check against Null		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/ssl_test.c		281		Info						Uninitialized Variable		Not an Issue		This is a test program and not part of the library.Thus, its been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/ssl_test.c		313		Info						Uninitialized Variable		Not an Issue		This is a test program and not part of the library.Thus, its been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/ssl_test.c		324		Info						Uninitialized Variable		Not an Issue		This is a test program and not part of the library.Thus, its been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/ssl_test.c		357		Info						Uninitialized Variable		Not an Issue		This is a test program and not part of the library.Thus, its been marked as not an issue.

		dvs/cots/xyssl-0.9/programs/test/ssl_test.c		360		Info						Uninitialized Variable		Not an Issue		This is a test program and not part of the library.Thus, its been marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/minizip/crypt.h		1		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/minizip/crypt.h		61		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/minizip/crypt.h		91		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/minizip/unzip.c		21		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/minizip/unzip.h		260		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/minizip/zip.c		884		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/minizip/zip.h		196		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/untgz/untgz.c		137		Hot		dvs/cots/zlib-1.2.3/contrib/untgz/untgz.c		606		Buffer Overflow		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.


		dvs/cots/zlib-1.2.3/contrib/untgz/untgz.c		137		Info						Dangerous Function: Strcpy		Not an Issue		There is a good chance of buffer overflow in this context. But since this is not part of the library code and looks more like test code, it has been flagged as not an issue.

		dvs/cots/zlib-1.2.3/contrib/untgz/untgz.c		142		Info						Dangerous Function: Strcpy		Not an Issue		strcpy has been used correctly in this context. It is not a security vulnerability and thus has been marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/untgz/untgz.c		197		Warning						Buffer Overflow: Format String		Not an Issue		This seems to be a test program and not part of the library. thus it has been marked as not an issue.


		dvs/cots/zlib-1.2.3/contrib/untgz/untgz.c		259		Warning						System Information Leak		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/untgz/untgz.c		330		Warning						Missing Check against Null		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/untgz/untgz.c		406		Warning						System Information Leak		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/untgz/untgz.c		450		Warning						System Information Leak		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/untgz/untgz.c		482		Warning						Unreleased Resource		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/untgz/untgz.c		513		Warning						System Information Leak		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/untgz/untgz.c		539		Info						Unchecked Return Value		Not an Issue		This seems to be demo code. so its marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/untgz/untgz.c		539		Warning						Race Condition: File System Access		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/untgz/untgz.c		562		Warning						System Information Leak		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/untgz/untgz.c		573		Warning						System Information Leak		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/untgz/untgz.c		662		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/untgz/untgz.c		669		Warning						System Information Leak		Not an Issue		Since this is present in the 'contrib' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/zlib-1.2.3/contrib/untgz/untgz.c		670		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gun.c		221		Info						Uninitialized Variable		Not an Issue		Since this is present in the 'examples' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/zlib-1.2.3/examples/gun.c		393		Info						Uninitialized Variable		Not an Issue		Since this is present in the 'examples' folder, it is most probably not part of the actual library and thus has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gun.c		437		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gun.c		550		Warning		dvs/cots/zlib-1.2.3/examples/gun.c		622		Path Manipulation		Not an Issue		This looks like a test program and not part of actual library. Thus, marked as not an issue.


		dvs/cots/zlib-1.2.3/examples/gun.c		550		Warning						Unreleased Resource		Not an Issue		Since this is present in the 'contrib/examples' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/zlib-1.2.3/examples/gun.c		563		Warning		dvs/cots/zlib-1.2.3/examples/gun.c		622		Path Manipulation		Not an Issue		This looks like a test program and not part of actual library. Thus, marked as not an issue.


		dvs/cots/zlib-1.2.3/examples/gun.c		563		Warning						Unreleased Resource		Not an Issue		Since this is present in the 'contrib/examples' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/zlib-1.2.3/examples/gun.c		582		Warning						Race Condition: File System Access		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gun.c		583		Warning		dvs/cots/zlib-1.2.3/examples/gun.c		622		Path Manipulation		Not an Issue		This looks like a test program and not part of actual library. Thus, marked as not an issue.


		dvs/cots/zlib-1.2.3/examples/gun.c		583		Info						Unchecked Return Value		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/zlib-1.2.3/examples/gun.c		583		Warning						Race Condition: File System Access		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gun.c		590		Warning		dvs/cots/zlib-1.2.3/examples/gun.c		622		Path Manipulation		Not an Issue		This looks like a test program and not part of actual library. Thus, marked as not an issue.


		dvs/cots/zlib-1.2.3/examples/gun.c		590		Info						Unchecked Return Value		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/zlib-1.2.3/examples/gun.c		590		Warning						Race Condition: File System Access		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gun.c		594		Warning		dvs/cots/zlib-1.2.3/examples/gun.c		622		Path Manipulation		Not an Issue		This looks like a test program and not part of actual library. Thus, marked as not an issue.


		dvs/cots/zlib-1.2.3/examples/gun.c		594		Info						Unchecked Return Value		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/zlib-1.2.3/examples/gun.c		594		Warning						Race Condition: File System Access		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gun.c		598		Warning		dvs/cots/zlib-1.2.3/examples/gun.c		622		Path Manipulation		Not an Issue		This looks like a test program and not part of actual library. Thus, marked as not an issue.


		dvs/cots/zlib-1.2.3/examples/gun.c		598		Info						Unchecked Return Value		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/zlib-1.2.3/examples/gun.c		598		Warning						Race Condition: File System Access		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gun.c		601		Warning		dvs/cots/zlib-1.2.3/examples/gun.c		601		System Information Leak		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gun.c		605		Warning		dvs/cots/zlib-1.2.3/examples/gun.c		605		System Information Leak		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gun.c		613		Warning		dvs/cots/zlib-1.2.3/examples/gun.c		622		Path Manipulation		Not an Issue		This looks like a test program and not part of actual library. Thus, marked as not an issue.


		dvs/cots/zlib-1.2.3/examples/gun.c		613		Info						Unchecked Return Value		Not an Issue		Finding in COTS product - Out of scope

		dvs/cots/zlib-1.2.3/examples/gun.c		613		Warning						Race Condition: File System Access		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gun.c		676		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gun.c		680		Hot		dvs/cots/zlib-1.2.3/examples/gun.c		622		Buffer Overflow		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.


		dvs/cots/zlib-1.2.3/examples/gun.c		681		Info		dvs/cots/zlib-1.2.3/examples/gun.c		622		Buffer Overflow		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.


		dvs/cots/zlib-1.2.3/examples/gzappend.c		268		Warning		dvs/cots/zlib-1.2.3/examples/gzappend.c		464		Path Manipulation		Not an Issue		This looks like a test program and not part of actual library. Thus, marked as not an issue.


		dvs/cots/zlib-1.2.3/examples/gzappend.c		353		Info						Unchecked Return Value		Not an Issue		This code is in the examples and not in the library. Thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gzappend.c		356		Info						Unchecked Return Value		Not an Issue		This code is in the examples and not in the library. Thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gzappend.c		372		Info						Unchecked Return Value		Not an Issue		This code is in the examples and not in the library. Thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gzappend.c		376		Info						Unchecked Return Value		Not an Issue		This code is in the examples and not in the library. Thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gzappend.c		395		Warning		dvs/cots/zlib-1.2.3/examples/gzappend.c		464		Path Manipulation		Not an Issue		This looks like a test program and not part of actual library. Thus, marked as not an issue.


		dvs/cots/zlib-1.2.3/examples/gzappend.c		395		Warning						Unreleased Resource		Not an Issue		Since this is present in the 'contrib/examples' folder, it is most probably not part of the actual library and thus has been marked as not an issue.


		dvs/cots/zlib-1.2.3/examples/gzjoin.c		107		Warning		dvs/cots/zlib-1.2.3/examples/gzjoin.c		426		Path Manipulation		Not an Issue		This looks like a test program and not part of actual library. Thus, marked as not an issue.


		dvs/cots/zlib-1.2.3/examples/gzjoin.c		130		Hot		dvs/cots/zlib-1.2.3/examples/gzjoin.c		130		Buffer Overflow		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.


		dvs/cots/zlib-1.2.3/examples/gzjoin.c		130		Hot		dvs/cots/zlib-1.2.3/examples/gzjoin.c		182		Buffer Overflow		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.


		dvs/cots/zlib-1.2.3/examples/gzjoin.c		181		Info						Unchecked Return Value		Not an Issue		This code is in the examples and not in the library. Thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gzjoin.c		188		Info						Unchecked Return Value		Not an Issue		This code is in the examples and not in the library. Thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gzjoin.c		266		Info						Unchecked Return Value		Not an Issue		This code is in the examples and not in the library. Thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gzjoin.c		319		Info						Unchecked Return Value		Not an Issue		This code is in the examples and not in the library. Thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gzjoin.c		360		Info						Unchecked Return Value		Not an Issue		This code is in the examples and not in the library. Thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gzjoin.c		378		Info						Unchecked Return Value		Not an Issue		This code is in the examples and not in the library. Thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gzjoin.c		391		Info						Unchecked Return Value		Not an Issue		This code is in the examples and not in the library. Thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/gzlog.c		283		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/zran.c		98		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/zran.c		110		Info						Dead Code		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/zran.c		362		Warning		dvs/cots/zlib-1.2.3/examples/zran.c		349		Path Manipulation		Not an Issue		This is a test program and not part of the library. thus it has been marked as not an issue.

		dvs/cots/zlib-1.2.3/examples/zran.c		396		Info						Unchecked Return Value		Not an Issue		This seems to be demo code. so its marked as not an issue.

		dvs/cots/zlib-1.2.3/zutil.c		40		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security risk and thus marked as not an issue.


		dvs/cots/zlib-1.2.3/zutil.c		41		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security risk and thus marked as not an issue.


		dvs/cots/zlib-1.2.3/zutil.c		46		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security risk and thus marked as not an issue.


		dvs/cots/zlib-1.2.3/zutil.c		47		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security risk and thus marked as not an issue.


		dvs/cots/zlib-1.2.3/zutil.c		52		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security risk and thus marked as not an issue.


		dvs/cots/zlib-1.2.3/zutil.c		53		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security risk and thus marked as not an issue.


		dvs/cots/zlib-1.2.3/zutil.c		58		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security risk and thus marked as not an issue.


		dvs/cots/zlib-1.2.3/zutil.c		59		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security risk and thus marked as not an issue.


		dvs/devices/DvsAtiDeviceInput.cpp		284		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsAtiDeviceInput.cpp		312		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsAtiDeviceInput.cpp		399		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsAtiDeviceInput.cpp		483		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsAtiDeviceInput.cpp		515		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsBattery.cpp		248		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/devices/DvsBattery.cpp		312		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/devices/DvsBattery.cpp		338		Warning						Redundant Null Check		Not an Issue		Line 338 executes only if rc=DVS_OK. so, its been marked as not an issue.

		dvs/devices/DvsEdeviceDrv.cpp		164		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsEdeviceDrv.cpp		199		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/devices/DvsEdeviceDrv.cpp		200		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/devices/DvsEdeviceDrv.cpp		299		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsEdeviceDrv.cpp		441		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/devices/DvsEdeviceDrv.cpp		498		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsEdeviceDrv.cpp		545		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsGpio.cpp		83		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsGpio.cpp		117		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/DvsGraphic.cpp		111		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsGraphic.cpp		145		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsMcf5249AudioControl.cpp		1440		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/devices/DvsMcf5249AudioControl.cpp		1608		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/devices/DvsPaddleDeviceInput.cpp		270		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsPaddleDeviceInput.cpp		297		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsPaddleDeviceInput.cpp		384		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsRtc.cpp		141		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsRtc.cpp		166		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsRtc.cpp		219		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsRtc.cpp		252		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsRtc.cpp		284		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsRtc.cpp		363		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsRtc.cpp		391		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/devices/DvsRtc.cpp		442		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsRtc.cpp		524		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsSipNPuffDeviceInput.cpp		243		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsSipNPuffDeviceInput.cpp		271		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsSipNPuffDeviceInput.cpp		358		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsUart.cpp		187		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/devices/DvsUart.cpp		189		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/devices/DvsUart.cpp		215		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/devices/DvsUart.cpp		225		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsUart.cpp		254		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/devices/DvsUart.cpp		256		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/devices/DvsUart.cpp		302		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/DvsUart.cpp		359		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/devices/DvsUart.cpp		361		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/devices/key_handler.cpp		393		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/key_handler.cpp		494		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		577		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/devices/key_handler.cpp		821		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		896		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/key_handler.cpp		980		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		996		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1026		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/key_handler.cpp		1086		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/key_handler.cpp		1089		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1107		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1112		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1117		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1122		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1127		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1132		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1137		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1142		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1147		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1152		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1157		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1166		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1171		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1182		Warning						Format String: Argument Type Mismatch		Not an Issue		The memory address of the const char pointer 'bmdString' is being printed here. %s is used for printing type string data.  But its not a security issue and marked as not an issue.

		dvs/devices/key_handler.cpp		1207		Warning						Format String: Argument Type Mismatch		Not an Issue		The memory address of the const char pointer 'bmdString' is being printed here. %s is used for printing type string data.  But its not a security issue and marked as not an issue.

		dvs/devices/key_handler.cpp		1257		Warning						Format String: Argument Type Mismatch		Not an Issue		The memory address of the const char pointer 'bmdString' is being printed here. %s is used for printing type string data.  But its not a security issue and marked as not an issue.

		dvs/devices/key_handler.cpp		1270		Warning						Format String: Argument Type Mismatch		Not an Issue		The memory address of the const char pointer 'bmdString' is being printed here. %s is used for printing type string data.  But its not a security issue and marked as not an issue.

		dvs/devices/key_handler.cpp		1283		Warning						Format String: Argument Type Mismatch		Not an Issue		The memory address of the const char pointer 'bmdString' is being printed here. %s is used for printing type string data.  But its not a security issue and marked as not an issue.

		dvs/devices/key_handler.cpp		1350		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1354		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1379		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1414		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1469		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1483		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/key_handler.cpp		1511		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/key_handler.cpp		1539		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/key_handler.cpp		1567		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/key_handler.cpp		1596		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/key_handler.cpp		1633		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/key_handler.cpp		1711		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1720		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/key_handler.cpp		1766		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3AsciiCntl.cpp		76		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/devices/Pcl3AsciiCntl.cpp		141		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3AvRaster.cpp		1845		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3AvRaster.cpp		1871		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/devices/Pcl3AvRaster.cpp		2024		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3AvRaster.cpp		2113		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/devices/Pcl3AvRaster.cpp		2114		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/devices/Pcl3AvRaster.cpp		2165		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3AvRaster.cpp		2259		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/devices/Pcl3AvRaster.cpp		2260		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/devices/Pcl3AvRaster.cpp		2261		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/devices/Pcl3AvRaster.cpp		2262		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/devices/Pcl3AvRaster.cpp		2292		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Ch.cpp		154		Info						Dead Code		Not an Issue		If the malloc hasnt been executed properly, then the if condition on line 152 will be satisfied. but It does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/devices/Pcl3Ch.cpp		174		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Compress.cpp		313		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Compress.cpp		487		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Compress.cpp		604		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Compress.cpp		629		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/devices/Pcl3Compress.cpp		633		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Cursor.cpp		116		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Cursor.cpp		153		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Cursor.cpp		180		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Cursor.cpp		218		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Cursor.cpp		253		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Cursor.cpp		292		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Cursor.cpp		360		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Cursor.cpp		391		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Cursor.cpp		421		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Cursor.cpp		452		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Cursor.cpp		489		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Cursor.cpp		525		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Cursor.cpp		562		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Cursor.cpp		616		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Cursor.cpp		814		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Cursor.cpp		850		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Decomp.cpp		480		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/devices/Pcl3Decomp.cpp		481		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/devices/Pcl3Decomp.cpp		540		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/devices/Pcl3Decomp.cpp		541		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/devices/Pcl3Paper.cpp		103		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Paper.cpp		129		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Paper.cpp		167		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Paper.cpp		250		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Paper.cpp		291		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Paper.cpp		326		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Paper.cpp		371		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Paper.cpp		409		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Raster.cpp		155		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Raster.cpp		194		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Raster.cpp		256		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Raster.cpp		306		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Raster.cpp		340		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Raster.cpp		374		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Raster.cpp		413		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Raster.cpp		463		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Raster.cpp		556		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Raster.cpp		629		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Raster.cpp		722		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Raster.cpp		826		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Raster.cpp		883		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Raster.cpp		953		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3Raster.cpp		1017		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3State.cpp		128		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3State.cpp		155		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl3State.cpp		245		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl5Overlay.cpp		179		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl5Overlay.cpp		209		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/devices/Pcl5Overlay.cpp		249		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl5Overlay.cpp		399		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl5Overlay.cpp		459		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/Pcl5Overlay.cpp		527		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/usbprinter.cpp		134		Info						Dangerous Function: Strcpy		Not an Issue		strcpy() has been used correctly in this case.n thus its been marked as not an issue.

		dvs/devices/usbprinter.cpp		243		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		244		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		245		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		258		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		260		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		262		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		264		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		344		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		345		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		365		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		377		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		383		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		391		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		393		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		395		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		413		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		433		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		585		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		641		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		766		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		860		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/usbprinter.cpp		894		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		895		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		896		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		907		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		913		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		915		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		917		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/devices/usbprinter.cpp		925		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/devices/xmodem.cpp		204		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security risk and thus marked as not an issue.


		dvs/devices/xmodem.cpp		213		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security risk and thus marked as not an issue.


		dvs/devices/xmodem.cpp		216		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security risk and thus marked as not an issue.


		dvs/DirectFB.cpp		870		Info						Poor Style: Value Never Read		Not an Issue		A function call has been made using the "left" variable as a parameter to the FillRectangle function. This does not pose a security risk.

		dvs/DirectFB.cpp		871		Info						Poor Style: Value Never Read		Not an Issue		A function call has been made using the "top" variable as a parameter to the FillRectangle function. This does not pose a security risk.


		dvs/DirectFB.cpp		872		Info						Poor Style: Value Never Read		Not an Issue		A function call has been made using the "width" variable as a parameter to the FillRectangle function. This does not pose a security risk.


		dvs/DirectFB.cpp		873		Info						Poor Style: Value Never Read		Not an Issue		A function call has been made using the "height" variable as a parameter to the FillRectangle function. This does not pose a security risk.


		dvs/DirectFB.cpp		1499		Info						Poor Style: Redundant Initialization		Not an Issue		Being redundantly initialized does not pose any security risk to the variable. Thus, it is not an issue.

		dvs/DirectFB.cpp		1523		Info						Poor Style: Variable Never Used		Not an Issue		Not using any declared variable is not a security risk and thus has been marked not an issue.

		dvs/DirectFB.cpp		1631		Info						Poor Style: Value Never Read		Not an Issue		A function call has been made using the variable as a parameter to the FillRectangle function. This does not pose a security risk and thus is not an issue.

		dvs/DirectFB.cpp		1915		Info						Poor Style: Value Never Read		Not an Issue		A function call has been made using the variable as a parameter to the FillRectangle function. This does not pose a security risk and thus is not an issue.

		dvs/DirectFB.cpp		1917		Info						Poor Style: Value Never Read		Not an Issue		A function call has been made using the variable as a parameter to the FillRectangle function. This does not pose a security risk and thus is not an issue.

		dvs/DirectFB.cpp		1921		Info						Poor Style: Value Never Read		Not an Issue		A function call has been made using the variable as a parameter to the FillRectangle function. This does not pose a security risk and thus is not an issue.

		dvs/DirectFB.cpp		1923		Info						Poor Style: Value Never Read		Not an Issue		A function call has been made using the variable as a parameter to the FillRectangle function. This does not pose a security risk and thus is not an issue.

		dvs/DirectFB.cpp		1946		Info						Poor Style: Value Never Read		Not an Issue		A function call has been made using the variable as a parameter to the FillRectangle function. This does not pose a security risk and thus is not an issue.

		dvs/DirectFB.cpp		1948		Info						Poor Style: Value Never Read		Not an Issue		A function call has been made using the variable as a parameter to the FillRectangle function. This does not pose a security risk and thus is not an issue.

		dvs/DirectFB.cpp		1952		Info						Poor Style: Value Never Read		Not an Issue		A function call has been made using the variable as a parameter to the FillRectangle function. This does not pose a security risk and thus is not an issue.

		dvs/DirectFB.cpp		1954		Info						Poor Style: Value Never Read		Not an Issue		A function call has been made using the variable as a parameter to the function. This does not pose a security risk. and thus is not an issue.

		dvs/DirectFB.cpp		1997		Info						Poor Style: Value Never Read		Not an Issue		the variable has been initialized under an "if" condition and does not pose any security risk. Thus, it is not an issue.

		dvs/DirectFB.cpp		2005		Info						Poor Style: Value Never Read		Not an Issue		the variable has been initialized under an "if" condition and does not pose any security risk. Thus, it is not an issue.

		dvs/DirectFB.cpp		2082		Info						Poor Style: Value Never Read		Not an Issue		a new instance of BallotStripRectangle is assigned the value of variable absolutestep. So, its marked as not a issue.

		dvs/DirectFB.cpp		2118		Info						Poor Style: Value Never Read		Not an Issue		the value of step has been reset to zero.thus its not an issue.

		dvs/DirectFB.cpp		2179		Info						Poor Style: Value Never Read		Not an Issue		An instance of BallotStripRectangle is assigned the value of variable absolutestep. So, its marked as not a issue.

		dvs/DPMS.cpp		138		Info						Unchecked Return Value		Not an Issue		The return codes are set in the functions calling the function DPMS::GetInstance(). Also, this is not a security issue and thus it has been marked as not an issue.

		dvs/DPMS.cpp		146		Info						Unchecked Return Value		Not an Issue		The return codes are set in the functions calling the function DPMS::GetInstance(). Also, this is not a security issue and thus it has been marked as not an issue.

		dvs/DPMS.cpp		169		Info						Unchecked Return Value		Not an Issue		The return codes are set in the function DPMS::DestroyInstance(). Also, this is not a security issue and thus it has been marked as not an issue.

		dvs/DPMS.cpp		186		Info						Unchecked Return Value		Not an Issue		The return codes are set in the function DPMS::DestroyInstance(). Also, this is not a security issue and thus it has been marked as not an issue.


		dvs/File.cpp		104		Info						Unchecked Return Value		Not an Issue		The return codes are set in the functions calling  File::GetInstance(). Also, this is not a security issue and thus it has been marked as not an issue.


		dvs/File.cpp		112		Info						Unchecked Return Value		Not an Issue		The return codes are set in the functions calling  File::GetInstance(). Also, this is not a security issue and thus it has been marked as not an issue.

		dvs/File.cpp		135		Info						Unchecked Return Value		Not an Issue		The return codes are set in the function File::DestroyInstance(). Also, this is not a security issue and thus it has been marked as not an issue.

		dvs/File.cpp		146		Info						Unchecked Return Value		Not an Issue		The return codes are set in the function File::DestroyInstance(). Also, this is not a security issue and thus it has been marked as not an issue.

		dvs/Graphics.cpp		895		Info						Poor Style: Redundant Initialization		Not an Issue		Being redundantly initialized does not pose any security risk to the variable. Thus, it is not an issue.

		dvs/Graphics.cpp		898		Info						Poor Style: Redundant Initialization		Not an Issue		Being redundantly initialized does not pose any security risk to the variable. Thus, it is not an issue.

		dvs/Graphics.cpp		1004		Info						Dead Code		Not an Issue		Fortify correctly realizes that isPagePortrait is never assigned the C++ reserved value 'true'. However, this code probably executes correctly. Use of TRUE (defined as integer value 1) instead of C++ boolean keyword 'true' is deprecated. Mixing 'true' and the integer 1 as truth values is especially bad and may lead to unexpected behavior.

		dvs/Graphics.cpp		1031		Info						Dead Code		Not an Issue		Fortify correctly realizes that isPagePortrait is never assigned the C++ reserved value 'true'. However, this code probably executes correctly. Use of TRUE (defined as integer value 1) instead of C++ boolean keyword 'true' is deprecated. Mixing 'true' and the integer 1 as truth values is especially bad and may lead to unexpected behavior.

		dvs/icp/Pcl3AvRaster.cpp		1829		Warning						Missing Check against Null		Not an Issue		The null condition of calloc() has been taken care of via an "if" condition. Also, this is not a security issue and thus has been marked as not an issue.

		dvs/icp/Pcl3AvRaster.cpp		2019		Warning						Memory Leak		Not an Issue		Not deallocating the memory from bmap is not a security issue. It has thus been marked as not an issue.


		dvs/icp/Pcl3AvRaster.cpp		2113		Info						Poor Style: Redundant Initialization		Not an Issue		Being redundantly initialized does not pose any security risk to the variable. Thus, it is not an issue.

		dvs/icp/Pcl3AvRaster.cpp		2114		Info						Poor Style: Redundant Initialization		Not an Issue		Being redundantly initialized does not pose any security risk to the variable. Thus, it is not an issue.

		dvs/icp/Pcl3AvRaster.cpp		2161		Warning						Memory Leak		Not an Issue		Not deallocating the memory from bmap is not a security issue. It has thus been marked as not an issue.

		dvs/icp/Pcl3Ch.cpp		169		Info						Unchecked Return Value		Not an Issue		This lseek() function will set the file offset to 0. This does not pose any security risk and has thus been set as not an issue.

		dvs/icp/Pcl3ChRaster.cpp		340		Info						Poor Style: Redundant Initialization		Not an Issue		Being redundantly initialized does not pose any security risk to the variable. Thus, it is not an issue.

		dvs/icp/Pcl3Cursor.cpp		324		Info						Poor Style: Redundant Initialization		Not an Issue		Being redundantly initialized does not pose any security risk to the variable. Thus, it is not an issue.

		dvs/icp/Pcl3Cursor.cpp		325		Info						Poor Style: Redundant Initialization		Not an Issue		Being redundantly initialized does not pose any security risk to or by the variable. Thus, it is not an issue.

		dvs/icp/Pcl3Decomp.cpp		189		Info						Insecure Compiler Optimization		Not an Issue		If there are too few incoming bytes to fill the buffer, then it is simply padded with zeroes (white spaces) in the function decompressRunLength() using the memset() call. It does not pose any security risk and thus it is not an issue.

		dvs/icp/Pcl3Decomp.cpp		277		Info						Insecure Compiler Optimization		Not an Issue		If there are too few incoming bytes to fill the buffer, then it is simply padded with zeroes (white space)in function decompressTiff() using the memset() call. This does not pose any security risk and thus, it is not an issue.

		dvs/icp/Pcl3Log.cpp		290		Info						Poor Style: Value Never Read		Not an Issue		Setting the length of the output buffer and not using it does not pose any security risk. Thus, its marked not an issue.

		dvs/icp/Pcl3Overlay.cpp		311		Info						Unchecked Return Value		Not an Issue		The return code in the function aBallotPrintLock() will inform if there has been an error.This does not pose any security risk and thus is marked as not an issue.

		dvs/icp/Pcl3Overlay.cpp		319		Info						Unchecked Return Value		Not an Issue		The return code in the function aBallotPrintLock() will inform if there has been an error.This does not pose any security risk and thus is marked as not an issue.

		dvs/icp/Pcl3Overlay.cpp		356		Info						Unchecked Return Value		Not an Issue		The return code in the function aBallotPrintUnLock() will inform if there has been an error.This does not pose any security risk and thus is marked as not an issue.

		dvs/icp/Pcl3Overlay.cpp		364		Info						Unchecked Return Value		Not an Issue		The return code in the function aBallotPrintUnLock() will inform if there has been an error.This does not pose any security risk and thus is marked as not an issue.

		dvs/icp/Pcl3Overlay.cpp		1410		Info						Poor Style: Redundant Initialization		Not an Issue		Being redundantly initialized does not pose any security risk to or by the variable. Thus, it is not an issue.

		dvs/icp/Pcl3Overlay.cpp		1520		Info						Poor Style: Redundant Initialization		Not an Issue		Being redundantly initialized does not pose any security risk to or by the variable. Thus, it is not an issue.

		dvs/icp/Pcl3Raster.cpp		233		Info						Poor Style: Value Never Read		Not an Issue		Incorrect syntax of the code at line 248. Thus, the variable appears to not have been used. But its not a security issue.

		dvs/icp/Pcl3Raster.cpp		238		Info						Poor Style: Value Never Read		Not an Issue		Incorrect syntax of the code at line 248. Thus, the variable appears to not have been used. But its not a security issue.

		dvs/icp/Pcl3Raster.cpp		242		Info						Poor Style: Value Never Read		Not an Issue		Incorrect syntax of the code at line 248. Thus, the variable appears to not have been used. But its not a security issue.

		dvs/icp/Pcl3Raster.cpp		248		Info						Poor Style: Value Never Read		Not an Issue		Incorrect syntax for comparison. This code will always execute. 

		dvs/icp/Pcl3State.cpp		439		Info						Poor Style: Value Never Read		Not an Issue		the reference to variable "margin" has been commented after its value has been set. so, its not an issue.

		dvs/icp/Pcl5Overlay.cpp		206		Info						Poor Style: Redundant Initialization		Not an Issue		Being redundantly initialized does not pose any security risk to or by the variable. Thus, it is not an issue.

		dvs/icp/Pcl5Overlay.cpp		207		Info						Poor Style: Redundant Initialization		Not an Issue		Being redundantly initialized does not pose any security risk to or by the variable. Thus, it is not an issue.

		dvs/icp/PngOverlay.cpp		638		Warning						Null Dereference		Not an Issue		The if blocks before and after the setjmp() call take care to check that the read_ptr is not null in the function PngToPcl3(). Also, this is not a security issue and thus has been marked as not an issue.

		dvs/icp/PngOverlay.cpp		638		Warning						Null Dereference		Not an Issue		The if blocks before and after the setjmp() call take care to check that the read_ptr is not null in the function PngToPcl3(). Also, this is not a security issue and thus has been marked as not an issue.

		dvs/icp/PngOverlay.cpp		638		Warning						Null Dereference		Not an Issue		The if blocks before and after the setjmp() call take care to check that the read_ptr is not null in the function PngToPcl3(). Also, this is not a security issue and thus has been marked as not an issue.

		dvs/icp/PngOverlay.cpp		1128		Info						Poor Style: Value Never Read		Not an Issue		not using a variable after its value has been set is not a security flaw. Thus, its marked as not an issue.

		dvs/icp/PngOverlay.cpp		1129		Info						Poor Style: Value Never Read		Not an Issue		not using a variable after its value has been set is not a security flaw. Thus, its marked as not an issue.

		dvs/icp/PngOverlay.cpp		2301		Info						Poor Style: Value Never Read		Not an Issue		The value of return code rc has been set but its not used. Its not a security issue and thus marked as not an issue.

		dvs/icp/PngOverlay.cpp		2320		Info						Poor Style: Value Never Read		Not an Issue		The value of return code rc has been set but its not used. Its not a security issue and thus marked as not an issue.

		dvs/lib/election/DvsBackend.cpp		267		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/lib/election/DvsBackend.cpp		832		Warning						Memory Leak		Not an Issue		Not deallocating the memory of pointer 'page' is not a security issue and thus marked as a reliability issue

		dvs/lib/election/DvsBackend.cpp		863		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/lib/election/DvsBallot.cpp		870		Warning						Memory Leak		Not an Issue		Not deallocating the memory of pointer 'dvsContest' is not a security issue and thus marked as a reliability issue


		dvs/lib/election/DvsBallot.cpp		942		Warning						Memory Leak		Not an Issue		Not deallocating the memory of pointer 'choice' is not a security issue and thus marked as a reliability issue.



		dvs/lib/election/DvsBallot.cpp		1010		Warning						Memory Leak		Not an Issue		Not deallocating the memory of pointer 'choice' is not a security issue and thus marked as a reliability issue.

		dvs/lib/election/DvsBallot.cpp		1090		Warning						Memory Leak		Not an Issue		Not deallocating the memory of pointer 'choice' is not a security issue and thus marked as a reliability issue.

		dvs/lib/election/DvsBallot.cpp		1197		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/lib/election/DvsBallot.cpp		1286		Warning						Memory Leak		Not an Issue		Not deallocating the memory of pointer 'choiceVote' is not a security issue and thus marked as a reliability issue.

		dvs/lib/election/DvsBallot.cpp		1495		Warning						Memory Leak		Not an Issue		Not deallocating the memory of pointer 'contestVote' is not a security issue and thus marked as a reliability issue.

		dvs/lib/election/DvsBallot.cpp		1525		Warning						Memory Leak		Not an Issue		Not deallocating the memory of pointer 'choiceVote' is not a security issue and thus marked as a reliability issue.

		dvs/lib/election/DvsCf2xxDatabase.cpp		158		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/lib/election/DvsCf2xxElection.cpp		619		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/lib/election/DvsCf2xxElection.cpp		672		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/lib/election/DvsChoice.cpp		370		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/lib/election/DvsChoiceVote.cpp		190		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/lib/election/DvsChoiceVote.cpp		389		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/lib/election/DvsChoiceVote.cpp		401		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		dvs/lib/election/DvsContest.cpp		494		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/lib/election/DvsDbPrivTypes.h		108		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/lib/election/DvsDbPrivTypes.h		112		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/lib/election/DvsDbPrivTypes.h		115		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/lib/election/DvsField.cpp		835		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/lib/election/DvsField.cpp		989		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/lib/election/DvsField.cpp		1269		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/lib/election/DvsFieldHandler.cpp		197		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/lib/election/DvsRawRifBackend.cpp		945		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/lib/election/DvsRawRifBackend.cpp		976		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/lib/election/DvsRecord.cpp		211		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/lib/election/DvsTabulated.cpp		351		Warning						Memory Leak		Not an Issue		Not deallocating the memory of pointer 'ballotTabulated' is not a security issue and thus marked as a reliability issue.

		dvs/lib/election/DvsTabulated.cpp		560		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/lib/election/DvsVifCf2xx.h		62		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/lib/election/DvsVifCf2xx.h		66		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/lib/election/DvsVifCf2xx.h		69		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/lib/election/DvsVote.cpp		154		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/Printer.cpp		191		Info						Unchecked Return Value		Not an Issue		The return code in the function Printer::RunFromThreadPrintFileData() will inform if there has been an error. The error from the function call of mutex_lock will get carried forward to the upper level where it will be caught. This does not pose any security risk and thus is marked as not an issue.

		dvs/Printer.cpp		197		Info						Unchecked Return Value		Not an Issue		The return code in the function Printer::RunFromThreadPrintFileData() will inform if there has been an error. The error from the function call of mutex_unlock will get carried forward to the upper level where it will be caught. This does not pose any security risk and thus is marked as not an issue.

		dvs/Printer.cpp		228		Info						Unchecked Return Value		Not an Issue		The return code in the function Printer::RunFromThreadPrintPCLBallot() will inform if there has been an error. The error from the function call of mutex_lock will get carried forward to the upper level where it will be caught. This does not pose any security risk and thus is marked as not an issue.

		dvs/Printer.cpp		234		Info						Unchecked Return Value		Not an Issue		The return code in the function Printer::RunFromThreadPrintPCLBallot() will inform if there has been an error. The error from the function call of mutex_lock will get carried forward to the upper level where it will be caught. This does not pose any security risk and thus is marked as not an issue.

		dvs/Printer.cpp		388		Info						Unchecked Return Value		Not an Issue		The return code in the function Printer::PrintFileData() will inform if there has been an error. The error from the function call of mutex_lock will get carried forward to the upper level where it will be caught. This does not pose any security risk and thus is marked as not an issue.

		dvs/Printer.cpp		401		Info						Unchecked Return Value		Not an Issue		The return code in the function Printer::PrintFileData() will inform if there has been an error. The error from the function call of mutex_lock will get carried forward to the upper level where it will be caught. This does not pose any security risk and thus is marked as not an issue.

		dvs/Printer.cpp		472		Info						Unchecked Return Value		Not an Issue		The return codes are set in the functions calling the function Printer::GetInstance(). Also, this is not a security issue and thus it has been marked as not an issue.

		dvs/Printer.cpp		484		Info						Unchecked Return Value		Not an Issue		The return codes are set in the functions calling the function Printer::GetInstance(). Also, this is not a security issue and thus it has been marked as not an issue.

		dvs/Printer.cpp		508		Info						Unchecked Return Value		Not an Issue		The return codes are set in the function Printer::DestroyInstance(). Also, this is not a security issue and thus it has been marked as not an issue.

		dvs/Printer.cpp		519		Info						Unchecked Return Value		Not an Issue		The return codes are set in the function Printer::DestroyInstance(). Also, this is not a security issue and thus it has been marked as not an issue.

		dvs/Printer.cpp		548		Info						Unchecked Return Value		Not an Issue		The unexpected conditions are handled in the functions calling Printer::GetThreadState(). This does not pose any security risk and is marked as not an issue.

		dvs/Printer.cpp		554		Info						Unchecked Return Value		Not an Issue		The unexpected conditions are handled in the functions calling Printer::GetThreadState(). This does not pose any security risk and is marked as not an issue.

		dvs/Printer.cpp		1376		Info						Unchecked Return Value		Not an Issue		The unexpected conditions are handled in the functions calling Printer::ClearPrintData(). This does not pose any security risk and is marked as not an issue.

		dvs/Printer.cpp		1402		Info						Unchecked Return Value		Not an Issue		The unexpected conditions are handled in the functions calling Printer::ClearPrintData(). This does not pose any security risk and is marked as not an issue.

		dvs/Printer.cpp		1422		Info						Unchecked Return Value		Not an Issue		The return code specified in the function Printer::OpenPrinterHandle() and the functions called after the pthread_mutex_lock() take care of the unexpected conditions. This does not pose any security risk and is marked as not an issue.

		dvs/Printer.cpp		1431		Info						Unchecked Return Value		Not an Issue		This is a call to detect the USB printer.The return code specified in the function Printer::OpenPrinterHandle() and the functions called after the system() call take care of the unexpected conditions. This does not pose any security risk and is marked as not an issue.

		dvs/Printer.cpp		1431		Info						Command Injection		Not an Issue		the system() function has been called correctly in this case.This does not pose any security risk and is thus not an issue.

		dvs/Printer.cpp		1446		Info						Unchecked Return Value		Not an Issue		The return code specified in the function Printer::OpenPrinterHandle() and the functions called after the pthread_mutex_unlock() call take care of the unexpected conditions. This does not pose any security risk and is marked as not an issue.

		dvs/Printer.cpp		1466		Info						Unchecked Return Value		Not an Issue		In the function Printer::ClosePrinterHandle(), there is a check to see if the printer is open or not.So, the functions called after the pthread_mutex_lock() call take care of the unexpected conditions. This does not pose any security risk and is marked as not an issue.

		dvs/Printer.cpp		1479		Info						Unchecked Return Value		Not an Issue		The error handling of the pthread_mutex_unlock() call is done at the upper levels.Thus, this does not pose any security risk and is marked as not an issue.

		dvs/Printer.cpp		1543		Info						Unchecked Return Value		Not an Issue		The error handling is done after the pthread_mutex_lock() call using if statements. Thus, this does not pose any security risk and is marked as not an issue.

		dvs/Printer.cpp		1556		Info						Dead Code		Not an Issue		The variable Threadstate has been assigned the value "PAUSED" and thus this is dead code. But since this does not pose a security risk, it has been marked as not an issue.

		dvs/Printer.cpp		1560		Info						Unchecked Return Value		Not an Issue		The error handling is done after the pthread_mutex_unlock() call using if statements. Thus, this does not pose any security risk and is marked as not an issue.

		dvs/Printer.cpp		1608		Info						Unchecked Return Value		Not an Issue		The error handling is done before and after the pthread_mutex_lock() call using if statements. Thus, this does not pose any security risk and is marked as not an issue.


		dvs/Printer.cpp		1621		Info						Dead Code		Not an Issue		The variable Threadstate has been assigned the value "PAUSED" and thus this is dead code. But since this does not pose a security risk, it has been marked as not an issue.


		dvs/Printer.cpp		1625		Info						Unchecked Return Value		Not an Issue		The error handling is done after the pthread_mutex_unlock() call using if statements. Thus, this does not pose any security risk and is marked as not an issue.

		dvs/Printer.cpp		1905		Info						Unchecked Return Value		Not an Issue		the if conditions after the function call pthread_mutex_lock() take care of the unexpected conditions. this does not pose any security risk and thus is marked as not an issue.


		dvs/Printer.cpp		1919		Info						Unchecked Return Value		Not an Issue		Not doing any error handling on the function call pthread_cond_broadcast()  does not pose any security risk and thus is marked as not an issue.

		dvs/Printer.cpp		1925		Info						Unchecked Return Value		Not an Issue		the if conditions after the function call pthread_mutex_unlock() take care of the unexpected conditions. this does not pose any security risk and thus is marked as not an issue.

		dvs/Printer.cpp		1940		Info						Unchecked Return Value		Not an Issue		the if conditions before and after the function call pthread_mutex_lock() take care of the unexpected conditions. this does not pose any security risk and thus is marked as not an issue.

		dvs/Printer.cpp		1942		Info						Unchecked Return Value		Not an Issue		The if conditions before and after the function call pthread_mutex_unlock() take care of the unexpected conditions. this does not pose any security risk and thus is marked as not an issue.

		dvs/Printer.cpp		1970		Info						Unchecked Return Value		Not an Issue		Mutex locking without errorcode handling in the function Printer::ContinuePrinting() does not pose any security risk and thus has been marked as not an issue.

		dvs/Printer.cpp		1980		Info						Unchecked Return Value		Not an Issue		Mutex conditional broadcasting without errorcode handling Printer::ContinuePrinting() in the does not pose any security risk and thus has been marked as not an issue.

		dvs/Printer.cpp		1984		Info						Unchecked Return Value		Not an Issue		Mutex unlocking without error handling in the Printer::ContinuePrinting() function does not pose any security risk and thus has been marked as not an issue.

		dvs/Serial.cpp		272		Info						Unchecked Return Value		Not an Issue		The error handling has been done in the functions calling Serial::GetInstance(). This does not pose any security risk and has thus been marked as not an issue.

		dvs/Serial.cpp		280		Info						Unchecked Return Value		Not an Issue		The error handling has been done in the functions calling Serial::GetInstance(). This does not pose any security risk and has thus been marked as not an issue.

		dvs/Serial.cpp		304		Info						Unchecked Return Value		Not an Issue		In the function Serial::DestroyInstance(), the return code and the if conditions take care of the unexpected states. This does not pose any security risk and has thus been marked as not an issue.

		dvs/Serial.cpp		315		Info						Unchecked Return Value		Not an Issue		In the function Serial::DestroyInstance(), the return code and the if conditions take care of the unexpected states. This does not pose any security risk and has thus been marked as not an issue.

		dvs/Serial.cpp		439		Info		dvs/Serial.cpp		458		Buffer Overflow		Not an Issue		The file descriptor fds has been added to the descriptor set serialPort. This does not pose any security risk and thus has been marked as not an issue.

		dvs/Serial.cpp		468		Warning		dvs/Serial.cpp		458		String Termination Error		Not an Issue		Certain checks have been done to verify  CR, LF on the last position in the serialBufferString.So, it has been used correctly here. But this is not a security issue and has thus been marked as not an issue.

		dvs/Serial.cpp		754		Info						Unchecked Return Value		Not an Issue		Not catching the value returned by fwrite() function call in the function Serial::GetFile() does not pose any security risk to the application.Thus, it has been marked as not an issue.

		dvs/Serial.cpp		790		Info						Unchecked Return Value		Not an Issue		the return code and the if conditions take care of the errorcode handling of mutex locking. this does not pose any security risk to the application and thus has been marked as not an issue.

		dvs/Serial.cpp		849		Info						Unchecked Return Value		Not an Issue		The return code and the if conditions take care of the errorcode handling of mutex unlocking. This does not pose any security risk to the application and thus has been marked as not an issue.

		dvs/Serial.cpp		898		Info						Unchecked Return Value		Not an Issue		Not handling the errorcodes of mutex locking function call in the function Serial::WaitForRead() does not pose any security risk and thus has been marked as not an issue.

		dvs/Serial.cpp		900		Info						Unchecked Return Value		Not an Issue		Not handling the errorcodes of conditional wait function call in the function Serial::WaitForRead() does not pose any security risk and thus has been marked as not an issue.

		dvs/Serial.cpp		920		Info						Unchecked Return Value		Not an Issue		Not handling the error codes of mutex locking function call in the function Serial::ReadDone() does not pose any security risk and thus has been marked as not an issue.

		dvs/Serial.cpp		922		Info						Unchecked Return Value		Not an Issue		Not handling the errorcodes of conditional waiting function call in the function Serial::ReadDone() does not pose any security risk and thus has been marked as not an issue.

		dvs/Serial.cpp		923		Info						Unchecked Return Value		Not an Issue		Not handling the errorcodes of mutex unlocking function call in the function Serial::NotifyReadAvailable() does not pose any security risk and thus has been marked as not an issue.

		dvs/Serial.cpp		944		Info						Unchecked Return Value		Not an Issue		Not handling the errorcodes of mutex locking function call in the function Serial::NotifyReadAvailable() does not pose any security risk and thus has been marked as not an issue.

		dvs/Serial.cpp		945		Info						Unchecked Return Value		Not an Issue		Not handling the errorcodes of pthread conditional signalling function call in the function Serial::NotifyReadAvailable() does not pose any security risk and thus has been marked as not an issue.

		dvs/Serial.cpp		948		Info						Unchecked Return Value		Not an Issue		Not handling the errorcodes of pthread conditional wait function call in the function Serial::NotifyReadAvailable() does not pose any security risk and thus has been marked as not an issue.

		dvs/Serial.cpp		949		Info						Unchecked Return Value		Not an Issue		Not handling the errorcodes of pthread mutex unlock function call in the function Serial::NotifyReadAvailable() does not pose any security risk and thus has been marked as not an issue.

		dvs/Serial.cpp		1008		Info						Unchecked Return Value		Not an Issue		the write() function has been used to write one character to the serial port in the Serial::OutByte() function. This does not pose any security risk and thus has been marked as not an issue.

		dvs/Serial.cpp		1158		Warning		dvs/Serial.cpp		980		Integer Overflow		Not an Issue		The xBufferSize is set to be equal to the targetBuffSize. This does not pose any security risk and thus is marked as not an issue.

		dvs/Serial.cpp		1223		Hot		dvs/Serial.cpp		980		Buffer Overflow		Not an Issue		The memcpy() function has been used correctly in this case. This is low risk and thus has been marked as not an issue.

		dvs/sha2/sha2.c		248		Hot		dvs/File.cpp		435		Buffer Overflow		Not an Issue		The memcpy() function has been used correctly in this case. This is low risk and thus has been marked as not an issue.


		dvs/sha2/sha2.c		265		Hot		dvs/File.cpp		435		Buffer Overflow		Not an Issue		The memcpy() function has been used correctly in this case. This is low risk and thus has been marked as not an issue.


		dvs/sha2/sha2.c		323		Info						Insecure Compiler Optimization		Not an Issue		The entire Sha2_context is being initialised with zeroes using the memset() call in the sha2() function . It does not pose any security risks and thus, it is not an issue.

		dvs/sha2/sha2.c		346		Info						Insecure Compiler Optimization		Not an Issue		The entire Sha2_context is being initialised with zeroes using the memset() call in the sha2_file() function . It does not pose any security risks and thus, it is not an issue.

		dvs/sha2/sha2.c		386		Info						Insecure Compiler Optimization		Not an Issue		The entire Sha2_context is being initialised with zeroes using the memset() call in the sha2_hmac_starts() function . It does not pose any security risks and thus, it is not an issue.

		dvs/sha2/sha2.c		414		Info						Insecure Compiler Optimization		Not an Issue		The array dataset tmpbuf is being initialised with zeroes using the memset() call in the sha2_hmac_finish() function.It does not pose any security risks and thus, it is not an issue.

		dvs/sha2/sha2.c		430		Info						Insecure Compiler Optimization		Not an Issue		The entire Sha2_context is being initialised with zeroes using the memset() call in the sha2_hmac() function . It does not pose any security risks and thus, it is not an issue.

		dvs/SHA256.hpp		277		Info						Insecure Compiler Optimization		Not an Issue		The array "sum" is being initialised with zeroes with the memset() call in the InitHMAC() function.It does not pose any security risk and thus is not an issue.

		dvs/SHA256.hpp		383		Info						Insecure Compiler Optimization		Not an Issue		The entire Sha2_context is being initialised with zeroes using the memset() call in the VerifyBufferHMAC() function . It does not pose any security risks and thus, it is not an issue.

		dvs/state/Handler.hpp		401		Info						Poor Style: Redundant Initialization		Not an Issue		Declaring a variable but not using it is not a security issue. Thus, it has been marked as not an issue.

		dvs/state/Idle.cpp		202		Info						Dead Code		Not an Issue		The variable rc probably may not be taking a value other than DVS_OK. so, this code may be dead code. But this is not a security issue.

		dvs/state/Idle.cpp		362		Info						Poor Style: Value Never Read		Not an Issue		the value of the return code has been set depending on what the function call returns. But it doesnt pose a security risk and is not an issue.

		dvs/state/Idle.cpp		370		Info						Poor Style: Value Never Read		Not an Issue		the value of "rc" was being checked earlier, but the code has been commented out. Setting the value of the variable and then not using it doesnt pose any security risk. So, its not an issue.

		dvs/state/Idle.cpp		482		Info						Uninitialized Variable		Not an Issue		The file path has been set using the File type & directory link map before the fiel has been instantiated. This is not a security issue and thus has been marked as not an issue.

		dvs/state/Idle.cpp		631		Info						Uninitialized Variable		Not an Issue		The file path has been set using the File type & directory link map before the fiel has been instantiated. This is not a security issue and thus has been marked as not an issue.

		dvs/state/Session.cpp		878		Info						Dead Code		Not an Issue		The value of returncode rc doesnt seem to have any other value apart from "DVS_OK" , so its dead code. But this does not pose any security risk and thus has been marked as not an issue.

		dvs/state/Session.cpp		973		Info						Dead Code		Not an Issue		The value of returncode rc doesnt seem to have any other value apart from "DVS_OK" , so its dead code. But this does not pose any security risk and thus has been marked as not an issue.

		dvs/state/Session.cpp		1060		Info						Dead Code		Not an Issue		The value of returncode rc doesnt seem to have any other value apart from "DVS_OK" , so its dead code. But this does not pose any security risk and thus has been marked as not an issue.

		dvs/state/Session.cpp		1146		Info						Dead Code		Not an Issue		The value of returncode rc doesnt seem to have any other value apart from "DVS_OK" , so its dead code. But this does not pose any security risk and thus has been marked as not an issue.

		dvs/state/Session.cpp		1239		Info						Dead Code		Not an Issue		The value of returncode rc doesnt seem to have any other value apart from "DVS_OK" , so its dead code. But this does not pose any security risk and thus has been marked as not an issue.

		dvs/state/Session.cpp		1329		Info						Dead Code		Not an Issue		The value of returncode rc doesnt seem to have any other value apart from "DVS_OK" , so its dead code. But this does not pose any security risk and thus has been marked as not an issue.

		dvs/state/State.cpp		510		Info						Unchecked Return Value		Not an Issue		The "if" conditions take care of some unexpected conditions. The system call to set the partitions in the function State::ChangeBoot() does not pose a security risk to the application and has thus been marked as not an issue.

		dvs/state/State.cpp		510		Warning						Command Injection		Not an Issue		the value of setPartition has been set on line 507 which then the system executes. This does not pose any security risk since it has been done correctly. Its thus marked as not an issue.

		dvs/state/State.cpp		517		Info						Unchecked Return Value		Not an Issue		The "if" conditions take care of some unexpected conditions. The system call to flush the buffers in the function State::ChangeBoot() does not pose a security risk to the application and has thus been marked as not an issue.

		dvs/state/State.cpp		517		Warning						Command Injection		Not an Issue		The system() call has been used correctly to flush out all the buffers. This does not pose any security risk and thus is marked as not an issue.

		dvs/state/State.cpp		586		Warning		dvs/File.cpp		435		String Termination Error		Not an Issue		Processing has been done on fullLogFile after populating it with fileBuffer to check for bufferflows.  Also, this is not a security issue and thus has been marked as not an issue.

		dvs/state/State.cpp		881		Info						Dead Code		Not an Issue		The value of returncode rc doesnt seem to have any other value apart from "DVS_OK" , so its dead code. But this does not pose any security risk and thus has been marked as not an issue.

		dvs/tools/applupdate/updateUtil.cpp		134		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/tools/applupdate/updateUtil.cpp		286		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security risk and thus marked as not an issue.

		dvs/tools/applupdate/updateUtil.cpp		286		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/tools/common/toolsRtc.cpp		140		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/tools/common/toolsRtc.cpp		166		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/tools/common/toolsRtc.cpp		209		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/tools/common/toolsRtc.cpp		305		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/tools/common/toolsRtc.cpp		369		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		Returned variable is not a pointer

		dvs/tools/flashAuth/flashAuth.cpp		334		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/tools/flashAuth/flashAuth.cpp		345		Warning		dvs/tools/flashAuth/flashAuth.cpp		881		String Termination Error		Not an Issue		No user input is being provided here. Most probably will not cause null termination errors.

		dvs/tools/flashAuth/flashAuth.cpp		354		Warning		dvs/tools/flashAuth/flashAuth.cpp		881		String Termination Error		Not an Issue		No user input is being provided here. Most probably will not cause null termination errors.

		dvs/tools/flashAuth/flashAuth.cpp		359		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/tools/flashAuth/flashAuth.cpp		414		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/tools/flashAuth/flashAuth.cpp		421		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/tools/flashAuth/flashAuth.cpp		500		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/tools/flashAuth/flashAuth.cpp		555		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/tools/flashAuth/flashAuth.cpp		632		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/tools/flashAuth/flashAuth.cpp		640		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		dvs/tools/flashAuth/flashAuth.cpp		765		Warning		dvs/tools/flashAuth/flashAuth.cpp		881		String Termination Error		Not an Issue		No user input is being provided here. Most probably will not cause null termination errors.

		dvs/tools/flashAuth/flashAuth.cpp		892		Warning		dvs/tools/flashAuth/flashAuth.cpp		881		String Termination Error		Not an Issue		No user input is being provided here. Most probably will not cause null termination errors.

		dvs/tools/flashAuth/flashAuth.cpp		992		Warning						Unreleased Resource		Not an Issue		The file has been closed on line 1021. Thus, the system resources have been released. Thus, marked as not an issue.

		dvs/tools/flashAuth/flashAuth.cpp		1050		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/tools/flashAuth/flashAuth.cpp		1052		Info						Obsolete		Not an Issue		Usage of this function is not recommended.

		dvs/tools/flashAuth/flashAuth.cpp		1077		Info						Obsolete		Not an Issue		Usage of this function is not recommended.

		dvs/tools/flashAuth/flashExtract.cpp		194		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/tools/flashAuth/flashExtract.cpp		226		Info						Dangerous Function: Strcpy		Not an Issue		strcpy() has been used correctly in this case ensuring that the destination buffer is greator than the source buffer.Thus it has been marked as not an issue.

		dvs/tools/flashAuth/flashExtract.cpp		235		Warning						Unreleased Resource		Not an Issue		The file has been closed on line 267. Thus, the system resources have been released. Thus, marked as not an issue.


		dvs/tools/flashAuth/flashExtract.cpp		572		Warning						Unreleased Resource		Not an Issue		The file has been closed on line 600. Thus, the system resources have been released. Thus, marked as not an issue.


		dvs/tools/flashAuth/md5.c		234		Warning						Out-of-Bounds Read		Not an Issue		The read doesnt look out of bounds, so marked as not an issue.

		dvs/tools/flashAuth/md5.c		286		Info						Insecure Compiler Optimization		Not an Issue		Variable 'ctx' has been set to zeros in this case. This does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/tools/flashAuth/md5.c		309		Info						Insecure Compiler Optimization		Not an Issue		Variable 'ctx' has been set to zeros in this case. This does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/tools/flashAuth/md5.c		348		Info						Insecure Compiler Optimization		Not an Issue		Variable 'ctx' has been set to zeros in this case. This does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/tools/flashAuth/md5.c		372		Info						Insecure Compiler Optimization		Not an Issue		Variable 'tmpbuf' has been set to zeros in this case. This does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/tools/flashAuth/md5.c		387		Info						Insecure Compiler Optimization		Not an Issue		Variable 'ctx' has been set to zeros in this case. This does not pose any security risk to the system and thus has been marked as not an issue.

		dvs/tools/keyexchange/keyCreate.cpp		752		Info						Password Management: Password in Comment		Not an Issue		There is no hardcoded password in the following line. The system security has not been compromised and thus this is marked as not an issue.

		dvs/tools/keyexchange/keyexchange.cpp		106		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/tools/keyexchange/keyexchange.cpp		135		Info						Dead Code		Not an Issue		The function KeyExchangeMain() returns DVS_OK which has been defined as 0 when successful. Thus, line 135 will execute when DVS_OK is returned. Thus, its marked as not an issue.

		dvs/tools/keyexchange/keygen.cpp		95		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		dvs/tools/keyexchange/keygen.cpp		113		Info						Dead Code		Not an Issue		The function KeyCreateMain() returns DVS_OK which has been defined as 0 when successful. Thus, line 113 will execute when DVS_OK is returned. Thus, its marked as not an issue.


		dvs/xml/XML.cpp		122		Warning						Memory Leak		Not an Issue		Not deallocating the memory from a new position box is not a security issue. It has thus been marked as not an issue.

		dvs/xml/XML.cpp		130		Warning						Memory Leak		Not an Issue		Not deallocating the memory from a new position box is not a security issue. It has thus been marked as not an issue.


		dvs/xml/XML.cpp		221		Warning						Memory Leak		Not an Issue		Not deallocating the memory from a new position box is not a security issue. It has thus been marked as not an issue.


		dvs/xml/XML.cpp		463		Info						Poor Style: Variable Never Used		Not an Issue		This is a Xerces error variable.  It does not pose any security risk and has thus been marked as not an issue.

		dvs/xml/XML.cpp		496		Info						Poor Style: Variable Never Used		Not an Issue		This is a Xerces error variable.  It does not pose any security risk and has thus been marked as not an issue.

		dvs/xml/XML.cpp		500		Info						Poor Style: Value Never Read		Not an Issue		The boolean variable has been used at line 550. its not a security risk and thus marked as not an issue.

		dvs/xml/XML.cpp		504		Info						Poor Style: Variable Never Used		Not an Issue		This is a Xerces error variable.  It does not pose any security risk and has thus been marked as not an issue.

		dvs/xml/XML.cpp		509		Info						Poor Style: Value Never Read		Not an Issue		The boolean variable has been used at line 550. its not a security risk and thus marked as not an issue.

		dvs/xml/XML.cpp		515		Info						Poor Style: Variable Never Used		Not an Issue		An errText array has been declared but not used.  It does not pose any security risk and has thus been marked as not an issue.

		dvs/xml/XML.cpp		517		Info						Poor Style: Variable Never Used		Not an Issue		This is a Xerces error variable.  It does not pose any security risk and has thus been marked as not an issue.

		dvs/xml/XML.cpp		531		Info						Poor Style: Variable Never Used		Not an Issue		This is a Xerces error variable.  It does not pose any security risk and has thus been marked as not an issue.

		dvs/xml/XML.cpp		536		Info						Poor Style: Value Never Read		Not an Issue		The boolean variable has been used at line 550. its not a security risk and thus marked as not an issue.

		dvs/xml/XML.cpp		545		Info						Poor Style: Value Never Read		Not an Issue		The boolean variable has been used at line 550. its not a security risk and thus marked as not an issue.

		dvs/xml/XML.cpp		561		Info						Poor Style: Variable Never Used		Not an Issue		This is a Xerces error variable.  It does not pose any security risk and has thus been marked as not an issue.

		dvs/xml/XML.cpp		570		Info						Poor Style: Variable Never Used		Not an Issue		This is a Xerces error variable.  It does not pose any security risk and has thus been marked as not an issue.

		FileTransfer/FileTransferDlg.cpp		16		Info						Password Management: Password in Comment		Not an Issue		The password has not been compromised in this context. There is no security risk here. Thus, it has been marked as not an issue.

		FileTransfer/FileTransferDlg.cpp		144		Info						Password Management: Password in Comment		Not an Issue		The password has not been compromised in this context. There is no security risk here. Thus, it has been marked as not an issue.

		FileTransfer/FileTransferDlg.cpp		153		Info						Uninitialized Variable		Not an Issue		The value of variable 'ok' is set in the getText() function before it is used on line 153. Thus, it has been marked as not an issue.

		FileTransfer/FileTransferDlg.cpp		186		Info						Password Management: Password in Comment		Not an Issue		The password has not been compromised in this context. There is no security risk here. Thus, it has been marked as not an issue.

		FileTransfer/FileTransferThread.cpp		99		Info						Password Management: Password in Comment		Not an Issue		The password has not been compromised in this context. There is no security risk here. Thus, it has been marked as not an issue.

		FileTransfer/FileTransferThread.cpp		162		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'mountDir' not using the initial value it was assigned to does not pose any security risk to the system and thus has been marked as not an issue.

		FileTransfer/FileTransferThread.cpp		176		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'projectsDir' not using the initial value it was assigned to does not pose any security risk to the system and thus has been marked as not an issue.

		FileTransfer/FileTransferThread.cpp		215		Info						Poor Style: Variable Never Used		Not an Issue		The 'tmpDir' variable has been used in the later stages of the program. But it is not a security issue and thus has been marked as not an issue.

		FileTransfer/FileTransferThread.cpp		224		Info						Poor Style: Variable Never Used		Not an Issue		The 'projectDir' variable has been used in the later stages of the program. But it is not a security issue and thus has been marked as not an issue.

		FileTransfer/FileTransferThread.cpp		236		Info						Poor Style: Variable Never Used		Not an Issue		The 'mountProjectDir' variable has been used in the later stages of the program. But it is not a security issue and thus has been marked as not an issue.


		FileTransfer/FileTransferThread.cpp		239		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'pent' has been used in the later stages of the program. But it is not a security issue and thus has been marked as not an issue.


		FileTransfer/FileTransferThread.cpp		285		Info						Poor Style: Variable Never Used		Not an Issue		Not using the variable 'TabulatorsNumber' after it has been assigned a value is not a security risk and thus has been marked as not an issue.

		FileTransfer/FileTransferThread.cpp		294		Info						Poor Style: Variable Never Used		Not an Issue		Not using the variable 'TabulatorTransferStarted' after it has been assigned a value is not a security risk and thus has been marked as not an issue.

		FileTransfer/FileTransferThread.cpp		357		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'tabulatorDir' not using the initial value it was assigned to does not pose any security risk to the system and thus has been marked as not an issue.

		FileTransfer/FileTransferThread.cpp		379		Info						Poor Style: Variable Never Used		Not an Issue		Not using the variable 'FilesNumber' after it has been assigned a value is not a security risk and thus has been marked as not an issue.

		FileTransfer/FileTransferThread.cpp		388		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'lastIndex' has been used in the later stages of the program. but it is not a security issue and thus has been marked as not an issue.

		FileTransfer/FileTransferThread.cpp		392		Info						Poor Style: Variable Never Used		Not an Issue		Not using the variable 'FileTransferStarted' after it has been assigned a value is not a security risk and thus has been marked as not an issue.

		FileTransfer/FileTransferThread.cpp		420		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'dir' not using the initial value it was assigned to does not pose any security risk to the system and thus has been marked as not an issue.

		FileTransfer/FileTransferThread.cpp		568		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'currentDir' not using the initial value it was assigned to does not pose any security risk to the system and thus has been marked as not an issue.

		FileTransfer/FileTransferThread.cpp		646		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'tmpDir' not using the initial value it was assigned to does not pose any security risk to the system and thus has been marked as not an issue.

		FileTransfer/FileTransferThread.cpp		682		Info						Poor Style: Variable Never Used		Not an Issue		Not using the variable 'appSettings' after it has been declared is not a security risk and thus has been marked as not an issue.


		FileTransfer/FileTransferThread.h		83		Info						Password Management: Password in Comment		Not an Issue		The password has not been compromised in this context. There is no security risk here. Thus, it has been marked as not an issue.

		Framework/DbMaker/ModelProcessor.cs		558		Info						SQL Injection		Not an Issue		This seems to be a dead code.


		Framework/GUICore/RandomPassword.cs		4		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		8		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		14		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		25		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		26		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		27		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		30		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		37		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		40		Warning						Password Management: Hardcoded Password		Not an Issue		There is no actual password hardcoded in this context. The Security has not been compromised and thus this has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		42		Warning						Password Management: Hardcoded Password		Not an Issue		There is no actual password hardcoded in this context. The security of the system has not been compromised and thus this has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		44		Warning						Password Management: Hardcoded Password		Not an Issue		There is no actual password hardcoded in this context. The security of the system has not been compromised and thus this has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		46		Warning						Password Management: Hardcoded Password		Not an Issue		There is no actual password hardcoded in this context. The security of the system has not been compromised and thus this has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		61		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		64		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		67		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		69		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		70		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		73		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		76		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		86		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		98		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		107		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		117		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		124		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		171		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		174		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		180		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		195		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		223		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/RandomPassword.cs		268		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		4		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		8		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		36		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		37		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		42		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		43		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		58		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		59		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		68		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		69		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		71		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		79		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		80		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		82		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		91		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		97		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		100		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		152		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		163		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		164		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		195		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		196		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		202		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		207		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		208		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		228		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.Designer.cs		38		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.Designer.cs		47		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.Designer.cs		74		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/PasswordEditor.Designer.cs		84		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Framework/MemoryCore/API/ActionUtils.cs		558		Info						SQL Injection		Not an Issue		The M1Class instance used to retrive the tablename is either
'USElectionsDomain.ElectoralDivisions.ElectoralGroupCombination' or
'USElectionsDomain.BallotsAndLayouting.BallotGenerationCycle' and isn't
user defined.

		Framework/MemoryCore/API/ConsistencyUtils.cs		541		Info						SQL Injection		Not an Issue		Not an issue, query string built from static content.

		Framework/MemoryCore/API/ConsistencyUtils.cs		732		Info						SQL Injection		Not an Issue		Not an issue, query string built from static content.

		Framework/MemoryCore/API/ConsistencyUtils.cs		747		Info						SQL Injection		Not an Issue		Not an issue, query string built from static content.

		Framework/MemoryCore/API/QueryUtils.cs		174		Info						SQL Injection		Not an Issue		Utility functions, not injectible by themselves.

		Framework/MemoryCore/API/QueryUtils.cs		201		Info						SQL Injection		Not an Issue		Utility functions, not injectible by themselves.

		Framework/MemoryCore/API/QueryUtils.cs		407		Info						SQL Injection		Not an Issue		Utility functions, not injectible by themselves.

		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.cs		108		Info						SQL Injection		Not an Issue		Not an issue, query string built from static content.


		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.cs		127		Info		Framework/RemotingAdo/LocalDbCommand.cs		187		Access Control: Database		Not an Issue		Fortify is assuming that data coming from the database is tainted.  Unable to verify that is indeed the case from this code.

		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.cs		127		Info		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.cs		109		Access Control: Database		Not an Issue		Fortify is assuming that data coming from the database is tainted.  Unable to verify that is indeed the case from this code.

		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.Static.cs		221		Info						SQL Injection		Not an Issue		Seems like lockStr is built up from static content

		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.Static.cs		283		Info						SQL Injection		Not an Issue		Not an issue, query string built from static content.

		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.Static.cs		329		Info						SQL Injection		Not an Issue		Not an issue, query string built from static content.


		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.Static.cs		715		Info						SQL Injection		Not an Issue		Not an issue, query string built from static content.


		Framework/MemoryCore/Persistency/DatabasePersistencyManager.cs		524		Info						SQL Injection		Not an Issue		Query does not contain user specifiable data.

		Framework/MemoryCore/Persistency/DBClients/InstanceManipulator.cs		105		Info						SQL Injection		Not an Issue		values are constants and not user controlled.

		Framework/MemoryCore/Persistency/DBClients/InstanceManipulator.cs		142		Info						SQL Injection		Not an Issue		Do not think cmdText is controllable by a user

		Framework/MemoryCore/Persistency/DBClients/InstanceManipulator.cs		223		Info						SQL Injection		Not an Issue		Do not think cmdText is controllable by a user

		Framework/MemoryCore/Persistency/DBClients/InstanceManipulator.cs		251		Info						SQL Injection		Not an Issue		Do not think cmdText is controllable by a user

		Framework/MemoryCore/Persistency/DBClients/InstanceManipulator.cs		322		Info						SQL Injection		Not an Issue		Do not think cmdText is controllable by a user

		Framework/MemoryCore/Persistency/DBClients/InstanceManipulator.cs		352		Info						SQL Injection		Not an Issue		Do not think cmdText is controllable by a user

		Framework/MemoryCore/Persistency/DBClients/LinkManipulator.cs		102		Info						SQL Injection		Not an Issue		values aren't user controlled.

		Framework/MemoryCore/Persistency/DBClients/LinkManipulator.cs		133		Info						SQL Injection		Not an Issue		values aren't user controlled.

		Framework/MemoryCore/Persistency/DBClients/LinkManipulator.cs		236		Info						SQL Injection		Not an Issue		values aren't user controlled.

		Framework/MemoryCore/Persistency/DBClients/LinkManipulator.cs		375		Info						SQL Injection		Not an Issue		values aren't user controlled.

		Framework/MemoryCore/Persistency/DBClients/LinkManipulator.cs		448		Info						SQL Injection		Not an Issue		values aren't user controlled.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		267		Info		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		920		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		539		Info						SQL Injection		Not an Issue		tblName is either first column in ObjectCounting table or the string  'ConsistencyKey'
and isn't user controlled.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		552		Info						SQL Injection		Not an Issue		tblName isn't user controlled.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		580		Info						SQL Injection		Not an Issue		tblName isn't user controlled.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		599		Info						SQL Injection		Not an Issue		tblName isn't user controlled.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		615		Info						SQL Injection		Not an Issue		tblName isn't user controlled.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		631		Info						SQL Injection		Not an Issue		tbl, colName isn't user controlled.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		649		Info						SQL Injection		Not an Issue		tblName isn't user controlled.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		664		Info						SQL Injection		Not an Issue		viewName, tblName are not user controlled.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		690		Info						SQL Injection		Not an Issue		the names are obtained from ModelToDb and isn't user controlled.


		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		705		Info						SQL Injection		Not an Issue		viewName isn't user controlled.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		725		Info						SQL Injection		Not an Issue		the parameters to BuildIsInheritConstraintCreated() method isn't user controlled.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		747		Info						SQL Injection		Not an Issue		argument strings aren't user controlled.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		764		Info						SQL Injection		Not an Issue		argument strings aren't user controlled.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		785		Info						SQL Injection		Not an Issue		BuildCreateTable method isn't client controlled.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		812		Info						SQL Injection		Not an Issue		values are not user supllied.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		834		Info						SQL Injection		Not an Issue		values are not user supllied.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		857		Info						SQL Injection		Not an Issue		values are not user supllied.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		876		Info						SQL Injection		Not an Issue		values are not user supllied.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		893		Info						SQL Injection		Not an Issue		values aren't user supplied.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		909		Info						SQL Injection		Not an Issue		The values provided as input to this function are not user defined.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		939		Info						SQL Injection		Not an Issue		values part of the framework.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		960		Info						SQL Injection		Not an Issue		values part of the framework.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		977		Info						SQL Injection		Not an Issue		values part of the framework and not user specified.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		993		Info						SQL Injection		Not an Issue		values part of the framework and not user specifed.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		1076		Info						SQL Injection		Not an Issue		'query' variable that helps execute a SQL statement isn't user controlled.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		1093		Warning		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		402		SQL Injection		Not an Issue		The Precint Name is taken from the UI, and then inserted directly into a SQL statement without filtering. Since theres no impact, it has been marked as not an issue.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		1093		Warning		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		400		SQL Injection		Not an Issue		The Precint Name is taken from the UI, and then inserted directly into a SQL statement without filtering. Since theres no impact, it has been marked as not an issue.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		1093		Warning		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		398		SQL Injection		Not an Issue		The Precint Name is taken from the UI, and then inserted directly into a SQL statement without filtering. Since theres no impact, it has been marked as not an issue.

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		1149		Info						SQL Injection		Not an Issue		'query' variable that helps execute a SQL statement isn't user controlled.

		Framework/MemoryCore/Persistency/Sql/BulkInsertJob.cs		381		Info						SQL Injection		Not an Issue		This is a utility method, not exploitable by itself.

		Framework/Utilities/DbModificationFilter/code/DbActionDispatcher.cs		314		Info						SQL Injection		Not an Issue		This method is called by DeleteFromSessionTable() which is called by CommonCallback().  However, CommonCallback does not seem to be used.

		Framework/Utilities/DbModificationFilter/code/DbActionTrigger.cs		134		Info						SQL Injection		Not an Issue		The tranId used in the method is returned by following query
"SELECT TRANSACTION_ID FROM SYS.DM_TRAN_CURRENT_TRANSACTION;"
and isn't user defined / dependent.

		Framework/Utilities/DbModificationFilter/code/PermissionAuthority.cs		220		Warning						Command Injection		Not an Issue		An attacker does not control the StartInfo.FileName property.

		Framework/Utilities/ResourceTranslator/ResourceTranslator.cs		454		Warning		Framework/Utilities/ResourceTranslator/ResourceTranslator.cs		451		Setting Manipulation		Not an Issue		Allowing the user to control the Database string seems to be a design decision.

		lrmi/lrmi.c		150		Info						Unchecked Return Value		Not an Issue		Because of the If conditions before and functions after, there is low possibility of unhandled unexpected conditions in the real_mem_deinit() .This is low risk and is not a security issue and thus has been marked as not an issue.

		lrmi/lrmi.c		338		Info						Unchecked Return Value		Not an Issue		Because of the If conditions before and functions after, there is low possibility of not handling the unexpected conditions of function munmap().This is low risk and is not a security issue and thus has been marked as not an issue.

		lrmi/lrmi.c		346		Info						Unchecked Return Value		Not an Issue		Not handling the error codes from the function call of munmap() in the LRMI_init() does not have any security risk attached to it. Thus this has been marked as not an issue.

		lrmi/lrmi.c		439		Info						Poor Style: Value Never Read		Not an Issue		not using the variable after it has been assigned a value is not a security risk and thus has been marked not an issue.

		lrmi/lrmi.c		500		Info						Poor Style: Value Never Read		Not an Issue		not using the variable after it has been assigned a value is not a security risk and thus has been marked not an issue.

		main.cpp		68		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'splash' not using the initial value it was assigned to does not pose any security risk to the system and thus has been marked as not an issue.

		main.cpp		83		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'win' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		MainWindow.cpp		295		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		MainWindow.cpp		296		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		MainWindow.cpp		341		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'settings' has been used in the later stages of the program. but it is not a security issue and thus has been marked as not an issue.

		MainWindow.cpp		376		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the variable 'card' is not a security risk and thus has been marked as not an issue.

		MainWindow.cpp		490		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'tabulatorName' not using the initial value it was assigned to does not pose any security risk to the system and thus has been marked as not an issue.

		MainWindow.cpp		799		Info						Dead Code		Not an Issue		The variable 'retVal' will be assigned the value of 'true' if the switch case is Yes. Thus, it has been marked as not an issue.

		MainWindow.cpp		804		Info						Dead Code		Not an Issue		The variable 'retVal' will be assigned the value of 'true' if the switch case is No. Thus, it has been marked as not an issue.

		MainWindow.cpp		856		Info						Dead Code		Not an Issue		The variable 'retVal' will be assigned the value of 'true' if the switch case is Yes. Thus, it has been marked as not an issue.

		MainWindow.cpp		861		Info						Dead Code		Not an Issue		The variable 'retVal' will be assigned the value of 'true' if the switch case is No. Thus, it has been marked as not an issue.

		MainWindow.cpp		1015		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'transferDlg' has been used in the later stages of the program. but it is not a security issue and thus has been marked as not an issue.

		MainWindow.cpp		1042		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'currentDir' not using the initial value it was assigned to does not pose any security risk to the system and thus has been marked as not an issue.

		MainWindow.cpp		1335		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'logFile' not using the initial value it was assigned to does not pose any security risk to the system and thus has been marked as not an issue.

		MainWindow.cpp		1406		Info						Poor Style: Value Never Read		Not an Issue		The value of variable 'proceed' is checked if its 'true' in the later stages of the program. Thus, it is marked not an issue.

		MainWindow.cpp		1411		Info						Dead Code		Not an Issue		If the variable 'proceed' takes the value of 'true', this code will be executed. Thus, it has been marked as not an issue.

		MainWindow.cpp		1420		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'tabulatorData' has been used in the later stages of the program. but it is not a security issue and thus has been marked as not an issue.

		MainWindow.cpp		1420		Info						Dead Code		Not an Issue		TabulatorData has been defined on line 1420. Thus, it has been marked as not an issue.

		MainWindow.cpp		1423		Info						Poor Style: Variable Never Used		Not an Issue		This is a for loop. It is not a security risk and thus has been marked as not an issue.

		MainWindow.cpp		1460		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'thr' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		MainWindow.cpp		1668		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'printDialog' not using the initial value it was assigned to does not pose any security risk to the system and thus has been marked as not an issue.

		MainWindow.cpp		1692		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		MainWindow.cpp		1704		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		MainWindow.cpp		1773		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'sqlDlg' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		MainWindow.cpp		1848		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'settings' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		MainWindow.cpp		1959		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'dialog' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		MainWindow.cpp		1982		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'arguments' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		qtsoap-2.6-opensource/examples/easter/main.cpp		69		Info						Poor Style: Variable Never Used		Not an Issue		Not using the variable 'easter' after it has been assigned a value is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/examples/google/main.cpp		54		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'google' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		qtsoap-2.6-opensource/examples/population/main.cpp		73		Info						Poor Style: Variable Never Used		Not an Issue		Not using the variable 'pop' after it has been assigned a value is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		125		Info						Poor Style: Value Never Read		Not an Issue		The variable 'pos' has been used in the later stages of the program and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		134		Info						Poor Style: Value Never Read		Not an Issue		The variable 'pos' has been used in the later stages of the program and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		1191		Warning						Redundant Null Check		Not an Issue		If the pointer 'ar' dereferences to a null pointer in the do-while statement, then the program will crash at line 1191 at the function call of count(). The check with null is redundant in this case then. Thus, it has been marked as a reliability issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		1217		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'item' not using the initial value it was assigned to does not pose any security risk to the system and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		1235		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The variable 'a' does not return the stack address and cause the program to crash. Thus it has been marked as not an issue.


		qtsoap-2.6-opensource/src/qtsoap.cpp		1768		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The variable 'a' does not return the stack address and cause the program to crash. Thus it has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2113		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		The variable 'a' does not return the stack address and cause the program to crash. Thus it has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2202		Info						Dead Code		Not an Issue		The if condition will be executed when the switch cases are true. It is not a security vulnerability and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2212		Info						Dead Code		Not an Issue		When e.text is 'false', the if condition on line 2212 will become true. This is not a security vulnerability and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2449		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'errorColumn' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		qtsoap-2.6-opensource/src/qtsoap.cpp		2449		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'errorLine' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		qtsoap-2.6-opensource/src/qtsoap.cpp		2460		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the variable 'QtSoapSimpleType' is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2502		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the variable 'QtSoapSimpleType' is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2511		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the variable 'QtSoapSimpleType' is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2519		Info						Poor Style: Value Never Read		Not an Issue		The variable 'foundHeader' has been used in an 'if' statement after it has been assigned the value true. Thus, it has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2526		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the variable 'QtSoapSimpleType' is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2535		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the variable 'QtSoapSimpleType' is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2544		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the variable 'QtSoapSimpleType' is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2557		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'impl' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.


		qtsoap-2.6-opensource/src/qtsoap.cpp		2601		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the variable 'QtSoapStruct' is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2667		Info						Poor Style: Value Never Read		Not an Issue		The variable 'pos' has been used in the later stages of the program and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2694		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the variable 'QtSoapStruct' is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2708		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the variable 'QtSoapStruct' is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2724		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the variable 'QtSoapStruct' is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2747		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the variable 'QtSoapSimpleType' is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2761		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the variable 'QtSoapStruct' is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2765		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the variable 'QtSoapSimpleType' is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2780		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the variable 'QtSoapStruct' is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2785		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the variable 'QtSoapStruct' is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2823		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the variable 'QtSoapStruct' is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2862		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the variable 'QtSoapSimpleType' is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2875		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the variable 'QtSoapSimpleType' is not a security risk and thus has been marked as not an issue.


		qtsoap-2.6-opensource/src/qtsoap.cpp		2885		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the variable 'QtSoapSimpleType' is not a security risk and thus has been marked as not an issue.


		qtsoap-2.6-opensource/src/qtsoap.cpp		2894		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the constructor 'QtSoapTypeConstructor' is not a security risk and thus has been marked as not an issue.


		qtsoap-2.6-opensource/src/qtsoap.cpp		2896		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the constructor 'QtSoapTypeConstructor' is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		2898		Warning						Memory Leak		Not an Issue		Not deallocating the memory of the constructor 'QtSoapTypeConstructor' is not a security risk and thus has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.cpp		3005		Warning						Null Dereference		Not an Issue		If the 'constructor' pointer is null, then it would return according to line 3002. So, the program will not dereference a null pointer on line 3005. Thus, it has been marked as not an issue.

		qtsoap-2.6-opensource/src/qtsoap.h		85		Info						Dead Code		Not an Issue		The inline function QtSmartPtr has been defined on line 85. This is not a security risk and thus has been marked as not an issue.

		Tabulators/Tabulator.cpp		181		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		When the case is NO_DATA_INDEX and DEFAULT, the value of retStr is not set. And it is returned to the calling function. This may cause the program to crash at the calling function and thus has been marked as reliability issue.

		Tabulators/Tabulator.cpp		197		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'settings' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		Tabulators/Tabulator.cpp		241		Info						Dead Code		Not an Issue		The variable 'i' may get the value '0'. Thus, the switch case may get executed. So, it has been marked as not an issue.

		Tabulators/Tabulator.cpp		279		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'settings' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		Tabulators/Tabulator.cpp		322		Info						Dead Code		Not an Issue		The variable 'i' may get the value '0'. Thus, the switch case may get executed. So, it has been marked as not an issue.

		Tabulators/Tabulator.h		89		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		Tabulators/TabulatorsTable.cpp		16		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		Tabulators/TabulatorsTable.cpp		185		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		Tabulators/TabulatorsTable.cpp		416		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		Tabulators/TabulatorsTable.cpp		1425		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		Tabulators/TabulatorsTable.cpp		1433		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		Tabulators/TabulatorsTable.cpp		1435		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		Tabulators/TabulatorsTable.cpp		1440		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		Tabulators/TabulatorsTable.cpp		1442		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		Tabulators/TabulatorsTable.cpp		1510		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		Tabulators/TabulatorsTable.cpp		1552		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		Tabulators/TabulatorsTable.h		16		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		TestReader.cpp		141		Info						Poor Style: Value Never Read		Not an Issue		The variable 'firstPartitionBlocks' has been used in the later stages of the program. Thus, it has been marked as not an issue.

		TestReader.cpp		231		Info						Poor Style: Value Never Read		Not an Issue		The variable 'isSecondary' has been used in the later stages of the program. Thus, it has been marked as not an issue.

		TestReader.cpp		260		Info						Poor Style: Value Never Read		Not an Issue		The variable 'isSecondary' has been used in the later stages of the program. Thus, it has been marked as not an issue.


		TestReader.cpp		269		Info						Poor Style: Value Never Read		Not an Issue		Not using the variable 'error' after it has been set to true is not a security vulnerability and thus it has been marked as not an issue.

		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		968		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		1613		Info						Dead Code		Not an Issue		Doesnt seem to be dead code.It does not pose any security risk to the system and thus has been marked as not an issue.


		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		1657		Info						Dead Code		Not an Issue		Doesnt seem to be dead code.It does not pose any security risk to the system and thus has been marked as not an issue.


		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		1657		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		1674		Info						Dead Code		Not an Issue		Doesnt seem to be dead code.It does not pose any security risk to the system and thus has been marked as not an issue.


		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		1674		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3135		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3136		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3137		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3259		Info						Dead Code		Not an Issue		Doesnt seem to be dead code.It does not pose any security risk to the system and thus has been marked as not an issue.



		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3417		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3517		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3606		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3714		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3719		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3731		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3777		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3784		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3794		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3860		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3864		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3872		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3880		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3949		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		4033		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/i2c/i2c-algo-bit.c		186		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/i2c/i2c-algo-bit.c		248		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/i2c/i2c-algo-bit.c		253		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/i2c/i2c-algo-bit.c		601		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/m5249audio.c		601		Info						Dead Code		Not an Issue		Fortify doesnt seem to find the function definition of get_user(). But this doesnt seem to be dead code. thus marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/m5249audio.c		633		Info						Dead Code		Not an Issue		Fortify doesnt seem to find the function definition of get_user(). But this doesnt seem to be dead code. thus marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/m5249audio.c		642		Info						Dead Code		Not an Issue		Fortify doesnt seem to find the function definition of get_user(). But this doesnt seem to be dead code. thus marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		871		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		1476		Info						Dead Code		Not an Issue		Doesnt seem to be dead code.It does not pose any security risk to the system and thus has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		1520		Info						Dead Code		Not an Issue		Doesnt seem to be dead code.It does not pose any security risk to the system and thus has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		1520		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		1537		Info						Dead Code		Not an Issue		Doesnt seem to be dead code.It does not pose any security risk to the system and thus has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		1537		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		1604		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		1610		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		1613		Info						Dead Code		Not an Issue		Fortify didnt seem to find the declaration of EINVAL. But this is not a security issue and has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		2867		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		2868		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		2869		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3018		Info						Dead Code		Not an Issue		It seems that 'retryCount' and 'pCurrQspiFullScan->retries', both have been set to zero. Thus, will always be equal. But It does not pose any security risk to the system and thus has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3169		Info						Dead Code		Not an Issue		Doesnt seem to be dead code.It does not pose any security risk to the system and thus has been marked as not an issue.



		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3241		Info						Dead Code		Not an Issue		Doesnt seem to be dead code.It does not pose any security risk to the system and thus has been marked as not an issue.



		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3307		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3320		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3405		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3410		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3421		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3444		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3451		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3461		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3514		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3518		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3526		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3535		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3589		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		3669		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/ide/ide-probe.c		1427		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/mtd/chips/cfi_cmdset_0002.c		98		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/mtd/chips/cfi_cmdset_0002.c		99		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/mtd/chips/cfi_cmdset_0002.c		121		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/mtd/chips/cfi_cmdset_0002.c		123		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/mtd/chips/cfi_cmdset_0002.c		129		Info						Dead Code		Not an Issue		Fortify didnt seem to find the declaration of the function 'cfi_read_query()' . but its not a security risk.

		uclinux/uClinux-dist/linux-2.4.x/drivers/mtd/chips/cfi_cmdset_0002.c		138		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/mtd/chips/cfi_cmdset_0002.c		150		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. so, marked as not an issue.

		uclinux/uClinux-dist/linux-2.4.x/drivers/mtd/chips/cfi_cmdset_0002.c		159		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. so, marked as not an issue.

		uclinux/uClinux-dist/user/netflash/main.c		91		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/user/netflash/netflash.c		297		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		uclinux/uClinux-dist/user/netflash/netflash.c		415		Warning						Null Dereference		Not an Issue		May not be an error since 'sp' wont be Null because of the conditions before line 415. thus, not an issue.

		uclinux/uClinux-dist/user/netflash/netflash.c		1132		Hot		uclinux/uClinux-dist/user/netflash/netflash.c		1120		Buffer Overflow: Format String		Not an Issue		Finding in COTS product - Out of Scope

		uclinux/uClinux-dist/user/netflash/netflash.c		1133		Warning		uclinux/uClinux-dist/user/netflash/netflash.c		1128		Path Manipulation		Not an Issue		The value of variable 'path' has been hardcoded. Thus, marked as not an issue.


		uclinux/uClinux-dist/user/netflash/netflash.c		1164		Warning		dvs/cots/netflash/netflash.c		1307		Path Manipulation		Not an Issue		The path has been hardcoded in the program. Isint any security risk and thus marked as not an issue.

		uclinux/uClinux-dist/user/netflash/netflash.c		1164		Warning		uclinux/uClinux-dist/user/netflash/netflash.c		1307		Path Manipulation		Not an Issue		The path has been hardcoded in the program. Isint any security risk and thus marked as not an issue.

		uclinux/uClinux-dist/user/netflash/netflash.c		1169		Warning		uclinux/uClinux-dist/user/netflash/netflash.c		1168		String Termination Error		Not an Issue		This may be a problem if the pid read from the file doesnt have a null terminator.

		uclinux/uClinux-dist/user/netflash/netflash.c		1172		Warning		uclinux/uClinux-dist/user/netflash/netflash.c		1307		Path Manipulation		Not an Issue		The path has been hardcoded in the program. Isint any security risk and thus marked as not an issue.

		uclinux/uClinux-dist/user/netflash/netflash.c		1172		Warning		dvs/cots/netflash/netflash.c		1307		Path Manipulation		Not an Issue		The path has been hardcoded in the program. Isint any security risk and thus marked as not an issue.

		uclinux/uClinux-dist/user/netflash/netflash.c		1172		Info						Unchecked Return Value		Not an Issue		The return value of unlink() not checked.

		uclinux/uClinux-dist/user/netflash/netflash.c		1172		Warning						Race Condition: File System Access		Not an Issue		This particular attack wouldnt happen on the concerned system. Thus, its marked as not an issue.


		uclinux/uClinux-dist/user/netflash/netflash.c		1386		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/user/netflash/netflash.c		1573		Info						Poor Style: Redundant Initialization		Not an Issue		Not using the initial value the variable is assigned to is not a security vulnerability and thus it has been marked as not an issue. 

		uclinux/uClinux-dist/user/netflash/netflash.c		1682		Info						Unchecked Return Value		Not an Issue		The return value of lseek() not checked.

		uclinux/uClinux-dist/user/netflash/netflash.c		1683		Info						Unchecked Return Value		Not an Issue		The return value of read() not checked.

		uclinux/uClinux-dist/user/netflash/netflash.c		1753		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		uclinux/uClinux-dist/user/netflash/netflash.c		1792		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/user/netflash/netflash.c		1843		Info						Portability Flaw		Not an Issue		This piece of code is specific to the particular environment. Thus, it is not meant to be portable and has been marked as not an issue. 

		uclinux/uClinux-dist/user/netflash/netflash.c		1951		Warning		uclinux/uClinux-dist/user/netflash/netflash.c		1951		System Information Leak		Not an Issue		The errorno and folder is printed. 

		uclinux/uClinux-dist/user/netflash/netflash.c		1999		Warning						Unreleased Resource		Not an Issue		The file opened by the 'rd' handler doesnt seem to have been closed.

		uclinux/uClinux-dist/user/netflash/netflash.c		2001		Warning		uclinux/uClinux-dist/user/netflash/netflash.c		2001		System Information Leak		Not an Issue		Too much information may be printed.

		uclinux/uClinux-dist/user/netflash/netflash.c		2006		Warning		uclinux/uClinux-dist/user/netflash/netflash.c		2006		System Information Leak		Not an Issue		Too much information may be printed.

		uclinux/uClinux-dist/user/netflash/netflash.c		2105		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		uclinux/uClinux-dist/user/netflash/netflash.c		2112		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security issue and thus has been marked as not an issue.


		uclinux/uClinux-dist/user/netflash/netflash.c		2162		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/user/netflash/netflash.c		2162		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/user/netflash/netflash.c		2190		Info						Poor Style: Value Never Read		Not an Issue		Not reading a value the variable has been assigned to is not a security vulnerability and has been marked as not an issue.

		uclinux/uClinux-dist/user/netflash/netflash.c		2319		Info						Obsolete		Not an Issue		Finding in COTS product - Out of scope

		uclinux/uClinux-dist/user/netflash/versioning.c		87		Warning						Missing Check against Null		Not an Issue		the check for null is not done after the function strdup() executes.

		uclinux/uClinux-dist/user/netflash/versioning.c		90		Info						Obsolete		Not an Issue		Finding in COTS product - Out of scope

		uclinux/uClinux-dist/user/netflash/versioning.c		96		Info						Obsolete		Not an Issue		Finding in COTS product - Out of scope

		uclinux/uClinux-dist/user/netflash/versioning.c		279		Info						Poor Style: Variable Never Used		Not an Issue		Not using any defined value in the program is not a security vulnerability and thus has been marked as not an issue.

		uclinux/uClinux-dist/user/netflash/versioning.c		303		Warning						Memory Leak		Not an Issue		no allocation on this line

		uclinux/uClinux-dist/user/netflash/versioning.c		395		Info						Obsolete		Not an Issue		Finding in COTS product - Out of scope

		uclinux/uClinux-dist/user/netflash/versioning.c		401		Hot						Buffer Overflow: Off-by-One		Not an Issue		Finding in COTS product - Out of Scope

		uclinux/uClinux-dist/user/netflash/versioning.c		408		Hot						Buffer Overflow: Off-by-One		Not an Issue		Finding in COTS product - Out of Scope

		uclinux/uClinux-dist/user/netflash/versioning.c		415		Info						Dead Code		Not an Issue		Doesnt seem to be dead code. But its not a security risk and thus marked as not an issue.


		uclinux/uClinux-dist/user/netflash/versioning.c		419		Hot						Buffer Overflow: Off-by-One		Not an Issue		Finding in COTS product - Out of Scope

		uclinux/uClinux-dist/user/netflash/versioning.c		420		Info						Obsolete		Not an Issue		Finding in COTS product - Out of scope

		uclinux/uClinux-dist/user/netflash/versioning.c		445		Info						Dangerous Function: Strcpy		Not an Issue		strcpy() has been used correctly in this case.n thus its been marked as not an issue.

		uclinux/uClinux-dist/user/netflash/versioning.c		450		Info						Dangerous Function: Strcpy		Not an Issue		strcpy() has been used correctly in this case.n thus its been marked as not an issue.

		Utilities/DVS.Utilities.Common/FTP/FTPWrapper.cs		62		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.Common/FTP/FTPWrapper.cs		66		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.Common/FTP/FTPWrapper.cs		67		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.Common/FTP/FTPWrapper.cs		69		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.Common/FTP/FTPWrapper.cs		167		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.Common/FTP/FTPWrapper.cs		180		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.Common/FTP/PlainFTPProvider.cs		50		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.Common/FTP/PlainFTPProvider.cs		63		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.Common/FTP/SFTPProvider.cs		48		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.Common/FTP/SFTPProvider.cs		62		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/CommonUtilities.cs		142		Warning						Command Injection		Not an Issue		Utility function that starts a process. By itself, this function is not exploitable.

		Utilities/DVS.Utilities.MSWinManager/Constants.cs		198		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/Constants.cs		200		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		97		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		232		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		261		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		4		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		8		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		49		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		50		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		55		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		56		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		62		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		69		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		78		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		141		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		142		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		144		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		164		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		166		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		184		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		189		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		190		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		192		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		226		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		227		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		237		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		238		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		261		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		262		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		274		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.cs		275		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.Designer.cs		44		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.Designer.cs		54		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.Designer.cs		67		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.Designer.cs		79		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/NamePwdModalForm.Designer.cs		165		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		4		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		8		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		59		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		60		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		65		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		66		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		71		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		78		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		84		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		101		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		102		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		104		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		115		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		117		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		122		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		124		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		145		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		146		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		148		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		158		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		159		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		169		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		170		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		180		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		181		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		193		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		194		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.Designer.cs		42		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.Designer.cs		52		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.Designer.cs		65		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.Designer.cs		142		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		133		Info						SQL Injection		Not an Issue		not a user setting

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		331		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		451		Info						SQL Injection		Not an Issue		not a user setting

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		480		Info						SQL Injection		Not an Issue		not a user setting

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		516		Info						SQL Injection		Not an Issue		not a user setting

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		518		Info						SQL Injection		Not an Issue		not a user setting

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		562		Info						SQL Injection		Not an Issue		not a user setting

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		564		Info						SQL Injection		Not an Issue		not a user setting

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		605		Info						SQL Injection		Not an Issue		not a user setting

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		654		Info						SQL Injection		Not an Issue		not a user setting


		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		658		Info						SQL Injection		Not an Issue		not a user setting

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		692		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		695		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		718		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		740		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		771		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		815		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		819		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		844		Info						SQL Injection		Not an Issue		this is a dead code.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		886		Info						SQL Injection		Not an Issue		values are read from Constants class but not the user supplied.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		925		Info						SQL Injection		Not an Issue		'userIdentity' value isn't read from the user but from Constants class.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		956		Info						SQL Injection		Not an Issue		no user input required in the sql query.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		1299		Info						SQL Injection		Not an Issue		this is a dead code.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		1341		Hot		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		1301		SQL Injection		Not an Issue		dead code

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		1502		Info						SQL Injection		Not an Issue		dead code

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		1541		Info						SQL Injection		Not an Issue		The input values are not user defined nor controlled and thus marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		1580		Info						SQL Injection		Not an Issue		The input values are not user defined nor controlled and thus marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		1616		Info						SQL Injection		Not an Issue		The input values are not user defined nor controlled and thus marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		1670		Info						SQL Injection		Not an Issue		The input values are not user defined nor controlled and thus marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		1743		Info						SQL Injection		Not an Issue		The input values are not user defined nor controlled and thus marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingResource.Designer.cs		120		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingResource.Designer.cs		145		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		108		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		109		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		121		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		123		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		147		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		176		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		214		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		215		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		248		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		358		Warning		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		153		LDAP Manipulation		Not an Issue		An attacker cannot control the LDAP query that is executed

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		405		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		406		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		421		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		422		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		424		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		425		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		434		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		460		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		461		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		464		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		474		Warning		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		153		LDAP Manipulation		Not an Issue		An attacker cannot control the LDAP query that is executed

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		521		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		526		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		801		Warning		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		796		LDAP Manipulation		Not an Issue		An attacker cannot control the LDAP query that is executed

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		1074		Warning		Utilities/DVS.Utilities.MSWinManager/PwdModalForm.cs		153		LDAP Manipulation		Not an Issue		An attacker cannot control the LDAP query that is executed

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		1146		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		1148		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		1171		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		1189		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/Win32ApiWrapper.cs		178		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/Win32ApiWrapper.cs		204		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/Win32ApiWrapper.cs		439		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/Win32ApiWrapper.cs		608		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/Win32ApiWrapper.cs		614		Warning		Utilities/DVS.Utilities.MSWinManager/Win32ApiWrapper.cs		614		Path Manipulation		Not an Issue

		Utilities/DVS.Utilities.MSWinManager/Win32ApiWrapper.cs		641		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/Win32ApiWrapper.cs		724		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/DVS.Utilities.MSWinManager/Win32ApiWrapper.cs		845		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/FTP/PlainFTP/code/SimpleFTP.cs		48		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/FTP/PlainFTP/code/SimpleFTP.cs		115		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/FTP/PlainFTP/code/SimpleFTP.cs		141		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/FTP/PlainFTP/code/SimpleFTP.cs		429		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/FTP/PlainFTP/code/SimpleFTP.cs		589		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/FTP/PlainFTP/code/SimpleFTP.cs		606		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/FTP/PlainFTP/code/SimpleFTP.cs		651		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/FTP/PlainFTP/code/SimpleFTP.cs		853		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		Utilities/FTP/PlainFTP/code/SimpleFTP.cs		861		Info						Password Management: Password in Comment		Not an Issue		There is no password hardcoded in the comments in this context. Security of the system has not been compromised and thus it has been marked as not an issue.

		WebServices/LoginDlg.cpp		91		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		WebServices/OpenProjectDlg.cpp		119		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'value' not using the initial value it was assigned to does not pose any security risk to the system and thus has been marked as not an issue.

		WebServices/ProjectSettings.cpp		162		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		WebServices/ProjectSettings.cpp		175		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		WebServices/ProjectSettings.cpp		240		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		WebServices/ProjectSettings.cpp		253		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		WebServices/ProjectSettings.h		88		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		WebServices/ProjectSettings.h		95		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		WebServices/SqlAdminLoginDlg.cpp		214		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'hAddress' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		WebServices/WebServiceHandler.cpp		61		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'appSettings' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		WebServices/WebServiceHandler.cpp		93		Info						Poor Style: Variable Never Used		Not an Issue		The variable 'request' has been used in the later stages of the program. It is not a security issue and thus has been marked as not an issue.

		WebServices/WebServiceHandler.cpp		160		Info						Dead Code		Not an Issue		The constant errorMsg has been defined on line 160. Thus, it has been marked as not an issue.

		WebServices/WebServicesApi.cpp		128		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		WebServices/WebServicesApi.cpp		205		Info						Password Management: Password in Comment		Not an Issue		The password has not been hardcoded in the comment. It has not been compromised in this context and thus, has been marked as not an issue.

		WebServices/WebServiceThread.cpp		107		Warning						Redundant Null Check		Not an Issue		If the program crashes due to a null pointer dereference on line 107, then the line on 110 will not get executed. Thus, it has been marked as reliability issue.

		WebServices/WebServiceThread.cpp		153		Info						Poor Style: Redundant Initialization		Not an Issue		The variable 'SendRequest' not using the initial value it was assigned to does not pose any security risk to the system and thus has been marked as not an issue.

		BMDvideo.cpp		257		Warning						Redundant Null Check		Reliability Issue

		BMDvideo.cpp		257		Warning						Redundant Null Check		Reliability Issue

		BMDvideo.cpp		262		Warning						Redundant Null Check		Reliability Issue

		BMDvideo.cpp		262		Warning						Redundant Null Check		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/BallotProducer.cs		139		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/BallotProducer.cs		173		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/ErrorLogger.cs		34		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method in the system is not a security vulnerability and thus has been marked as not an issue.

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/ErrorLogger.cs		34		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method in the system is not a security vulnerability and thus has been marked as not an issue.

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/General.cs		292		Info						Unchecked Return Value		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/General.Layouting.cs		281		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/General.Layouting.cs		282		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/General.WriteIns.cs		98		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/General.WriteIns.cs		178		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/General.WriteIns.cs		187		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NY2008/BallotPreprocessor.cs		250		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NY2008/GenElection/CandidateLandscapeFiller.cs		446		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NY2008/GenElection/CandidateLandscapeFiller.cs		1212		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NY2008/GenElection/CandidatePortraitFiller.cs		262		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NY2008/GenElection/CandidatePortraitFiller.cs		288		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NY2008/GenElection/CandidatePortraitFiller.cs		316		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NY2008/GenElection/CandidatePortraitFiller.cs		869		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NY2008/GenElection/PartyLandscapeLayout.cs		317		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NY2008/GenElection/PartyPortraitLayout.cs		459		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NY2008/GenElection/PartyPortraitLayout.cs		472		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NY2008/GenElection/PeopleInColumn.cs		308		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NY2008/GenElection/PeopleInColumn.cs		467		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NY2008/GenElection/QuestionLandscapeFiller.cs		456		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NY2008/GenElection/QuestionLandscapeFiller.cs		468		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NY2008/Grid/PartyLine.cs		532		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : SetLetter() in the system is not a security vulnerability and thus has been marked as not an issue.


		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NY2008/PageSizeDiscriminator.cs		219		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NY2008/PageSizeDiscriminator.cs		270		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NYCity2010/AlgorithmSteps/ActionChainBuilder.cs		28		Info						Dead Code: Unused Field		Reliability Issue		Not using a declared field is not a security vulnerability and thus has been marked as not an issue.

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NYCity2010/ContestFiller.cs		498		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NYCity2010/ContestFiller.cs		671		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/BallotProduction/NYCity2010/NYCity2010Main.cs		152		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method:GetNumOfCols() in the system is not a security vulnerability and thus has been marked as not an issue.

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/ContestElements/PoliticalParty.cs		57		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method in the system is not a security vulnerability and thus has been marked as not an issue.


		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/ContestElements/SourceContest.cs		62		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : SourceContest() in the system is not a security vulnerability and thus has been marked as not an issue.


		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/LayoutProduction/ContestFillerBase.cs		280		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/LayoutProduction/FreeSpaceManagement/ColumnEvidence.cs		144		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/LayoutProduction/FreeSpaceManagement/ColumnEvidence.cs		147		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/LayoutProduction/Producers/ProofingTextProducer.cs		70		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/LayoutProduction/Producers/ProofingTextProducer.cs		70		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/LayoutProduction/Producers/ProofingTextProducer.cs		72		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		376		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/PollingSubdivisionNameControl.cs		377		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/Reports/ContestReportOverrideCmd.cs		197		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/Reports/ContestReportOverrideCmd.cs		311		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/Reports/ContestReportOverrideCmd.cs		500		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/BallotRenderer/Support/NY2008Gen/Reports/ContestReportOverrideCmd.cs		500		Info						Poor Error Handling: Empty Catch Block		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/Layouting/Misc/ColorUtilities.cs		403		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/Layouting/Parser/RTF/RtfToLayoutVisitor.cs		333		Info						Poor Error Handling: Empty Catch Block		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/Layouting/Parser/RTF/RtfToLayoutVisitor.cs		333		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/Layouting/Visitors/Quantizier.cs		100		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/Layouting/Visitors/Quantizier.cs		188		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/Layouting/Visitors/Quantizier.cs		244		Warning						Null Dereference		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/Layouting/Visitors/Quantizier.cs		293		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/Layouting/Visitors/Quantizier.cs		316		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		DEMOCRACY SUITE/ELECTION EVENT/Layouting/Visitors/Quantizier.cs		521		Warning						Null Dereference		Reliability Issue

		Applications/DVS.DemocracySuite.DCFFiller/CreateHeaderCommand.cs		112		Warning						Null Dereference		Reliability Issue

		Applications/DVS.DemocracySuite.DCFFiller/CreateHeaderCommand.cs		145		Warning						Null Dereference		Reliability Issue

		Applications/DVS.DemocracySuite.DCFFiller/DCFFieldDefiner.cs		103		Warning						Null Dereference		Reliability Issue

		Applications/DVS.DemocracySuite.DCFFiller/DCFFieldDefiner.cs		147		Warning						Null Dereference		Reliability Issue

		Applications/DVS.DemocracySuite.DCFFiller/DCFFillerContexts.cs		131		Warning						Null Dereference		Reliability Issue

		Applications/DVS.DemocracySuite.GenerationService/MainModule.cs		391		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/DVS.DemocracySuite.GenerationService/MainModule.cs		467		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/ApplicationStateMachine/EEDStateMachine.Utilities.cs		227		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method in the system is not a security vulnerability and thus has been marked as not an issue.

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/ApplicationStateMachine/EEDStateMachine.Utilities.cs		246		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method in the system is not a security vulnerability and thus has been marked as not an issue.

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/ApplicationStateMachine/EEDStateMachine.Utilities.cs		265		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method in the system is not a security vulnerability and thus has been marked as not an issue.

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/ApplicationStateMachine/EEDStateMachine.Utilities.cs		279		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method in the system is not a security vulnerability and thus has been marked as not an issue.

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/GUIInitializator.cs		165		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/MainWindow.Actions.cs		826		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/MainWindow.Actions.cs		858		Info						Dead Code: Unused Method		Reliability Issue		Not using any defined method in the system is not a security vulnerability and thus has been marked as not an issue.

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/MainWindow.Actions.cs		994		Info						Dead Code: Unused Method		Reliability Issue		Not using any defined method in the system is not a security vulnerability and thus has been marked as not an issue.

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/MainWindow.Actions.cs		1021		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method:ExecuteQuery() in the system is not a security vulnerability and thus has been marked as not an issue.

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/MainWindow.Actions.cs		1028		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/MainWindow.Actions.cs		1228		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/MainWindow.Actions.cs		1672		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/MainWindow.Actions.cs		1849		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/MainWindow.Actions.cs		2129		Warning						Null Dereference		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/MainWindow.Actions.cs		2166		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/MainWindow.Actions.cs		2212		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/MainWindow.Actions.cs		2240		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/MainWindow.Actions.cs		2276		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/MainWindow.cs		1451		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/MainWindow.cs		1579		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/Program.cs		196		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/Services/BackupProjectDlg.cs		147		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/Services/BackupProjectDlg.cs		265		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/Services/BackupProjectDlg.cs		275		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/Services/BackupProjectDlg.cs		629		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : CopyPackageFileToLocalFolder() in the system is not a security vulnerability and thus has been marked as not an issue.

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/Services/BackupProjectDlg.cs		637		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/Services/BackupProjectDlg.cs		678		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/Services/DCFService.cs		299		Warning						Null Dereference		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/Services/DCFService.cs		307		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/Services/DCFService.cs		391		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/Services/ImportStaticAudioFileCommand.cs		189		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/Services/ImportStaticBmdScreenCommand.cs		132		Info						Unchecked Return Value		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/Services/ImportStaticBmdScreenCommand.cs		135		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Applications/Election Event Designer/DVS.DemocracySuite.ElectionEventDesigner/Services/ImportStaticBmdScreenCommand.cs		156		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/ContestDefinition/CreateNewTemplateForProfilableCmd.cs		115		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/ContestDefinition/SaveContestCmd.cs		100		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/ContestDefinition/SaveContestCmd.cs		110		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/ContestDefinition/SaveContestCmd.cs		157		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : CheckIfListsAreSame() in the system is not a security vulnerability and thus has been marked as not an issue.


		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/ContestDefinition/UnlinkChoicesFromProfile.cs		86		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/DevicesSettings/ShowScanningConfigurationDlgCmd.cs		79		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Divisioning/AreaCmds/CreateAreasForAdminDivisionCmd.cs		158		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Divisioning/AreaCmds/SaveSubdivisionAndCloseDlgCmd.cs		91		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Divisioning/AreaCmds/ShowAreaBatchCreationDlgCmd.cs		67		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Divisioning/OfficeCmds/SaveOfficeAndCloseDlg.cs		100		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Divisioning/PoliticalPartyCmds/OverridePartyLogoCmd.cs		88		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Divisioning/PoliticalPartyCmds/OverridePartyLogoCmd.cs		107		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Divisioning/Precinct/EnableDistrictCmd.cs		98		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/ElectionEventDefinition/SaveProjectParametersAndCloseDlgCmd.cs		89		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/ElectoralDivisions/ElectoralGroups/SaveElectorCountAndCloseDlgCommand.cs		74		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/ElectoralDivisions/ElectoralGroups/UnLinkElcoralDivFromOfficeCmd.cs		79		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Profiles/CreateContestLangProfContentCmd.cs		133		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Profiles/CreateElectionEventLanguageProfiledContent.cs		72		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Profiles/CreateLangProfileAndShowDlg.cs		100		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Profiles/CreateLangProfileAndShowDlg.cs		113		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Profiles/CreateLangProfileAndShowDlg.cs		168		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Profiles/CreatePartyLangProfContentCmd.cs		105		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Profiles/CreateProfilableProfiledContent.cs		103		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Profiles/CreateStaticMachineTextProfiledContent.cs		86		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Profiles/OpenDialogForRtfCmd.cs		136		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/CreateDCFConfAndShowDlgCommand.cs		67		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/CreateElectionFilesForTabulatorCmd.cs		116		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		389		Warning						Weak Cryptographic Hash		Reliability Issue		Ideally, a stronger hash algorithm such as SHA-256 should be used over SHA-1.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramMemoryCardCmd.cs		410		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramUseriButtonCmd.cs		376		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Tabulation/ProgramUseriButtonCmd.cs		642		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Templates/LinkBallManToTemplateCmd.cs		75		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Commands/Templates/LinkContestToTemplateCmd.cs		75		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Audio/ImportAudioFilesForm.cs		308		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Audio/ImportAudioFilesForm.cs		354		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Audio/ImportAudioFilesForm.cs		480		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Audio/ImportAudioFilesForm.cs		512		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotGUI/BallotManEditor.cs		293		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotGUI/BallotManEditor.cs		350		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotGUI/BallotManEditor.cs		408		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotGUI/BallotManEditor.cs		455		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotGUI/BallotManEditor.cs		474		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotGUI/BallotManEditor.cs		534		Warning						Missing Check against Null		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotGUI/BallotManEditor.cs		584		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotGUI/BallotManEditor.cs		619		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/BallotGUI/BallotManEditor.cs		627		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/ChoiceGUI/AreaToContestAdapter.cs		99		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/ChoiceGUI/ChoiceEditor.cs		371		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/ChoiceGUI/ChoiceEditor.cs		579		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : GetConnectedPartyFilter() in the system is not a security vulnerability and thus has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/ChoiceGUI/ChoiceEditor.cs		643		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/ChoiceGUI/LangToTranslationAdapter.cs		66		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/ContestGUI/GUIAdapters.cs		116		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/ContestGUI/GUIAdapters.cs		274		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/ContestGUI/OverrideColumnContainer.cs		91		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/ProfilableContentEditor.cs		371		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/ProfilableContentEditor.cs		408		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/ProfilableContentEditor.cs		436		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/ProfilableContentEditor.cs		519		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/ProfilableContentEditor.cs		567		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/ProfilableContentEditor.cs		602		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/ProfilableContentEditor.cs		650		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/ProfilableContentEditor.cs		748		Info						Denial of Service		Reliability Issue		Fortify is flagging this because ReadLine() is being called on standard out or standard error.  The attacker would need to have high privilleged access to the machine to carry out such an attack.



		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/PrototypingGUI/ChoicePrototypeEditor.cs		103		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/TemplatingGUI/BallotManSelectionDlg.cs		187		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/TemplatingGUI/TemplateForProfilableEditor.cs		286		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/TemplatingGUI/TemplateForProfilableEditor.cs		369		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ContestDefinition/TemplatingGUI/TemplateForProfilableEditor.cs		375		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/DevicesSettings/PortsSettingsForm.cs		158		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/DevicesSettings/PortsSettingsForm.cs		213		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/AreaControl.cs		127		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : InitializeSize() in the system is not a security vulnerability and thus has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/AreaGUI/SubDivParentAreaAdapter.cs		91		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/ElectoralGroupGUI/SelectElectoralGroupDlg.cs		148		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/ElectorGroupCombinationGUI/ElectoralGroupCombinationEditor.cs		179		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : CopyPackageFileToLocalFolder() in the system is not a security vulnerability and thus has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/ElectorGroupTypeGUI/ElectorGroupTypeEditor.cs		88		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/OfficeGroupGUI/OfficeGroupEditor.cs		110		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/OfficeGUI/OfficeEditor.cs		254		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PoliticalPartyGUI/PartyEndorsmentEditor.cs		84		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PoliticalPartyGUI/PoliticalPartyEditor.cs		607		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PollingDistrictGUI/PollingDistrictQueryProviderCtrl.cs		127		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PollingDistrictGUI/PollingDistrictQueryProviderCtrl.cs		134		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Divisioning/PollingDistrictGUI/PollingDistrictQueryProviderCtrl.cs		139		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ElectionEventPropertiesEditor.cs		503		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ElectionEventPropertiesEditor.cs		721		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ElectionEventPropertiesEditor.cs		806		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.cs		191		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.cs		567		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ProjectParametersEditor.cs		672		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ValueSetToSysVarCombo.cs		342		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/ElectionEventDefinitionGUI/ValueSetToSysVarCombo.cs		342		Info						Poor Error Handling: Empty Catch Block		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/ResetToDefaultsCommand.cs		61		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorEditor.cs		631		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorSecurityCtrl.cs		157		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		185		Warning		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		185		Privacy Violation		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Forms/Tabulation/TabulatorGUI/TabulatorUsersForm.cs		196		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Utilities/ElectionFilesProcessor.cs		159		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Utilities/ElectionFilesProcessor.cs		444		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : CopyPackageFileToLocalFolder() in the system is not a security vulnerability and thus has been marked as not an issue.

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Utilities/GUIUtilities.cs		102		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Utilities/ProjectStatusHelper.cs		487		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : LogAction() in the system is not a security vulnerability and thus has been marked as not an issue.


		Domains/DVS.DemocracySuite.USElectionsDomain.GUI/Utilities/ProjectStatusHelper.cs		517		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain/AdministrativeDivisions/Area.cs		258		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain/BallotsAndLayouting/BallotGenerationCycle.cs		148		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain/BallotsAndLayouting/BallotManifestation.cs		414		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain/BallotsAndLayouting/ChoiceManifestation.cs		184		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain/BallotsAndLayouting/ContestManifestation.cs		162		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain/ContestDefinition/Choice.cs		238		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain/ContestDefinition/Choice.cs		339		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain/ContestDefinition/Contest.cs		453		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain/ContestDefinition/Contest.cs		472		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain/ContestDefinition/Contest.cs		491		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain/ContestDefinition/Contest.cs		814		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain/ContestDefinition/Contest.cs		855		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain/ContestDefinition/PoliticalParty.cs		319		Warning						Null Dereference		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain/ElectionEventDefinition/ElectionEvent.cs		284		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain/ElectionEventDefinition/ElectionStatus.cs		193		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Domains/DVS.DemocracySuite.USElectionsDomain/Misc/Consistency/BinaryHashCalculator.cs		85		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Services/DVS.DemocracySuite.AudioLibrary/AudioFilesHandler.cs		243		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AudioLibrary/AudioFilesHandler.cs		280		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AudioLibrary/AudioFilesHandler.cs		318		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AudioLibrary/ImportAudioFiles.cs		170		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AudioLibrary/ImportAudioFiles.cs		513		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/BaseRestoreDlg.cs		68		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : InitializeComponent() in the system is not a security vulnerability and thus has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeEMSDatabaseDlg.cs		137		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeEMSDatabaseDlg.cs		164		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : ApplyButtonClick() in the system is not a security vulnerability and thus has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeEMSDatabaseDlg.cs		173		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		223		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ChangeSQLUserPasswordDlg.cs		286		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ConnectToApplicationServerDlg.cs		216		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : GetAppServerSettings() in the system is not a security vulnerability and thus has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ConnectToApplicationServerDlg.cs		234		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : PackageFileSameAsThePackageFileOnTheNAS() in the system is not a security vulnerability and thus has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateBackupForm.cs		269		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateBackupForm.cs		556		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateBackupForm.cs		782		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateBackupForm.cs		792		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		477		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		681		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateNewProjectDialog.cs		1019		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateSqlUsersDlg.cs		285		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ExtractElectionProjectPackageDlg.cs		237		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ExtractElectionProjectPackageDlg.cs		410		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ExtractElectionProjectPackageDlg.cs		451		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ExtractElectionProjectPackageDlg.cs		475		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ExtractElectionProjectPackageDlg.cs		610		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ExtractElectionProjectPackageDlg.cs		712		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/ExtractElectionProjectPackageDlg.cs		851		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/FailoverSettingsDlg.cs		215		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/FailoverSettingsDlg.cs		306		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/OpenProjectForm.cs		162		Info						Dead Code: Unused Field		Reliability Issue		Not using a declared field:'oldDbName' is not a security vulnerability and thus has been marked as not an issue.

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/OpenProjectForm.cs		498		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/RestoreDatabaseDlg.cs		274		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/RestoreDatabaseDlg.cs		424		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/RestoreElectionProjectPackageDlg.cs		189		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SaveProjectAsForm.cs		256		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SaveProjectAsForm.cs		361		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SetDocumentSettingsDlg.cs		216		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		683		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SqlAdminLoginDlg.cs		833		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : AdminPasswordTextBoxKeyPress() in the system is not a security vulnerability and thus has been marked as not an issue.


		Services/DVS.DemocracySuite.Common/ProjectBrowser/NASManager.cs		276		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.Common/ProjectBrowser/NASManager.cs		334		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.Common/ProjectBrowser/NASManager.cs		437		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ConfigurationService/ConnectionConfiguration.cs		837		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ConfigurationService/LocalizationAdapter.cs		201		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ConfigurationService/LocalizationAdapter.cs		279		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ConfigurationService/ProjectFoldersConfiguration.cs		794		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/AsnKeyBuilder.cs		170		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : get_Raw() in the system is not a security vulnerability and thus has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/AsnKeyBuilder.cs		171		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : set_Raw() in the system is not a security vulnerability and thus has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/AsnKeyBuilder.cs		270		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : setLength() in the system is not a security vulnerability and thus has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/AsnKeyBuilder.cs		338		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : Concatenate() in the system is not a security vulnerability and thus has been marked as not an issue.

		Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonManager.cs		303		Warning						Weak Cryptographic Hash		Reliability Issue		Ideally, a stronger hash algorithm such as SHA-256 should be used over SHA-1.

		Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonManager.cs		410		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonManager.cs		577		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonManager.cs		727		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonServiceDS1963.cs		76		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonServiceDS1963.cs		111		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonServiceDS1963.cs		142		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonServiceDS1971.cs		61		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonServiceDS1971.cs		91		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonServiceDS1992.cs		68		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonServiceDS1992.cs		99		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonServiceDS1995.cs		68		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonServiceDS1995.cs		98		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonServiceDS1996.cs		68		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/ButtonService/ButtonServiceDS1996.cs		99		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/Cryption.cs		125		Info						Unchecked Return Value		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/MD5Algorithm.cs		32		Warning						Weak Cryptographic Hash		Reliability Issue		Ideally, a stronger hash algorithm such as SHA-256 should be used over SHA-1.

		Services/DVS.DemocracySuite.CryptoService/MD5Algorithm.cs		86		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/RijndaelAlgorithm.cs		165		Info						Denial of Service		Reliability Issue		Fortify is flagging this because ReadToEnd() is being called on standard out or standard error.  The attacker would need to have high privilleged access to the machine to carry out such an attack.

		Services/DVS.DemocracySuite.CryptoService/RijndaelAlgorithm.cs		167		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/RijndaelAlgorithm.cs		221		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/RijndaelAlgorithm.cs		291		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/RijndaelAlgorithm.cs		428		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/RsaAssymetricEncryption.cs		425		Info						Unchecked Return Value		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/RsaAssymetricEncryption.cs		438		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/RsaAssymetricEncryption.cs		459		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/RsaAssymetricEncryption.cs		484		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/RsaAssymetricEncryption.cs		570		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/RsaAssymetricEncryption.cs		591		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/RsaAssymetricEncryption.cs		616		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/RsaAssymetricEncryption.cs		727		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/RsaAssymetricEncryption.cs		748		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/RsaAssymetricEncryption.cs		770		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/RsaAssymetricEncryption.cs		788		Warning						Weak Cryptographic Hash		Reliability Issue		Ideally, a stronger hash algorithm such as SHA-256 should be used over SHA-1.

		Services/DVS.DemocracySuite.CryptoService/RsaAssymetricEncryption.cs		791		Warning						Weak Cryptographic Hash		Reliability Issue		Ideally, a stronger hash algorithm such as SHA-256 should be used over SHA-1.

		Services/DVS.DemocracySuite.CryptoService/SHAAlghoritm.cs		75		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/SHAAlghoritm.cs		121		Warning						Weak Cryptographic Hash		Reliability Issue		Ideally, a stronger hash algorithm such as SHA-256 should be used over SHA-1.

		Services/DVS.DemocracySuite.CryptoService/SHAAlghoritm.cs		134		Warning						Weak Cryptographic Hash		Reliability Issue		Ideally, a stronger hash algorithm such as SHA-256 should be used over SHA-1.

		Services/DVS.DemocracySuite.CryptoService/SHAAlghoritm.cs		334		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/SHAAlghoritm.cs		368		Info						Unchecked Return Value		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/SHAAlghoritm.cs		372		Info						Unchecked Return Value		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/SHAAlghoritm.cs		487		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		464		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		489		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		604		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		647		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		685		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		714		Info						Unchecked Return Value		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		721		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		747		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		774		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		817		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		886		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		994		Info						Denial of Service		Reliability Issue		Fortify is flagging this because ReadToEnd() is being called on standard out or standard error.  The attacker would need to have high privilleged access to the machine to carry out such an attack.

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		1004		Info						Unchecked Return Value		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		1014		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.CryptoService/X509Alghoritm.cs		1067		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : GetKeyAsString() in the system is not a security vulnerability and thus has been marked as not an issue.


		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/CurrentElectionEvent.cs		464		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/CurrentElectionEvent.cs		542		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/CurrentElectionEvent.cs		665		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/CurrentElectionEvent.cs		719		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/CurrentElectionEvent.cs		830		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/CurrentElectionEvent.cs		890		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/CurrentElectionEvent.cs		917		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/CurrentElectionEvent.cs		951		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/CurrentElectionEvent.cs		1253		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : ModifyObject() in the system is not a security vulnerability and thus has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/DbSpecificServices/DbProviding.cs		1068		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : RoleAndPermissionConnectedToSameApp() in the system is not a security vulnerability and thus has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/Processes/PostgreBackupProcess.cs		122		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/Processes/PostgreBackupProcess.cs		233		Info						Denial of Service		Reliability Issue		Fortify is flagging this because ReadToEnd() is being called on standard out or standard error.  The attacker would need to have high privilleged access to the machine to carry out such an attack.

		Services/DVS.DemocracySuite.DatabaseService/Processes/PostgreBackupProcess.cs		251		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/NpgsqlConnectionString.cs		37		Info						Dead Code: Unused Field		Reliability Issue		Not using a declared field:'CLASSNAME' is not a security vulnerability and thus has been marked as not an issue.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		170		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		178		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		238		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		652		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method AssignLoginToAllTables() in the system is not a security vulnerability and thus has been marked as not an issue.


		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		682		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method: AssignLoginToAllSequences() in the system is not a security vulnerability and thus has been marked as not an issue.
 

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1035		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1228		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1328		Info						Denial of Service		Reliability Issue		Fortify is flagging this because ReadToEnd() is being called on standard out or standard error.  The attacker would need to have high privilleged access to the machine to carry out such an attack.

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1356		Info						Denial of Service		Reliability Issue		Fortify is flagging this because ReadLine() is being called on standard out or standard error.  The attacker would need to have high privilleged access to the machine to carry out such an attack.


		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1363		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1424		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		1439		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProviderStore.cs		111		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProviderStore.cs		122		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProviderStore.cs		285		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProviderStore.cs		369		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProviderStore.cs		478		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProviderStore.cs		485		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		527		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		650		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		803		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		1573		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs		1640		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : GetDbCommand() in the system is not a security vulnerability and thus has been marked as not an issue.


		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProviderStore.cs		172		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProviderStore.cs		232		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProviderStore.cs		344		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProviderStore.cs		391		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProviderStore.cs		422		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProviderStore.cs		457		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProviderStore.cs		515		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProviderStore.cs		523		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProviderStore.cs		743		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProviderStore.cs		802		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProviderStore.cs		808		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.DCFFiller.Serialization/code/ValueAndDefValueExchangeCmd.cs		68		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.ExportImport/Default/DefaultExportCommand.cs		172		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionExportService/PermissionExporter.cs		68		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionExportService/PermissionSerializer.cs		232		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.PermissionExportService/PermissionSerializer.cs		292		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.PermissionExportService/PermissionSerializer.cs		466		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionExportService/PermissionSerializer.cs		544		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionExportService/PermissionSerializer.cs		596		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionExportService/PermissionSerializer.cs		637		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionExportService/PermissionSerializer.cs		681		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionExportService/PermissionSerializer.cs		729		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionExportService/PermissionSerializer.cs		819		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionExportService/PermissionSerializer.cs		880		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionExportService/PermissionSerializer.cs		1028		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionExportService/PermissionSerializer.cs		1043		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : ElectionStatusExistsInDatabase() in the system is not a security vulnerability and thus has been marked as not an issue.


		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/CreateRoleCommand.cs		229		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/PrintUserConformationCommand.cs		64		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveRoleAndCloseDlgCmd.cs		113		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveRoleAndCreateNew.cs		56		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveRoleAndCreateNew.cs		95		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveRoleAndCreateNew.cs		99		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveRoleCmd.cs		119		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCloseDlgCmd.cs		176		Warning						Weak Cryptographic Hash		Reliability Issue		Ideally, a stronger hash algorithm such as SHA-256 should be used over SHA-1.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCloseDlgCmd.cs		185		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCreateNew.cs		131		Warning						Weak Cryptographic Hash		Reliability Issue		Ideally, a stronger hash algorithm such as SHA-256 should be used over SHA-1.

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SaveUserAndCreateNew.cs		139		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager.Gui/Commands/SetAllPermissionsTargetsToTrueCommand.cs		69		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		376		Warning		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		272		Privacy Violation		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/AppUserEditor.cs		391		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager.Gui/Controls/RoleEditor.cs		152		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		793		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		814		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		865		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		887		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		927		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		970		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		1032		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		1130		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		1137		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		1146		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		1162		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		1169		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		1238		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		1248		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		1257		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		1273		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		1280		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		1320		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		1327		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		1336		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		1354		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		1367		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		1523		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		1548		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManager.cs		1574		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerApplication.cs		92		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerApplication.cs		124		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerApplication.cs		196		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerApplication.cs		225		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerApplication.cs		256		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerApplication.cs		287		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerApplication.cs		388		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerApplication.cs		418		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerRoles.cs		68		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerRoles.cs		120		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerRoles.cs		151		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerRoles.cs		293		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerRoles.cs		320		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		117		Warning						Weak Cryptographic Hash		Reliability Issue		Ideally, a stronger hash algorithm such as SHA-256 should be used over SHA-1.

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		127		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		169		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		196		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		352		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		376		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		420		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.PermissionManager/PermissionManagerUser.cs		464		Warning						Weak Cryptographic Hash		Reliability Issue		Ideally, a stronger hash algorithm such as SHA-256 should be used over SHA-1.

		Services/DVS.DemocracySuite.RemoteServerProvider/BackProcessWrapper.cs		157		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/BackProcessWrapper.cs		189		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/BackProcessWrapper.cs		235		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/BackProcessWrapper.cs		291		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/BackProcessWrapper.cs		394		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/BatchProcessHelper.cs		220		Info						Denial of Service		Reliability Issue		Fortify is flagging this because ReadToEnd() is being called on standard out or standard error.  The attacker would need to have high privilleged access to the machine to carry out such an attack.

		Services/DVS.DemocracySuite.RemoteServerProvider/BatchProcessHelper.cs		223		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/BatchProcessHelper.cs		227		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/BatchProcessHelper.cs		412		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/BatchProcessHelper.cs		424		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/Consistency/ConsistencyForcingVisitor.cs		76		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/Consistency/DatabaseConsistencyMaintainer.cs		107		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.cs		287		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : ValidateServerCertificate() in the system is not a security vulnerability and thus has been marked as not an issue.


		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.cs		348		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.cs		384		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.cs		724		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.cs		786		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.cs		833		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.cs		857		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.cs		936		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.Event.cs		71		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.Packaging.cs		149		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.Packaging.cs		188		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.Static.cs		644		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.Static.cs		702		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.Static.cs		1175		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.Static.cs		1230		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.Static.cs		1268		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.Static.cs		1488		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/RemoteFileManager.Static.cs		1552		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/Serializer/ProjectIOService.cs		123		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.RemoteServerProvider/ServerSideReport/ConsistencyProcess.cs		112		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/ApplicationRoleListReportCmd.cs		149		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/ApplicationRoleListReportCmd.cs		205		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/AuditReportCmd.cs		219		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/BallotStylesReportCmd.cs		166		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/BallotStylesReportCmd.cs		252		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/BallotSubdivisionContestReportCmd.cs		146		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/BallotSubdivisionContestReportCmd.cs		248		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/CandidatesReportCmd.cs		224		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/CandidatesReportCmd.cs		360		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/ConsistencyReportClientSideCmd.cs		295		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/ConsistencyReportClientSideCmd.cs		319		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/ContestReportCmd.cs		195		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/ContestReportCmd.cs		309		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/DbSecurityReportCmd.cs		154		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/EEDReportBaseClass.cs		109		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/ElectionDataReportCmd.cs		136		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/ElectionDataReportCmd.cs		182		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/ElectoralDivisioningReportCmd.cs		175		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/ElectoralDivisioningReportCmd.cs		271		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/ElectorGroupTypesReportCmd.cs		157		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/LanguageProfilesReportCmd.cs		140		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/OfficesReportCmd.cs		216		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/OpenReportDialogCmd.cs		61		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/PoliticalPartiesReportCmd.cs		143		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/PollingLocationReportCmd.cs		187		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/PollingLocationReportCmd.cs		242		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/PollingLocationReportCmd.cs		300		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/SubdivisionBallotDistrReportCmd.cs		147		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/SubdivisionBallotDistrReportCmd.cs		306		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/SubdivisionBallotDistrReportCmd.cs		459		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/SubdivisionsReportCmd.cs		178		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/SubdivisionsReportCmd.cs		229		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/SubdivisionsReportCmd.cs		277		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/SubdivisionTypesReportCmd.cs		132		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/TabulatorIDListCmd.cs		115		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/TabulatorsListReportCmd.cs		183		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/TabulatorsListReportCmd.cs		277		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/TabulatorUsersReportCmd.cs		169		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/TabulatorUsersReportCmd.cs		242		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/UserListReportCmd.cs		133		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/VotingLocationsReportCmd.cs		186		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Commands/VotingLocationsReportCmd.cs		278		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Controls/AuditReportControl.cs		269		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Controls/AuditReportControl.cs		368		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Controls/AuditReportControl.cs		410		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Controls/AuditReportControl.cs		475		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Controls/BaseReportSearchControl.cs		256		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Controls/BaseReportSearchControl.cs		321		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Controls/BaseReportSearchControl.cs		535		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Controls/BaseReportSearchControl.cs		576		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportService/Controls/BaseReportSearchControl.cs		642		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportServiceBase/Commands/ReportBaseCommand.cs		333		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportServiceBase/Commands/ReportBaseCommand.cs		400		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportServiceBase/Commands/ReportBaseCommand.cs		443		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportServiceBase/Commands/ReportBaseCommand.cs		558		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportServiceBase/Commands/ReportBaseCommand.cs		851		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportServiceBase/Commands/ReportBaseCommand.cs		874		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportServiceBase/Commands/ReportBaseCommand.cs		989		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportServiceBase/Commands/ReportBaseCommand.cs		1234		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportServiceBase/Commands/ReportBaseCommand.cs		1250		Info						Dead Code: Unused Method		Reliability Issue		Not using any defined method in the system is not a security vulnerability and thus has been marked as not an issue.


		Services/DVS.DemocracySuite.ReportServiceBase/Commands/ReportBaseCommand.cs		1330		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportServiceBase/Commands/ReportBaseCommand.cs		1419		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportServiceBase/Commands/ReportBaseCommand.cs		1447		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportServiceBase/Commands/ReportBaseCommand.cs		1485		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportServiceBase/Commands/ReportBaseCommand.cs		1511		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportServiceBase/Commands/ReportBaseCommand.cs		1533		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportServiceBase/Commands/ReportBaseCommand.cs		1604		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.ReportServiceBase/Utilities/OverrideReportManager.cs		119		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallManToSourceBallotBase.cs		436		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallManToSourceBallotBase.cs		656		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallManToSourceBallotBase.cs		750		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallManToSourceBallotBase.cs		756		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotDescriptionGenerator.cs		189		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotGenerationValidator.cs		157		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotStyleBase.IDisc.cs		477		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotStyleBase.IDiscBGCallb.cs		250		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotStyleBase.IDiscBGCallbAfterRen.cs		250		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotStyleBase.IDiscBGCallbAfterRen.cs		348		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotStyleBase.IDiscBGCallbAfterRen.cs		350		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotStyleBase.IDiscBGCallbAfterRen.cs		376		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotStyleBase.IDiscBGCallbAfterRen.cs		390		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotStyleBase.IDiscBGCallbAfterRen.cs		767		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotStyleBase.IDiscBGCallbIDs.cs		117		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotStyleBase.IDiscBGCallbIDs.cs		168		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotStyleBase.IDiscBGCallbPCL.cs		339		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : printDoc_PrintPage() in the system is not a security vulnerability and thus has been marked as not an issue.

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotStyleBase.IDiscPTCallb.cs		273		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotStyleDiscriminator.cs		446		Info						Poor Logging Practice: Use of a System Output Stream		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotStyleDiscriminator.cs		449		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotStyleDiscriminator.cs		451		Info						Poor Logging Practice: Use of a System Output Stream		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotStyleDiscriminator.cs		583		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotStyleDiscriminator.cs		595		Info						Poor Logging Practice: Use of a System Output Stream		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotStyleDiscriminator.cs		684		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/BallotStyleDiscriminator.cs		690		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/PyramidTestValidator.cs		116		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/PyramidTestValidator.cs		123		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/StyleProfilableCombo.cs		107		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/StyleProfilableCombo.cs		249		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/StyleProfilableCombo.cs		249		Info						Poor Error Handling: Empty Catch Block		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/TestVerifier.cs		81		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/TestVerifier.cs		159		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/TestVerifier.cs		214		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/Text2SpeechConverter.cs		273		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/Text2SpeechConverter.cs		714		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/Text2SpeechConverter.cs		739		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/BallotStyle/Text2SpeechConverter.cs		860		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/Content/Generation/BallotContentPreparator.cs		296		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/Content/Generation/BallotContentPreparator.cs		299		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/Content/Generation/BallotContentValidatorBase.cs		483		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/Content/Generation/BallotContentValidatorBase.cs		668		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/Content/Generation/BallotContentValidatorBase.cs		870		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/Content/Generation/ContentCreator.cs		283		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/Content/Generation/ContentCreator.cs		319		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/Content/Generation/ContentCreator.cs		355		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/Content/Generation/ContentCreator.cs		487		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/Content/Generation/DeletionHelper.cs		136		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/Content/Generation/DeletionHelper.cs		163		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/Content/Generation/DeletionHelper.cs		337		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/Content/Potentials/EmptyLotSpace.cs		582		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/Content/Potentials/EmptyLotSpace.cs		663		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/Content/Potentials/PotentialContestManifestation.cs		121		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYC/NYCityPrimaryAdapter.cs		145		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYC/PolPartyNYCityTabCtrl.cs		49		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : OnKeyPress() in the system is not a security vulnerability and thus has been marked as not an issue.


		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/BmdGraphicsGenerator.cs		102		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/BmdGraphicsGenerator.cs		446		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/NewYorkGenStyle.cs		560		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/NewYorkGenStyle.cs		568		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/NewYorkGenStyle.cs		647		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method:GetOrderedCandidateList() in the system is not a security vulnerability and thus has been marked as not an issue.

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/NewYorkGenStyle.cs		698		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : AssureCandidateStringFormat() in the system is not a security vulnerability and thus has been marked as not an issue.

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/NYBallotContentValidator.cs		139		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/NYBallotContentValidator.cs		153		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/NYBallotContentValidator.cs		287		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/NYBallotContentValidator.cs		485		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/NYGenAdapter.cs		429		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/NYGenAdapter.cs		432		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/NYGenAdapter.cs		435		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/NYGenAdapter.cs		524		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/NYGenAdapter.cs		524		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/NYGenAdapter.cs		540		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/ReflectionUtilities.cs		80		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/ReflectionUtilities.cs		215		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/ReflectionUtilities.cs		241		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/ReflectionUtilities.cs		246		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/NYGeneral/ReflectionUtilities.cs		334		Info						Dead Code: Unused Method		Reliability Issue		Not using any defined method in the system is not a security vulnerability and thus has been marked as not an issue.


		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/ProcessSplit/IdBox.cs		329		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method: SetIds() in the system is not a security vulnerability and thus has been marked as not an issue.

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/Rotation/ContestToRotationMap.cs		76		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.BallotGeneration/Rotation/RotationManagers/GroupRotationManager.cs		143		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/Actions/AudioBallotPaperTrail.cs		193		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/Actions/AudioBallotPaperTrail.cs		308		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/Actions/ImageFilesLoader.cs		442		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/Actions/ResultsGroupLoader.cs		117		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/AudioAdapter/AudioAdapter.cs		236		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/AudioAdapter/AudioAdapter.cs		293		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/AudioAdapter/AudioAdapter.cs		334		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/AudioAdapter/AudioLibraryHelper.cs		624		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/AudioAdapter/AudioLibraryHelper.cs		671		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/AudioAdapter/AudioLibraryHelper.cs		760		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/AudioAdapter/CreateAudioLibraryXmlCmd.cs		139		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/DCF/DCFManager.cs		178		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/DCF/DCFSettingsSerializer.cs		449		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/DCF/DCFSettingsSerializer.cs		484		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/DefaultElectionFileGenerator.cs		275		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/DefaultElectionFileGenerator.cs		742		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/DefaultElectionFileGenerator.cs		749		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/DefaultElectionFileGenerator.cs		1148		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : CopyBmdLogos() in the system is not a security vulnerability and thus has been marked as not an issue.

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFileHelper.cs		1029		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFilesHandler.cs		677		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFilesHandler.cs		864		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFilesHandler.cs		897		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFilesHandler.cs		940		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFilesHandler.cs		1035		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFilesValidator.cs		626		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFilesValidator.cs		668		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFilesValidator.cs		688		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ElectionFilesValidator.cs		751		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ResultAdapter/NasStorageHelper.cs		111		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/ResultAdapter/ResultAdapter.cs		480		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/RifAdapter/LinkhookCache.cs		189		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/RifAdapter/RifDataCache.cs		200		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/RifAdapter/RifDataCache.cs		552		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : SetProgress() in the system is not a security vulnerability and thus has been marked as not an issue.


		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/RifAdapter/RifDataCache.cs		632		Warning						Null Dereference		Reliability Issue

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/RifDefinition/RifCommon.cs		67		Warning						Code Correctness: Missing [Serializable] Attribute		Reliability Issue		It is possible for an attacker to modify the state of the serialized object.

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/RifDefinition/RifCommon.cs		91		Warning						Code Correctness: Missing [Serializable] Attribute		Reliability Issue		It is possible for an attacker to modify the state of the serialized object.

		Services/DVS.DemocracySuite.USElectionsDomain.ElectionFiles/VifAdapter/TabulatorAdapter.cs		344		Warning						Null Dereference		Reliability Issue

		dvs/bcrypt/BCryptAppend.cpp		615		Info						Unchecked Return Value		Reliability Issue

		dvs/bcrypt/BCryptAppend.cpp		616		Info						Unchecked Return Value		Reliability Issue

		dvs/cf2xx/DvsController.cpp		818		Info						Obsolete		Reliability Issue

		dvs/cf2xx/DvsScanVote.cpp		3438		Info						Unchecked Return Value		Reliability Issue

		dvs/cf2xx/DvsScanVote.cpp		3439		Info						Unchecked Return Value		Reliability Issue

		dvs/core/audio_module.cpp		381		Warning						Unreleased Resource: Synchronization		Reliability Issue

		dvs/core/DvsSecureUtil.cpp		1469		Info						Unchecked Return Value		Reliability Issue

		dvs/core/DvsSecureUtil.cpp		1470		Info						Unchecked Return Value		Reliability Issue

		dvs/devices/DvsEeprom.cpp		355		Info						Obsolete		Reliability Issue

		dvs/devices/key_handler.cpp		593		Info						Unchecked Return Value		Reliability Issue

		dvs/devices/key_handler.cpp		1162		Warning						Format String: Argument Number Mismatch		Reliability Issue		In the text 'drawballot..' the %d has been missed where the variable 'value' would be replaced.

		dvs/devices/Pcl3Ch.cpp		169		Info						Unchecked Return Value		Reliability Issue

		dvs/DirectFB.cpp		1487		Info						Dangerous Function: Strcpy		Reliability Issue		even though Strcpy() is a deprecated function, its used in a safe manner here. 

		dvs/File.cpp		402		Warning						Unreleased Resource		Reliability Issue

		dvs/icp/Pcl3Log.cpp		210		Info						Format String		Reliability Issue		This is a generic format string argument usability issue type and no specific vulnerability has been found. Thus, it has been marked as a reliability issue.

		dvs/icp/Pcl3Log.cpp		212		Info						Format String		Reliability Issue		Char Array lineEnd has been defined as the end of line string which is then fprinted. Thus, it is not a security issue and thus marked as not an issue.

		dvs/icp/Pcl3Overlay.cpp		509		Warning						Redundant Null Check		Reliability Issue

		dvs/icp/Pcl3Overlay.cpp		509		Warning						Redundant Null Check		Reliability Issue

		dvs/icp/PngOverlay.cpp		702		Warning						Memory Leak		Reliability Issue		Not deallocating the memory from pDestBuff is not a security issue. It has thus been marked as Reliability issue.

		dvs/Serial.cpp		844		Info						Obsolete		Reliability Issue		even though usleep is a deprecated function, it has been used correctly in this context. Thus, it has been marked as not an issue.

		dvs/Serial.cpp		901		Info						Unchecked Return Value		Reliability Issue		Not handling the errorcodes of mutex unlocking function call in the function Serial::WaitForRead() does not pose any security risk and thus has been marked as not an issue.

		dvs/tools/flashAuth/flashAuth.cpp		290		Info						Unchecked Return Value		Reliability Issue

		dvs/tools/flashAuth/flashAuth.cpp		305		Warning		dvs/tools/flashAuth/flashAuth.cpp		257		String Termination Error		Reliability Issue		This is not really a security issue because of how digLen is used; however, it can lead to strange values being logged on line 329.

		dvs/tools/flashAuth/flashAuth.cpp		345		Warning		dvs/tools/flashAuth/flashAuth.cpp		257		String Termination Error		Reliability Issue		Could lead to strange values being logged

		dvs/tools/flashAuth/flashAuth.cpp		354		Warning		dvs/tools/flashAuth/flashAuth.cpp		257		String Termination Error		Reliability Issue		Could lead to strange values being logged

		dvs/tools/flashAuth/flashAuth.cpp		765		Warning		dvs/tools/flashAuth/flashAuth.cpp		257		String Termination Error		Reliability Issue		Could lead to sLen being larger than expected

		dvs/tools/flashAuth/flashAuth.cpp		892		Warning		dvs/tools/flashAuth/flashAuth.cpp		257		String Termination Error		Reliability Issue

		dvs/tools/flashAuth/flashExtract.cpp		206		Info						Unchecked Return Value		Reliability Issue

		Framework/Commands/Command.cs		169		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/Commands/CreateObjectCommand.cs		143		Warning						Null Dereference		Reliability Issue

		Framework/Commands/MoveInLinkHook.cs		75		Warning						Null Dereference		Reliability Issue

		Framework/Commands/MoveInLinkHook.cs		165		Warning						Null Dereference		Reliability Issue

		Framework/Commands/MoveUpDownLinkCommand.cs		112		Warning						Null Dereference		Reliability Issue

		Framework/Commands/MoveUpDownLinkCommand.cs		138		Warning						Null Dereference		Reliability Issue

		Framework/Commands/MoveUpDownLinkCommand.cs		140		Warning						Null Dereference		Reliability Issue

		Framework/Commands/MoveUpDownLinkCommand.cs		204		Warning						Null Dereference		Reliability Issue

		Framework/Commands/MoveUpDownLinkCommand.cs		222		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/Commands/Permissioning/DefaultPermisionManager.cs		335		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : GenerateDescription() in the system is not a security vulnerability and thus has been marked as not an issue.

		Framework/DbMaker/ModelProcessor.cs		561		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/DbMaker/ModelProcessor.cs		561		Info						Poor Error Handling: Empty Catch Block		Reliability Issue

		Framework/Domains/Logging/code/CommandLogger.cs		347		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/Domains/Logging/code/CommandLogger.cs		554		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/Domains/Parametrization/code/MethodInvoker.cs		140		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/Domains/Parametrization/code/MethodInvoker.cs		160		Warning						Null Dereference		Reliability Issue

		Framework/Domains/SystemVariables/code/SystemParameterGroup.cs		162		Warning						Null Dereference		Reliability Issue

		Framework/Domains/SystemVariables/code/SystemParameterGroup.cs		310		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/Domains/SystemVariables/code/SystemParameterGroup.cs		401		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/GUIConfiguration/M1ClassConfig.cs		97		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Framework/GUICore/Adaptation/TypeToContainer.cs		285		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Commands/LinkDistroyerCommand.cs		88		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Commands/SaveObjAndCreateNew.cs		98		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Commands/SaveObjAndCreateNew.cs		104		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Commands/SaveObjFromWidgetContainerCmd.cs		69		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Observation/CursorManager.cs		70		Info						Dead Code: Unused Field		Reliability Issue		Not using a declared field : 'theInstance' is not a security vulnerability and thus has been marked as not an issue.

		Framework/GUICore/Observation/ProgressForm.cs		591		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/GUICore/Observation/ProgressForm.cs		604		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : UpdateFormDelegate() in the system is not a security vulnerability and thus has been marked as not an issue.


		Framework/GUICore/Observation/ProgressForm.cs		689		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : IsProgressInfo() in the system is not a security vulnerability and thus has been marked as not an issue.


		Framework/GUICore/Pinning/AttributeEditors/PinnedAttributeEditor.cs		263		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Pinning/PinnedWidget.cs		353		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Pinning/PinnedWidget.cs		386		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Pinning/PinnedWidget.cs		386		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/PlainWidgets/Forms/PlainFormRepository.cs		174		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/GUICore/RTAdjustment/Enums/TypeToEnumMapper.cs		75		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/RTAdjustment/Enums/TypeToEnumMapper.cs		89		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/RTAdjustment/ExplorerBars/AdjustibleManagerRepository.cs		83		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/RTAdjustment/RTCondition.cs		96		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/RTAdjustment/Tabs/TypeToTabMapper.cs		74		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/RTAdjustment/Tabs/TypeToTabMapper.cs		94		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/RTAdjustment/TypeCondition.cs		50		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Settings.cs		49		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : SettingChangingEventHandler() in the system is not a security vulnerability and thus has been marked as not an issue.


		Framework/GUICore/Settings.cs		61		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : SettingsSavingEventHandler() in the system is not a security vulnerability and thus has been marked as not an issue.


		Framework/GUICore/Style/QueryProviderStyle.cs		63		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/TranslationObjects/TranslateControl.cs		86		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/TranslationObjects/WindowsFormsTranslateManager.cs		74		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Widgets/AttributeEditors/BoolEditor.cs		123		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Framework/GUICore/Widgets/AttributeEditors/EnumerationEditor.cs		448		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Widgets/AttributeEditors/EnumerationEditor.cs		467		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/GUICore/Widgets/AttributeEditors/EnumerationEditor.cs		607		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Widgets/AttributeEditors/EnumerationEditor.cs		622		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/GUICore/Widgets/AttributeEditors/ImageEditor.cs		732		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/GUICore/Widgets/AttributeEditors/IntegerEnumEditor.cs		158		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Widgets/AttributeEditors/IntegerEnumEditor.cs		183		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/GUICore/Widgets/AttributeEditors/SoundFileEditor.cs		487		Info						Unchecked Return Value		Reliability Issue

		Framework/GUICore/Widgets/AttributeEditors/StringAliasEditor.cs		58		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Widgets/AttributeEditors/StringEditor.cs		438		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Widgets/AttributeEditors/StringEditor.cs		439		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Widgets/AttributeEditors/StringEditor.cs		454		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : InitializeComponent() in the system is not a security vulnerability and thus has been marked as not an issue.


		Framework/GUICore/Widgets/AttributeEditors/StringRefEditor.cs		355		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Widgets/AttributeEditors/StringSplitter.cs		385		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Widgets/Containers/BaseEditDialog.cs		341		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Widgets/Containers/BaseEditDialog.cs		384		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Widgets/Containers/BaseEditDialog.cs		468		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method :ProcesSaveAndClose() in the system is not a security vulnerability and thus has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/BaseEditDialog.cs		495		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/GUICore/Widgets/Containers/BaseEditDialog.cs		689		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/GUICore/Widgets/Containers/BaseEditDialog.cs		809		Info						Code Correctness: Call to GC.Collect()		Reliability Issue

		Framework/GUICore/Widgets/Containers/BaseEditDialog.cs		827		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : GetHeaderText() in the system is not a security vulnerability and thus has been marked as not an issue.

		Framework/GUICore/Widgets/Containers/BaseLinkDialog.cs		192		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		175		Warning						Weak Cryptographic Hash		Reliability Issue		Ideally, a stronger hash algorithm such as SHA-256 should be used over SHA-1.

		Framework/GUICore/Widgets/Containers/PasswordEditor.cs		188		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/GUICore/Widgets/Containers/WidgetContainer.cs		155		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/GUICore/Widgets/Lists/CheckedListBoxWidget.cs		248		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Widgets/QueryCombo/ComboBoxWidgetLinked.cs		224		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/GUICore/Widgets/QueryCombo/ComboBoxWidgetLinked.cs		224		Info						Poor Error Handling: Empty Catch Block		Reliability Issue

		Framework/GUICore/Widgets/QueryCombo/EnumComboBox.cs		254		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Framework/GUICore/Widgets/Tables/Cells/BoolCell.cs		190		Info						Poor Error Handling: Empty Catch Block		Reliability Issue

		Framework/GUICore/Widgets/Tables/Cells/BoolCell.cs		190		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/GUICore/Widgets/Tables/Cells/BoolCell.cs		217		Info						Code Correctness: Class Implements ICloneable		Reliability Issue

		Framework/GUICore/Widgets/Tables/Cells/CellUtils.cs		160		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Framework/GUICore/Widgets/Tables/Cells/CellUtils.cs		218		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Framework/GUICore/Widgets/Tables/Cells/CellUtils.cs		305		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Widgets/Tables/Cells/CellUtils.cs		309		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Widgets/Tables/Cells/CellUtils.cs		368		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Widgets/Tables/Cells/InstanceCell.cs		113		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Widgets/Tables/Cells/InstanceCell.cs		119		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/GUICore/Widgets/Tables/Cells/StringRefCell.cs		145		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Widgets/Tables/Cells/StringRefCell.cs		195		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Framework/GUICore/Widgets/Tables/LinkHookTable.cs		521		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/GUICore/Widgets/Tables/OrderClauseCalculator.cs		116		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : SetCaptionToOrderClauseInfoItems() in the system is not a security vulnerability and thus has been marked as not an issue.


		Framework/GUICore/Widgets/Tables/QueryTable.cs		514		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/GUICore/Widgets/Toolbars/MenuStripManager.cs		511		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Widgets/Toolbars/ToolbarManager.cs		530		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/Widgets/Tree/TreeViewWidget.cs		287		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/GUICore/Widgets/Tree/TreeViewWidget.cs		287		Info						Poor Error Handling: Empty Catch Block		Reliability Issue

		Framework/GUICore/Widgets/Tree/TreeViewWidget.cs		490		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/WindowControls/CreatedObjectViewer.cs		190		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/WindowControls/CreatedObjectViewer.cs		258		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/WindowControls/ExtendedListView/ContainerListView.cs		1448		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Framework/GUICore/WindowControls/ExtendedListView/TreeListView.cs		302		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : get_Items() in the system is not a security vulnerability and thus has been marked as not an issue.


		Framework/GUICore/WindowControls/ExtendedListView/TreeListView.cs		910		Info						Poor Logging Practice: Use of a System Output Stream		Reliability Issue

		Framework/GUICore/WindowControls/ExtendedListView/TreeListView.cs		919		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/GUICore/WindowControls/ExtendedListView/TreeListView.cs		921		Info						Poor Logging Practice: Use of a System Output Stream		Reliability Issue

		Framework/GUICore/WindowControls/ExtendedListView/TreeListView.cs		1003		Info						Poor Logging Practice: Use of a System Output Stream		Reliability Issue

		Framework/GUICore/WindowControls/ExtendedListView/TreeListView.cs		2654		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : IsBefore() in the system is not a security vulnerability and thus has been marked as not an issue.


		Framework/GUICore/WindowControls/ExtendedPanel/ExtendedPanel.cs		157		Warning						Null Dereference		Reliability Issue

		Framework/GUICore/WindowsMessagesUtil.cs		870		Info						Code Correctness: Misspelled Method Name		Reliability Issue		The 'Equal' method does not override the equivalent .NET method. It is a separate method altogether. But, this is not a security vulnerability and thus has been marked as not an issue.

		Framework/MemoryCore/API/ActionUtils.cs		119		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		142		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		208		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		251		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		290		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		344		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		374		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		466		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		507		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		532		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		572		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		627		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		683		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		755		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		778		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		801		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		824		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		847		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		870		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		894		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		917		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		940		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		975		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		1016		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ActionUtils.cs		1057		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ConsistencyUtils.cs		204		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ConsistencyUtils.cs		397		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ConsistencyUtils.cs		549		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Framework/MemoryCore/API/ConsistencyUtils.cs		626		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/ConsistencyUtils.cs		770		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/M1Utils.cs		282		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/QueryUtils.cs		179		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/QueryUtils.cs		206		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/QueryUtils.cs		256		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/QueryUtils.cs		316		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/QueryUtils.cs		365		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/QueryUtils.cs		412		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/QueryUtils.cs		429		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Framework/MemoryCore/API/QueryUtils.cs		471		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/QueryUtils.cs		516		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/API/QueryUtils.cs		810		Warning						Null Dereference		Reliability Issue

		Framework/MemoryCore/API/QueryUtils.cs		823		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Framework/MemoryCore/API/QueryUtils.cs		855		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Framework/MemoryCore/API/QueryUtils.cs		898		Warning						Null Dereference		Reliability Issue

		Framework/MemoryCore/API/ValidationTracker.cs		138		Info						Poor Logging Practice: Use of a System Output Stream		Reliability Issue

		Framework/MemoryCore/Behavior/Actions/DeleteObjectAction.cs		141		Warning						Null Dereference		Reliability Issue

		Framework/MemoryCore/Behavior/Actions/GenericAction.cs		195		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Behavior/Actions/ModifyObjectAction.cs		361		Warning						Null Dereference		Reliability Issue

		Framework/MemoryCore/Behavior/Notification/CoreNotifier.cs		239		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method : set() in the system is not a security vulnerability and thus has been marked as not an issue.

		Framework/MemoryCore/Behavior/Transactions/Transaction.cs		193		Warning						Null Dereference		Reliability Issue

		Framework/MemoryCore/Behavior/Transactions/Transaction.cs		214		Warning						Null Dereference		Reliability Issue

		Framework/MemoryCore/Behavior/Transactions/Transaction.cs		241		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/BinaryDataType.cs		209		Warning						Null Dereference		Reliability Issue

		Framework/MemoryCore/Common/BoolDataType.cs		88		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/BoolDataType.cs		94		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/CommonUtils.cs		192		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/CommonUtils.cs		217		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/CommonUtils.cs		243		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/CommonUtils.cs		331		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/CommonUtils.cs		355		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/CommonUtils.cs		492		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/DateTimeDataType.cs		88		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/DateTimeDataType.cs		164		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/DoubleDataType.cs		84		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/GuidDataType.cs		102		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/GuidDataType.cs		128		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/IdDataType.cs		140		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/IntegerDataType.cs		87		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/Threading/MultiThreadingWrapper.cs		96		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/Threading/MultiThreadingWrapper.cs		96		Info						Poor Error Handling: Empty Catch Block		Reliability Issue

		Framework/MemoryCore/Common/Threading/MultiThreadingWrapper.cs		153		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/Threading/MultiThreadingWrapper.cs		153		Info						Poor Error Handling: Empty Catch Block		Reliability Issue

		Framework/MemoryCore/Common/Threading/MultiThreadingWrapper.cs		172		Info						Poor Error Handling: Empty Catch Block		Reliability Issue

		Framework/MemoryCore/Common/Threading/MultiThreadingWrapper.cs		172		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/Threading/MultiThreadingWrapper.cs		190		Info						Poor Error Handling: Empty Catch Block		Reliability Issue

		Framework/MemoryCore/Common/Threading/MultiThreadingWrapper.cs		190		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/Threading/MultiThreadingWrapper.cs		211		Info						Poor Error Handling: Empty Catch Block		Reliability Issue

		Framework/MemoryCore/Common/Threading/MultiThreadingWrapper.cs		211		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/Threading/MultiThreadingWrapper.cs		234		Info						Poor Error Handling: Empty Catch Block		Reliability Issue

		Framework/MemoryCore/Common/Threading/MultiThreadingWrapper.cs		234		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/Threading/ThreadExecutor.cs		86		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Common/Threading/ThreadExecutor.cs		86		Info						Poor Error Handling: Empty Catch Block		Reliability Issue

		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.cs		68		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.cs		158		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.Static.cs		743		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Persistency/DBActions/ActionFinder.cs		62		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		350		Warning						Null Dereference		Reliability Issue

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		400		Warning						Null Dereference		Reliability Issue

		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		423		Warning						Null Dereference		Reliability Issue

		Framework/MemoryCore/Persistency/Sql/BulkInsertJob.cs		668		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Semantics/M0/AttributeReferences/TextReference.cs		133		Warning						Null Dereference		Reliability Issue

		Framework/MemoryCore/Semantics/M0/AttributeReferences/TextReference.cs		138		Warning						Null Dereference		Reliability Issue

		Framework/MemoryCore/Semantics/M0/M0Link.cs		99		Warning						Null Dereference		Reliability Issue

		Framework/MemoryCore/Semantics/M0/M0Link.cs		99		Warning						Null Dereference		Reliability Issue

		Framework/MemoryCore/Semantics/M0/M0Utils.cs		243		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Semantics/M0/M0Utils.cs		282		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Semantics/M0/M0Utils.cs		342		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Semantics/M0/M0Utils.cs		394		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Semantics/M0/M0Utils.cs		622		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Semantics/M0/M0Utils.cs		725		Warning						Null Dereference		Reliability Issue

		Framework/MemoryCore/Semantics/M0/M0Utils.cs		727		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/MemoryCore/Semantics/M0/RuntimeCheckerRepository.cs		255		Warning						Null Dereference		Reliability Issue

		Framework/MemoryCore/Semantics/M0/RuntimeCheckerRepository.cs		274		Warning						Null Dereference		Reliability Issue

		Framework/MemoryCore/Semantics/M0/RuntimeCheckerRepository.cs		299		Warning						Null Dereference		Reliability Issue

		Framework/MemoryCore/Semantics/M1/M1Class.cs		73		Info						Dead Code: Unused Method		Reliability Issue		Not using the defined method in the system is not a security vulnerability and thus has been marked as not an issue.

		Framework/RemotingAdo/EncryptionClientSink.cs		89		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Framework/RemotingAdo/EncryptionClientSink.cs		153		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Framework/RemotingAdo/EncryptionClientSinkProvider.cs		90		Info						Unchecked Return Value		Reliability Issue

		Framework/RemotingAdo/EncryptionServerSink.cs		87		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Framework/RemotingAdo/EncryptionServerSinkProvider.cs		92		Info						Unchecked Return Value		Reliability Issue

		Framework/Serializer/Serializer.cs		255		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/Serializer/Serializer.cs		367		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/Serializer/Serializer.cs		407		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/Serializer/Serializer.cs		464		Warning						Null Dereference		Reliability Issue

		Framework/Serializer/Serializer.cs		538		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/Serializer/Serializer.cs		612		Warning						Null Dereference		Reliability Issue

		Framework/Serializer/Serializer.cs		653		Warning						Null Dereference		Reliability Issue

		Framework/Serializer/Serializer.cs		1089		Warning						Null Dereference		Reliability Issue

		Framework/Serializer/Serializer.cs		1306		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/TPWinGUICore/ISE/Widgets/AttributeEditors/RTF/RTFEditor.cs		66		Info						Code Correctness: Class Does Not Implement Equals		Reliability Issue

		Framework/TPWinGUICore/ISE/Widgets/AttributeEditors/RTF/TXPlainTextEditor.cs		616		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/TPWinGUICore/ISE/Widgets/AttributeEditors/RTF/TXPlainTextEditor.cs		650		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/TPWinGUICore/ISE/Widgets/AttributeEditors/RTF/TXPlainTextEditor.cs		694		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/TPWinGUICore/Widgets/CreatedObjectViewer/IGCreatedObjectViewer.cs		207		Warning						Null Dereference		Reliability Issue

		Framework/TPWinGUICore/Widgets/CreatedObjectViewer/IGCreatedObjectViewer.cs		281		Warning						Null Dereference		Reliability Issue

		Framework/TPWinGUICore/Widgets/Toolbar/IGToolbarsManager.cs		613		Warning						Null Dereference		Reliability Issue

		Framework/Utilities/DbModificationFilter/code/DbActionDispatcher.cs		198		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/Utilities/DbModificationFilter/code/DbActionDispatcher.cs		273		Info						Often Misused: Authentication		Reliability Issue

		Framework/Utilities/DbModificationFilter/code/PermissionAuthority.cs		127		Info						Poor Error Handling: Empty Catch Block		Reliability Issue

		Framework/Utilities/DbModificationFilter/code/PermissionAuthority.cs		226		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/Utilities/ResourceTranslator/ResourceTranslator.cs		274		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/Utilities/ResourceTranslator/ResourceTranslator.cs		323		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Framework/Utilities/ResourceTranslator/ResourceTranslator.cs		500		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.Common/FileManager/Controls/FileBrowser.cs		1221		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.Common/FileManager/Managers/DiscFileManager.cs		247		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.Common/FileManager/Managers/DiscFileManager.cs		271		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.Common/FileManager/Managers/DiscFileManager.cs		311		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.Common/FileManager/Managers/DiscFileManager.cs		345		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.Common/FileManager/Managers/DiscFileManager.cs		379		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.Common/FTP/FTPWrapper.cs		199		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.Common/FTP/FTPWrapper.cs		225		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.Common/FTP/FTPWrapper.cs		261		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.Common/FTP/FTPWrapper.cs		296		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.Common/FTP/FTPWrapper.cs		321		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.Common/FTP/FTPWrapper.cs		346		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.Common/FTP/FTPWrapper.cs		371		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.Common/FTP/FTPWrapper.cs		397		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.Common/FTP/FTPWrapper.cs		423		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.Common/Zip/DVSZip.cs		395		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.Common/Zip/DVSZip.cs		577		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.Common/Zip/DVSZip.cs		625		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.Common/Zip/DVSZip.cs		870		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/DcomPermissionsManager.cs		114		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/IisSettingsManager.cs		539		Warning						Null Dereference		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/NtfsPermissionsManager.cs		117		Warning						Null Dereference		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/NtfsPermissionsManager.cs		168		Warning						Null Dereference		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/NtfsPermissionsManager.cs		245		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/NtfsPermissionsManager.cs		291		Warning						Null Dereference		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/NtfsPermissionsManager.cs		341		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/NtfsPermissionsManager.cs		370		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/NtfsPermissionsManager.cs		420		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/NtfsPermissionsManager.cs		500		Warning						Null Dereference		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/NtfsPermissionsManager.cs		554		Warning						Null Dereference		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/NtfsPermissionsManager.cs		628		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SharedFoldersManager.cs		150		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SharedFoldersManager.cs		231		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SharedFoldersManager.cs		293		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SharedFoldersManager.cs		346		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SharedFoldersManager.cs		438		Warning						Null Dereference		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SharedFoldersManager.cs		514		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SharedFoldersManager.cs		562		Warning						Null Dereference		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SharedFoldersManager.cs		612		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SharedFoldersManager.cs		649		Warning						Null Dereference		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		315		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		422		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		525		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		572		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		612		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		667		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		802		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		852		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		893		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		1179		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		1269		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		1465		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		1512		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		1585		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		1621		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs		1750		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		677		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		767		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		1257		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/UserAccountManager.cs		1340		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/Win32ApiWrapper.cs		531		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/DVS.Utilities.MSWinManager/Win32ApiWrapper.cs		828		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/UsbFileSystem/CFHelper.cs		82		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/UsbFileSystem/CFHelper.cs		113		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/UsbFileSystem/CFHelper.cs		144		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/UsbFileSystem/CFHelper.cs		203		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/UsbFileSystem/CFHelper.cs		242		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/UsbFileSystem/CFHelper.cs		258		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/UsbFileSystem/CFHelper.cs		305		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/UsbFileSystem/CFHelper.cs		331		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue

		Utilities/UsbFileSystem/RemovableMediaUtils.cs		696		Info						Dead Code: Unused Method		Reliability Issue		Not using any defined method in the system is not a security vulnerability and thus has been marked as not an issue.


		Utilities/UsbFileSystem/RemovableMediaUtils.cs		1404		Info						Dead Code: Unused Method		Reliability Issue		Not using any defined method in the system is not a security vulnerability and thus has been marked as not an issue.


		dvs/bcrypt/BCryptAppend.cpp		506		Warning		dvs/bcrypt/BCrypt.cpp		175		Path Manipulation		Suspicious		Could be exploitable if application has higher filesystem permissions than the user executing it.

		dvs/bcrypt/BCryptAppend.cpp		693		Warning		dvs/bcrypt/BCrypt.cpp		175		Path Manipulation		Suspicious		Could be exploitable if application has higher filesystem permissions than the user executing it.

		Framework/MemoryCore/Common/CommonUtils.cs		187		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/CreateBackupForm.cs		736		Path Manipulation		Unknown		These methods apparently allow the client to manipulate the file system of a remote server.  Not sure if this is by design.

		Framework/MemoryCore/Common/CommonUtils.cs		187		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SaveProjectAsForm.cs		345		Path Manipulation		Unknown		These methods apparently allow the client to manipulate the file system of a remote server.  Not sure if this is by design.

		Framework/MemoryCore/Common/CommonUtils.cs		265		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SaveProjectAsForm.cs		345		Path Manipulation		Unknown		These methods apparently allow the client to manipulate the file system of a remote server.  Not sure if this is by design.

		Framework/MemoryCore/Common/CommonUtils.cs		326		Warning		Services/DVS.DemocracySuite.AuthenticationService/Forms/DbManagerControls/SaveProjectAsForm.cs		345		Path Manipulation		Unknown		These methods apparently allow the client to manipulate the file system of a remote server.  Not sure if this is by design.

		
DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs"		122		Warning		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		118		Trust Boundary Violation		Exploitable		Sept 09 NF - The primary finding here has to do with memory exhaustion.  Although authentication is being performed before storing a new instance of the ClientInfo object in the Application collection (this is the Session object for .net webservices), the server is trusting that the connection string supplied to these webservice methods actually points to the intended database server.  Consider the situation where the attack supplies a connection string to his own DB server.  In this case, authentication will succeed, and the attacker can continue to exhaust all of the webservice's memory, for instance, by executing lines 109-114 continually.  Such an attack is feasible, because anyone on the network with access to the webservice can consume it's methods, and the attacker can specify large amounts. 

		
DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs"		122		Warning		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Trust Boundary Violation		Exploitable		Sept 09 NF - The primary finding here has to do with memory exhaustion.  Although authentication is being performed before storing a new instance of the ClientInfo object in the Application collection (this is the Session object for .net webservices), the server is trusting that the connection string supplied to these webservice methods actually points to the intended database server.  Consider the situation where the attack supplies a connection string to his own DB server.  In this case, authentication will succeed, and the attacker can continue to exhaust all of the webservice's memory, for instance, by executing lines 109-114 continually.  Such an attack is feasible, because anyone on the network with access to the webservice can consume it's methods, and the attacker can specify large amounts. 

		
DEMOCRACY SUITE/US/2008/Applications/Result Tally/DVS.DemocracySuite.ResultTally/Commands/XmlReport/XmlReport.cs"		1676		Warning						Missing XML Validation		Exploitable		Sept 09 NF - Malicious DTDs could be an issue, but this code is client-side anyways, so impact is probably very low.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		149		Info						SQL Injection		Exploitable		Sept 09 NF - SQL Injection is possible, but client-side database queries makes exploitation redundant.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		374		Info						SQL Injection		Exploitable		Sept 09 NF - SQL Injection is possible, but client-side database queries makes exploitation redundant.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		439		Info						SQL Injection		Exploitable		Sept 09 NF - SQL Injection is possible, but client-side database queries makes exploitation redundant.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		609		Warning		Framework/RemotingAdo/RemoteDbProviderImpl.cs		194		SQL Injection		Exploitable		Sept 09 NF - SQL Injection is possible, but client-side database queries makes exploitation redundant.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		945		Warning		Framework/RemotingAdo/RemoteDbProviderImpl.cs		194		SQL Injection		Exploitable		Sept 09 NF - SQL Injection is possible, but client-side database queries makes exploitation redundant.

		
dvs/xml/XML.cpp"		130		Warning						Memory Leak		Exploitable		Sept 09 NF - the 'votingBoxPosition' pointer is not freed, which leaves the allocated memory on the heap

		
Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs"		516		Info		Utilities/DVS.Utilities.DataCenterManager/FormServer.cs		313		SQL Injection		Exploitable		Sept 09 NF - Exploitable SQL Injection, but impact is unclear.  Flagging this as an issue, since implementing stored procedures would remediate this vulnerability.

		
Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs"		518		Info		Utilities/DVS.Utilities.DataCenterManager/FormServer.cs		313		SQL Injection		Exploitable		Sept 09 NF - Exploitable SQL Injection, but impact is unclear.  Flagging this as an issue, since implementing stored procedures would remediate this vulnerability.

		
Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs"		562		Info		Utilities/DVS.Utilities.DataCenterManager/FormServer.cs		313		SQL Injection		Exploitable		Sept 09 NF - Exploitable SQL Injection, but impact is unclear.  Flagging this as an issue, since implementing stored procedures would remediate this vulnerability.

		
Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs"		564		Info		Utilities/DVS.Utilities.DataCenterManager/FormServer.cs		313		SQL Injection		Exploitable		Sept 09 NF - Exploitable SQL Injection, but impact is unclear.  Flagging this as an issue, since implementing stored procedures would remediate this vulnerability.

		
Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs"		1580		Info		Utilities/DVS.Utilities.DataCenterManager/FormServer.cs		313		SQL Injection		Exploitable		Sept 09 NF - Exploitable SQL Injection, but impact is unclear.  Flagging this as an issue, since implementing stored procedures would remediate this vulnerability.

		
Utilities/DVS.Utilities.MSWinManager/SqlServerSettingManager.cs"		1670		Info		Utilities/DVS.Utilities.DataCenterManager/FormServer.cs		313		SQL Injection		Exploitable		Sept 09 NF - Exploitable SQL Injection, but impact is unclear.  Flagging this as an issue, since implementing stored procedures would remediate this vulnerability.

		dvs/xml/XML.cpp		122		Warning						Memory Leak		Exploitable		Sept 09 NF - the 'position' pointer is not freed, which leaves the allocated memory on the heap

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AboutDialog.cs"		75		Warning						Command Injection		Not an Issue		Sept 09 NF - Not an issue.  User already has privelleges to start any process (since this is a windows form)

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/ASMngr.cs"		462		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password is stored in this comment, just the word _password_

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/ASMngr.cs"		538		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password is stored in this comment, just the word _password_

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/ASMngr.cs"		1203		Warning						Command Injection		Not an Issue		Sept 09 NF - PDF file being opened, not command injection.

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/ASMngr.cs"		1213		Warning						Command Injection		Not an Issue		Sept 09 NF - TXT file being opened, not command injection.

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/ASMngr.cs"		1485		Info						Code Correctness: Class Does Not Implement Equals		Not an Issue		Sept 09 NF - Not an issue, row.Index is a boxed type (Integer), and implements Equals()

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs"		187		Warning		DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs		187		Path Manipulation		Not an Issue		Sept 09 NF - Not an issue, it is a feature to allow the user to control paths.

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs"		193		Warning		DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs		190		Path Manipulation		Not an Issue		Sept 09 NF - Not an issue, it is a feature to allow the user to control paths.

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs"		197		Warning		DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs		195		Path Manipulation		Not an Issue		Sept 09 NF - Not an issue, it is a feature to allow the user to control paths.

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs"		220		Warning		DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs		195		Path Manipulation		Not an Issue		Sept 09 NF - Not an issue, it is a feature to allow the user to control paths.

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs"		225		Warning		DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs		195		Path Manipulation		Not an Issue		Sept 09 NF - Not an issue, it is a feature to allow the user to control paths.

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs"		229		Warning		DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs		195		Path Manipulation		Not an Issue		Sept 09 NF - Not an issue, it is a feature to allow the user to control paths.

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs"		231		Warning		DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs		195		Path Manipulation		Not an Issue		Sept 09 NF - Not an issue, it is a feature to allow the user to control paths.

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs"		234		Warning		DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs		195		Path Manipulation		Not an Issue		Sept 09 NF - Not an issue, it is a feature to allow the user to control paths.

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs"		236		Warning		DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs		195		Path Manipulation		Not an Issue		Sept 09 NF - Not an issue, it is a feature to allow the user to control paths.

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs"		238		Warning		DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs		195		Path Manipulation		Not an Issue		Sept 09 NF - Not an issue, it is a feature to allow the user to control paths.

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs"		240		Warning		DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs		195		Path Manipulation		Not an Issue		Sept 09 NF - Not an issue, it is a feature to allow the user to control paths.

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs"		242		Warning		DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/AudioLibrary.cs		195		Path Manipulation		Not an Issue		Sept 09 NF - Not an issue, it is a feature to allow the user to control paths.

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/FtpParameters.cs"		102		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password is stored in this comment, just the word _password_

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/FtpParameters.cs"		106		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password is stored in this comment, just the word _password_

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/FtpParameters.Designer.cs"		131		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password is stored in this comment, just the word _password_

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/FtpParameters.Designer.cs"		140		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password is stored in this comment, just the word _password_

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/Program.cs"		196		Warning		DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/Program.cs		193		Setting Manipulation		Not an Issue		Sept 09 NF - User does not control the position of the file stream pointer.

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/SoxManager.cs"		49		Warning						Command Injection		Not an Issue		Sept 09 NF - Process will have the same privelleges as the user, therefore, this is not an issue.

		
DEMOCRACY SUITE/US/2008/Applications/Audio Studio/EMSAudioStudio/SoxManager.cs"		58		Info						Denial of Service		Not an Issue		Sept 09 NF - User has full control of the process

		
DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer.SetupCustomAction/AddCustomApplicationPool.cs"		309		Hot		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer.SetupCustomAction/AddCustomApplicationPool.cs		309		Command Injection		Not an Issue		Sept 09 NF - Not an issue, user already has full access to system, user cannot control what command is executed

		
DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs"		498		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - Not an issue, no password hardcoded

		
DEMOCRACY SUITE/US/2008/Applications/Result Tally/DVS.DemocracySuite.EMSRTR.SetupCustomAction/AddCustomAction.cs"		138		Warning						Command Injection		Not an Issue		Sept 09 NF - Not an issue because Start() is called with a static parameter

		
DEMOCRACY SUITE/US/2008/Applications/Result Tally/DVS.DemocracySuite.ResultTally/Commands/XmlReport/XmlReport.cs"		481		Info						SQL Injection		Not an Issue		Sept 09 NF - ExecuteStoredProcedure() is by itself not vulnerable to SQL injection

		
DEMOCRACY SUITE/US/2008/Applications/Result Tally/DVS.DemocracySuite.ResultTally/Commands/XmlReport/XmlReport.cs"		619		Warning						Null Dereference		Not an Issue		Sept 09 NF - Fortify does not understand the pass by side effects used here.  The DetermineElectedCandidates() will set ties to a non null value.

		
DEMOCRACY SUITE/US/2008/Applications/Result Tally/DVS.DemocracySuite.ResultTally/Commands/XmlReport/XmlReport.cs"		622		Warning						Null Dereference		Not an Issue		Sept 09 NF - Fortify does not understand the pass by side effects used here.  The DetermineElectedCandidates() will set 'elected' to a null value.

		
DEMOCRACY SUITE/US/2008/Applications/Result Tally/DVS.DemocracySuite.ResultTally/Forms/ImportResultsGui/ImportMemoryCardForm.cs"		387		Info						Code Correctness: Class Does Not Implement Equals		Not an Issue		Sept 09 NF - The IntPtr .net type implements Equals()

		
DEMOCRACY SUITE/US/2008/Applications/Result Tally/DVS.DemocracySuite.ResultTally/Forms/InfoForms/AboutDialog.cs"		131		Warning						Command Injection		Not an Issue		Sept 09 NF - Not an issue, application runs with same privelleges as user

		
DEMOCRACY SUITE/US/2008/Applications/Result Tally/DVS.DemocracySuite.ResultTally/Forms/ResultFileGui/ConfirmForm.cs"		23		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password actually stored in comment

		
DEMOCRACY SUITE/US/2008/Applications/Result Tally/DVS.DemocracySuite.ResultTally/Forms/ResultFileGui/ConfirmForm.cs"		26		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password actually stored in comment

		
DEMOCRACY SUITE/US/2008/Applications/Result Tally/DVS.DemocracySuite.ResultTally/Forms/TransferPoints/TransferPointEditor.Designer.cs"		151		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - Designer generated file, no passwords here.

		
DEMOCRACY SUITE/US/2008/Applications/Result Tally/DVS.DemocracySuite.ResultTally/Forms/TransferPoints/TransferPointEditor.Designer.cs"		203		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - Designer generated file, no passwords here.

		
DEMOCRACY SUITE/US/2008/Applications/Result Tally/DVS.DemocracySuite.ResultTally/Forms/TransferPoints/TransferPointElement.cs"		136		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - no password actually stored in comments

		
DEMOCRACY SUITE/US/2008/Applications/Result Tally/DVS.DemocracySuite.ResultTally/Forms/TransferPoints/TransferPointElement.cs"		137		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - no password actually stored in comments

		
DEMOCRACY SUITE/US/2008/Applications/Result Tally/DVS.DemocracySuite.ResultTally/Forms/TransferPoints/TransferPointElement.cs"		139		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - no password actually stored in comments

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		609		Info		Framework/RemotingAdo/RemoteDbProviderImpl.cs		194		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, user is supposed to access the DB directly.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		945		Info		Framework/RemotingAdo/RemoteDbProviderImpl.cs		194		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, user is supposed to access the DB directly.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		945		Info		Framework/RemotingAdo/LocalDbCommand.cs		187		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, user is supposed to access the DB directly.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		1054		Info		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, user is supposed to access the DB directly.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		1054		Info		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, user is supposed to access the DB directly.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		1054		Info		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, user is supposed to access the DB directly.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		1068		Info		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, user is supposed to access the DB directly.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		1069		Info		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, user is supposed to access the DB directly.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		1091		Info		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, user is supposed to access the DB directly.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		1091		Info		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, user is supposed to access the DB directly.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		1091		Info		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, user is supposed to access the DB directly.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		1105		Info		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, user is supposed to access the DB directly.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		1106		Info		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, user is supposed to access the DB directly.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		1154		Info		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, user is supposed to access the DB directly.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		1154		Info		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, user is supposed to access the DB directly.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs"		1154		Info		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, user is supposed to access the DB directly.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs"		272		Info		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Setting Manipulation		Not an Issue		Sept 09 NF - By design, users are supposed to be able to specify a connection string.  This is how DVS does authentication.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs"		272		Info		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Setting Manipulation		Not an Issue		Sept 09 NF - By design, users are supposed to be able to specify a connection string.  This is how DVS does authentication.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/SqlDbProvider.cs"		272		Info		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Setting Manipulation		Not an Issue		Sept 09 NF - By design, users are supposed to be able to specify a connection string.  This is how DVS does authentication.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ResultTally.Reports/Commands/CanvasCommand.cs"		368		Info						SQL Injection		Not an Issue		Sept 09 NF - Not an issue, by itself this function is not vulnerable to SQL injection

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ResultTally.Reports/Commands/ContestOverviewCommand.cs"		483		Warning						Unreleased Resource: Database		Not an Issue		Sept 09 NF - .NET GC should take care of this in practice

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ResultTally.Reports/Commands/FilteredReportBase.cs"		159		Info						SQL Injection		Not an Issue		Sept 09 NF - Not an issue, FilterValue() only called with static values

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ResultTally.Reports/Commands/FilteredReportBase.cs"		302		Hot		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ResultTally.Reports/Commands/FilteredReportBase.cs		328		SQL Injection		Not an Issue		Sept 09 NF - ExecuteStoredProcedure() only called with static values

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ResultTally.Reports/Commands/ResultsPerPrecinctCommand.cs"		550		Info						SQL Injection		Not an Issue		Sept 09 NF - Not an issue, ExecuteQuery always called with a static parameter

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ResultTally.Reports/Controls/CommonReportControl.cs"		289		Warning						Null Dereference		Not an Issue		Sept 09 NF - False positive.  Guard on line 287 ensures that null deref can't happen.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ResultTally.Reports/Controls/CommonReportControl.cs"		328		Warning						Null Dereference		Not an Issue		Sept 09 NF - Not possible, since this.Key is initialized during construction of the object

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ServerSideReports/Commands/ConsistencyReportCommand.cs"		245		Warning						Null Dereference		Not an Issue		Sept 09 NF - 'node' can never be null.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ServerSideReports/Commands/ConsistencyReportCommand.cs"		245		Warning						Null Dereference		Not an Issue		Sept 09 NF - The .net CreateElement() function will not return null, therefore, a null dereference is not possible.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ServerSideReports/Commands/ConsistencyReportCommand.cs"		310		Warning						Null Dereference		Not an Issue		Sept 09 NF - "node" can never be null

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ServerSideReports/Commands/ConsistencyReportCommand.cs"		310		Warning						Null Dereference		Not an Issue		Sept 09 NF - The .net CreateElement() function will not return null, therefore, a null dereference is not possible.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ServerSideReports/Commands/ConsistencyReportCommand.cs"		372		Warning						Null Dereference		Not an Issue		Sept 09 NF - "node" can never be null

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ServerSideReports/Commands/ConsistencyReportCommand.cs"		372		Warning						Null Dereference		Not an Issue		Sept 09 NF - The .net CreateElement() function will not return null, therefore, a null dereference is not possible.

		
DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.ServerSideReports/Commands/PyramidTestCommand.cs"		626		Info						SQL Injection		Not an Issue		Sept 09 NF - Not an issue ExecuteStoredProcedure() only called with a static parameter

		
dvs/DirectFB.cpp"		2900		Warning						Null Dereference		Not an Issue		Sept 09 NF - null deref not possible, as directfb library CreateImageProvider() will set imageProvider to a valid value

		
dvs/DirectFB.cpp"		2972		Warning						Null Dereference		Not an Issue		Sept 09 NF - null deref not possible, as directfb library CreateImageProvider() will set imageProvider to a valid value

		
dvs/xml/XML.cpp"		101		Warning						Missing Check against Null		Not an Issue		Sept 09 NF - Not an issue, because domNode is checked to be null, and later casted and assigned to currentElement.  Therefore, currentElement cannot be null.

		
dvs/xml/XML.cpp"		206		Warning						Missing Check against Null		Not an Issue		Sept 09 NF - Not an issue, because domNode is checked to be null, and later casted and assigned to currentElement.  Therefore, currentElement cannot be null.

		
dvs/xml/XML.cpp"		297		Warning						Missing Check against Null		Not an Issue		Sept 09 NF - Not an issue, because domNode is checked to be null, and later casted and assigned to currentElement.  Therefore, currentElement cannot be null.

		
Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.cs"		127		Info		Framework/RemotingAdo/RemoteDbProviderImpl.cs		194		Access Control: Database		Not an Issue		Sept 09 NF - The "data" parameter seems to come from the DB, and may not be user specifiable.

		
Framework/RemotingAdo/LocalDbCommand.cs"		144		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		948		Access Control: Database		Not an Issue		Sept 09 NF - Not clear that the user controls the data coming from the DB

		
Framework/RemotingAdo/LocalDbCommand.cs"		144		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		853		Access Control: Database		Not an Issue		Sept 09 NF - Not clear that the user controls the data coming from the DB

		
Framework/RemotingAdo/LocalDbCommand.cs"		144		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		895		Access Control: Database		Not an Issue		Sept 09 NF - Not clear that the user controls the data coming from the DB

		
Framework/RemotingAdo/LocalDbCommand.cs"		144		Info		Framework/RemotingAdo/RemoteDbProviderImpl.cs		194		Access Control: Database		Not an Issue		Sept 09 NF - Not clear that the user controls the data coming from the DB

		
Framework/RemotingAdo/LocalDbCommand.cs"		144		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		764		Access Control: Database		Not an Issue		Sept 09 NF - Not clear that the user controls the data coming from the DB

		
Framework/RemotingAdo/LocalDbCommand.cs"		144		Info		Framework/RemotingAdo/LocalDbCommand.cs		187		Access Control: Database		Not an Issue		Sept 09 NF - Not clear that the user controls the data coming from the DB

		
Framework/RemotingAdo/LocalDbCommand.cs"		144		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		808		Access Control: Database		Not an Issue		Sept 09 NF - Not clear that the user controls the data coming from the DB

		
Framework/RemotingAdo/LocalDbCommand.cs"		144		Info		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.cs		109		Access Control: Database		Not an Issue		Sept 09 NF - Not clear that the user controls the data coming from the DB

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		62		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		491		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		62		Info		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		62		Info		Framework/MemoryCore/Persistency/DBManagement/DbConnector.cs		1094		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		62		Info		Framework/RemotingAdo/LocalDbCommand.cs		187		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		62		Info		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		62		Info		DEMOCRACY SUITE/US/2008/Applications/EMSApplicationServer/DVS.DemocracySuite.EMSApplicationServer/EPSWebService.asmx.cs		77		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		255		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		895		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		255		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		853		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		255		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		948		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		255		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		808		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		255		Info		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.cs		109		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		255		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		764		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		255		Info		Framework/RemotingAdo/LocalDbCommand.cs		187		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		255		Info		Framework/RemotingAdo/RemoteDbProviderImpl.cs		194		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		256		Info		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.cs		109		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		256		Info		Framework/RemotingAdo/RemoteDbProviderImpl.cs		194		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		256		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		948		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		256		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		895		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		256		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		853		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		256		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		764		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		256		Info		Framework/RemotingAdo/LocalDbCommand.cs		187		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		256		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		808		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		257		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		808		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		257		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		895		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		257		Info		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.cs		109		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		257		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		948		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		257		Info		Framework/RemotingAdo/LocalDbCommand.cs		187		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		257		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		853		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		257		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		764		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		257		Info		Framework/RemotingAdo/RemoteDbProviderImpl.cs		194		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		258		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		808		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		258		Info		Framework/RemotingAdo/RemoteDbProviderImpl.cs		194		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		258		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		948		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		258		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		895		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		258		Info		Framework/RemotingAdo/LocalDbCommand.cs		187		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		258		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		764		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		258		Info		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.cs		109		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		258		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		853		Setting Manipulation		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		259		Info		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.cs		109		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		259		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		853		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		259		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		895		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		259		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		808		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		259		Info		Framework/RemotingAdo/LocalDbCommand.cs		187		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		259		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		948		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		259		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		764		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		259		Info		Framework/RemotingAdo/RemoteDbProviderImpl.cs		194		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		264		Info		Framework/RemotingAdo/RemoteDbProviderImpl.cs		194		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		264		Info		Framework/RemotingAdo/LocalDbCommand.cs		187		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		264		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		853		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		264		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		808		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		264		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		895		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		264		Info		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.cs		109		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		264		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		948		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		264		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		764		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		266		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		895		SQL Injection		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		266		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		808		SQL Injection		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		266		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		853		SQL Injection		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		266		Info		Framework/RemotingAdo/LocalDbCommand.cs		187		SQL Injection		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		266		Info		Framework/RemotingAdo/RemoteDbProviderImpl.cs		194		SQL Injection		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		266		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		764		SQL Injection		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		266		Info		DEMOCRACY SUITE/US/2008/Services/DVS.DemocracySuite.DatabaseService/SpecialFeatures/PostgreDbProvider.cs		948		SQL Injection		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		266		Info		Framework/RemotingAdo/LocalDbCommand.cs		187		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		266		Info		Framework/RemotingAdo/RemoteDbProviderImpl.cs		194		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Framework/RemotingAdo/RemoteDbProviderImpl.cs"		266		Info		Framework/MemoryCore/Persistency/Consistency/ConsistencyChecker.cs		109		Access Control: Database		Not an Issue		Sept 09 NF - not an issue, because the user is supposed to manipulate the DB directly.

		
Utilities/DVS.Utilities.DataCenterManager/FormServer.cs"		395		Warning						Command Injection		Not an Issue		Sept 09 NF - Not an issue, method called with static parameters

		
Utilities/DVS.Utilities.DataCenterManager/WinDistAppsManager.cs"		85		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.DataCenterManager/WinDistAppsManager.cs"		86		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.DataCenterManager/WinDistAppsManager.cs"		98		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.DataCenterManager/WinDistAppsManager.cs"		292		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.DataCenterManager/WinDistDbManager.cs"		353		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.DataCenterManager/WinDomainAppsManager.cs"		60		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.DataCenterManager/WinDomainDbManager.cs"		54		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.DataCenterManager/WinDomainDbManager.cs"		306		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.DataCenterManager/WinDomainDcManager.cs"		45		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.DataCenterManager/WinDomainDcManager.cs"		46		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.DataCenterManager/WinOneServerManager.cs"		106		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.DataCenterManager/WinOneServerManager.cs"		107		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.DataCenterManager/WinOneServerManager.cs"		127		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.DataCenterManager/WinOneServerManager.cs"		129		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.DataCenterManager/WinOneServerManager.cs"		435		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.DataCenterManager/WinStandaloneManager.cs"		143		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.DataCenterManager/WinStandaloneManager.cs"		144		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.DataCenterManager/WinStandaloneManager.cs"		145		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.DataCenterManager/WinStandaloneManager.cs"		165		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.DataCenterManager/WinStandaloneManager.cs"		167		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.DataCenterManager/WinXPAIO.cs"		345		Info						Password Management: Password in Comment		Not an Issue		Sept 09 NF - No password in comment

		
Utilities/DVS.Utilities.MSWinManager/SharedFoldersManager.cs"		179		Info		Utilities/DVS.Utilities.DataCenterManager/FormServer.cs		441		Path Manipulation		Not an Issue		Sept 09 NF - Seems to be by design to allow user to control sharePath

		
Utilities/DVS.Utilities.MSWinManager/NtfsPermissionsManager.cs"		291		Warning						Null Dereference		Reliability Issue		Sept 09 NF - It is possible for GetSecurityDescriptor() to set SecurityDescriptor to null, and therefore, a null dereference is possible.

		
Utilities/DVS.Utilities.MSWinManager/NtfsPermissionsManager.cs"		554		Warning						Null Dereference		Reliability Issue		Sept 09 NF - It is possible for GetSecurityDescriptor() to set SecurityDescriptor to null, and therefore, a null dereference is possible.






Sheet1

		Date		Module		Filename		Lines		Severity		Title		Description

		2005-06-11		Dominion DVS.DemocracySuite.PermissionManager		AppUserEditor.cs		576-612, 543-551		High		Incorrect SQL Injection Input Validation		Several components of EMS rely on this method for SQL Injection input validation.  The Valdiate() and FillCriticalWords() methods use a black list approach to thwart SQL injection.  Ideally, black listing should not be used at all.  In addtion, the black list only includes the words "delete", "purge", "drop" and "truncate".  This validation is extremely weak and can be trivially bypassed.  For instance, the query "DELETE from foo" is equivalent to "EXEC(CHAR(68)+'ELETE from foo')"

		2005-06-15		Dominion DVS.DemocracySuite.PermissionManager		PermissionManager.cs		235		Low		Hardcoded password		A hardcoded password was detected that seems to be the default password for the "emsdbadmin" user. This function appears to be dead code.

		2005-06-15		Dominion DVS.DemocracySuite.PermissionManager		AppUserEditor.cs		216		Low		Hardcoded password		A hardcoded password was detected in a comment block. This function appears to be dead code.

		2005-06-15		DVS.Framework.MemoryCore.Persistency.Sql		BulkInsertJob.cs		191		Low		Harcoded path		A hardcoded path pointing to C:\temp was detected in the function SaveJob().

		2005-06-15		DVS.DemocracySuite.EMSApplicationServer		EPSWebService.asmx.cs		77-142		High		Denial of Service/Memory Exhaustion		There exists a possible memory exhaustion issue in the DbLogin() function of the EPSWebService web service.   An attacker can repeatedly invoke this method with a valid database server,  credentials, and a unique client ID.  By doing this, the "Application" data structure would continue to grow with bogus ClientInfo objects.

		2005-06-22		Firmware 13		applUpdate.cpp		454, 472, 504-507		low		Memory Leak		Several strings are allocated on line 454. If more than 9 are allocated, then "count" is changed to 9. Then, when the strings are freed, the number of strings freed is "count+1". So, the memory allocated to several other strings will never be freed.

		2005-06-22		Firmware 13		applUpdate.cpp		504-507		medium		Freeing Unallocated Memory		Lines 504-507 will attempt to free one more string object than was allocated if "count" is between 1 and 8. This will also happen in some cases when "count" is 9, but only if it was not set on line 472. This will most likely result in a program crash.

		2005-06-22		Firmware 13		updateUtil.h		92		medium		Hard-Coded Key		APPLICATION_UPDATE_XMODEM_SIGKEY is hard-coded; it is referred to as a "SHA Key" in applUpdate.cpp

		2005-06-18		Audio Studio		ASMngr.cs		462 - 470		Medium		FTP Server connection parameters stored in a configuration file		FtpUpload() method reads the credentials to a FTP Server from a Configuration File App.Config. This clearly indicates that anyone having access to that file can use those values to upload malicious files to server.

		2005-06-21		RemoteServerProvider		RemoteFileManager.cs				High		Access Control Missing		All Remote** methods  can be called by any user as access control is missing. These methods can be used to do powerful operations like file delete, directory moving etc.

		2005-06-21		DVS.DemocracySuite.ConfigurationService		ConnectionConfiguration.cs		123-124		Medium		Hard Coded Key,Value pair		The Rijndael Algorithm uses the Key value pair that is hard coded in the class.This algorithm encrypts (Line: 775) and decypts (Line: 796) the password of the connection string to the database.  

		2005-06-25		DVS.DemocracySuite.ElectionEventDesigner.Services		ImportStaticAudioFileCommand.cs		233-251		Low		XXE and Billion Laughs Attack		User is able to import data in the EED. Here a malicious code could be imported. It can cause the client to perfrom a malicious get request and the attacker could succeed in a XXE or a Billion laughs attack and cause the EED to crash.

		2005-06-25		DVS.DemocracySuite.USElectionsDomain.GUI.Forms.Audio		ImportAudioFilesForm.cs		151-216		Low		XXE and Billion Laughs Attack		The user can select and save a file to the Server from the EED. Here, this file is saved on the servers temporary folder. Since the file to be imported is selected by the user and is saved in the temporary folder and then loaded using an Xml Document, there is a possibility that this file could contain malicious content written by the attacker. It could cause the attacker to execute a malicious get request and cause the EED to crash.

		2005-06-23		Firmware 13		DvsFile.cpp		609-611		medium		Potential NULL Dereference		The fileName parameter is used in strcpy on line 609, and line 611 checks whether fileName is null. If fileName is null, then line 609 will cause the program to crash.

		2005-06-23		Firmware 13		cfloadPrivateKeys.h		42		medium		Hard-Coded Key		CFLOAD_PRIVATE_SHA_KEY is hard-coded

		2005-06-23		Firmware 13		cfloadPrivateKeys.h		42		medium		Hard-Coded Key		CFLOAD_PRIVATE_AES_KEY is hard-coded

		2005-06-23		Firmware 13		cfloadPrivateKeys.h		42		medium		Hard-Coded Initialization Vector		CFLOAD_PRIVATE_AES_VECTOR is hard-coded

		2005-06-24		Firmware 13		Dcf_integers.cpp		56		high		Hard-Coded Technician PIN		Used in DvsAdmin.cpp (line 4359) to allow "Reopen" and "Rezero" operations

		2005-06-24		Firmware 13		Dcf_integers.cpp		78, 80		low		Hard-Coded PINs		These are not used anywhere

		2005-06-24		Firmware 13		DvsAsymmEnc.cpp		21-22		low		Misused Terminology		The comments indicate that AES-128 is used to "asymmetrically" encrypt data. AES is a symmetric encryption algorithm, and misuse of the term "asymmetric" can lead to confusion

		2005-06-24		Firmware 13		cfloadCrypt.cpp		511		low		Misused Terminology		The comment "Combine Public values from Technician's iButton with our Private Key" is misleading because asymmetric cryptography is not being used; both keys are AES keys

		2005-06-22		Firmware 13		applUpdate.cpp		454, 472, 504-507		low		Memory Leak		Several strings are allocated on line 454. If more than 9 are allocated, then "count" is changed to 9. Then, when the strings are freed, the number of strings freed is "count+1". So, the memory allocated to several other strings will never be freed.

		2005-06-22		Firmware 13		applUpdate.cpp		504-507		medium		Freeing Unallocated Memory		Lines 504-507 will attempt to free one more string object than was allocated if "count" is between 1 and 8. This will also happen in some cases when "count" is 9, but only if it was not set on line 472. This will most likely result in a program crash.

		2005-06-22		Firmware 13		updateUtil.h		92		medium		Hard-Coded Key		APPLICATION_UPDATE_XMODEM_SIGKEY is hard-coded; it is referred to as a "SHA Key" in applUpdate.cpp

		2005-06-23		Firmware 13		DvsFile.cpp		609-611		medium		Potential NULL Dereference		The fileName parameter is used in strcpy on line 609, and line 611 checks whether fileName is null. If fileName is null, then line 609 will cause the program to crash.

		2005-06-23		Firmware 13		cfloadPrivateKeys.h		42		medium		Hard-Coded Key		CFLOAD_PRIVATE_SHA_KEY is hard-coded

		2005-06-23		Firmware 13		cfloadPrivateKeys.h		42		medium		Hard-Coded Key		CFLOAD_PRIVATE_AES_KEY is hard-coded

		2005-06-23		Firmware 13		cfloadPrivateKeys.h		42		medium		Hard-Coded Initialization Vector		CFLOAD_PRIVATE_AES_VECTOR is hard-coded

		2005-06-24		Firmware 13		Dcf_integers.cpp		56		high		Hard-Coded Technician PIN		Used in DvsAdmin.cpp (line 4359) to allow "Reopen" and "Rezero" operations

		2005-06-24		Firmware 13		Dcf_integers.cpp		78, 80		low		Hard-Coded PINs		These are not used anywhere

		2005-06-24		Firmware 13		DvsAsymmEnc.cpp		21-22		low		Misused Terminology		The comments indicate that AES-128 is used to "asymmetrically" encrypt data. AES is a symmetric encryption algorithm, and misuse of the term "asymmetric" can lead to confusion

		2005-06-24		Firmware 13		cfloadCrypt.cpp		511		low		Misused Terminology		The comment "Combine Public values from Technician's iButton with our Private Key" is misleading because asymmetric cryptography is not being used; both keys are AES keys

		2005-06-29		Firmware 13		DvsImage.cpp		854, 889		low		Misused Terminology		The term "signature" is used repeatedly to refer to a hash

		2005-06-29		Firmware 13		DvsRandBS.cpp		All		low		Weak Random Number Generator		A weak Pseudo-Random Number Generator is implemented in this file to generate random ballot sequence numbers. Don't know if these need to be unpredictable.

		2005-07-01		Firmware 13		colilo/main.c		403-413		low		Load alternate operating system		If the process of loading Linux off the normal storage fails, the boot loader reads the serial port for a binary. It loads and executes that binary with no authentication or validation. Trivial modifications to a CF card could induce this condition, allowing an unauthorized operating system to be loaded that subsequently loads the real operating system with unauthorized modifications. Physical access to the serial port and deep knowledge of making a compatible Linux image are required.

		2005-07-01		Firmware 13		uclinux-update/uclinux/uClinux-dist/linux-2.4.x/drivers/char/mcf_qspi.c		All		High		Violation of General Public License (GPL)		This file is part of ucLinux. It is not clear what license governs the reuse of this file, but it is very clear that the file is not of Dominion's original authorship. Dominion has made modifications to the code and now sells the modified software without publishing its own source code under the terms of the GPL. Cigital does not provide legal advice, however this appears to be a violation of the GPL.

		2005-06-30		Firmware 13		DvsFileEncrypt.cpp		113-118, 224-225, 446-448		low		Misused Terminology		"Asymmetric" encryption is used to refer to symmetric AES-128 encryption and SHA-256 hashing

		2005-06-30		Firmware 13		DvsSecureIo.cpp		265-267, 331-355		low		Misused Terminology		"Asymmetric" encryption is used to refer to symmetric AES-128 encryption

		2005-06-30		Firmware 13		DvsSha256.cpp		258-392		low		Misused Terminology		The term "signature" is used repeatedly to refer to a hash

		2005-06-30		Firmware 13		flashAuth.cpp		233-444		medium		Weak Integrity Check		File integrity is checked using an unkeyed MD5 hash. The hash value that is compared against is stored in the clear on the CF. It is trivial for an attacker to create a file with any contents that are desired, and store the corresponding hash on the CF.

		2005-06-30		DVS.DemocracySuite.PermissionExportService		PermissionExporting.cs		All		Low		Dead Code		The class is never used in the code.

		2005-07-01		DVS.Utilities.UsbFileSystem		CFHelper.cs		102-125		Low		Dead Code		The method DestroyCF() is used to remove any partition on the Compact flash but is not being called anywhere in code. There is no check or validation in the code. This code is not being called anywhere.

		2005-07-01		DVS.Utilities.UsbFileSystem		CFHelper.cs		277-291		Low		Dead Code		The method WriteDirectoryInfoToCF() write the contents of a specified directory to a compact disk. There is also an empty 'if' block. This code is not being called anywhere.

		2005-07-08		Dominion BMDvideo		BMDvideo.cpp		103, 139		low		Deprecated function		The sprintf function is deprecated. There is no way to limit the number of characters written by sprintf, which means that code using sprintf is prone to buffer overruns

		2005-07-08		Dominion BMDvideo		File.cpp		209, 607		low		Deprecated function		The sprintf function is deprecated. 


		2005-07-08		Dominion BMDvideo		Graphics.cpp		806, 1965		low		Deprecated function		The sprintf function is deprecated. 


		2005-07-08		Dominion BMDvideo		Printer.cpp		976,985, 1320		low		Deprecated function		The sprintf function is deprecated. 


		2005-07-08		Dominion BMDvideo		Serial.cpp		874		low		Deprecated function		The sprintf function is deprecated. 


		2005-07-08		Dominion BMDvideo		Pcl3Log.cpp		266,270,287,290		low		Deprecated function		The sprintf function is deprecated. 


		2005-07-08		Dominion BMDvideo		Pcl3Raster.cpp		598,601,613,616,670, 942		low		Deprecated function		The sprintf function is deprecated. 


		2005-07-08		Dominion BMDvideo		Pcl5Overlay.cpp		370,383,447, 516		low		Deprecated function		The sprintf function is deprecated. 


		2005-07-08		Dominion BMDvideo		PngOverlay.cpp		1116,1119,2273,2291,2312		low		Deprecated function		The sprintf function is deprecated. 


		2005-07-08		Dominion BMDvideo		Idle.cpp		341		low		Deprecated function		The sprintf function is deprecated. 


		2005-07-08		Dominion BMDvideo		Session.cpp		1428		low		Deprecated function		The sprintf function is deprecated. 


		2005-07-08		Dominion BMDvideo		State.cpp		437,507,577,1048,1285		low		Deprecated function		The sprintf function is deprecated. 


		2005-07-08		Dominion BMDvideo		Serial.cpp		844		low		Deprecated function		The usleep function is deprecated.The sleep may be lengthened slightly by any system activity or by the time spent processing the call or by the granularity of system timers. Furthermore The interaction of this function with the SIGALRM signal, and with other timer functions such as alarm(), sleep(), nanosleep(), setitimer(), timer_create(), timer_delete(), timer_getoverrun(), timer_gettime(), timer_settime(), ualarm() is unspecified. It can lead to unexpected and unpredictable behavior.

		2005-07-08		Dominion EMSEPS		ReadersSetup.cpp		138		medium		Resource leak		No call for closedir found pdir=opendir(DISKS_BY_ID_PATH) which can cause a resource leak.

		2005-07-08		Imagecast Central 4.0		dcf.cpp		246		medium		No NULL Termination		The gPathName string is not NULL terminated, which could lead to lines 250-251 writing past the boundary of the gPathName array.

		2005-07-08		Imagecast Central 4.0		dcf.cpp		513-515		medium		No NULL Termination		The fullFileName string is not NULL terminated, which could lead to lines 517-518 failing.

		2005-07-08		Imagecast Central 4.0		Dcf_integers.cpp		56		high		Hard-Coded Technician PIN		Used in CSTBDlg.cpp (verifyTechPassword() and OnClickAdminIcon()) to switch software to technician / super user mode

		2005-07-08		Imagecast Central 4.0		DvsRandBS.h		44		low		Declaration Mismatch		Ballot sequence numbers are defined to be 5 digits in ImageCast Central, but 6 digits in the Firmware. Not sure if these should be the same.

		2005-07-07		Imagecast Central 4.0		iButtonDrv.cpp		268		medium		DLL Interposition		DLL interposition is possible since the path to the expected IBFS32.DLL is not specified

		2005-07-08		Imagecast Central 4.0		PidUtil.CPP		95-134		Low		Memory leak.		The pRanges  is allocated memory in and is not de-allocated memory before exiting from the function. This can result in memory leak. 

		2005-07-08		Imagecast Central 4.0		PidUtil.CPP		393		Low		Memory leak.		The pNewRanges  is allocated memory in and is not de-allocated memory before exiting from the function. This can result in memory leak. 

		2005-07-08		Imagecast Central 4.0		Bitmatch.CPP		369		Low		Memory leak.		The pBmap  is allocated memory in and is not de-allocated memory before exiting from the function. This can result in memory leak. 

		2005-07-08		Imagecast Central 4.0		Tabulate.cpp		384		Low		Memory leak.		The m_voteTotals.mNumBallots  is allocated memory in and is not de-allocated memory before exiting from the function. This can result in memory leak. 
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NYSBOE Lot 1 -  - Source

		NYSBOE Lot 1 - Dominion				Open		Pending		Response/Reject		Closed		Total

				Project Totals:		141		0		0		8177		8318

		Source



		Spreadsheet Name		Type		Open		Pending		Response/Reject		Closed		Total



		Rev02.EMSEPS_TDP08072009_DVS.xls		Class, function and variable names		0		0		0		4		4



				Constant Definitions		0		0		0		9		9



				File's functions' line count		0		0		0		1		1



				Indentation		0		0		0		1		1



				Levels of indented scope		0		0		0		1		1



				Line Length		0		0		0		1		1



				Module has header		0		0		0		1		1



				Variable initialization		0		0		0		3		3



		Rev02.EMSEPS_TDP08072009_DVS.xls		Totals		0		0		0		21		21



		Rev03.Firmware_uclinux_update_TDP08072009_DVS.xls		File's functions' line count		1		0		0		0		1



		Rev03.Firmware_uclinux_update_TDP08072009_DVS.xls		Totals		1		0		0		0		1



		Rev04.DemocracySuite_US_Services_Common_TDP08072009_DVS.xlsx		Constant Definitions		0		0		0		3		3



				Variables		0		0		0		1		1



		Rev04.DemocracySuite_US_Services_Common_TDP08072009_DVS.xlsx		Totals		0		0		0		4		4



		Rev04.DemocracySuite_US_Services_ExportImport_TDP08072009_DVS.xlsx		Module has header		0		0		0		1		1



		Rev04.DemocracySuite_US_Services_ExportImport_TDP08072009_DVS.xlsx		Totals		0		0		0		1		1



		Rev04.DemocracySuite_US_Utilities_TDP08072009_DVS.xlsx				0		0		0		0		0



		Rev04.DemocracySuite_US_Utilities_TDP08072009_DVS.xlsx		Totals		0		0		0		0		0



		Rev04.DemocracySuite_US_Domains_ElectionDBDomain_TDP08072009_DVS.xlsx				0		0		0		0		0



		Rev04.DemocracySuite_US_Domains_ElectionDBDomain_TDP08072009_DVS.xlsx		Totals		0		0		0		0		0



		Rev04.Utilities_Data_Center_ManagerTDP08072009_DVS.xlsx		File's functions' line count		0		0		0		2		2



				Line Length		17		0		0		10		27



		Rev04.Utilities_Data_Center_ManagerTDP08072009_DVS.xlsx		Totals		17		0		0		12		29



		Rev04.Utilities_MSWinManager_TDP08072009_DVS.xlsx		Constant Definitions		2		0		0		1		3



				Line Length		6		0		0		10		16



				Variables		2		0		0		0		2



		Rev04.Utilities_MSWinManager_TDP08072009_DVS.xlsx		Totals		10		0		0		11		21



		Rev05.Utilities_FTP_TDP08072009_DVS.xls		Case statements		0		0		0		1		1



				Class, function and variable names		0		0		0		6		6



				Constant Definitions		0		0		0		16		16



				Line Length		0		0		0		2		2



				Module has header		0		0		0		46		46



				Variable initialization		0		0		0		2		2



				Variables		0		0		0		9		9



		Rev05.Utilities_FTP_TDP08072009_DVS.xls		Totals		0		0		0		82		82



		Rev05.Utilities_Common_TDP08072009_DVS.xlsx		Constant Definitions		0		0		0		6		6



				In-Line Comments		0		0		0		2		2



				Line Length		0		0		0		2		2



				Module has header		1		0		0		21		22



				References variables		0		0		0		1		1



				Variables		0		0		0		5		5



		Rev05.Utilities_Common_TDP08072009_DVS.xlsx		Totals		1		0		0		37		38



		Rev08.BMDVideo_TDP08072009_DVS.xls		Class, function and variable names		0		0		0		12		12



				Comments in uniform format		0		0		0		233		233



				Constant Definitions		1		0		0		64		65



				Embedded executable statement		0		0		0		1		1



				Executable statement		0		0		0		1		1



				Indentation		0		0		0		7		7



				Levels of indented scope		0		0		0		3		3



				Line Length		0		0		0		2		2



				Module has header		22		0		0		60		82



				Unbound arrays		0		0		0		1		1



				Variables		2		0		0		3		5



		Rev08.BMDVideo_TDP08072009_DVS.xls		Totals		25		0		0		387		412



		Rev10.Firmware_Tools_TDP08072009_DVS.xls		Class, function and variable names		0		0		0		2		2



				Constant Definitions		4		0		0		5		9



				In-Line Comments		1		0		0		2		3



				Levels of indented scope		0		0		0		1		1



				Line Length		0		0		0		2		2



				Module has header		3		0		0		26		29



				This file		0		0		0		1		1



				This		0		0		0		1		1



				Unbound arrays		5		0		0		2		7



				Variable initialization		4		0		0		0		4



				Variables		4		0		0		12		16



		Rev10.Firmware_Tools_TDP08072009_DVS.xls		Totals		21		0		0		54		75



		Rev14.Firmware_COLILO_Assembler_TDP08072009_DVS.xls		Module has header		0		0		0		6		6



		Rev14.Firmware_COLILO_Assembler_TDP08072009_DVS.xls		Totals		0		0		0		6		6



		Rev14.Firmware_COLILO_TDP08072009_DVS.xls		Class, function and variable names		0		0		0		11		11



				Constant Definitions		0		0		0		10		10



				Executable statement		0		0		0		1		1



				Explicit Comparisons		0		0		0		9		9



				Explicit return values		0		0		0		2		2



				In-Line Comments		0		0		0		7		7



				Module has header		0		0		0		11		11



				Module has unique name		0		0		0		4		4



				Parameters type and range validation		0		0		0		1		1



				Ternary Operator		0		0		0		1		1



				Unbound arrays		0		0		0		4		4



				Variable initialization		0		0		0		7		7



				Variables		0		0		0		5		5



		Rev14.Firmware_COLILO_TDP08072009_DVS.xls		Totals		0		0		0		73		73



		Rev14.Firmware_uclinux_Assembly_TDP08072009_DVS.xls				0		0		0		0		0



		Rev14.Firmware_uclinux_Assembly_TDP08072009_DVS.xls		Totals		0		0		0		0		0



		Rev14.Firmware_uclinux_TDP08072009_DVS.xls		Acceptable Constructs		0		0		0		1		1



				Assembly code		0		0		0		1		1



				Case statements		0		0		0		2		2



				Class, function and variable names		0		0		0		1		1



				Constant Definitions		0		0		0		23		23



				Explicit Comparisons		0		0		0		25		25



				File's functions' line count		0		0		0		1		1



				Indentation		1		0		0		5		6



				Levels of indented scope		0		0		0		1		1



				Module has header		1		0		0		63		64



				Variable initialization		0		0		0		8		8



				Variables		0		0		0		38		38



		Rev14.Firmware_uclinux_TDP08072009_DVS.xls		Totals		2		0		0		169		171



		Rev15.DemocracySuite_US_Applications_audiostudio_TDP08072009_DVS.xls		Case statements		0		0		0		4		4



				Class, function and variable names		0		0		0		9		9



				Comments in uniform format		0		0		0		1		1



				Constant Definitions		0		0		0		6		6



				Generated		0		0		0		5		5



				Indentation		0		0		0		1		1



				Levels of indented scope		0		0		0		1		1



				Line Length		0		0		0		10		10



				Module has header		1		0		0		19		20



				Module has unique name		0		0		0		3		3



				References variables		0		0		0		11		11



				Variables		0		0		0		6		6



		Rev15.DemocracySuite_US_Applications_audiostudio_TDP08072009_DVS.xls		Totals		1		0		0		76		77



		Rev15.DemocracySuite_US_Services_PermissionExportService_TDP08072009_DVS.xls		Module has header		0		0		0		1		1



				Variables		0		0		0		2		2



		Rev15.DemocracySuite_US_Services_PermissionExportService_TDP08072009_DVS.xls		Totals		0		0		0		3		3



		Rev15.Framework_Domains_Parametrization_TDP08072009_DVS.xls		Module has header		0		0		0		3		3



		Rev15.Framework_Domains_Parametrization_TDP08072009_DVS.xls		Totals		0		0		0		3		3



		Rev15.Framework_Utilities_TDP08072009_DVS.xls		Class, function and variable names		0		0		0		2		2



				Module has header		0		0		0		10		10



		Rev15.Framework_Utilities_TDP08072009_DVS.xls		Totals		0		0		0		12		12



		Rev16.DemocracySuite_ElectionEvent_RtfInterpreter_TDP08072009_DVS.xls		Acceptable Constructs		0		0		0		1		1



				Class, function and variable names		0		0		0		22		22



				Class,		0		0		0		1		1



				Constant Definitions		0		0		0		4		4



				Indentation		0		0		0		5		5



				Module has header		0		0		0		9		9



		Rev16.DemocracySuite_ElectionEvent_RtfInterpreter_TDP08072009_DVS.xls		Totals		0		0		0		42		42



		Rev16.DemocracySuite_US_Services_AudioLibrary_TDP08072009_DVS.xls		Embedded executable		0		0		0		1		1



				In-Line Comments		0		0		0		1		1



				Module has header		0		0		0		3		3



				Specific function		0		0		0		2		2



				Variables		0		0		0		2		2



		Rev16.DemocracySuite_US_Services_AudioLibrary_TDP08072009_DVS.xls		Totals		0		0		0		9		9



		Rev16.Firmware_bcrypt_TDP08072009_DVS.xls		Class, function and variable names		0		0		0		5		5



				Module has header		0		0		0		9		9



				Specific function		0		0		0		1		1



				Unbound arrays		0		0		0		2		2



				Variables		0		0		0		6		6



		Rev16.Firmware_bcrypt_TDP08072009_DVS.xls		Totals		0		0		0		23		23



		Rev17.Utilities_FreeImage_TDP08072009_DVS.xls		Class, function and variable names		0		0		0		1		1



				Line length		0		0		0		1		1



				Module has header		0		0		0		2		2



		Rev17.Utilities_FreeImage_TDP08072009_DVS.xls		Totals		0		0		0		4		4



		Rev19.Firmware_cfload_TDP08072009_DVS.xls		Class, function and variable names		0		0		0		1		1



				Constant Definitions		0		0		0		4		4



				Explicit Comparisons		0		0		0		2		2



				Module has header		0		0		0		5		5



				Self-modifying code		0		0		0		2		2



				Unbound arrays		0		0		0		1		1



				Variables		0		0		0		2		2



		Rev19.Firmware_cfload_TDP08072009_DVS.xls		Totals		0		0		0		17		17



		Rev20.DemocracySuite_US_Services_ClientCommunicationObject_TDP08072009_DVS.xls		Constant Definitions		0		0		0		1		1



				Module has header		0		0		0		3		3



				Variables		0		0		0		1		1



		Rev20.DemocracySuite_US_Services_ClientCommunicationObject_TDP08072009_DVS.xls		Totals		0		0		0		5		5



		Rev20.DemocracySuite_US_Services_ReportServiceBase_TDP08072009_DVS.xls		Constant Definitions		0		0		0		2		2



				Constant		0		0		0		1		1



				Exit()		0		0		0		2		2



				Explicit		0		0		0		1		1



				Line length		0		0		0		10		10



				Module has header		0		0		0		5		5



				Module		0		0		0		11		11



				References variables		0		0		0		1		1



				Variables		0		0		0		2		2



		Rev20.DemocracySuite_US_Services_ReportServiceBase_TDP08072009_DVS.xls		Totals		0		0		0		35		35



		Rev21.DemocracySuite_US_Services_ServerSideReports_TDP08072009_DVS.xls		Constant Definitions		0		0		0		1		1



				Executable statement		0		0		0		1		1



				In-Line Comments		0		0		0		1		1



				Module has header		0		0		0		5		5



				Unbound arrays		0		0		0		2		2



		Rev21.DemocracySuite_US_Services_ServerSideReports_TDP08072009_DVS.xls		Totals		0		0		0		10		10



		Rev29.Framework_RemotingAdo_TDP08072009_DVS.xlsx		Constant Definitions		0		0		0		1		1



				Indentation		0		0		0		1		1



				Module has header		1		0		0		8		9



				Variables		0		0		0		5		5



		Rev29.Framework_RemotingAdo_TDP08072009_DVS.xlsx		Totals		1		0		0		15		16



		Rev30.Firmware_cf2xx_TDP08072009_DVS.xls		Class, function and variable names		0		0		0		1		1



				Constant Definitions		0		0		0		4		4



				Executable statement		0		0		0		5		5



				Exit() message		0		0		0		1		1



				Explicit Comparisons		0		0		0		1		1



				File's functions' line count		0		0		0		3		3



				Indentation		0		0		0		3		3



				In-Line Comments		0		0		0		1		1



				Levels of indented scope		0		0		0		5		5



				Line length		0		0		0		2		2



				Module has header		1		0		0		75		76



				Parameters type and range validation		0		0		0		3		3



				Single Exit Point		0		0		0		1		1



				Unbound arrays		1		0		0		2		3



				Uncommented declaration		0		0		0		1		1



				Variable initialization		0		0		0		4		4



				Variables initialization		0		0		0		5		5



				Variables		1		0		0		48		49



		Rev30.Firmware_cf2xx_TDP08072009_DVS.xls		Totals		3		0		0		165		168



		Rev30.Firmware_common_TDP08072009_DVS.xls		Constant Definitions		0		0		0		7		7



				Explicit Comparisons		0		0		0		7		7



				file name does not match file name in the file list		0		0		0		1		1



				header		0		0		0		3		3



				In-Line Comments		0		0		0		1		1



				Module has header		0		0		0		62		62



				module		0		0		0		1		1



				Variable initialization		0		0		0		3		3



				variables have to be commented at the point of declaration		0		0		0		5		5



				Variables have to be commented at the point of declaration		0		0		0		4		4



				Variables initialization		0		0		0		4		4



				variables		0		0		0		4		4



				Variables		0		0		0		18		18



				Wrong		0		0		0		1		1



		Rev30.Firmware_common_TDP08072009_DVS.xls		Totals		0		0		0		121		121



		Rev30.Firmware_core_TDP08072009_DVS.xls		All variables		0		0		0		1		1



				Class, function and variable names		1		0		0		20		21



				Comments in uniform format		0		0		0		1		1



				Constant Definitions		0		0		0		43		43



				Executable statement		0		0		0		18		18



				Explicit Comparisons		0		0		0		34		34



				Explicit return values		0		0		0		3		3



				File's functions' line count		0		0		0		3		3



				Indentation		1		0		0		3		4



				In-Line Comments		0		0		0		8		8



				Levels of indented scope		0		0		0		18		18



				Line length		0		0		0		9		9



				Line Length		0		0		0		3		3



				Module has header		2		0		0		191		193



				Module		0		0		0		1		1



				Need default		0		0		0		1		1



				No comments		0		0		0		6		6



				References variables		0		0		0		5		5



				Unbound arrays		1		0		0		3		4



				Variable initialization		0		0		0		13		13



				Variables initialization		0		0		0		10		10



				variables		0		0		0		96		96



				Variables		3		0		0		83		86



				Wrong		0		0		0		1		1



		Rev30.Firmware_core_TDP08072009_DVS.xls		Totals		8		0		0		574		582



		Rev30.Firmware_devices_TDP08072009_DVS.xls		Case statements		0		0		0		1		1



				Class, function and variable names		0		0		0		14		14



				Comments in uniform format		0		0		0		5		5



				Constant Definitions		0		0		0		58		58



				Control structures		0		0		0		1		1



				Executable statement		0		0		0		5		5



				Explicit Comparisons		0		0		0		19		19



				Indentation		0		0		0		6		6



				In-Line Comments		0		0		0		2		2



				Levels of indented scope		0		0		0		1		1



				Module has header		0		0		0		76		76



				Parameters type and range validation		0		0		0		1		1



				Single Exit Point		0		0		0		5		5



				Specific function		0		0		0		2		2



				Unbound arrays		0		0		0		9		9



				Unbound Arrays		0		0		0		3		3



				Variable initialization		0		0		0		6		6



				Variables initialization		0		0		0		24		24



				variables		0		0		0		47		47



				Variables		1		0		0		21		22



		Rev30.Firmware_devices_TDP08072009_DVS.xls		Totals		1		0		0		306		307



		Rev30.Firmware_lib_TDP08072009_DVS.xls		Case statements		0		0		0		2		2



				Class, function and variable names		0		0		0		1		1



				Comments in uniform format		0		0		0		51		51



				Constant Definitions		0		0		0		9		9



				Explicit Comparisons		0		0		0		5		5



				File's functions' line count		0		0		0		1		1



				Indentation		0		0		0		2		2



				Levels of indented scope		0		0		0		8		8



				Module has header		0		0		0		144		144



				Module has unique name		0		0		0		2		2



				Module		0		0		0		1		1



				No comments		0		0		0		3		3



				variable have to be initialized upon declaration where permitted, class members initialized in the constructor		0		0		0		1		1



				Variables initialization		0		0		0		19		19



				Variables		1		0		0		91		92



		Rev30.Firmware_lib_TDP08072009_DVS.xls		Totals		1		0		0		340		341



		Rev31.Firmware_include_TDP08072009_DVS.xls		Module has header		0		0		0		1		1



		Rev31.Firmware_include_TDP08072009_DVS.xls		Totals		0		0		0		1		1



		Rev36.Framework_Domains_Logging_TDP08072009_DVS.xls		Assert() statement		0		0		0		8		8



				Class		0		0		0		1		1



				Constant Definitions		0		0		0		6		6



				Executable statement		0		0		0		1		1



				Explicit Comparisons		0		0		0		1		1



				Line Length		0		0		0		1		1



				Module has header		0		0		0		24		24



				Variables		0		0		0		15		15



		Rev36.Framework_Domains_Logging_TDP08072009_DVS.xls		Totals		0		0		0		57		57



		Rev37.DemocracySuite_US_Services_AuthenticationService_TDP08072009_DVS.xls		Acceptable Constructs		0		0		0		1		1



				Case statements		0		0		0		4		4



				Constant Definitions		0		0		0		10		10



				Explicit Comparisons		0		0		0		1		1



				Levels of indented scope		0		0		0		1		1



				Line length		0		0		0		1		1



				Module has header		0		0		0		23		23



				Specific function		0		0		0		2		2



				Variables		0		0		0		15		15



		Rev37.DemocracySuite_US_Services_AuthenticationService_TDP08072009_DVS.xls		Totals		0		0		0		58		58



		Rev37.Utilities_BinaryFileAccess2007_TDP08072009_DVS.xls		Class, function and variable names		0		0		0		10		10



				Constant Definitions		0		0		0		10		10



				Explicit Comparisons		0		0		0		4		4



				Module has header		0		0		0		18		18



				Unbound arrays		0		0		0		1		1



				Variables		0		0		0		4		4



		Rev37.Utilities_BinaryFileAccess2007_TDP08072009_DVS.xls		Totals		0		0		0		47		47



		Rev38.DemocracySuite_ElectionEvent_BallotRenderer_TDP08072009_DVS.xls		Class, function and variable names		0		0		0		16		16



				Constant Definitions		0		0		0		13		13



				Explicit Comparisons		0		0		0		3		3



				In-Line Comments		0		0		0		1		1



				Line length		0		0		0		14		14



				Line Length		0		0		0		7		7



				Module has header		0		0		0		35		35



				Module has unique name		0		0		0		1		1



				References variables		0		0		0		1		1



				Variable initialization		0		0		0		1		1



				Variables		0		0		0		16		16



		Rev38.DemocracySuite_ElectionEvent_BallotRenderer_TDP08072009_DVS.xls		Totals		0		0		0		108		108



		Rev38.DemocracySuite_US_Applications_DCFFiller_TDP08072009_DVS.xls		Class, function and variable names		0		0		0		10		10



				Constant Definitions		0		0		0		3		3



				Explicit Comparisons		0		0		0		4		4



				In-Line Comments		0		0		0		1		1



				Module has header		0		0		0		94		94



				Variables		0		0		0		28		28



		Rev38.DemocracySuite_US_Applications_DCFFiller_TDP08072009_DVS.xls		Totals		0		0		0		140		140



		Rev38.DemocracySuite_US_Applications_EMSApplicationServer_TDP08072009_DVS.xls		Comments in uniform format		0		0		0		1		1



				Constant Definitions		0		0		0		2		2



				Explicit Comparisons		0		0		0		2		2



				Indentation		0		0		0		1		1



				In-Line Comments		0		0		0		3		3



				Line length		0		0		0		5		5



				Module has header		0		0		0		8		8



				Parameters type and range validation		0		0		0		3		3



				References variables		0		0		0		1		1



				Variable initialization		0		0		0		1		1



				Variables		0		0		0		5		5



		Rev38.DemocracySuite_US_Applications_EMSApplicationServer_TDP08072009_DVS.xls		Totals		0		0		0		32		32



		Rev38.DemocracySuite_US_Applications_GenerationService_TDP08072009_DVS.xls		Explicit Comparisons		0		0		0		1		1



				Module has header		0		0		0		5		5



				Variable initialization		0		0		0		1		1



				Variables		0		0		0		1		1



		Rev38.DemocracySuite_US_Applications_GenerationService_TDP08072009_DVS.xls		Totals		0		0		0		8		8



		Rev38.DemocracySuite_US_Domain_USElectionsDomain_TDP08072009_DVS.xls		Class, function and variable names		0		0		0		5		5



				Constant Definitions		0		0		0		3		3



				Line Length		0		0		0		5		5



				Module has header		0		0		0		12		12



				Specific function		0		0		0		1		1



				Variables		0		0		0		12		12



				Wrong		0		0		0		1		1



		Rev38.DemocracySuite_US_Domain_USElectionsDomain_TDP08072009_DVS.xls		Totals		0		0		0		39		39



		Rev38.DemocracySuite_US_Services_DCFFiller.Serialization_TDP08072009_DVS.xls		Class, function and variable names		0		0		0		14		14



				Constant Definitions		0		0		0		6		6



				Explicit Comparisons		0		0		0		3		3



				In-Line Comments		0		0		0		1		1



				Module has header		0		0		0		32		32



				Module has unique name		0		0		0		5		5



				Variable		0		0		0		2		2



				Variables		0		0		0		18		18



		Rev38.DemocracySuite_US_Services_DCFFiller.Serialization_TDP08072009_DVS.xls		Totals		0		0		0		81		81



		Rev38.DemocracySuite_US_Services_PermissionManager.Gui_TDP08072009_DVS.xls		Case statements		0		0		0		1		1



				Class, function and variable names		0		0		0		13		13



				Explicit Comparisons		0		0		0		10		10



				In-Line Comments		0		0		0		1		1



				Line length		0		0		0		15		15



				Module has header		0		0		0		15		15



				References variables		0		0		0		1		1



				Variables		0		0		0		7		7



		Rev38.DemocracySuite_US_Services_PermissionManager.Gui_TDP08072009_DVS.xls		Totals		0		0		0		63		63



		Rev38.DemocracySuite_US_Services_PermissionManager_TDP08072009_DVS.xls		Case statements		0		0		0		7		7



				Class, function and variable names		0		0		0		6		6



				Constant Definitions		0		0		0		2		2



				Explicit Comparisons		0		0		0		5		5



				Levels of indented scope		0		0		0		1		1



				Line length		0		0		0		3		3



				Module has header		0		0		0		10		10



				Variable initialization		0		0		0		6		6



				Variables		0		0		0		5		5



		Rev38.DemocracySuite_US_Services_PermissionManager_TDP08072009_DVS.xls		Totals		0		0		0		45		45



		Rev38.Framework_DbMaker_TDP08072009_DVS.xls		Class, function and variable names		0		0		0		3		3



				Constant Definitions		0		0		0		1		1



				Line Length		0		0		0		8		8



				Line		0		0		0		1		1



				Module has header		0		0		0		45		45



				Variables		0		0		0		17		17



		Rev38.Framework_DbMaker_TDP08072009_DVS.xls		Totals		0		0		0		75		75



		Rev38.Framework_Domains_SystemVariables_TDP08072009_DVS.xls		All assert()		0		0		0		1		1



				All variables		0		0		0		1		1



				Constant Definitions		0		0		0		1		1



				In-Line Comments		0		0		0		1		1



				Module has header		0		0		0		5		5



				Need explicit		0		0		0		1		1



				No class		0		0		0		2		2



				No comments		0		0		0		3		3



				No file		0		0		0		3		3



				No header		0		0		0		1		1



				variables		0		0		0		11		11



		Rev38.Framework_Domains_SystemVariables_TDP08072009_DVS.xls		Totals		0		0		0		30		30



		Rev38.Framework_GUICore_TDP08072009_DVS.xls		Case statements		0		0		0		17		17



				Class, function and variable names		0		0		0		123		123



				Comments at point of variable declaration		0		0		0		1		1



				Constant Definitions		0		0		0		11		11



				Executable statement		0		0		0		4		4



				Explicit Comparisons		0		0		0		27		27



				In-Line Comments		1		0		0		1		2



				Levels of indented scope		0		0		0		5		5



				Line Length		1		0		0		130		131



				Module has header		8		0		0		367		375



				Module has unique name		0		0		0		1		1



				No comments		0		0		0		1		1



				References variables		0		0		0		1		1



				Specific function		0		0		0		1		1



				Variable initialization		0		0		0		1		1



				Variables		0		0		0		61		61



		Rev38.Framework_GUICore_TDP08072009_DVS.xls		Totals		10		0		0		752		762



		Rev38.Framework_MemoryCore_TDP08072009_DVS.xls		"jumpOverNulls"		0		0		0		1		1



				Case statements		0		0		0		1		1



				Class, function and variable names		1		0		0		58		59



				Constant Definitions		0		0		0		7		7



				Explicit Comparisons		0		0		0		11		11



				Line length		0		0		0		6		6



				Module has header		9		0		0		851		860



				Module has unique name		0		0		0		2		2



				Parameter		0		0		0		1		1



				Specific function		0		0		0		4		4



				Variable initialization		0		0		0		4		4



				Variables		0		0		0		49		49



		Rev38.Framework_MemoryCore_TDP08072009_DVS.xls		Totals		10		0		0		995		1005



		Rev38.Framework_TPWinGUICore_TDP08072009_DVS.xls		Class, function and variable names		0		0		0		1		1



				Constant Definitions		0		0		0		9		9



				Explicit Comparisons		0		0		0		16		16



				Explicit return values		0		0		0		2		2



				Line length		0		0		0		7		7



				Module has header		0		0		0		40		40



				Parameters type and range validation		0		0		0		1		1



				Variable initialization		0		0		0		1		1



				Variables		0		0		0		7		7



		Rev38.Framework_TPWinGUICore_TDP08072009_DVS.xls		Totals		0		0		0		84		84



		Rev38.DemocracySuite_US_Services_CryptoService_TDP08072009_DVS.xlsx		Constant Definitions		0		0		0		6		6



				Explicit Comparisons		0		0		0		3		3



				Levels of indented scope		0		0		0		3		3



				Line Length		0		0		0		6		6



				Module has header		0		0		0		17		17



				Module has unique name		0		0		0		27		27



				Variables		0		0		0		8		8



				Wrong		0		0		0		3		3



		Rev38.DemocracySuite_US_Services_CryptoService_TDP08072009_DVS.xlsx		Totals		0		0		0		73		73



		Rev39.DemocracySuite_ElectionEvent_Layouting_TDP08072009_DVS.xls		Case statements		0		0		0		2		2



				Class, function and variable names		0		0		0		23		23



				Constant Definitions		0		0		0		26		26



				Explicit Comparisons		0		0		0		3		3



				In-Line Comments		0		0		0		1		1



				Line length		0		0		0		14		14



				Module has header		0		0		0		107		107



				Need to		0		0		0		2		2



				Specific function		0		0		0		2		2



				Variable		0		0		0		1		1



				Variables		0		0		0		63		63



				Wrong		0		0		0		3		3



		Rev39.DemocracySuite_ElectionEvent_Layouting_TDP08072009_DVS.xls		Totals		0		0		0		247		247



		Rev39.DemocracySuite_US_Services_ConfigurationServices_TDP08072009_DVS.xls		Constant Definitions		0		0		0		2		2



				Embedded executable statement		0		0		0		2		2



				Explicit Comparisons		0		0		0		1		1



				Line Length		0		0		0		3		3



				Module has header		0		0		0		71		71



				Module has unique name		0		0		0		2		2



				Ternary Operator		0		0		0		1		1



				Variable initialization		0		0		0		2		2



				Variables		0		0		0		3		3



		Rev39.DemocracySuite_US_Services_ConfigurationServices_TDP08072009_DVS.xls		Totals		0		0		0		87		87



		Rev39.DemocracySuite_US_Services_DatabaseService_TDP08072009_DVS.xls		Class, function and variable names		0		0		0		1		1



				Constant Definitions		0		0		0		2		2



				Executable statement		0		0		0		1		1



				Explicit Comparisons		0		0		0		1		1



				Levels of indented scope		0		0		0		1		1



				Line length		0		0		0		10		10



				Module has header		0		0		0		33		33



				References variables		0		0		0		1		1



				Variables		0		0		0		17		17



		Rev39.DemocracySuite_US_Services_DatabaseService_TDP08072009_DVS.xls		Totals		0		0		0		67		67



		Rev39.DemocracySuite_US_Services_ReportService_TDP08072009.xls		Case statements		0		0		0		2		2



				Class, function and variable names		0		0		0		32		32



				Constant Definitions		0		0		0		8		8



				Explicit Comparisons		0		0		0		4		4



				In-Line Comments		0		0		0		1		1



				Line length exceeds 120 characters		0		0		0		2		2



				Line length		0		0		0		6		6



				Module has header		1		0		0		4		5



				Module has unique name		0		0		0		5		5



				References variables		0		0		0		1		1



				Variables have to be commented at the point of declaration		0		0		0		1		1



				Variables		0		0		0		4		4



		Rev39.DemocracySuite_US_Services_ReportService_TDP08072009.xls		Totals		1		0		0		70		71



		Rev39.DemocracySuite_US_Services_ResultTally.Reports_TDP08072009_DVS.xls		Class, function and variable names		0		0		0		1		1



				Constant Definitions		0		0		0		4		4



				Embedded executable statement		0		0		0		1		1



				Line length		0		0		0		5		5



				Module has header		0		0		0		3		3



				Single Exit Point		0		0		0		1		1



				Variables		0		0		0		7		7



		Rev39.DemocracySuite_US_Services_ResultTally.Reports_TDP08072009_DVS.xls		Totals		0		0		0		22		22



		Rev39.Framework_Commands_TDP08072009_DVS.xls		In-Line Comments		0		0		0		1		1



				Line length		0		0		0		2		2



				Module has header		0		0		0		104		104



				Variables		0		0		0		3		3



		Rev39.Framework_Commands_TDP08072009_DVS.xls		Totals		0		0		0		110		110



		Rev39.Framework_GUIConfiguration_TDP08072009_DVS.xls		Explicit Comparisons		0		0		0		1		1



				Line Length		0		0		0		11		11



				Module has header		0		0		0		43		43



				Variables		0		0		0		1		1



		Rev39.Framework_GUIConfiguration_TDP08072009_DVS.xls		Totals		0		0		0		56		56



		Rev39.Framework_Serializer_TDP08072009_DVS.xls		Class, function and variable names		0		0		0		3		3



				Explicit Comparisons		0		0		0		8		8



				In-Line Comments		0		0		0		1		1



				Line Length		0		0		0		15		15



				Module has header		0		0		0		20		20



				Variables		0		0		0		2		2



		Rev39.Framework_Serializer_TDP08072009_DVS.xls		Totals		0		0		0		49		49



		Rev39.Utilities_UsbFileSystem_TDP08072009_DVS.xls		Constant Definitions		0		0		0		7		7



				Explicit Comparisons		0		0		0		4		4



				Line length		0		0		0		1		1



				Line Length		0		0		0		1		1



				Module has header		0		0		0		10		10



				Variable initialization		0		0		0		7		7



				Variables		0		0		0		14		14



		Rev39.Utilities_UsbFileSystem_TDP08072009_DVS.xls		Totals		0		0		0		44		44



		Rev40.DemocracySuite_US_Domains_USElectionsDomain.GUI_TDP08072009_DVS.xls		Case statements		0		0		0		1		1



				Class, function and variable names		0		0		0		136		136



				Comments in uniform format		0		0		0		1		1



				Constant Definitions		0		0		0		21		21



				Explicit Comparisons		0		0		0		76		76



				Header		0		0		0		1		1



				Indentation		0		0		0		3		3



				In-Line Comments		0		0		0		10		10



				Levels of indented scope		0		0		0		1		1



				Line length		0		0		0		6		6



				Line Length		0		0		0		45		45



				Module has header		15		0		0		207		222



				References variables		0		0		0		16		16



				Single Entry Point		0		0		0		1		1



				Single Exit Point		0		0		0		1		1



				Specific function		0		0		0		12		12



				Variables have to be commented at the point of declaration		0		0		0		2		2



				variables		0		0		0		75		75



				Variables		1		0		0		19		20



		Rev40.DemocracySuite_US_Domains_USElectionsDomain.GUI_TDP08072009_DVS.xls		Totals		16		0		0		634		650



		Rev40.DemocracySuite_US_Services_BallotGeneration_TDP08072009_DVS.xls		Acceptable Constructs		0		0		0		3		3



				Class, function and variable names		0		0		0		59		59



				Constant Definitions		0		0		0		52		52



				Control structures		0		0		0		3		3



				Embedded executable statement		0		0		0		2		2



				Executable statement		0		0		0		7		7



				Explicit Comparisons		0		0		0		32		32



				Explicit return values		0		0		0		12		12



				Indentation		0		0		0		1		1



				In-Line Comments		0		0		0		6		6



				Levels of indented scope		0		0		0		6		6



				Line length		0		0		0		2		2



				Line Length		0		0		0		67		67



				Module has header		5		0		0		197		202



				Required resources		0		0		0		1		1



				Single Exit Point		0		0		0		11		11



				Specific function		0		0		0		3		3



				Variable initialization		0		0		0		2		2



				Variables		4		0		0		104		108



		Rev40.DemocracySuite_US_Services_BallotGeneration_TDP08072009_DVS.xls		Totals		9		0		0		570		579



		Rev40.DemocratySuite_US_Services_RemoteServerProvider_TDP08072009_DVS.xls		Case statements		0		0		0		1		1



				Class, function and variable names		0		0		0		3		3



				Constant Definitions		0		0		0		2		2



				Executable statement		0		0		0		1		1



				Explicit Comparisons		0		0		0		2		2



				Indentation		0		0		0		1		1



				In-Line Comments		0		0		0		2		2



				Line length		0		0		0		22		22



				Module has header		3		0		0		31		34



				Specific function		0		0		0		2		2



				Variable initialization		0		0		0		1		1



				Variables		0		0		0		8		8



		Rev40.DemocratySuite_US_Services_RemoteServerProvider_TDP08072009_DVS.xls		Totals		3		0		0		76		79



		Rev40.Framework_Domains_PermissionManagement_TDP08072009_DVS.xls				0		0		0		0		0



		Rev40.Framework_Domains_PermissionManagement_TDP08072009_DVS.xls		Totals		0		0		0		0		0



		Rev41.DemocracySuite_US_Applications_ElectionEventDesigner_TDP08072009_DVS.xls		Case statements		0		0		0		2		2



				Class, function and variable names		0		0		0		80		80



				Constant Definitions		0		0		0		6		6



				Embedded executable statement		0		0		0		1		1



				Exit() message		0		0		0		1		1



				Explicit Comparisons		0		0		0		25		25



				File's functions' line count		0		0		0		2		2



				Format of messages		0		0		0		1		1



				Indentation		0		0		0		1		1



				In-Line Comments		0		0		0		7		7



				Levels of indented scope		0		0		0		1		1



				Line length		0		0		0		44		44



				Module has header		0		0		0		127		127



				Module has unique name		0		0		0		2		2



				References variables		0		0		0		2		2



				Specific function		0		0		0		2		2



				Variables		0		0		0		27		27



		Rev41.DemocracySuite_US_Applications_ElectionEventDesigner_TDP08072009_DVS.xls		Totals		0		0		0		331		331



		Rev41.DemocracySuite_US_Applications_ResultTally_TDP08072009_DVS.xls		Case statements		0		0		0		1		1



				Class, function and variable names		0		0		0		67		67



				Comments in uniform format		0		0		0		1		1



				Constant Definitions		0		0		0		12		12



				Explicit return values		0		0		0		2		2



				Indentation		0		0		0		1		1



				In-Line Comments		0		0		0		2		2



				Keyword		0		0		0		1		1



				Levels of indented scope		0		0		0		1		1



				Line length		0		0		0		4		4



				Line Length		0		0		0		15		15



				Module has header		0		0		0		125		125



				Parameters type and range validation		0		0		0		2		2



				References variables		0		0		0		3		3



				Single Exit Point		0		0		0		14		14



				Variable initialization		0		0		0		17		17



				Variables		0		0		0		34		34



		Rev41.DemocracySuite_US_Applications_ResultTally_TDP08072009_DVS.xls		Totals		0		0		0		302		302



		Rev41.DemocracySuite_US_Services_USElectionDomain.ElectionFiles_TDP08072009_DVS.xls		Case statements		0		0		0		6		6



				Class, function and variable names		0		0		0		5		5



				Constant Definitions		0		0		0		19		19



				Embedded executable statement		0		0		0		3		3



				Executable statement		0		0		0		2		2



				Explicit Comparisons		0		0		0		6		6



				Indentation		0		0		0		1		1



				In-Line Comments		0		0		0		12		12



				Levels of indented scope		0		0		0		3		3



				Line length		0		0		0		8		8



				Line Length		0		0		0		21		21



				Mixed-mode operations		0		0		0		2		2



				Module has header		0		0		0		70		70



				Parameters type and range validation		0		0		0		1		1



				Required resources		0		0		0		3		3



				Single Exit Point		0		0		0		5		5



				Specific function		0		0		0		1		1



				Variable initialization		0		0		0		9		9



				Variables		0		0		0		29		29



				Vote counter overflowing		0		0		0		1		1



		Rev41.DemocracySuite_US_Services_USElectionDomain.ElectionFiles_TDP08072009_DVS.xls		Totals		0		0		0		207		207



				Project Totals:		141		0		0		8177		8318




































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































ES&S

		1		Assembler

		2		C/C++

		3		C#

		4		COBOL

		5		Java

		6		Visual Basic





Summary



		Source Code Review Summary

		Client Name:				ES&S

		Report Date:				9/3/09

		Program:

		Version:

		Programming Language:				Assembly, C/C++, C#, COBOL, Java, Visual Basic



		Total Modules Reviewed				32206





		VVSG Req.		Criterion		Definition

		Vol. 1 Section 5.2.2 - Software Integrity						Accept		Reject

		v.1: 5.2.2		Self-modifying code		Self-modifying, dynamically loaded, or interpreted code is prohibited		27232		1

		Vol. 1 Section 5.2.3 - Software Modularity and Programming						Accept		Reject

		v.1: 5.2.3.a		Specific function		Module performs a specific function		31747		2

		v.1: 5.2.3.b		Module has unique name		Uniquely and mnemonically named using names that differ by more than a single character		31687		0

		v.1: 5.2.3.b
5.2.7 (a, a.i-a.vi)		Module has header		Header describes purpose, other units needed, inputs, outputs, files read or written, globals, revision records (for modules greater than 10 lines)

Header comments shall provide the following information:
1) The purpose of the unit and how it works;
2) Other units called and the calling sequence;
3) A description of input parameters and outputs;
4) File references by name and method of access (read, write, modify , append, etc.);
5) Global variables used; and
6) Date of creation and a revision record;		31742		5

		v.1: 5.2.3.c		Required resources		All required resources, such as data accessed by the module, should either be contained within the module or explicitly identified		31747		0

		v.1: 5.2.3.e		Single Entry Point		Module has a single entry point		31747		0

		v.1: 5.2.3.e		Single Exit Point		Module has a single exit point		31687		0

		v.1: 5.2.3.f		Control structures		Sequence, Conditionals, Top & Bottom tested loops, Switch..Case, For loops		31687		0

		Vol. 1 Section 5.2.4 - Control Constructs						Accept		Reject

		v.1: 5.2.4.a		Acceptable Constructs		Acceptable constructs are Sequence, If-Then-Else, Do-While, Do-Until, Case, and the General loop (including the special case for loop);

Note: This criteria will be "Accept" except in the case where the vendor defines code constructs.		31687		0

		v.1: 5.2.4.a.i		Vendor Defined Constructs with Justification		If the programming language used does not provide these control constructs, the vendor shall provide them (that is, comparable control structure logic). The constructs shall be used consistently throughout the code. No other constructs shall be used to control program logic and execution;		0		0

		v.1: 5.2.4.a.ii		Execution through Control Constructs		While some programming languages do not create programs as linear processes, stepping from an initial condition, through changes, to a conclusion, the program components nonetheless contain procedures (such as “methods” in object-oriented languages). Even in these programming languages, the procedures must execute through these control constructs (or their equivalents, as defined and provided by the vendor); 
		27173		0

		v.1: 5.2.4.a.iii		Program re-direction		Logic that evaluates received or stored data shall not re-direct program control		31687		0

		Vol. 1 Section 5.2.5 - Naming Conventions						Accept		Reject

		v.1: 5.2.5.b
v.1: 5.2.5.c		Class, function and variable names		Consistent names chosen so as to enhance the readability; Unique within their scope		31687		0

		v.1: 5.2.5.d		Keyword		Keywords shall not be used as names		27173		0

		Vol. 1 Section 5.2.6 - Coding Conventions						Accept		Reject

		v.2: 5.4.2.a		Uniform calling sequences		Module code uses uniform calling sequences		27173		0

		v.2: 5.4.2.a		Parameters type and range validation		All parameters shall either be validated for type and range on entry into each unit or the unit comments shall explicitly identify the types and ranges		27173		0

		v.2: 5.4.2.b		Explicit return values		The return is explicitly defined for functions and explicitly assigned		27173		0

		v.2: 5.4.2.c		Macros		Does not use macros that contain returns or pass control beyond the next statement 		15262		0

		v.2: 5.4.2.d		Unbound arrays		Provides controls to prevent writing beyond the array, string, or buffer boundaries		31685		1

		v.2: 5.4.2.e		Pointers		Provides controls that prevent pointers from being used to overwrite executable instructions or to access areas where vote counts or audit records are stored		17814		0

		v.2: 5.4.2.f		Case statements		Default Case explicitly defined
		31687		0

		v.2: 5.4.2.g		Vote counter overflowing		Provides controls to prevent any vote counter from overflowing		31747		0

		v.2: 5.4.2.h		Indentation		Code is consistently indented		31747		0

		v.2: 5.4.2.j		Code generator		Generated code should be marked as such with comments		31827		0

		v.2: 5.4.2.k		Line Length		No line of code exceeds 80 columns in width without justification		27229		4

		v.2: 5.4.2.l		Executable statement		Only one executable statement for each line 		31687		0

		v.2: 5.4.2.m		Embedded executable statement		Single embedded statement may be considered a part of the conditional expression		31687		0

		v.2: 5.4.2.n		Mixed-mode operations		Before a mixed-mode expression can be evaluated, the operands must be converted, or promoted, to a common data type		31687		0

		v.2: 5.4.2.o		Exit() message		Upon exit() at any point, presents a message to the user indicating the reason		31687		0

		v.2: 5.4.2.p		Format of messages		Separate and consistent formats to distinguish between normal status and error or exception messages		31687		0

		v.2: 5.4.2.q		References variables		Code references variables by fewer than five levels of indirection (i.e. a.b.c.d or a[b].c->d) 		27173		0

		v.2: 5.4.2.r		Levels of indented scope		Fewer than six levels of indented scope		31688		0

		v.2: 5.4.2.s		Variable initialization		Initializes every variable upon declaration where permitted, Class members initialized in the constructor		27233		0

		v.2: 5.4.2.t		Constant Definitions		All constants other than “0” and “1” defined or enumerated		27233		0

		v.2: 5.4.2.u		Ternary Operator		Only contains the minimum implementation of the “a = b ? c : d” syntax. Expansions such as “j=a?(b?c:d):e;” are prohibited.		27173		0

		v.2: 5.4.2.w		Assert() statement		All assert() statements coded such that they are absent from a production compilation		25973		0

		Vol. 1 Section 5.2.7 - Comment Conventions						Accept		Reject

		v.1: 5.2.7.b		Variables		Comments at the point of declaration		31743		4

		v.1: 5.2.7.c		In-Line Comments		In-line comments provided to facilitate interpretation of functional operations, tests, and branching		27173		0

		v.1: 5.2.7.d		Assembly code		Contains descriptive and informative comments 		17874		0

		v.1: 5.2.7.e		Comments in uniform format		Comments formatted in a uniform manner		31747		0



		v.1: 5.2.3.d
v.2: 5.4.2.i		File's functions' line count		On the Application level, no more than 50% exceeding 60 lines, no more than 5% exceeding 120 lines, and none exceeding 240 lines without justification.		Less than 60+N/A		60 to 120		120 to 240		More than 240		Total

								31087		934		186		0		32207

								96.52%		2.90%		0.58%		0.00%		100%
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		Source Code Review Summary

		Client Name:				ES&S

		Report Date:				9/3/09

		Program:

		Version:

		Programming Language:				Assembly



		Total Modules Reviewed				60





		VVSG Req.		Criterion		Definition

		Vol. 1 Section 5.2.2 - Software Integrity						Accept		Reject

		v.1: 5.2.2		Self-modifying code		Self-modifying, dynamically loaded, or interpreted code is prohibited		60		0

		Vol. 1 Section 5.2.3 - Software Modularity and Programming						Accept		Reject

		v.1: 5.2.3.a		Specific function		Module performs a specific function		60		0

		v.1: 5.2.3.b		Module has unique name		Uniquely and mnemonically named using names that differ by more than a single character		0		0

		v.1: 5.2.3.b
5.2.7 (a, a.i-a.vi)		Module has header		Header describes purpose, other units needed, inputs, outputs, files read or written, globals, revision records (for modules greater than 10 lines)

Header comments shall provide the following information:
1) The purpose of the unit and how it works;
2) Other units called and the calling sequence;
3) A description of input parameters and outputs;
4) File references by name and method of access (read, write, modify , append, etc.);
5) Global variables used; and
6) Date of creation and a revision record;		60		0

		v.1: 5.2.3.c		Required resources		All required resources, such as data accessed by the module, should either be contained within the module or explicitly identified		60		0

		v.1: 5.2.3.e		Single Entry Point		Module has a single entry point		60		0

		v.1: 5.2.3.e		Single Exit Point		Module has a single exit point		0		0

		v.1: 5.2.3.f		Control structures		Sequence, Conditionals, Top & Bottom tested loops, Switch..Case, For loops		0		0

		Vol. 1 Section 5.2.4 - Control Constructs						Accept		Reject

		v.1: 5.2.4.a		Acceptable Constructs		Acceptable constructs are Sequence, If-Then-Else, Do-While, Do-Until, Case, and the General loop (including the special case for loop);

Note: This criteria will be "Accept" except in the case where the vendor defines code constructs.		0		0

		v.1: 5.2.4.a.i		Vendor Defined Constructs with Justification		If the programming language used does not provide these control constructs, the vendor shall provide them (that is, comparable control structure logic). The constructs shall be used consistently throughout the code. No other constructs shall be used to control program logic and execution;		0		0

		v.1: 5.2.4.a.ii		Execution through Control Constructs		While some programming languages do not create programs as linear processes, stepping from an initial condition, through changes, to a conclusion, the program components nonetheless contain procedures (such as “methods” in object-oriented languages). Even in these programming languages, the procedures must execute through these control constructs (or their equivalents, as defined and provided by the vendor); 
		0		0

		v.1: 5.2.4.a.iii		Program re-direction		Logic that evaluates received or stored data shall not re-direct program control		0		0

		Vol. 1 Section 5.2.5 - Naming Conventions						Accept		Reject

		v.1: 5.2.5.b
v.1: 5.2.5.c		Class, function and variable names		Consistent names chosen so as to enhance the readability; Unique within their scope		0		0

		v.1: 5.2.5.d		Keyword		Keywords shall not be used as names		0		0

		Vol. 1 Section 5.2.6 - Coding Conventions						Accept		Reject

		v.2: 5.4.2.a		Uniform calling sequences		Module code uses uniform calling sequences		0		0

		v.2: 5.4.2.a		Parameters type and range validation		All parameters shall either be validated for type and range on entry into each unit or the unit comments shall explicitly identify the types and ranges		0		0

		v.2: 5.4.2.b		Explicit return values		The return is explicitly defined for functions and explicitly assigned		0		0

		v.2: 5.4.2.c		Macros		Does not use macros that contain returns or pass control beyond the next statement 		0		0

		v.2: 5.4.2.d		Unbound arrays		Provides controls to prevent writing beyond the array, string, or buffer boundaries		0		0

		v.2: 5.4.2.e		Pointers		Provides controls that prevent pointers from being used to overwrite executable instructions or to access areas where vote counts or audit records are stored		0		0

		v.2: 5.4.2.f		Case statements		Default Case explicitly defined
		0		0

		v.2: 5.4.2.g		Vote counter overflowing		Provides controls to prevent any vote counter from overflowing		60		0

		v.2: 5.4.2.h		Indentation		Code is consistently indented		60		0

		v.2: 5.4.2.j		Code generator		Generated code should be marked as such with comments		60		0

		v.2: 5.4.2.k		Line Length		No line of code exceeds 80 columns in width without justification		60		0

		v.2: 5.4.2.l		Executable statement		Only one executable statement for each line 		0		0

		v.2: 5.4.2.m		Embedded executable statement		Single embedded statement may be considered a part of the conditional expression		0		0

		v.2: 5.4.2.n		Mixed-mode operations		Before a mixed-mode expression can be evaluated, the operands must be converted, or promoted, to a common data type		0		0

		v.2: 5.4.2.o		Exit() message		Upon exit() at any point, presents a message to the user indicating the reason		0		0

		v.2: 5.4.2.p		Format of messages		Separate and consistent formats to distinguish between normal status and error or exception messages		0		0

		v.2: 5.4.2.q		References variables		Code references variables by fewer than five levels of indirection (i.e. a.b.c.d or a[b].c->d) 		0		0

		v.2: 5.4.2.r		Levels of indented scope		Fewer than six levels of indented scope		0		0

		v.2: 5.4.2.s		Variable initialization		Initializes every variable upon declaration where permitted, Class members initialized in the constructor		60		0

		v.2: 5.4.2.t		Constant Definitions		All constants other than “0” and “1” defined or enumerated		60		0

		v.2: 5.4.2.u		Ternary Operator		Only contains the minimum implementation of the “a = b ? c : d” syntax. Expansions such as “j=a?(b?c:d):e;” are prohibited.		0		0

		v.2: 5.4.2.w		Assert() statement		All assert() statements coded such that they are absent from a production compilation		0		0

		Vol. 1 Section 5.2.7 - Comment Conventions						Accept		Reject

		v.1: 5.2.7.b		Variables		Comments at the point of declaration		60		0

		v.1: 5.2.7.c		In-Line Comments		In-line comments provided to facilitate interpretation of functional operations, tests, and branching		0		0

		v.1: 5.2.7.d		Assembly code		Contains descriptive and informative comments 		60		0

		v.1: 5.2.7.e		Comments in uniform format		Comments formatted in a uniform manner		60		0



		v.1: 5.2.3.d
v.2: 5.4.2.i		File's functions' line count		On the Application level, no more than 50% exceeding 60 lines, no more than 5% exceeding 120 lines, and none exceeding 240 lines without justification.		Less than 60+N/A		60 to 120		120 to 240		More than 240		Total

								60		0		0		0		60

								100.00%		0.00%		0.00%		0.00%		100%
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		Source Code Review Summary

		Client Name:				ES&S NYSBOE

		Report Date:				9/3/09

		Program:

		Version:

		Programming Language:				C C++



		Total Modules Reviewed				15466





		VVSG Req.		Criterion		Definition

		Vol. 1 Section 5.2.2 - Software Integrity						Accept		Reject

		v.1: 5.2.2		Self-modifying code		Self-modifying, dynamically loaded, or interpreted code is prohibited		15261		1

		Vol. 1 Section 5.2.3 - Software Modularity and Programming						Accept		Reject

		v.1: 5.2.3.a		Specific function		Each module shall have a specific function that can be tested and verified independently of the remainder of the code.		15262		2

		v.1: 5.2.3.b		Module has unique name		Each module shall be uniquely and mnemonically named, using names that differ by more than a single character.		15262		0

		v.1: 5.2.3.b
v.1: 5.2.7 
(a, a.i-a.vi)		Module has header		v.1: 5.2.3.b
In addition to the unique name, the modules shall include a set of header comments identifying the module’s purpose, design, conditions, and version history, followed by the operational code. Headers are optional for modules of fewer than ten executable lines where the subject module is embedded in a larger module that has a header containing the header information.
Library modules shall also have a header comment describing the purpose of the library and version information.

v.1: 5.2.7
Voting system software shall use the following comment conventions:
a. All modules shall contain headers. For small modules of 10 lines or less, the header may be limited to identification of unit and revision information. Other header information should be included in the small unit headers if not clear from the actual lines of code. Header comments shall provide the following information:

i. The purpose of the unit and how it works
ii. Other units called and the calling sequence
iii. A description of input parameters and outputs
iv. File references by name and method of access (i.e., read, write, modify or append)
v. Global variables used
vi. Date of creation and a revision record		15262		0

		v.1: 5.2.3.c		Required resources		All required resources, such as data accessed by the module, should either be contained within the module or explicitly identified as input or output to the module.  Within the constraints of the programming language, such resources shall be placed at the lowest level where shared access is needed. If that shared access level is across multiple modules, the definitions should be defined in a single file (called header files in some languages, such as C) where any changes can be applied once and the change automatically applies to all modules upon compilation or activation.		15262		0

		v.1: 5.2.3.e		Single Entry Point		Each module shall have a single entry point, and a single exit point, for normal process flow. For library modules or languages such as the object-oriented languages, the entry point is to the individual contained module or method invoked. The single exit point is the point where control is returned. At that point, the data that is expected as output must be appropriately set. The exception for the exit point is where a problem is so severe that execution cannot be resumed. In this case, the design must explicitly protect all recorded votes and audit log information and must implement formal exception handlers provided by the language.		15262		0

		v.1: 5.2.3.e		Single Exit Point		Each module shall have a single entry point, and a single exit point, for normal process flow. For library modules or languages such as the object-oriented languages, the entry point is to the individual contained module or method invoked. The single exit point is the point where control is returned. At that point, the data that is expected as output must be appropriately set. The exception for the exit point is where a problem is so severe that execution cannot be resumed. In this case, the design must explicitly protect all recorded votes and audit log information and must implement formal exception handlers provided by the language.		15262		0

		v.1: 5.2.3.f		Control structures		v.1: 5.2.3.f
Process flow within the modules shall be restricted to combinations of the control structures defined in Volume II, Section 5. These structures support the modular concept, especially the single entry and exit rule above. They apply to any language feature where program control passes from one activity to the next, such as control scripts, object methods or sets of executable statements, even though the language itself is not procedural

v.2: 5.4.1 
Control Constructs
Voting system software shall use the control constructs identified in this section as follows:

If the programming language used does not provide these control constructs, the vendor shall provide them (that is, comparable control structure logic). The constructs shall be used consistently throughout the code. No other constructs shall be used to control program logic and execution 

While some programming languages do not create programs as linear processes,
stepping from an initial condition, through changes, to a conclusion, the program components nonetheless contain procedures (such as “methods” in object-oriented languages). Even in these programming languages, the procedures must execute through these control constructs (or their equivalents, as defined and provided by the vendor)

Operator intervention or logic that evaluates received or stored data shall not re-direct program control within a program routine. Program control may be re-directed within a routine by calling subroutines, procedures, and functions, and by interrupt service routines and exception handlers (due to abnormal error conditions). Do-While (False) constructs and intentional exceptions (used as GoTos) are prohibited

Conventional constructs that are inherent to the development language are permitted but must be documented in the code, adjacent to their use.

Illustrations of the following control construct techniques are provided in Figures 1 through 4.
Fig. 1 Sequence
Fig. 2 If -Then -Else
Fig. 3 Do -While
Fig. 4 Do -Until
Fig. 5 Case
Fig. 6 General loop, including the special case FOR loop		15262		0

		Vol. 1 Section 5.2.4 - Control Constructs						Accept		Reject

		v.1: 5.2.4.a		Acceptable Constructs		Acceptable constructs are Sequence, If-Then-Else, Do-While, Do-Until, Case, and the General loop (including the special case for loop);

Note: This criteria will be "Accept" except in the case where the vendor defines code constructs.		15262		0

		v.1: 5.2.4.a.i		Vendor Defined Constructs with Justification		If the programming language used does not provide these control constructs, the vendor shall provide comparable control structure logic. The constructs shall be used consistently throughout the code. No other constructs shall be used to control program logic and execution.		0		0

		v.1: 5.2.4.a.ii		Execution through Control Constructs		While some programming languages do not create programs as linear processes, stepping from an initial condition through changes to a conclusion, the program components nonetheless contain procedures (such as “methods” in object-oriented languages). Even in these programming languages, the procedures must execute through these control constructs or their equivalents, as defined and provided by the vendor.		15262		0

		v.1: 5.2.4.a.iii		Program re-direction		Operator intervention or logic that evaluates received or stored data shall not redirect program control within a program routine. Program control may be redirected within a routine by calling subroutines, procedures, and functions, and by interrupt service routines and exception handlers (due to abnormal error conditions). Do-While (False) constructs and intentional exceptions (used as GoTos) are prohibited.		15262		0

		Vol. 1 Section 5.2.5 - Naming Conventions						Accept		Reject

		v.1: 5.2.5.b
v.1: 5.2.5.c		Class, function and variable names		v.1: 5.2.5.b
Names used in code and in documentation shall be consistent.

v.1: 5.2.5.c
Names shall be unique within an application. Names shall differ by more than a single character. All single-character names are forbidden except those for variables used as loop indexes. In large systems where subsystems tend to be developed independently, duplicate names may be used where the scope of the name is unique within the application. Names should always be unique where modules are shared.		15262		0

		v.1: 5.2.5.d		Keyword		Language keywords shall not be used as names of objects, functions, procedures, variables or in any manner not consistent with the design of the language.		15262		0

		Vol. 1 Section 5.2.6 - Coding Conventions						Accept		Reject

		v.2: 5.4.2.a		Uniform calling sequences		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

a.Uses uniform calling sequences. All parameters shall either be validated for type and range on entry into each unit or the unit comments shall explicitly identify the type and range for the reference of the programmer and tester. Validation may be performed implicitly by the compiler or explicitly by the programmer		15262		0

		v.2: 5.4.2.a		Parameters type and range validation		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

a.Uses uniform calling sequences. All parameters shall either be validated for type and range on entry into each unit or the unit comments shall explicitly identify the type and range for the reference of the programmer and tester. Validation may be performed implicitly by the compiler or explicitly by the programmer		15262		0

		v.2: 5.4.2.b		Explicit return values		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

b. Has the return explicitly defined for callable units such as functions or procedures (do not drop through by default) for C-based languages and others to which this applies, and in the case of functions, has the return value explicitly assigned. Where the return is only expected to return a successful value, the C convention of returning zero shall be used or the use of another code justified in the comments. If an uncorrected error occurs so the unit must return without correctly completing its objective, a non-zero return value shall be given even if there is no expectation of testing the return. An exception may be made where the return value of the function has a data range including zero		15262		0

		v.2: 5.4.2.c		Macros		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

c. Does not use macros that contain returns or pass control beyond the next statement		15262		0

		v.2: 5.4.2.d		Unbound arrays		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

d. For those languages with unbound arrays, provides controls to prevent writing beyond the array, string, or buffer boundaries		15260		1

		v.2: 5.4.2.e		Pointers		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

e. For those languages with pointers or which provide for specifying absolute memory locations, provides controls that prevent the pointer or address from being used to overwrite executable instructions or to access inappropriate areas where vote counts or audit records are stored		15262		0

		v.2: 5.4.2.f		Case statements		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

f. For those languages supporting case statements, has a default choice explicitly defined to catch values not included in the case list		15262		0

		v.2: 5.4.2.g		Vote counter overflowing		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

g. Provides controls to prevent any vote counter from overflowing. Assuming the counter size is large enough such that the value will never be reached is not adequate		15262		0

		v.2: 5.4.2.h		Indentation		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

h. Is indented consistently and clearly to indicate logical levels		15262		0

		v.2: 5.4.2.j		Code generator		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

j. Where code generators are used, the source file segments provided by the code generators should be marked as such with comments defining the logic invoked and, if possible, a copy of the source code provided to the accredited test lab with the generated source code replaced with an unexpanded macro call or its equivalent		15263		0

		v.2: 5.4.2.k		Line Length		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

k. Has no line of code exceeding 80 columns in width (including comments and tab expansions) without justification		15262		0

		v.2: 5.4.2.l		Executable statement		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

l. Contains no more than one executable statement and no more than one flow control statement for each line of source code		15262		0

		v.2: 5.4.2.m		Embedded executable statement		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

m. In languages where embedded executable statements are permitted in conditional expressions, the single embedded statement may be considered a part of the conditional expression. Any additional executable statements should be split out to other lines		15262		0

		v.2: 5.4.2.n		Mixed-mode operations		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

n. Avoids mixed-mode operations. If mixed mode usage is necessary, then all uses shall be identified and clearly explained by comments		15262		0

		v.2: 5.4.2.o		Exit() message		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

o. Upon exit() at any point, presents a message to the user indicating the reason for the exit()		15262		0

		v.2: 5.4.2.p		Format of messages		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

p. Uses separate and consistent formats to distinguish between normal status and error or exception messages. All messages shall be self-explanatory and shall not require the
operator to perform any look-up to interpret them, except for error messages that require resolution by a trained technician		15262		0

		v.2: 5.4.2.q		References variables		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

q. References variables by fewer than five levels of indirection (i.e., a.b.c.d or a[b].c->d)		15262		0

		v.2: 5.4.2.r		Levels of indented scope		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

r. Has functions with fewer than six levels of indented scope		15262		0

		v.2: 5.4.2.s		Variable initialization		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

s. Initializes every variable upon declaration where permitted

note: class data members initialized in the constructor		15262		0

		v.2: 5.4.2.t		Constant Definitions		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

t. Has all constants other than 0 and 1 defined or enumerated, or shall have a comment which clearly explains what each constant means in the context of its use. Where “0” and “1” have multiple meanings in the code unit, even they should be identified.  Example: “0” may be used as FALSE, initializing a counter to zero, or as a special flag in a non-binary category		15262		0

		v.2: 5.4.2.u		Ternary Operator		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

u. Only contains the minimum implementation of the “a = b ? c : d” syntax. Expansions such as “j=a?(b?c:d):e;” are prohibited		15262		0

		v.2: 5.4.2.v		Assert() statement		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

v. Has all assert() statements coded such that they are absent from a production compilation. Such coding may be implemented by ifdef()s that remove them from or include them in the compilation. If implemented, the initial program identification in setup should identify that assert() is enabled and active as a test version		15262		0

		Vol. 1 Section 5.2.7 - Comment Conventions						Accept		Reject

		v.1: 5.2.7.b		Variables		Voting system software shall use the following comment conventions:

b. Descriptive comments shall be provided to identify objects and data types. All variables shall have comments at the point of declaration clearly explaining their use.  Where multiple variables that share the same meaning are required, the variables may share the same comment		15262		0

		v.1: 5.2.7.c		In-Line Comments		Voting system software shall use the following comment conventions:

c. In-line comments shall be provided to facilitate interpretation of functional operations, tests, and branching		15262		0

		v.1: 5.2.7.d		Assembly code		Voting system software shall use the following comment conventions:

d. Assembly code shall contain descriptive and informative comments such that its executable lines can be clearly understood		15262		0

		v.1: 5.2.7.e		Comments in uniform format		Voting system software shall use the following comment conventions:

e. All comments shall be formatted in a uniform manner that makes it easy to distinguish them from executable code		15262		0



		v.1: 5.2.3.d
v.2: 5.4.2.i		File's functions' line count		On the Application level, no more than 50% exceeding 60 lines, no more than 5% exceeding 120 lines, and none exceeding 240 lines without justification.		Less than 60+N/A		60 to 120		120 to 240		More than 240		Total

								14698		646		123		0		15467

								95.03%		4.18%		0.80%		0.00%		100%
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		Source Code Review Summary

		Client Name:				ES&S NYSBOE

		Report Date:				9/3/09

		Program:

		Version:

		Programming Language:				C#



		Total Modules Reviewed				1352





		VVSG Req.		Criterion		Definition

		Vol. 1 Section 5.2.2 - Software Integrity						Accept		Reject

		v.1: 5.2.2		Self-modifying code		Self-modifying, dynamically loaded, or interpreted code is prohibited		1352		0

		Vol. 1 Section 5.2.3 - Software Modularity and Programming						Accept		Reject

		v.1: 5.2.3.a		Specific function		Each module shall have a specific function that can be tested and verified independently of the remainder of the code.		1352		0

		v.1: 5.2.3.b		Module has unique name		Each module shall be uniquely and mnemonically named, using names that differ by more than a single character.		1352		0

		v.1: 5.2.3.b
v.1: 5.2.7 
(a, a.i-a.vi)		Module has header		v.1: 5.2.3.b
In addition to the unique name, the modules shall include a set of header comments identifying the module’s purpose, design, conditions, and version history, followed by the operational code. Headers are optional for modules of fewer than ten executable lines where the subject module is embedded in a larger module that has a header containing the header information.
Library modules shall also have a header comment describing the purpose of the library and version information.

v.1: 5.2.7
Voting system software shall use the following comment conventions:
a. All modules shall contain headers. For small modules of 10 lines or less, the header may be limited to identification of unit and revision information. Other header information should be included in the small unit headers if not clear from the actual lines of code. Header comments shall provide the following information:

i. The purpose of the unit and how it works
ii. Other units called and the calling sequence
iii. A description of input parameters and outputs
iv. File references by name and method of access (i.e., read, write, modify or append)
v. Global variables used
vi. Date of creation and a revision record		1352		0

		v.1: 5.2.3.c		Required resources		All required resources, such as data accessed by the module, should either be contained within the module or explicitly identified as input or output to the module.  Within the constraints of the programming language, such resources shall be placed at the lowest level where shared access is needed. If that shared access level is across multiple modules, the definitions should be defined in a single file (called header files in some languages, such as C) where any changes can be applied once and the change automatically applies to all modules upon compilation or activation.		1352		0

		v.1: 5.2.3.e		Single Entry Point		Each module shall have a single entry point, and a single exit point, for normal process flow. For library modules or languages such as the object-oriented languages, the entry point is to the individual contained module or method invoked. The single exit point is the point where control is returned. At that point, the data that is expected as output must be appropriately set. The exception for the exit point is where a problem is so severe that execution cannot be resumed. In this case, the design must explicitly protect all recorded votes and audit log information and must implement formal exception handlers provided by the language.		1352		0

		v.1: 5.2.3.e		Single Exit Point		Each module shall have a single entry point, and a single exit point, for normal process flow. For library modules or languages such as the object-oriented languages, the entry point is to the individual contained module or method invoked. The single exit point is the point where control is returned. At that point, the data that is expected as output must be appropriately set. The exception for the exit point is where a problem is so severe that execution cannot be resumed. In this case, the design must explicitly protect all recorded votes and audit log information and must implement formal exception handlers provided by the language.		1352		0

		v.1: 5.2.3.f		Control structures		v.1: 5.2.3.f
Process flow within the modules shall be restricted to combinations of the control structures defined in Volume II, Section 5. These structures support the modular concept, especially the single entry and exit rule above. They apply to any language feature where program control passes from one activity to the next, such as control scripts, object methods or sets of executable statements, even though the language itself is not procedural

v.2: 5.4.1 
Control Constructs
Voting system software shall use the control constructs identified in this section as follows:

If the programming language used does not provide these control constructs, the vendor shall provide them (that is, comparable control structure logic). The constructs shall be used consistently throughout the code. No other constructs shall be used to control program logic and execution 

While some programming languages do not create programs as linear processes,
stepping from an initial condition, through changes, to a conclusion, the program components nonetheless contain procedures (such as “methods” in object-oriented languages). Even in these programming languages, the procedures must execute through these control constructs (or their equivalents, as defined and provided by the vendor)

Operator intervention or logic that evaluates received or stored data shall not re-direct program control within a program routine. Program control may be re-directed within a routine by calling subroutines, procedures, and functions, and by interrupt service routines and exception handlers (due to abnormal error conditions). Do-While (False) constructs and intentional exceptions (used as GoTos) are prohibited

Conventional constructs that are inherent to the development language are permitted but must be documented in the code, adjacent to their use.

Illustrations of the following control construct techniques are provided in Figures 1 through 4.
Fig. 1 Sequence
Fig. 2 If -Then -Else
Fig. 3 Do -While
Fig. 4 Do -Until
Fig. 5 Case
Fig. 6 General loop, including the special case FOR loop		1352		0

		Vol. 1 Section 5.2.4 - Control Constructs						Accept		Reject

		v.1: 5.2.4.a		Acceptable Constructs		Acceptable constructs are Sequence, If-Then-Else, Do-While, Do-Until, Case, and the General loop (including the special case for loop);

Note: This criteria will be "Accept" except in the case where the vendor defines code constructs.		1352		0

		v.1: 5.2.4.a.i		Vendor Defined Constructs with Justification		If the programming language used does not provide these control constructs, the vendor shall provide comparable control structure logic. The constructs shall be used consistently throughout the code. No other constructs shall be used to control program logic and execution.		0		0

		v.1: 5.2.4.a.ii		Execution through Control Constructs		While some programming languages do not create programs as linear processes, stepping from an initial condition through changes to a conclusion, the program components nonetheless contain procedures (such as “methods” in object-oriented languages). Even in these programming languages, the procedures must execute through these control constructs or their equivalents, as defined and provided by the vendor.		1352		0

		v.1: 5.2.4.a.iii		Program re-direction		Operator intervention or logic that evaluates received or stored data shall not redirect program control within a program routine. Program control may be redirected within a routine by calling subroutines, procedures, and functions, and by interrupt service routines and exception handlers (due to abnormal error conditions). Do-While (False) constructs and intentional exceptions (used as GoTos) are prohibited.		1352		0

		Vol. 1 Section 5.2.5 - Naming Conventions						Accept		Reject

		v.1: 5.2.5.b
v.1: 5.2.5.c		Class, function and variable names		v.1: 5.2.5.b
Names used in code and in documentation shall be consistent.

v.1: 5.2.5.c
Names shall be unique within an application. Names shall differ by more than a single character. All single-character names are forbidden except those for variables used as loop indexes. In large systems where subsystems tend to be developed independently, duplicate names may be used where the scope of the name is unique within the application. Names should always be unique where modules are shared.		1352		0

		v.1: 5.2.5.d		Keyword		Language keywords shall not be used as names of objects, functions, procedures, variables or in any manner not consistent with the design of the language.		1352		0

		Vol. 1 Section 5.2.6 - Coding Conventions						Accept		Reject

		v.2: 5.4.2.a		Uniform calling sequences		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

a.Uses uniform calling sequences. All parameters shall either be validated for type and range on entry into each unit or the unit comments shall explicitly identify the type and range for the reference of the programmer and tester. Validation may be performed implicitly by the compiler or explicitly by the programmer		1352		0

		v.2: 5.4.2.a		Parameters type and range validation		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

a.Uses uniform calling sequences. All parameters shall either be validated for type and range on entry into each unit or the unit comments shall explicitly identify the type and range for the reference of the programmer and tester. Validation may be performed implicitly by the compiler or explicitly by the programmer		1352		0

		v.2: 5.4.2.b		Explicit return values		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

b. Has the return explicitly defined for callable units such as functions or procedures (do not drop through by default) for C-based languages and others to which this applies, and in the case of functions, has the return value explicitly assigned. Where the return is only expected to return a successful value, the C convention of returning zero shall be used or the use of another code justified in the comments. If an uncorrected error occurs so the unit must return without correctly completing its objective, a non-zero return value shall be given even if there is no expectation of testing the return. An exception may be made where the return value of the function has a data range including zero		1352		0

		v.2: 5.4.2.c		Macros		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

c. Does not use macros that contain returns or pass control beyond the next statement		0		0

		v.2: 5.4.2.d		Unbound arrays		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

d. For those languages with unbound arrays, provides controls to prevent writing beyond the array, string, or buffer boundaries		1352		0

		v.2: 5.4.2.e		Pointers		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

e. For those languages with pointers or which provide for specifying absolute memory locations, provides controls that prevent the pointer or address from being used to overwrite executable instructions or to access inappropriate areas where vote counts or audit records are stored		1352		0

		v.2: 5.4.2.f		Case statements		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

f. For those languages supporting case statements, has a default choice explicitly defined to catch values not included in the case list		1352		0

		v.2: 5.4.2.g		Vote counter overflowing		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

g. Provides controls to prevent any vote counter from overflowing. Assuming the counter size is large enough such that the value will never be reached is not adequate		1352		0

		v.2: 5.4.2.h		Indentation		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

h. Is indented consistently and clearly to indicate logical levels		1352		0

		v.2: 5.4.2.j		Code generator		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

j. Where code generators are used, the source file segments provided by the code generators should be marked as such with comments defining the logic invoked and, if possible, a copy of the source code provided to the accredited test lab with the generated source code replaced with an unexpanded macro call or its equivalent		1352		0

		v.2: 5.4.2.k		Line Length		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

k. Has no line of code exceeding 80 columns in width (including comments and tab expansions) without justification		1352		0

		v.2: 5.4.2.l		Executable statement		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

l. Contains no more than one executable statement and no more than one flow control statement for each line of source code		1352		0

		v.2: 5.4.2.m		Embedded executable statement		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

m. In languages where embedded executable statements are permitted in conditional expressions, the single embedded statement may be considered a part of the conditional expression. Any additional executable statements should be split out to other lines		1352		0

		v.2: 5.4.2.n		Mixed-mode operations		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

n. Avoids mixed-mode operations. If mixed mode usage is necessary, then all uses shall be identified and clearly explained by comments		1352		0

		v.2: 5.4.2.o		Exit() message		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

o. Upon exit() at any point, presents a message to the user indicating the reason for the exit()		1352		0

		v.2: 5.4.2.p		Format of messages		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

p. Uses separate and consistent formats to distinguish between normal status and error or exception messages. All messages shall be self-explanatory and shall not require the
operator to perform any look-up to interpret them, except for error messages that require resolution by a trained technician		1352		0

		v.2: 5.4.2.q		References variables		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

q. References variables by fewer than five levels of indirection (i.e., a.b.c.d or a[b].c->d)		1352		0

		v.2: 5.4.2.r		Levels of indented scope		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

r. Has functions with fewer than six levels of indented scope		1352		0

		v.2: 5.4.2.s		Variable initialization		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

s. Initializes every variable upon declaration where permitted

note: class data members initialized in the constructor		1352		0

		v.2: 5.4.2.t		Constant Definitions		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

t. Has all constants other than 0 and 1 defined or enumerated, or shall have a comment which clearly explains what each constant means in the context of its use. Where “0” and “1” have multiple meanings in the code unit, even they should be identified.  Example: “0” may be used as FALSE, initializing a counter to zero, or as a special flag in a non-binary category		1352		0

		v.2: 5.4.2.u		Ternary Operator		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

u. Only contains the minimum implementation of the “a = b ? c : d” syntax. Expansions such as “j=a?(b?c:d):e;” are prohibited		1352		0

		v.2: 5.4.2.v		Assert() statement		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

v. Has all assert() statements coded such that they are absent from a production compilation. Such coding may be implemented by ifdef()s that remove them from or include them in the compilation. If implemented, the initial program identification in setup should identify that assert() is enabled and active as a test version		1352		0

		Vol. 1 Section 5.2.7 - Comments						Accept		Reject

		v.1: 5.2.7.b		Variables		Voting system software shall use the following comment conventions:

b. Descriptive comments shall be provided to identify objects and data types. All variables shall have comments at the point of declaration clearly explaining their use.  Where multiple variables that share the same meaning are required, the variables may share the same comment		1352		0

		v.1: 5.2.7.c		In-Line Comments		Voting system software shall use the following comment conventions:

c. In-line comments shall be provided to facilitate interpretation of functional operations, tests, and branching		1352		0

		v.1: 5.2.7.d		Assembly code		Voting system software shall use the following comment conventions:

d. Assembly code shall contain descriptive and informative comments such that its executable lines can be clearly understood		1352		0

		v.1: 5.2.7.e		Comments in uniform format		Voting system software shall use the following comment conventions:

e. All comments shall be formatted in a uniform manner that makes it easy to distinguish them from executable code		1352		0



		v.1: 5.2.3.d
v.2: 5.4.2.i		File's functions' line count		On the Application level, no more than 50% exceeding 60 lines, no more than 5% exceeding 120 lines, and none exceeding 240 lines without justification.		Less than 60+N/A		60 to 120		120 to 240		More than 240		Total

								1345		6		1		0		1352

								99.48%		0.44%		0.07%		0.00%		100%
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		Source Code Review Summary

		Client Name:				ES&S

		Report Date:				9/3/09

		Program:

		Version:

		Programming Language:				Cobol



		Total Modules Reviewed				4549





		VVSG Req.		Criterion		Definition

		Vol. 1 Section 5.2.2 - Software Integrity						Accept		Reject

		v.1: 5.2.2		Self-modifying code		Self-modifying, dynamically loaded, or interpreted code is prohibited		0		0

		Vol. 1 Section 5.2.3 - Software Modularity and Programming						Accept		Reject

		v.1: 5.2.3.a		Specific function		Module performs a specific function		4514		0

		v.1: 5.2.3.b		Module has unique name		Uniquely and mnemonically named using names that differ by more than a single character		4514		0

		v.1: 5.2.3.b
5.2.7 (a, a.i-a.vi)		Module has header		Header describes purpose, other units needed, inputs, outputs, files read or written, globals, revision records (for modules greater than 10 lines)

Header comments shall provide the following information:
1) The purpose of the unit and how it works;
2) Other units called and the calling sequence;
3) A description of input parameters and outputs;
4) File references by name and method of access (read, write, modify , append, etc.);
5) Global variables used; and
6) Date of creation and a revision record;		4514		0

		v.1: 5.2.3.c		Required resources		All required resources, such as data accessed by the module, should either be contained within the module or explicitly identified		4514		0

		v.1: 5.2.3.e		Single Entry Point		Module has a single entry point		4514		0

		v.1: 5.2.3.e		Single Exit Point		Module has a single exit point		4514		0

		v.1: 5.2.3.f		Control structures		Sequence, Conditionals, Top & Bottom tested loops, Switch..Case, For loops		4514		0

		Vol. 1 Section 5.2.4 - Control Constructs						Accept		Reject

		v.1: 5.2.4.a		Acceptable Constructs		Acceptable constructs are Sequence, If-Then-Else, Do-While, Do-Until, Case, and the General loop (including the special case for loop);

Note: This criteria will be "Accept" except in the case where the vendor defines code constructs.		4514		0

		v.1: 5.2.4.a.i		Vendor Defined Constructs with Justification		If the programming language used does not provide these control constructs, the vendor shall provide them (that is, comparable control structure logic). The constructs shall be used consistently throughout the code. No other constructs shall be used to control program logic and execution;		0		0

		v.1: 5.2.4.a.ii		Execution through Control Constructs		While some programming languages do not create programs as linear processes, stepping from an initial condition, through changes, to a conclusion, the program components nonetheless contain procedures (such as “methods” in object-oriented languages). Even in these programming languages, the procedures must execute through these control constructs (or their equivalents, as defined and provided by the vendor); 
		0		0

		v.1: 5.2.4.a.iii		Program re-direction		Logic that evaluates received or stored data shall not re-direct program control		4514		0

		Vol. 1 Section 5.2.5 - Naming Conventions						Accept		Reject

		v.1: 5.2.5.b
v.1: 5.2.5.c		Class, function and variable names		Consistent names chosen so as to enhance the readability; Unique within their scope		4514		0

		v.1: 5.2.5.d		Keyword		Keywords shall not be used as names		0		0

		Vol. 1 Section 5.2.6 - Coding Conventions						Accept		Reject

		v.2: 5.4.2.a		Uniform calling sequences		Module code uses uniform calling sequences		0		0

		v.2: 5.4.2.a		Parameters type and range validation		All parameters shall either be validated for type and range on entry into each unit or the unit comments shall explicitly identify the types and ranges		0		0

		v.2: 5.4.2.b		Explicit return values		The return is explicitly defined for functions and explicitly assigned		0		0

		v.2: 5.4.2.c		Macros		Does not use macros that contain returns or pass control beyond the next statement 		0		0

		v.2: 5.4.2.d		Unbound arrays		Provides controls to prevent writing beyond the array, string, or buffer boundaries		4514		0

		v.2: 5.4.2.e		Pointers		Provides controls that prevent pointers from being used to overwrite executable instructions or to access areas where vote counts or audit records are stored		0		0

		v.2: 5.4.2.f		Case statements		Default Case explicitly defined
		4514		0

		v.2: 5.4.2.g		Vote counter overflowing		Provides controls to prevent any vote counter from overflowing		4514		0

		v.2: 5.4.2.h		Indentation		Code is consistently indented		4514		0

		v.2: 5.4.2.j		Code generator		Generated code should be marked as such with comments		4514		0

		v.2: 5.4.2.k		Line Length		No line of code exceeds 80 columns in width without justification		0		0

		v.2: 5.4.2.l		Executable statement		Only one executable statement for each line 		4514		0

		v.2: 5.4.2.m		Embedded executable statement		Single embedded statement may be considered a part of the conditional expression		4514		0

		v.2: 5.4.2.n		Mixed-mode operations		Before a mixed-mode expression can be evaluated, the operands must be converted, or promoted, to a common data type		4514		0

		v.2: 5.4.2.o		Exit() message		Upon exit() at any point, presents a message to the user indicating the reason		4514		0

		v.2: 5.4.2.p		Format of messages		Separate and consistent formats to distinguish between normal status and error or exception messages		4514		0

		v.2: 5.4.2.q		References variables		Code references variables by fewer than five levels of indirection (i.e. a.b.c.d or a[b].c->d) 		0		0

		v.2: 5.4.2.r		Levels of indented scope		Fewer than six levels of indented scope		4515		0

		v.2: 5.4.2.s		Variable initialization		Initializes every variable upon declaration where permitted, Class members initialized in the constructor		0		0

		v.2: 5.4.2.t		Constant Definitions		All constants other than “0” and “1” defined or enumerated		0		0

		v.2: 5.4.2.u		Ternary Operator		Only contains the minimum implementation of the “a = b ? c : d” syntax. Expansions such as “j=a?(b?c:d):e;” are prohibited.		0		0

		v.2: 5.4.2.w		Assert() statement		All assert() statements coded such that they are absent from a production compilation		0		0

		Vol. 1 Section 5.2.7 - Comment Conventionss						Accept		Reject

		v.1: 5.2.7.b		Variables		Comments at the point of declaration		4514		0

		v.1: 5.2.7.c		In-Line Comments		In-line comments provided to facilitate interpretation of functional operations, tests, and branching		0		0

		v.1: 5.2.7.d		Assembly code		Contains descriptive and informative comments 		0		0

		v.1: 5.2.7.e		Comments in uniform format		Comments formatted in a uniform manner		4514		0



		v.1: 4.2.3.d
5.4.2.i		File's functions' line count		On the Application level, no more than 50% exceeding 60 lines, no more than 5% exceeding 120 lines, and none exceeding 240 lines without justification.		Less than 60+N/A		60 to 120		120 to 240		More than 240		Total

								4334		182		33		0		4549

								95.27%		4.00%		0.73%		0.00%		100%
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		Source Code Review Summary

		Client Name:				ES&S NYSBOE

		Report Date:				9/3/09

		Program:

		Version:

		Programming Language:				Java



		Total Modules Reviewed				9551





		VVSG Req.		Criterion		Definition

		Vol. 1 Section 5.2.2 - Software Integrity						Accept		Reject

		v.1: 5.2.2		Self-modifying code		Self-modifying, dynamically loaded, or interpreted code is prohibited		9359		0

		Vol. 1 Section 5.2.3 - Software Modularity and Programming						Accept		Reject

		v.1: 5.2.3.a		Specific function		Each module shall have a specific function that can be tested and verified independently of the remainder of the code.		9359		0

		v.1: 5.2.3.b		Module has unique name		Each module shall be uniquely and mnemonically named, using names that differ by more than a single character.		9359		0

		v.1: 5.2.3.b
v.1: 5.2.7 
(a, a.i-a.vi)		Module has header		v.1: 5.2.3.b
In addition to the unique name, the modules shall include a set of header comments identifying the module’s purpose, design, conditions, and version history, followed by the operational code. Headers are optional for modules of fewer than ten executable lines where the subject module is embedded in a larger module that has a header containing the header information.
Library modules shall also have a header comment describing the purpose of the library and version information.

v.1: 5.2.7
Voting system software shall use the following comment conventions:
a. All modules shall contain headers. For small modules of 10 lines or less, the header may be limited to identification of unit and revision information. Other header information should be included in the small unit headers if not clear from the actual lines of code. Header comments shall provide the following information:

i. The purpose of the unit and how it works
ii. Other units called and the calling sequence
iii. A description of input parameters and outputs
iv. File references by name and method of access (i.e., read, write, modify or append)
v. Global variables used
vi. Date of creation and a revision record		9354		5

		v.1: 5.2.3.c		Required resources		All required resources, such as data accessed by the module, should either be contained within the module or explicitly identified as input or output to the module.  Within the constraints of the programming language, such resources shall be placed at the lowest level where shared access is needed. If that shared access level is across multiple modules, the definitions should be defined in a single file (called header files in some languages, such as C) where any changes can be applied once and the change automatically applies to all modules upon compilation or activation.		9359		0

		v.1: 5.2.3.e		Single Entry Point		Each module shall have a single entry point, and a single exit point, for normal process flow. For library modules or languages such as the object-oriented languages, the entry point is to the individual contained module or method invoked. The single exit point is the point where control is returned. At that point, the data that is expected as output must be appropriately set. The exception for the exit point is where a problem is so severe that execution cannot be resumed. In this case, the design must explicitly protect all recorded votes and audit log information and must implement formal exception handlers provided by the language.		9359		0

		v.1: 5.2.3.e		Single Exit Point		Each module shall have a single entry point, and a single exit point, for normal process flow. For library modules or languages such as the object-oriented languages, the entry point is to the individual contained module or method invoked. The single exit point is the point where control is returned. At that point, the data that is expected as output must be appropriately set. The exception for the exit point is where a problem is so severe that execution cannot be resumed. In this case, the design must explicitly protect all recorded votes and audit log information and must implement formal exception handlers provided by the language.		9359		0

		v.1: 5.2.3.f		Control structures		v.1: 5.2.3.f
Process flow within the modules shall be restricted to combinations of the control structures defined in Volume II, Section 5. These structures support the modular concept, especially the single entry and exit rule above. They apply to any language feature where program control passes from one activity to the next, such as control scripts, object methods or sets of executable statements, even though the language itself is not procedural

v.2: 5.4.1 
Control Constructs
Voting system software shall use the control constructs identified in this section as follows:

If the programming language used does not provide these control constructs, the vendor shall provide them (that is, comparable control structure logic). The constructs shall be used consistently throughout the code. No other constructs shall be used to control program logic and execution 

While some programming languages do not create programs as linear processes,
stepping from an initial condition, through changes, to a conclusion, the program components nonetheless contain procedures (such as “methods” in object-oriented languages). Even in these programming languages, the procedures must execute through these control constructs (or their equivalents, as defined and provided by the vendor)

Operator intervention or logic that evaluates received or stored data shall not re-direct program control within a program routine. Program control may be re-directed within a routine by calling subroutines, procedures, and functions, and by interrupt service routines and exception handlers (due to abnormal error conditions). Do-While (False) constructs and intentional exceptions (used as GoTos) are prohibited

Conventional constructs that are inherent to the development language are permitted but must be documented in the code, adjacent to their use.

Illustrations of the following control construct techniques are provided in Figures 1 through 4.
Fig. 1 Sequence
Fig. 2 If -Then -Else
Fig. 3 Do -While
Fig. 4 Do -Until
Fig. 5 Case
Fig. 6 General loop, including the special case FOR loop		9359		0

		Vol. 1 Section 5.2.4 - Control Constructs						Accept		Reject

		v.1: 5.2.4.a		Acceptable Constructs		Acceptable constructs are Sequence, If-Then-Else, Do-While, Do-Until, Case, and the General loop (including the special case for loop);

Note: This criteria will be "Accept" except in the case where the vendor defines code constructs.		9359		0

		v.1: 5.2.4.a.i		Vendor Defined Constructs with Justification		If the programming language used does not provide these control constructs, the vendor shall provide comparable control structure logic. The constructs shall be used consistently throughout the code. No other constructs shall be used to control program logic and execution.		0		0

		v.1: 5.2.4.a.ii		Execution through Control Constructs		While some programming languages do not create programs as linear processes, stepping from an initial condition through changes to a conclusion, the program components nonetheless contain procedures (such as “methods” in object-oriented languages). Even in these programming languages, the procedures must execute through these control constructs or their equivalents, as defined and provided by the vendor.		9359		0

		v.1: 5.2.4.a.iii		Program re-direction		Operator intervention or logic that evaluates received or stored data shall not redirect program control within a program routine. Program control may be redirected within a routine by calling subroutines, procedures, and functions, and by interrupt service routines and exception handlers (due to abnormal error conditions). Do-While (False) constructs and intentional exceptions (used as GoTos) are prohibited.		9359		0

		Vol. 1 Section 5.2.5 - Naming Conventions						Accept		Reject

		v.1: 5.2.5.b
v.1: 5.2.5.c		Class, function and variable names		v.1: 5.2.5.b
Names used in code and in documentation shall be consistent.

v.1: 5.2.5.c
Names shall be unique within an application. Names shall differ by more than a single character. All single-character names are forbidden except those for variables used as loop indexes. In large systems where subsystems tend to be developed independently, duplicate names may be used where the scope of the name is unique within the application. Names should always be unique where modules are shared.		9359		0

		v.1: 5.2.5.d		Keyword		Language keywords shall not be used as names of objects, functions, procedures, variables or in any manner not consistent with the design of the language.		9359		0

		Vol. 1 Section 5.2.6 - Coding Conventions						Accept		Reject

		v.2: 5.4.2.a		Uniform calling sequences		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

a.Uses uniform calling sequences. All parameters shall either be validated for type and range on entry into each unit or the unit comments shall explicitly identify the type and range for the reference of the programmer and tester. Validation may be performed implicitly by the compiler or explicitly by the programmer		9359		0

		v.2: 5.4.2.a		Parameters type and range validation		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

a.Uses uniform calling sequences. All parameters shall either be validated for type and range on entry into each unit or the unit comments shall explicitly identify the type and range for the reference of the programmer and tester. Validation may be performed implicitly by the compiler or explicitly by the programmer		9359		0

		v.2: 5.4.2.b		Explicit return values		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

b. Has the return explicitly defined for callable units such as functions or procedures (do not drop through by default) for C-based languages and others to which this applies, and in the case of functions, has the return value explicitly assigned. Where the return is only expected to return a successful value, the C convention of returning zero shall be used or the use of another code justified in the comments. If an uncorrected error occurs so the unit must return without correctly completing its objective, a non-zero return value shall be given even if there is no expectation of testing the return. An exception may be made where the return value of the function has a data range including zero		9359		0

		v.2: 5.4.2.c		Macros		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

c. Does not use macros that contain returns or pass control beyond the next statement		0		0

		v.2: 5.4.2.d		Unbound arrays		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

d. For those languages with unbound arrays, provides controls to prevent writing beyond the array, string, or buffer boundaries		9359		0

		v.2: 5.4.2.e		Pointers		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

e. For those languages with pointers or which provide for specifying absolute memory locations, provides controls that prevent the pointer or address from being used to overwrite executable instructions or to access inappropriate areas where vote counts or audit records are stored		0		0

		v.2: 5.4.2.f		Case statements		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

f. For those languages supporting case statements, has a default choice explicitly defined to catch values not included in the case list		9359		0

		v.2: 5.4.2.g		Vote counter overflowing		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

g. Provides controls to prevent any vote counter from overflowing. Assuming the counter size is large enough such that the value will never be reached is not adequate		9359		0

		v.2: 5.4.2.h		Indentation		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

h. Is indented consistently and clearly to indicate logical levels		9359		0

		v.2: 5.4.2.j		Code generator		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

j. Where code generators are used, the source file segments provided by the code generators should be marked as such with comments defining the logic invoked and, if possible, a copy of the source code provided to the accredited test lab with the generated source code replaced with an unexpanded macro call or its equivalent		9417		0

		v.2: 5.4.2.k		Line Length		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

k. Has no line of code exceeding 80 columns in width (including comments and tab expansions) without justification		9355		4

		v.2: 5.4.2.l		Executable statement		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

l. Contains no more than one executable statement and no more than one flow control statement for each line of source code		9359		0

		v.2: 5.4.2.m		Embedded executable statement		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

m. In languages where embedded executable statements are permitted in conditional expressions, the single embedded statement may be considered a part of the conditional expression. Any additional executable statements should be split out to other lines		9359		0

		v.2: 5.4.2.n		Mixed-mode operations		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

n. Avoids mixed-mode operations. If mixed mode usage is necessary, then all uses shall be identified and clearly explained by comments		9359		0

		v.2: 5.4.2.o		Exit() message		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

o. Upon exit() at any point, presents a message to the user indicating the reason for the exit()		9359		0

		v.2: 5.4.2.p		Format of messages		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

p. Uses separate and consistent formats to distinguish between normal status and error or exception messages. All messages shall be self-explanatory and shall not require the
operator to perform any look-up to interpret them, except for error messages that require resolution by a trained technician		9359		0

		v.2: 5.4.2.q		References variables		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

q. References variables by fewer than five levels of indirection (i.e., a.b.c.d or a[b].c->d)		9359		0

		v.2: 5.4.2.r		Levels of indented scope		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

r. Has functions with fewer than six levels of indented scope		9359		0

		v.2: 5.4.2.s		Variable initialization		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

s. Initializes every variable upon declaration where permitted

note: class data members initialized in the constructor		9359		0

		v.2: 5.4.2.t		Constant Definitions		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

t. Has all constants other than 0 and 1 defined or enumerated, or shall have a comment which clearly explains what each constant means in the context of its use. Where “0” and “1” have multiple meanings in the code unit, even they should be identified.  Example: “0” may be used as FALSE, initializing a counter to zero, or as a special flag in a non-binary category		9359		0

		v.2: 5.4.2.u		Ternary Operator		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

u. Only contains the minimum implementation of the “a = b ? c : d” syntax. Expansions such as “j=a?(b?c:d):e;” are prohibited		9359		0

		v.2: 5.4.2.v		Assert() statement		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

v. Has all assert() statements coded such that they are absent from a production compilation. Such coding may be implemented by ifdef()s that remove them from or include them in the compilation. If implemented, the initial program identification in setup should identify that assert() is enabled and active as a test version		9359		0

		Vol. 1 Section 5.2.7 - Comment Conventions						Accept		Reject

		v.1: 5.2.7.b		Variables		Voting system software shall use the following comment conventions:

b. Descriptive comments shall be provided to identify objects and data types. All variables shall have comments at the point of declaration clearly explaining their use.  Where multiple variables that share the same meaning are required, the variables may share the same comment		9355		4

		v.1: 5.2.7.c		In-Line Comments		Voting system software shall use the following comment conventions:

c. In-line comments shall be provided to facilitate interpretation of functional operations, tests, and branching		9359		0

		v.1: 5.2.7.d		Assembly code		Voting system software shall use the following comment conventions:

d. Assembly code shall contain descriptive and informative comments such that its executable lines can be clearly understood		0		0

		v.1: 5.2.7.e		Comments in uniform format		Voting system software shall use the following comment conventions:

e. All comments shall be formatted in a uniform manner that makes it easy to distinguish them from executable code		9359		0



		v.1: 5.2.3.d
v.2: 5.4.2.i		File's functions' line count		On the Application level, no more than 50% exceeding 60 lines, no more than 5% exceeding 120 lines, and none exceeding 240 lines without justification.		Less than 60+N/A		60 to 120		120 to 240		More than 240		Total

								9485		53		13		0		9551

								99.31%		0.55%		0.14%		0.00%		100%
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		Source Code Review Summary

		Client Name:				ES&S NYSBOE

		Report Date:				9/3/09

		Program:

		Version:

		Programming Language:				Visual Basic



		Total Modules Reviewed				1228





		VVSG Req.		Criterion		Definition

		Vol. 1 Section 5.2.2 - Software Integrity						Accept		Reject

		v.1: 5.2.2		Self-modifying code		Self-modifying, dynamically loaded, or interpreted code is prohibited		1200		0

		Vol. 1 Section 5.2.3 - Software Modularity and Programming						Accept		Reject

		v.1: 5.2.3.a		Specific function		Each module shall have a specific function that can be tested and verified independently of the remainder of the code.		1200		0

		v.1: 5.2.3.b		Module has unique name		Each module shall be uniquely and mnemonically named, using names that differ by more than a single character.		1200		0

		v.1: 5.2.3.b
v.1: 5.2.7 
(a, a.i-a.vi)		Module has header		v.1: 5.2.3.b
In addition to the unique name, the modules shall include a set of header comments identifying the module’s purpose, design, conditions, and version history, followed by the operational code. Headers are optional for modules of fewer than ten executable lines where the subject module is embedded in a larger module that has a header containing the header information.
Library modules shall also have a header comment describing the purpose of the library and version information.

v.1: 5.2.7
Voting system software shall use the following comment conventions:
a. All modules shall contain headers. For small modules of 10 lines or less, the header may be limited to identification of unit and revision information. Other header information should be included in the small unit headers if not clear from the actual lines of code. Header comments shall provide the following information:

i. The purpose of the unit and how it works
ii. Other units called and the calling sequence
iii. A description of input parameters and outputs
iv. File references by name and method of access (i.e., read, write, modify or append)
v. Global variables used
vi. Date of creation and a revision record		1200		0

		v.1: 5.2.3.c		Required resources		All required resources, such as data accessed by the module, should either be contained within the module or explicitly identified as input or output to the module.  Within the constraints of the programming language, such resources shall be placed at the lowest level where shared access is needed. If that shared access level is across multiple modules, the definitions should be defined in a single file (called header files in some languages, such as C) where any changes can be applied once and the change automatically applies to all modules upon compilation or activation.		1200		0

		v.1: 5.2.3.e		Single Entry Point		Each module shall have a single entry point, and a single exit point, for normal process flow. For library modules or languages such as the object-oriented languages, the entry point is to the individual contained module or method invoked. The single exit point is the point where control is returned. At that point, the data that is expected as output must be appropriately set. The exception for the exit point is where a problem is so severe that execution cannot be resumed. In this case, the design must explicitly protect all recorded votes and audit log information and must implement formal exception handlers provided by the language.		1200		0

		v.1: 5.2.3.e		Single Exit Point		Each module shall have a single entry point, and a single exit point, for normal process flow. For library modules or languages such as the object-oriented languages, the entry point is to the individual contained module or method invoked. The single exit point is the point where control is returned. At that point, the data that is expected as output must be appropriately set. The exception for the exit point is where a problem is so severe that execution cannot be resumed. In this case, the design must explicitly protect all recorded votes and audit log information and must implement formal exception handlers provided by the language.		1200		0

		v.1: 5.2.3.f		Control structures		v.1: 5.2.3.f
Process flow within the modules shall be restricted to combinations of the control structures defined in Volume II, Section 5. These structures support the modular concept, especially the single entry and exit rule above. They apply to any language feature where program control passes from one activity to the next, such as control scripts, object methods or sets of executable statements, even though the language itself is not procedural

v.2: 5.4.1 
Control Constructs
Voting system software shall use the control constructs identified in this section as follows:

If the programming language used does not provide these control constructs, the vendor shall provide them (that is, comparable control structure logic). The constructs shall be used consistently throughout the code. No other constructs shall be used to control program logic and execution 

While some programming languages do not create programs as linear processes,
stepping from an initial condition, through changes, to a conclusion, the program components nonetheless contain procedures (such as “methods” in object-oriented languages). Even in these programming languages, the procedures must execute through these control constructs (or their equivalents, as defined and provided by the vendor)

Operator intervention or logic that evaluates received or stored data shall not re-direct program control within a program routine. Program control may be re-directed within a routine by calling subroutines, procedures, and functions, and by interrupt service routines and exception handlers (due to abnormal error conditions). Do-While (False) constructs and intentional exceptions (used as GoTos) are prohibited

Conventional constructs that are inherent to the development language are permitted but must be documented in the code, adjacent to their use.

Illustrations of the following control construct techniques are provided in Figures 1 through 4.
Fig. 1 Sequence
Fig. 2 If -Then -Else
Fig. 3 Do -While
Fig. 4 Do -Until
Fig. 5 Case
Fig. 6 General loop, including the special case FOR loop		1200		0

		Vol. 1 Section 5.2.4 - Control Constructs						Accept		Reject

		v.1: 5.2.4.a		Acceptable Constructs		Acceptable constructs are Sequence, If-Then-Else, Do-While, Do-Until, Case, and the General loop (including the special case for loop);

Note: This criteria will be "Accept" except in the case where the vendor defines code constructs.		1200		0

		v.1: 5.2.4.a.i		Vendor Defined Constructs with Justification		If the programming language used does not provide these control constructs, the vendor shall provide comparable control structure logic. The constructs shall be used consistently throughout the code. No other constructs shall be used to control program logic and execution.		0		0

		v.1: 5.2.4.a.ii		Execution through Control Constructs		While some programming languages do not create programs as linear processes, stepping from an initial condition through changes to a conclusion, the program components nonetheless contain procedures (such as “methods” in object-oriented languages). Even in these programming languages, the procedures must execute through these control constructs or their equivalents, as defined and provided by the vendor.		1200		0

		v.1: 5.2.4.a.iii		Program re-direction		Operator intervention or logic that evaluates received or stored data shall not redirect program control within a program routine. Program control may be redirected within a routine by calling subroutines, procedures, and functions, and by interrupt service routines and exception handlers (due to abnormal error conditions). Do-While (False) constructs and intentional exceptions (used as GoTos) are prohibited.		1200		0

		Vol. 1 Section 5.2.5 - Naming Conventions						Accept		Reject

		v.1: 5.2.5.b
v.1: 5.2.5.c		Class, function and variable names		v.1: 5.2.5.b
Names used in code and in documentation shall be consistent.

v.1: 5.2.5.c
Names shall be unique within an application. Names shall differ by more than a single character. All single-character names are forbidden except those for variables used as loop indexes. In large systems where subsystems tend to be developed independently, duplicate names may be used where the scope of the name is unique within the application. Names should always be unique where modules are shared.		1200		0

		v.1: 5.2.5.d		Keyword		Language keywords shall not be used as names of objects, functions, procedures, variables or in any manner not consistent with the design of the language.		1200		0

		Vol. 1 Section 5.2.6 - Coding Conventions						Accept		Reject

		v.2: 5.4.2.a		Uniform calling sequences		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

a.Uses uniform calling sequences. All parameters shall either be validated for type and range on entry into each unit or the unit comments shall explicitly identify the type and range for the reference of the programmer and tester. Validation may be performed implicitly by the compiler or explicitly by the programmer		1200		0

		v.2: 5.4.2.a		Parameters type and range validation		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

a.Uses uniform calling sequences. All parameters shall either be validated for type and range on entry into each unit or the unit comments shall explicitly identify the type and range for the reference of the programmer and tester. Validation may be performed implicitly by the compiler or explicitly by the programmer		1200		0

		v.2: 5.4.2.b		Explicit return values		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

b. Has the return explicitly defined for callable units such as functions or procedures (do not drop through by default) for C-based languages and others to which this applies, and in the case of functions, has the return value explicitly assigned. Where the return is only expected to return a successful value, the C convention of returning zero shall be used or the use of another code justified in the comments. If an uncorrected error occurs so the unit must return without correctly completing its objective, a non-zero return value shall be given even if there is no expectation of testing the return. An exception may be made where the return value of the function has a data range including zero		1200		0

		v.2: 5.4.2.c		Macros		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

c. Does not use macros that contain returns or pass control beyond the next statement		0		0

		v.2: 5.4.2.d		Unbound arrays		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

d. For those languages with unbound arrays, provides controls to prevent writing beyond the array, string, or buffer boundaries		1200		0

		v.2: 5.4.2.e		Pointers		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

e. For those languages with pointers or which provide for specifying absolute memory locations, provides controls that prevent the pointer or address from being used to overwrite executable instructions or to access inappropriate areas where vote counts or audit records are stored		1200		0

		v.2: 5.4.2.f		Case statements		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

f. For those languages supporting case statements, has a default choice explicitly defined to catch values not included in the case list		1200		0

		v.2: 5.4.2.g		Vote counter overflowing		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

g. Provides controls to prevent any vote counter from overflowing. Assuming the counter size is large enough such that the value will never be reached is not adequate		1200		0

		v.2: 5.4.2.h		Indentation		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

h. Is indented consistently and clearly to indicate logical levels		1200		0

		v.2: 5.4.2.j		Code generator		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

j. Where code generators are used, the source file segments provided by the code generators should be marked as such with comments defining the logic invoked and, if possible, a copy of the source code provided to the accredited test lab with the generated source code replaced with an unexpanded macro call or its equivalent		1221		0

		v.2: 5.4.2.k		Line Length		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

k. Has no line of code exceeding 80 columns in width (including comments and tab expansions) without justification		1200		0

		v.2: 5.4.2.l		Executable statement		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

l. Contains no more than one executable statement and no more than one flow control statement for each line of source code		1200		0

		v.2: 5.4.2.m		Embedded executable statement		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

m. In languages where embedded executable statements are permitted in conditional expressions, the single embedded statement may be considered a part of the conditional expression. Any additional executable statements should be split out to other lines		1200		0

		v.2: 5.4.2.n		Mixed-mode operations		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

n. Avoids mixed-mode operations. If mixed mode usage is necessary, then all uses shall be identified and clearly explained by comments		1200		0

		v.2: 5.4.2.o		Exit() message		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

o. Upon exit() at any point, presents a message to the user indicating the reason for the exit()		1200		0

		v.2: 5.4.2.p		Format of messages		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

p. Uses separate and consistent formats to distinguish between normal status and error or exception messages. All messages shall be self-explanatory and shall not require the
operator to perform any look-up to interpret them, except for error messages that require resolution by a trained technician		1200		0

		v.2: 5.4.2.q		References variables		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

q. References variables by fewer than five levels of indirection (i.e., a.b.c.d or a[b].c->d)		1200		0

		v.2: 5.4.2.r		Levels of indented scope		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

r. Has functions with fewer than six levels of indented scope		1200		0

		v.2: 5.4.2.s		Variable initialization		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

s. Initializes every variable upon declaration where permitted

note: class data members initialized in the constructor		1200		0

		v.2: 5.4.2.t		Constant Definitions		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

t. Has all constants other than 0 and 1 defined or enumerated, or shall have a comment which clearly explains what each constant means in the context of its use. Where “0” and “1” have multiple meanings in the code unit, even they should be identified.  Example: “0” may be used as FALSE, initializing a counter to zero, or as a special flag in a non-binary category		1200		0

		v.2: 5.4.2.u		Ternary Operator		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

u. Only contains the minimum implementation of the “a = b ? c : d” syntax. Expansions such as “j=a?(b?c:d):e;” are prohibited		1200		0

		v.2: 5.4.2.v		Assert() statement		The accredited test lab shall test for compliance with the coding conventions specified by the vendor. If the vendor does not identify an appropriate set of coding conventions in
accordance with the provisions of Volume I, Subsection 5.2.6, the accredited test lab shall review the code to ensure that it:

v. Has all assert() statements coded such that they are absent from a production compilation. Such coding may be implemented by ifdef()s that remove them from or include them in the compilation. If implemented, the initial program identification in setup should identify that assert() is enabled and active as a test version		0		0

		Vol. 1 Section 5.2.7 - Comment Conventions						Accept		Reject

		v.1: 5.2.7.b		Variables		Voting system software shall use the following comment conventions:

b. Descriptive comments shall be provided to identify objects and data types. All variables shall have comments at the point of declaration clearly explaining their use.  Where multiple variables that share the same meaning are required, the variables may share the same comment		1200		0

		v.1: 5.2.7.c		In-Line Comments		Voting system software shall use the following comment conventions:

c. In-line comments shall be provided to facilitate interpretation of functional operations, tests, and branching		1200		0

		v.1: 5.2.7.d		Assembly code		Voting system software shall use the following comment conventions:

d. Assembly code shall contain descriptive and informative comments such that its executable lines can be clearly understood		1200		0

		v.1: 5.2.7.e		Comments in uniform format		Voting system software shall use the following comment conventions:

e. All comments shall be formatted in a uniform manner that makes it easy to distinguish them from executable code		1200		0



		v.1: 5.2.3.d
v.2: 5.4.2.i		File's functions' line count		On the Application level, no more than 50% exceeding 60 lines, no more than 5% exceeding 120 lines, and none exceeding 240 lines without justification.		Less than 60+N/A		60 to 120		120 to 240		More than 240		Total

								1165		47		16		0		1228

								94.87%		3.83%		1.30%		0.00%		100%
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ES&S-Crypto-Findings

		Module		File Path		Function		Line		Crypto Call		FIPS Alg?		Cert Impl?		Correct Use?		Comment		Impact

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Admin/src/com/essvote/electionWare/admin/data/UserDataStore.java		byte [] encryptedPrivateKey = CryptoUtility.encrypt(encryptedPrivKeyPswd, privateKey);		742				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Admin/src/com/essvote/electionWare/admin/data/UserDataStore.java		List<byte []> keys = CryptoUtility.generateUserKeyPair();		731				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Admin/src/com/essvote/electionWare/admin/data/UserDataStore.java		String encryptedPrivKeyPswd = CryptoUtility.getDBfieldEncryptionPswd(privateKeyPswd, user.getUsername());		740				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Admin/src/com/essvote/electionWare/admin/data/UserDataStore.java		String userPswdHashed = CryptoUtility.hash(String.valueOf(user.getPassword()));		469				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Admin/src/com/essvote/electionWare/admin/data/UserDataStore.java		String userPswdHashed = CryptoUtility.hash(String.valueOf(user.getPassword()));		624				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		CodeDirCore()		289		GRinit()		N		N		N		RNG seeded with time

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		CodeDirCore()		291		encode()		Y		N		N		3DES keys derived from a single 56-bit key; DES implementation not FIPS approved

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		CheckCodeCore()		404		decode()		Y		N		N		3DES keys derived from a single 56-bit key; DES implementation not FIPS approved

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		addhash()		497-559		GR()		N		N		N		Use of non-approved RNG

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		encode()		731		RMDbinary()		N		N		N		RIPEMD-160 is used for hashing, which is not FIPS approved

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		encode()		742		addhash()		N		N		N		Use of non-approved method of scrambling hash

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		encode()		745		enc73()		Y		N		N		3DES keys derived from a single 56-bit key; DES implementation not FIPS approved

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		encode()		903		RMDbinary()		N		N		N		RIPEMD-160 is used for hashing, which is not FIPS approved

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		decode()		913		check_validity()		Y		N		N		3DES keys are derived from a single 56-bit key; DES implementation not FIPS approved

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		checkbufhash()		997-1017		N/A		N		N		N		Use of non-approved method of scrambling hash

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		check_validity()		913		check_validity()		Y		N		N		3DES keys are derived from a single 56-bit key; DES implementation not FIPS approved

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		check_validity()		1126		dec73()		Y		N		N		3DES keys are derived from a single 56-bit key; DES implementation not FIPS approved

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		check_validity()		1135		checkbufhash()		N		N		N		RIPEMD-160 is used for hashing, which is not FIPS approved

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		GRinit()		1168-1173		GetTickCount()		N		N		N		RNG seeded with time

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		GR()		1196-1203		N/A		N		N		N		Non-approved RNG

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		enc73()		1231-1305		makekey()		Y		N		N		3DES keys are derived from a single 56-bit key; DES implementation not FIPS approved

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		makekey()		1442-1464		N/A		Y		N		N		3DES keys are derived from a single 56-bit key

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		dec73()		1487-1578		makekey()		Y		N		N		3DES keys are derived from a single 56-bit key; DES implementation not FIPS approved

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		CodeDir()		1690		CodeDirCore()		N		N		N		RNG seeded with time; 3DES keys derived from a single 56-bit key; DES implementation not FIPS approved

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		CodeDirCdecl()		1844		CodeDirCore()		N		N		N		RNG seeded with time; 3DES keys derived from a single 56-bit key; DES implementation not FIPS approved

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		CheckCode()		1967		CheckCodeCore()		Y		N		N		3DES keys derived from a single 56-bit key; DES implementation not FIPS approved

		AutoMARK-VAT - 1.6.0.0k		AutoMARK-VAT - 1.6.0.0k/Source/VAT_1.6.0.0k_Souce/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		CheckCodeCdecl()		2067		CheckCodeCore()		Y		N		N		3DES keys derived from a single 56-bit key; DES implementation not FIPS approved

		ERM - 8.1.0.0g		ERM - 8.1.0.0g\Source\ERM_8.1.0.0g_Source\ERM 8.1.0.0\CP.PRC		032-DECODE-USERS.		291		none		n		n		n

		ERM - 8.1.0.0g		ERM - 8.1.0.0g\Source\ERM_8.1.0.0g_Source\ERM 8.1.0.0\CP.PRC		033-BY-USER.		305				n		n		n		decodes user id. Not sure what algorithm is being used.

		ERM - 8.1.0.0g		ERM - 8.1.0.0g\Source\ERM_8.1.0.0g_Source\ERM 8.1.0.0\DS2WIBAL.PRC		343-VALIDATE-AND-DECRYPT		815				n		n		n		Executes the DLL/function to validate and decrypt the signed image

		ERM - 8.1.0.0g		ERM - 8.1.0.0g\Source\ERM_8.1.0.0g_Source\ERM 8.1.0.0\VOTRONIC.PRC		142-CHAR-BY-CHAR.		479				n		n		n		Executes the DLL/function to process results memory device

		ERM - 8.1.0.0g		ERM - 8.1.0.0g\Source\ERM_8.1.0.0g_Source\ERM 8.1.0.0\DSCAN200.PRC		550-PROCESS-KEY-MEMORY-DEVICE.		318		Uses the RSA path		n		n		n

		ERM - 8.1.0.0g		ERM - 8.1.0.0g\Source\ERM_8.1.0.0g_Source\ERM 8.1.0.0\PA191ALL.PRC		1594-VALIDATE-ELECTION-XML.		1521		 Validate signature of the election.xml file and decrypt the file		n		n		n		calls CB_VALIDATEERMINPUTFILE

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotJDOMParser.java		Utility.crypto(eptFile, tempPath, false);		341				N		N		N		The "blowfish" algorithm is not fips compliant.

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Common/src/com/essvote/electionWare/common/data/ElectionContext.java		encryptedPswd = CryptoUtility.getDBfieldEncryptionPswd(CryptoUtility.toHex(getElectionInternalCode()),		397				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Common/src/com/essvote/electionWare/common/ElectionWareSuiteService.java		byte [] encryptedPrivateKey = CryptoUtility.encrypt(encryptedPrivKeyPswd, privateKey);		607				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Common/src/com/essvote/electionWare/common/ElectionWareSuiteService.java		decryptedPrivateKey = CryptoUtility.decrypt(encryptedPrivKeyPswd, privateKey);		595				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Common/src/com/essvote/electionWare/common/ElectionWareSuiteService.java		List<byte []> keys = CryptoUtility.generateUserKeyPair();		601				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Common/src/com/essvote/electionWare/common/ElectionWareSuiteService.java		String encryptedPrivKeyPswd = CryptoUtility.getDBfieldEncryptionPswd(privateKeyPswd, inName);		585				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Configure/src/com/essvote/electionWare/configure/AutoMarkPasswordsPanel.java		byte [] decryptedPass = CryptoUtility.decrypt(encryptPswd, encryptedPass);		322				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Configure/src/com/essvote/electionWare/configure/AutoMarkPasswordsPanel.java		insObj[inc++] = CryptoUtility.encrypt(encryptPswd, autoMarkElecPW.getBytes());   // password		455				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Configure/src/com/essvote/electionWare/configure/DS200PasswordsPanel.java		byte [] decryptedPass = CryptoUtility.decrypt(encryptPswd, encryptedPass);		371				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Configure/src/com/essvote/electionWare/configure/DS200PasswordsPanel.java		insObj[inc++] = CryptoUtility.encrypt(encryptPswd, elecPW.getBytes());   // election password		624				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Configure/src/com/essvote/electionWare/configure/DS200PasswordsPanel.java		insObj[inc++] = CryptoUtility.encrypt(encryptPswd, eqcPW.getBytes());   // EQC password		625				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Configure/src/com/essvote/electionWare/configure/DS200PasswordsPanel.java		insObj[inc++] = CryptoUtility.encrypt(encryptPswd, overPW.getBytes());   // override password		626				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		ArrayList<String> res = rsaCrypto("AsymDecryptData", toHex(privateKey), toHex(data));		81				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		ArrayList<String> res = rsaCrypto("AsymEncryptData", toHex(publicKey), toHex(data));		114				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		ArrayList<String> res = rsaCrypto("DecryptData", password, toHex(data));		148				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		ArrayList<String> res = rsaCrypto("EncryptData", password, toHex(data));		182				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		ArrayList<String> res = rsaCrypto("GeneratePubPriEncryptKeys");		293				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		ArrayList<String> res = rsaCrypto("GeneratePubPriKeyString");		255				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		ArrayList<String> res = rsaCrypto("ReturnEWareSymKey", password, eqc);		359				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		ArrayList<String> res = rsaCrypto("ReturnEWareSymKey", pswd, eqcPart);		328				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		public static ArrayList<String> rsaCrypto(String... params)		435				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		public static byte [] asymDecrypt(byte [] privateKey, byte [] data)		77				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		public static byte [] asymEncrypt(byte [] publicKey, byte [] data)		110				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		public static byte [] decrypt(String password, byte [] data)		144				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		public static byte [] encrypt(String password, byte [] data)		178				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		public static List<byte []> generateKeyPair()		248				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		public static List<byte []> generateUserKeyPair()		286				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		public static String getSymKey(String password, String eqc)		355				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		return rsaCrypto("ReturnAESKey", data).get(0);		389				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		byte [] hash = get40BitKey(md5.digest());		296				N		Y		Y		MD5 is used to generate the digest

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		md5 = MessageDigest.getInstance(PASSWORD_HASH_ALGORITHM);		292				N		Y		Y		MD5 is used to generate the digest

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		md5.update(toByteArray(password));		293				N		Y		Y		MD5 is used to generate the digest

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		Cipher cipher = Cipher.getInstance(CRYPT_ALGORITHM);		178				N		N		N		RC4Crypt is used which is not fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		cipher.init(Cipher.ENCRYPT_MODE, key);		179				N		N		N		RC4Crypt is used which is not fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		key = new SecretKeySpec(hash, CRYPT_ALGORITHM);		297				N		N		N		RC4Crypt is used which is not fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		private RC4Crypt()		48				N		N		N		RC4Crypt is used which is not fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		private static final String CRYPT_ALGORITHM = "RC4";		352				N		N		N		RC4Crypt is used which is not fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		private static SecretKeySpec getKey(String password)		281				N		N		N		RC4Crypt is used which is not fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		public static void decryptFile(String fileName, String decryptedName, String password)		72				N		N		N		RC4Crypt is used which is not fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		public static void encryptFile(String fileName, String encryptedName, String password)		98				N		N		N		RC4Crypt is used which is not fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		public static void rc4Crypt(int operation, String inputName, String outputName, String password)		140				N		N		N		RC4Crypt is used which is not fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		rc4Crypt(Cipher.DECRYPT_MODE, fileName, decryptedName, password);		75				N		N		N		RC4Crypt is used which is not fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		rc4Crypt(Cipher.ENCRYPT_MODE, fileName, encryptedName, password);		101				N		N		N		RC4Crypt is used which is not fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		SecretKeySpec key = getKey(password);		175				N		N		N		RC4Crypt is used which is not fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RSACryptoInputStream.java		CryptoUtility.rsaCrypto("DecryptFile", symKey, encryptedFile.getAbsolutePath(),		120				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RSACryptoInputStream.java		public RSACryptoInputStream(File file, String key)		47				Y		Y		Y		RC4Crypt is used which is not fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		MessageDigest md = MessageDigest.getInstance("SHA-256");		453				Y		Y		Y		SHA-256 is a FIPS compliant algorithm

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		cipher.init(Cipher.DECRYPT_MODE, key);		263				N		N		N		The "blowfish" algorithm is not fips compliant.

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		cipher.init(Cipher.ENCRYPT_MODE, key);		341				N		N		N		The "blowfish" algorithm is not fips compliant.

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		hash = md.digest(data);		455				Y		Y		Y		SHA-256 is a FIPS compliant algorithm

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		private static final String ENC_TYPE = "blowfish";		562				N		N		N		The "blowfish" algorithm is not fips compliant.

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		RC4Crypt.decryptFile(filein, fileout, new String(CRYPT_ARRAY));		228				N		N		N		RC4Crypt is used which is not fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		SecretKeySpec key = new SecretKeySpec(password, ENC_TYPE);		259				N		N		N		The "blowfish" algorithm and SecretKeySpec are not fips compliant.

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		SecretKeySpec key = new SecretKeySpec(password, ENC_TYPE);		337				N		N		N		The "blowfish" algorithm and SecretKeySpec are not fips compliant.

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java		ArrayList<String> key = CryptoUtility.rsaCrypto("ReturnAutomarkSymKey", electionSC);		679				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java		ArrayList<String> res = CryptoUtility.rsaCrypto("CreateManifest", new File(file, ROOT_DIR).getAbsolutePath());		783				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java		byte [] decryptedElecPass = CryptoUtility.decrypt(encryptPswd, encryptedElecPass);		186				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java		CryptoUtility.rsaCrypto("EncryptBundle", key.get(0), "2", pubReplacedPath, eqcPath, authFile);		680				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java		String hex = CryptoUtility.toHex(readFile(ascPath));   // hex value		604				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java		String symKey = CryptoUtility.getSymKey(handler.electionSC, handler.eqc);		926				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java		encryptFile(mfFile, encFile, CryptoUtility.getSymKey(electionSC, eqc));		790				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java		handler.encryptFile(fb.filePath, encFile, symKey);		1026				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java		handler.sign(fb.filePath.getAbsolutePath());		1036				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java		sign(authFile);		684				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java		String ascPath = super.sign(target);   // path to signature		603				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java		super.sign(encFile.getAbsolutePath());		793				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/DeviceHandler.java		ArrayList<String> res = CryptoUtility.rsaCrypto("SignFile", path, privateKey);		820				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/DeviceHandler.java		CryptoUtility.rsaCrypto("EncryptFile", key,		434				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/DeviceHandler.java		privateKey = CryptoUtility.toHex(privKey);		670				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/DeviceHandler.java		privKey = CryptoUtility.decrypt(encryptPswd, privKey);		662				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/DeviceHandler.java		pubKey = CryptoUtility.decrypt(encryptPswd, pubKey);		658				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/DeviceHandler.java		sign(signFile.getAbsolutePath());		858				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/DS200DeviceHandler.java		byte [] decryptedPass = CryptoUtility.decrypt(encryptPswd, encryptedPass);		96				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/EQCDeviceHandler.java		CryptoUtility.rsaCrypto("EncryptBundle", CryptoUtility.getSymKey(electionSC, eqc),		171				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/EQCDeviceHandler.java		CryptoUtility.rsaCrypto("EncryptBundle", CryptoUtility.getSymKey(eqcSC, eqc), "4",		245				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/EQCDeviceHandler.java		writeData(new File(escHashPath), CryptoUtility.fromHex(CryptoUtility.hash(electionSC)));		241				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/PollDeviceHandler.java		   CryptoUtility.getSymKey(electionSC, eqc));		150				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/PollDeviceHandler.java		encryptFile(zipFile, new File(selectedDevice, BUNDLE_NAME + ENC_EXT),		149				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/ReportingDeviceHandler.java		CryptoUtility.rsaCrypto("EncryptBundle", CryptoUtility.getSymKey(eqcSC, eqc),		603				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/ReportingDeviceHandler.java		encryptFile(kepFile, encFile, CryptoUtility.getSymKey(eqcSC, eqc));		539				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/ReportingDeviceHandler.java		encryptFile(target, new File(target.getAbsolutePath() + ENC_EXT), CryptoUtility.getSymKey(eqcSC, eqc));		306				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/ReportingDeviceHandler.java		encryptFile(target, new File(target.getAbsolutePath() + ENC_EXT), CryptoUtility.getSymKey(eqcSC, eqc));		388				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/BallotImageManager.java		String secretKey = CryptoUtility.toHex(ElectionContext.getElectionInternalCode());		536				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/BallotImageManager.java		reader = new BufferedReader(new InputStreamReader(new RSACryptoInputStream(file, secretKey)));		538				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/model/DataQuery.java		businessData = new BusinessDataJaxImpl(new RSACryptoInputStream(businessXml,		195				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/ResolveModule.java		byte [] decryptedPass = CryptoUtility.decrypt(encryptPswd, encryptedPass);		419				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/ResolveModule.java		eqcSC = CryptoUtility.getSymKey(eqcPass, currentEqc);		423				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/util/ZipUtil.java		zis = new ZipInputStream(new RSACryptoInputStream(zipFile, secretKey));		110				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/tasks/KeyManager.java		CryptoUtility.encrypt(encryptPswd, privateKey)   // private byte array		167				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/tasks/KeyManager.java		CryptoUtility.encrypt(encryptPswd, publicKey),   // public key array		166				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		ElectionWare - 2.0.0.0zzk		ESS/ESS_Source2_Pkg2/ElectionWare - 2.0.0.0zzk/Source/electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/tasks/KeyManager.java		List<byte []> keys = CryptoUtility.generateKeyPair();		84				Y		Y		Y		RSACrypto.exe is called which is fips compliant

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		int addhash(char *encodestring,  // [both] encoded string		493				N		N		N		This is a simplistic data permutation, not a hash.		No cryptographic value added.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		static void GRinit(void)		1178				N		N		N		This random number generator is not cryptographically random.  		Output will not be truly random.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		static unsigned char GR(void)		1206				N		N		N		This random number generator is not cryptographically random.  		Output will not be truly random.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		static int enc73(short length,  // [in] length		1241				Y		N		N		3DES keys derived from a single 56-bit key; DES implementation not FIPS approved		An unapproved implementation of an approved algorithm may not posess the expected cryptographic strength.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		void makekey(char *key,             // [in] input, untouched key		1452				N/A		N/A		N/A		3DES keys derived from a single 56-bit key; DES implementation not FIPS approved		An unapproved implementation of an approved algorithm may not posess the expected cryptographic strength.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/AutomarkEncoder.cpp		static int dec73(short length, // [in] length of buffer ot decode		1497				Y		N		N		3DES keys derived from a single 56-bit key; DES implementation not FIPS approved		An unapproved implementation of an approved algorithm may not posess the expected cryptographic strength.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/DES.C		void deskey(unsigned char *key, short edf)		102				N/A		N/A		N/A		3DES keys derived from a single 56-bit key; DES implementation not FIPS approved		An unapproved implementation of an approved algorithm may not posess the expected cryptographic strength.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/DES.C		static void cookey(unsigned long *raw1)		161				N/A		N/A		N/A		3DES keys derived from a single 56-bit key; DES implementation not FIPS approved		An unapproved implementation of an approved algorithm may not posess the expected cryptographic strength.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/DES.C		void des(unsigned char *inblock, unsigned char *outblock)		256				Y		N		N		3DES keys derived from a single 56-bit key; DES implementation not FIPS approved		An unapproved implementation of an approved algorithm may not posess the expected cryptographic strength.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/DES.C		static void desfunc(unsigned long *block, unsigned long *keys)		504				Y		N		N		3DES keys derived from a single 56-bit key; DES implementation not FIPS approved		An unapproved implementation of an approved algorithm may not posess the expected cryptographic strength.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/hash.c		static byte *RMDbinary(TCHAR *fname, TCHAR *errorstring)		80				N		N		N		RIPEMD-160 is not a FIPS approved hashing algorithm.		RIPEMD-160 has not been as heavily scrutinized as other hashing algorithms, and may offer less cryptographic value than FIPS approved algorithms.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/hash.c		void compress(dword *MDbuf, dword *X)		185				N		N		N		RIPEMD-160 is not a FIPS approved hashing algorithm.		RIPEMD-160 has not been as heavily scrutinized as other hashing algorithms, and may offer less cryptographic value than FIPS approved algorithms.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/AutomarkEncoder/hash.c		void MDfinish(dword *MDbuf, byte *strptr, dword lswlen, dword mswlen)		406				N		N		N		RIPEMD-160 is not a FIPS approved hashing algorithm.		RIPEMD-160 has not been as heavily scrutinized as other hashing algorithms, and may offer less cryptographic value than FIPS approved algorithms.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/GBCRC32.h		#define UPDC32(octet, crc) (crc_32_tab[((crc) ^ (octet)) & 0xff] ^ ((crc) >> 8))		533				N		N		N		CRC32 is not a FIPS approved algorithm.		CRC32 should not be used to verify integrity as it contains no secure principles.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/NonVolatileLibrary.cpp		passstr[2]='Z'; /* pseudo-encrypted value */		3453				N		N		N		This is a simple rotation cipher, and is not FIPS approved.		Rotation ciphers offer no cryptographic value.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/NonVolatileLibrary.cpp		passstr[1]='P'-DLLs_init; /* pseudo-encrypted value */		3454				N		N		N		This is a simple rotation cipher, and is not FIPS approved.		Rotation ciphers offer no cryptographic value.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/NonVolatileLibrary.cpp		passstr[0]='M'; /* pseudo-encrypted value */		3455				N		N		N		This is a simple rotation cipher, and is not FIPS approved.		Rotation ciphers offer no cryptographic value.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/NonVolatileLibrary.cpp		passstr[3]='T'+DLLs_init; /* pseudo-encrypted value */		3456				N		N		N		This is a simple rotation cipher, and is not FIPS approved.		Rotation ciphers offer no cryptographic value.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/NonVolatileLibrary.cpp		passstr[4]='X'; /* pseudo-encrypted value */		3457				N		N		N		This is a simple rotation cipher, and is not FIPS approved.		Rotation ciphers offer no cryptographic value.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/NonVolatileLibrary.cpp		passstr[2]='H'-DLLs_init; /* pseudo-encrypted value */		3458				N		N		N		This is a simple rotation cipher, and is not FIPS approved.		Rotation ciphers offer no cryptographic value.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/NonVolatileLibrary.cpp		passstr[4]='F'-DLLs_init; /* pseudo-encrypted value */		3459				N		N		N		This is a simple rotation cipher, and is not FIPS approved.		Rotation ciphers offer no cryptographic value.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/NonVolatileLibrary.cpp		passstr[0]='L'; /* pseudo-encrypted value */		3460				N		N		N		This is a simple rotation cipher, and is not FIPS approved.		Rotation ciphers offer no cryptographic value.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/NonVolatileLibrary.cpp		passstr[0]='U'+DLLs_init; /* pseudo-encrypted value */		3461				N		N		N		This is a simple rotation cipher, and is not FIPS approved.		Rotation ciphers offer no cryptographic value.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/NonVolatileLibrary.cpp		passstr[5]=0; /* pseudo-encrypted value */		3462				N		N		N		This is a simple rotation cipher, and is not FIPS approved.		Rotation ciphers offer no cryptographic value.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/NonVolatileLibrary.cpp		passstr[2]='Z'; /* pseudo-encrypted value */		3607				N		N		N		This is a simple rotation cipher, and is not FIPS approved.		Rotation ciphers offer no cryptographic value.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/NonVolatileLibrary.cpp		passstr[1]='P'-DLLs_init; /* pseudo-encrypted value */		3609				N		N		N		This is a simple rotation cipher, and is not FIPS approved.		Rotation ciphers offer no cryptographic value.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/NonVolatileLibrary.cpp		passstr[0]='M'; /* pseudo-encrypted value */		3611				N		N		N		This is a simple rotation cipher, and is not FIPS approved.		Rotation ciphers offer no cryptographic value.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/NonVolatileLibrary.cpp		passstr[3]='T'+DLLs_init; /* pseudo-encrypted value */		3613				N		N		N		This is a simple rotation cipher, and is not FIPS approved.		Rotation ciphers offer no cryptographic value.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/NonVolatileLibrary.cpp		passstr[4]='X'; /* pseudo-encrypted value */		3615				N		N		N		This is a simple rotation cipher, and is not FIPS approved.		Rotation ciphers offer no cryptographic value.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/NonVolatileLibrary.cpp		passstr[2]='H'-DLLs_init; /* pseudo-encrypted value */		3617				N		N		N		This is a simple rotation cipher, and is not FIPS approved.		Rotation ciphers offer no cryptographic value.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/NonVolatileLibrary.cpp		passstr[4]='F'-DLLs_init; /* pseudo-encrypted value */		3619				N		N		N		This is a simple rotation cipher, and is not FIPS approved.		Rotation ciphers offer no cryptographic value.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/NonVolatileLibrary.cpp		passstr[0]='L'; /* pseudo-encrypted value */		3621				N		N		N		This is a simple rotation cipher, and is not FIPS approved.		Rotation ciphers offer no cryptographic value.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/NonVolatileLibrary.cpp		passstr[0]='U'+DLLs_init; /* pseudo-encrypted value */		3623				N		N		N		This is a simple rotation cipher, and is not FIPS approved.		Rotation ciphers offer no cryptographic value.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/NonVolatileLibrary/NonVolatileLibrary.cpp		passstr[5]=0; /* pseudo-encrypted value */		3625				N		N		N		This is a simple rotation cipher, and is not FIPS approved.		Rotation ciphers offer no cryptographic value.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/RSASecurityLibrary/Decrypt.cpp		t_ValidateResult Decrypt(R_CR_CTX* pCryptoContext,		83				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/RSASecurityLibrary/GenerateHash.cpp		t_ValidateResult GenerateHash(R_CR_CTX* pCryptoContext,		86				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/RSASecurityLibrary/getbundleitem.cpp		t_ValidateResult GetBundleItem(R_LIB_CTX* pLibContext,		95				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/RSASecurityLibrary/RSA_CheckSignature.cpp		RSASECURITYLIBRARY_API t_ValidateResult RSA_CheckSignature(		89				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/RSASecurityLibrary/RSA_DecryptFile.cpp		RSASECURITYLIBRARY_API t_ValidateResult RSA_DecryptFile(const TCHAR* inputFilename,		93				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/RSASecurityLibrary/RSA_GetPublicKey.cpp		RSASECURITYLIBRARY_API t_ValidateResult RSA_GetPublicKey(const TCHAR* bundleFilename,		90				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/RSASecurityLibrary/validatefile.cpp		R_CR_TYPE_SIGNATURE,		120				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/SecurityLibrary/DES.C		void deskey(unsigned char *key, short edf)		98				N/A		N/A		N/A		3DES keys derived from a single 56-bit key; DES implementation not FIPS approved		An unapproved implementation of an approved algorithm may not posess the expected cryptographic strength.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/SecurityLibrary/DES.C		void des(unsigned char *inblock, unsigned char *outblock)		261				Y		N		N		3DES keys derived from a single 56-bit key; DES implementation not FIPS approved		An unapproved implementation of an approved algorithm may not posess the expected cryptographic strength.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/SecurityLibrary/HASH.C		static byte *RMDbinary(TCHAR *fname, TCHAR *errorstring)		76				N		N		N		RIPEMD-160 is not a FIPS approved hashing algorithm.		RIPEMD-160 has not been as heavily scrutinized as other hashing algorithms, and may offer less cryptographic value than FIPS approved algorithms.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/SecurityLibrary/HASH.C		void compress(dword *MDbuf, dword *X)		190				N		N		N		RIPEMD-160 is not a FIPS approved hashing algorithm.		RIPEMD-160 has not been as heavily scrutinized as other hashing algorithms, and may offer less cryptographic value than FIPS approved algorithms.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/SecurityLibrary/HASH.C		void MDfinish(dword *MDbuf, byte *strptr, dword lswlen, dword mswlen)		418				N		N		N		RIPEMD-160 is not a FIPS approved hashing algorithm.		RIPEMD-160 has not been as heavily scrutinized as other hashing algorithms, and may offer less cryptographic value than FIPS approved algorithms.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/SecurityLibrary/SecurityLibrary.cpp		static void makekey(char *key, char *realkeyforward, char *realkeyfinal,		3323				N/A		N/A		N/A		3DES keys derived from a single 56-bit key; DES implementation not FIPS approved		An unapproved implementation of an approved algorithm may not posess the expected cryptographic strength.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/SecurityLibrary/SecurityLibrary.cpp		static int dec73(short length, char *text, char *key)		3368				Y		N		N		3DES keys derived from a single 56-bit key; DES implementation not FIPS approved		An unapproved implementation of an approved algorithm may not posess the expected cryptographic strength.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/SecurityLibrary/SecurityLibrary.cpp		addhash((char *)buf,(char *)hashcode);		4315				N		N		N		This is a simplistic data permutation, not a hash.		No cryptographic value added.

		AutoMARK-VAT - 1.6.0.0l		AutoMARK-VAT - 1.6.0.0l/Source/Trusted Build/ATS Source Code/VAT Source/SecurityLibrary/SecurityLibrary.cpp		enc73(DECODE_BLOCK,(char *)buf,(char *)FirmwareHashCodeKey);		4316				Y		N		N		3DES keys derived from a single 56-bit key; DES implementation not FIPS approved		An unapproved implementation of an approved algorithm may not posess the expected cryptographic strength.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/CoNGBaseline/Strategies/UnityBasicVoteSessionStrategy.cpp		seed = seed * ( UCHAR_MAX + 2U ) + pNow[i];		308				N		N		N		Random number generator seeded with time. Seed is set to 0 and then added to system time.		System time is not a cryptographically secure seed.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/AsymmetricEncryptOp.cpp		void AsymmetricEncryptOp::encrypt(std::istream &input,		154				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/AsymmetricEncryptOp.cpp		void AsymmetricEncryptOp::blockEncrypt(std::string & block,		235				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/AsymmetricKey.cpp		AsymmetricKey::AsymmetricKey(const AsymmetricKeyContext &keyContext,		472				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_CR_CTX_new(const LibContext &libContext, Context &cryptoContext)		504				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		return ::R_PKEY_CTX_new(*libContext.mLibContext,		695				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_CR_generate_key_init(Operation &op)		778				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_PKEY_new(const AsymmetricKeyContext &keyContext,		819				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_CR_generate_key(const Operation &operation, AsymmetricKeyPair &key)		915				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_PKEY_TYPE_to_string(int keyType, unsigned int maxLen, char buffer[])		955				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_PKEY_to_binary(const AsymmetricKey &pkey,		998				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_PKEY_to_public_key_binary(const R_PKEY *key,		1117				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_CR_sign_init(SignatureOp &op,		1353				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		return ::R_CR_sign_init(*op.mOp, *key.mKey);		1357				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_CR_sign_final(const SignatureOp &op,		1396				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_CR_sign_update(const SignatureOp &op,		1447				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_PKEY_public_cmp(const R_PKEY *left, const R_PKEY *right)		1694				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_CR_asym_encrypt_init(const AsymmetricEncryptOp &op,		1742				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_CR_asym_encrypt(const AsymmetricEncryptOp &op,		1787				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_SKEY_new(const LibContext &libContext,		1846				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_CR_encrypt_init(const SymmetricCipherOp &op,		1895				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_CR_encrypt_update(const SymmetricCipherOp &op,		1948				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_CR_encrypt_final(const SymmetricCipherOp &op,		2008				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_CR_decrypt_init(const SymmetricDecipherOp &op,		2061				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_CR_decrypt_update(const SymmetricDecipherOp &op,		2113				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_CR_decrypt_final(const SymmetricDecipherOp &op,		2170				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_CR_sign(const SignatureOp &op,		2435				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Crypto/src/Util.cpp		int Util::R_PKEY_set_info(ParameterKey &pkey, int infoId, void *value)		2583				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/PaperProcessor/src/FileUpload.cpp		int FileUpload::checkMD5Sum(string file, string expectedMd5) 		266				N		N		N		MD5 is not a FIPS approved hash algorithm.		MD5 has been proven to show collision and cannot be used with full confidence.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/PaperProcessor/src/FileUpload.cpp		int FileUpload::checkMD5List(string path, XrefTab & results) 		331				N		N		N		MD5 is not a FIPS approved hash algorithm.		MD5 has been proven to show collision and cannot be used with full confidence.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/PaperProcessor/src/FileUpload.cpp		int FileUpload::getMD5Sum(string file, string & md5Val) 		433				N		N		N		MD5 is not a FIPS approved hash algorithm.		MD5 has been proven to show collision and cannot be used with full confidence.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Tabulator/cong_extensions/Strategies/FileTimeObfuscator.cpp		seed = seed * ( UCHAR_MAX + 2U ) + pNow[i];		166				N		N		N		Random number generator seeded with time. Seed is set to 0 and then added to system time.		System time is not a cryptographically secure seed.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Tabulator/cong_extensions/Strategies/FileTimeObfuscator.cpp		unsigned int index = random() % this->mFilePool.size();		325				N		N		N		random() is not a FIPS approved RNG.		This random number generator is not cryptographically random, and may not offer the amount of obfuscation needed to meet requirements.

		DS200 - 2.1.0.0u		DS200 - 2.1.0.0u/Source/source/ds200-2.1.0.0u/ds200-2.1.0.0u/Tabulator/cong_extensions/Strategies/FileTimeObfuscator.cpp		unsigned int index = random() %		460				N		N		N		random() is not a FIPS approved RNG.		This random number generator is not cryptographically random, and may not offer the amount of obfuscation needed to meet requirements.

		EDM - 8.2.0.0m		EDM - 8.2.0.0m/Source/BALLOT DATA MANAGER/CURRENT/Bdmsys.cpp		void EncryptString(const CString &strTxt, CString &strEncrypt)		302				N		N		N		Substitution cipher not FIPS approved.		No cryptographic value added.

		EDM - 8.2.0.0m		EDM - 8.2.0.0m/Source/BALLOT DATA MANAGER/CURRENT/Bdmsys.cpp		void DecryptString(CString &strText)		247				N		N		N		Substitution cipher not FIPS approved.		No cryptographic value added.

		EDM - 8.2.0.0m		EDM - 8.2.0.0m/Source/BALLOT DATA MANAGER/CURRENT/Bdmutil.cpp		int DoEncryptFile(const CString& strInputFile, const CString& strOutputFile)		5997				Y		Y		Y		This function acts indirectly as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		EDM - 8.2.0.0m		EDM - 8.2.0.0m/Source/BALLOT DATA MANAGER/CURRENT/bdmutil2.cpp		CString Scramble(const CString& strString, int nKey)		3693				N		N		N		Substitution cipher not FIPS approved.		No cryptographic value added.

		EDM - 8.2.0.0m		EDM - 8.2.0.0m/Source/BALLOT DATA MANAGER/CURRENT/bdmutil2.cpp		CString Unscramble(const CString& strString, int nKey)		3760				N		N		N		Substitution cipher not FIPS approved.		No cryptographic value added.

		ElectionWarePaperBallot.exe - 1.0.0.0za		ElectionWarePaperBallot.exe - 1.0.0.0za/Source/DSIM/Affidavit.cpp		AddSignature(pSig);		898				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ElectionWarePaperBallot.exe - 1.0.0.0za		ElectionWarePaperBallot.exe - 1.0.0.0za/Source/DSIM/Affidavit.cpp		CSignature* CAffidavit::GetSignature(const int nIndex)		497				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ElectionWarePaperBallot.exe - 1.0.0.0za		ElectionWarePaperBallot.exe - 1.0.0.0za/Source/DSIM/Affidavit.cpp		pSig = GetSignature(i);		612				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ElectionWarePaperBallot.exe - 1.0.0.0za		ElectionWarePaperBallot.exe - 1.0.0.0za/Source/DSIM/Affidavit.cpp		pSig = GetSignature(i);		748				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ElectionWarePaperBallot.exe - 1.0.0.0za		ElectionWarePaperBallot.exe - 1.0.0.0za/Source/DSIM/Affidavit.cpp		pSig = new CSignature();		890				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ElectionWarePaperBallot.exe - 1.0.0.0za		ElectionWarePaperBallot.exe - 1.0.0.0za/Source/DSIM/Passwords.cpp		CPasswords& CPasswords::operator =(const CPasswords &Pwd)		262				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ElectionWarePaperBallot.exe - 1.0.0.0za		ElectionWarePaperBallot.exe - 1.0.0.0za/Source/DSIM/Passwords.cpp		CPasswords::CPasswords(const CPasswords &Pwd)		180				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ElectionWarePaperBallot.exe - 1.0.0.0za		ElectionWarePaperBallot.exe - 1.0.0.0za/Source/DSIM/Passwords.cpp		CPasswords::CPasswords(void)		139				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		iRetVal = RetrieveEWareSymKey(cConsoleControl, csCollectionPassword, 		960				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		iRetVal = RetrieveRSAEWPublicKey(cConsoleControl, 		967				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		iRetVal = ValidateSignedFile(cConsoleControl, csEncryptedKep, 		995				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		iRetVal = RetrieveDecryptedFile(cConsoleControl, csSymKey,		1033				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		iRetVal = RetrieveEWareSymKey(cConsoleControl, csCollectPassword, 		1546				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		iRetVal = RetrieveRSAEWPublicKey(cConsoleControl, 		1553				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		iRetVal = LoadSymmetricKey((csTempPath + SECRET_ENCRYPT_KEY),		1560				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		iRetVal = ValidateSignedFile(cConsoleControl, csWorkString, 		1585				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		iRetVal = RetrieveDecryptedFile(cConsoleControl, csSecretSymKey, 		1613				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		int RetrieveRSAEWPublicKey(CConsoleSubverter& cConsoleControl, 		1753				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		iRetVal = RetrieveDecryptedFile(cConsoleControl, csSymKey, 		2231				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		iRetVal = RetrieveEWareSymKey(cConsoleControl, csCollectionPassword,		2501				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		iRetVal = RetrieveRSAEWPublicKey(cConsoleControl, csDrive, 		2509				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		iRetVal = ValidateSignedFile(cConsoleControl, csEncryptedFile, 		2519				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		iRetVal = RetrieveDecryptedFile(cConsoleControl, csSymKey, 		2526				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		int RetrieveMachineSymKey(CConsoleSubverter& cConsoleControl,		2693				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		int RetrieveSimpleSymKey(CConsoleSubverter& cConsoleControl, CString csSeed,		2776				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		int RetrieveDecryptedFile(CConsoleSubverter& cConsoleControl, 		2861				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		int ValidateAndDecryptArchivedFile(char* pchArchivedFile, char* pchKeyPath,		2991				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		iRetVal = RetrieveEWareSymKey(cConsoleControl, csCollectionPassword, 		3099				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		iRetVal = RetrieveRSAEWPublicKey(cConsoleControl, 		3106				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		ERMXMLConvDLL.dll - 1.0.2.0h		ERMXMLConvDLL.dll - 1.0.2.0h/Source/ERMXMLConvDLL/ERMXMLDllInterface.cpp		iRetVal = RetrieveDecryptedFile(cConsoleControl, csSymKey, 		3173				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		EssCrypt.dll - 2.0.0.0b		EssCrypt.dll - 2.0.0.0b/Source/ESSCRYPT/ESSCryptSvr.cpp		STDMETHODIMP CESSCryptSvr::Encrypt(BSTR szwInputFile, BSTR szwOutputFile,		299				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		EssCrypt.dll - 2.0.0.0b		EssCrypt.dll - 2.0.0.0b/Source/ESSCRYPT/ESSCryptSvr.cpp		crypt.Initialize();		326				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		EssCrypt.dll - 2.0.0.0b		EssCrypt.dll - 2.0.0.0b/Source/ESSCRYPT/ESSCryptSvr.cpp		STDMETHODIMP CESSCryptSvr::Decrypt(BSTR szwInputFile, BSTR szwOutputFile,		386				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		EssCrypt.dll - 2.0.0.0b		EssCrypt.dll - 2.0.0.0b/Source/ESSCRYPT/ESSCryptSvr.cpp		if (CESSCrypt::ENCRYPT_SUCCESS == crypt.DecryptFile(szFileInput,		416				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		EssDecpt.EXE - 2.0.0.0a		EssDecpt.EXE - 2.0.0.0a/Source/ESSDECPT/ESSDecpt.cpp		bResult = cCrypt.DecryptFile(argv[FILENAME_IN],		320				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		EssDecpt.EXE - 2.0.0.0a		EssDecpt.EXE - 2.0.0.0a/Source/ESSDECPT/ESSDecpt.cpp		bResult = cCrypt.EncryptFile(argv[FILENAME_IN],		306				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		MFCSharedSource - 2.0.0.0a		MFCSharedSource - 2.0.0.0a/Source/Shared/ESSCryptLib.cpp		int CESSCrypt::EncryptFile(CString csInputFile,		405				Y		Y		Y		This function calls the encryption algorithm defined in the Wincrypt library, which is FIPS complaint.

		MFCSharedSource - 2.0.0.0a		MFCSharedSource - 2.0.0.0a/Source/Shared/ESSCryptLib.cpp		int CESSCrypt::EncryptFile(LPTSTR szInputFile,		460				Y		Y		Y		This function calls the encryption algorithm defined in the Wincrypt library, which is FIPS complaint.

		MFCSharedSource - 2.0.0.0a		MFCSharedSource - 2.0.0.0a/Source/Shared/ESSCryptLib.cpp		int CESSCrypt::DecryptFile(CString csInputFile,		539				Y		Y		Y		This function calls the encryption algorithm defined in the Wincrypt library, which is FIPS complaint.

		MFCSharedSource - 2.0.0.0a		MFCSharedSource - 2.0.0.0a/Source/Shared/ESSCryptLib.cpp		int CESSCrypt::DecryptFile(LPTSTR szInputFile,		595				Y		Y		Y		This function calls the encryption algorithm defined in the Wincrypt library, which is FIPS complaint.

		MFCSharedSource - 2.0.0.0a		MFCSharedSource - 2.0.0.0a/Source/Shared/ESSCryptLib.cpp		if (FALSE != (::CryptCreateHash(hProv, CALG_MD5, 0, 0, &hHash)))		689				Y		Y		Y		This function calls the encryption algorithm defined in the Wincrypt library, which is FIPS complaint.

		MFCSharedSource - 2.0.0.0a		MFCSharedSource - 2.0.0.0a/Source/Shared/ESSCryptLib.cpp		if (0 == (::CryptDeriveKey(hProv,ENCRYPT_ALGORITHM,hHash,0,&hKey)))		704				Y		Y		Y		This function calls the encryption algorithm defined in the Wincrypt library, which is FIPS complaint.

		MFCSharedSource - 2.0.0.0a		MFCSharedSource - 2.0.0.0a/Source/Shared/ESSCryptLib.cpp		nBlockLen = ENCRYPT_BLOCK_MAX - (ENCRYPT_BLOCK_MAX % ENCRYPT_BLOCK_SIZE);		867				Y		Y		Y		This function calls the encryption algorithm defined in the Wincrypt library, which is FIPS complaint.

		MFCSharedSource - 2.0.0.0a		MFCSharedSource - 2.0.0.0a/Source/Shared/ESSCryptLib.cpp		dwBufferLen = nBlockLen + ENCRYPT_BLOCK_SIZE;		873				Y		Y		Y		This function calls the encryption algorithm defined in the Wincrypt library, which is FIPS complaint.

		MFCSharedSource - 2.0.0.0a		MFCSharedSource - 2.0.0.0a/Source/Shared/ESSCryptLib.cpp		if (FALSE == (::CryptEncrypt(		921				Y		Y		Y		This function calls the encryption algorithm defined in the Wincrypt library, which is FIPS complaint.

		MFCSharedSource - 2.0.0.0a		MFCSharedSource - 2.0.0.0a/Source/Shared/ESSCryptLib.cpp		if (FALSE == (::CryptDecrypt(		939				Y		Y		Y		This function calls the encryption algorithm defined in the Wincrypt library, which is FIPS complaint.

		MFCSharedSource - 2.0.0.0a		MFCSharedSource - 2.0.0.0a/Source/Shared/RTEDlg.cpp		nResult = g_crypt.DecryptFile(csEncryptName, m_csRTETempName,		1060				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		MFCSharedSource - 2.0.0.0a		MFCSharedSource - 2.0.0.0a/Source/Shared/RTEDlg.cpp		nResult = g_crypt.EncryptFile(m_csRTEFilename, m_csRTEEncryptName,		1485				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricEncryptOp.cpp		AsymmetricEncryptOp::AsymmetricEncryptOp(const Context &context,		112				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricEncryptOp.cpp		void AsymmetricEncryptOp::encrypt(std::istream &input,		160				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricEncryptOp.cpp		void AsymmetricEncryptOp::blockEncrypt(std::string & block,		238				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricEncryptOp.cpp		void AsymmetricEncryptOp::decrypt(std::istream &input,		318				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricKey.cpp		int AsymmetricKey::compare(const AsymmetricKey &rhs,		130				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricKey.cpp		AsymmetricKey::AsymmetricKey(const AsymmetricKeyContext &keyContext,		168				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricKey.cpp		void AsymmetricKey::sign(const Context &context,		291				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricKey.cpp		bool AsymmetricKey::isValid(const Context &context,		340				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricKey.cpp		const std::string& key)		342				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricKey.cpp		AsymmetricKey::AsymmetricKey(const AsymmetricKey &rhs)		387				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricKey.cpp		const AsymmetricKey& AsymmetricKey::operator=(const AsymmetricKey &rhs)		422				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricKey.cpp		AsymmetricKey::AsymmetricKey(const AsymmetricKeyContext &keyContext,		471				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricKey.cpp		void AsymmetricKey::digest(const Context &context,		541				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricKey.cpp		AsymmetricKey::AsymmetricKey(const AsymmetricKeyContext &keyContext,		587				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricKeyContext.cpp		AsymmetricKeyContext::AsymmetricKeyContext(const LibContext &libContext,		99				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricKeyContext.cpp		int ret = Util::R_PKEY_CTX_new(mLibContext, keyType, *this); // Error code.		107				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricKeyPair.cpp		AsymmetricKeyPair::AsymmetricKeyPair(AsymmetricKeyContext &keyContext,		117				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricKeyPair.cpp		AsymmetricKeyPair::AsymmetricKeyPair(const AsymmetricKeyPair &rhs)		171				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricKeyPair.cpp		const AsymmetricKeyPair& AsymmetricKeyPair::operator=(		212				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricKeyPair.cpp		PublicKey AsymmetricKeyPair::getPublicKey()		261				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/AsymmetricKeyPair.cpp		PrivateKey AsymmetricKeyPair::getPrivateKey()		328				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/DigestOp.cpp		void DigestOp::digest(std::istream &input, std::ostream &output)		154				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/KeyGenerationOp.cpp		int ret = Util::R_CR_generate_key(*this, keyPair); // RSA Error code.		150				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/KeyGenerationOp.cpp		int ret = Util::R_CR_generate_key_init(*this); // RSA Error code.		112				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/KeyGenerationOp.cpp		int ret = Util::R_CR_set_info(*this, infoId, paramKey); // RSA Error code.		236				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/KeyGenerationOp.cpp		int ret = Util::R_CR_set_info(*this, infoId, value); // RSA Error code.		193				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/PrivateKey.cpp		PrivateKey::PrivateKey(const AsymmetricKeyContext &ctx,		231				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/PrivateKey.cpp		PrivateKey::PrivateKey(const AsymmetricKeyContext &keyContext,		278				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/PrivateKey.cpp		AsymmetricEncryptOp PrivateKey::constructEncryptOp(const Context &ctx) const		406				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/PrivateKey.cpp		AsymmetricEncryptOp PrivateKey::constructDecryptOp(const Context &ctx) const		446				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/PrivateKey.cpp		PrivateKey::PrivateKey(const AsymmetricKeyContext &keyContext,		493				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/PrivateKey.cpp		void PrivateKey::decrypt(const Context& cryptoContext, std::istream& inputData,		540				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/PrivateKey.cpp		AsymmetricEncryptOp oDecryptOp = constructDecryptOp(cryptoContext);		544				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/PrivateKey.cpp		oDecryptOp.decrypt(inputData, outputData, *this);    		547				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/PublicKey.cpp		return AsymmetricEncryptOp(ctx,		394				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/PublicKey.cpp		AsymmetricEncryptOp PublicKey::constructDecryptOp(const Context &ctx) const		431				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/PublicKey.cpp		return AsymmetricEncryptOp(ctx,		434				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/PublicKey.cpp		PublicKey::PublicKey(const AsymmetricKeyContext &keyContext,		477				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/PublicKey.cpp		oEncryptOp.encrypt(inputData, outputData, *this);    		530				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/RSAHelper.cpp		const OperationId OperationId::AES_128_CCM(R_CR_ID_AES_128_CCM);		142				N		N		Y		This is not FIPS compliant mode.		Appears to be dead code.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/RSAHelper.cpp		const OperationId OperationId::AES_128_CTR(R_CR_ID_AES_128_CTR);		141				N		N		Y		This is not FIPS compliant mode.		Appears to be dead code.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/RSAHelper.cpp		const OperationId OperationId::AES_192_CCM(R_CR_ID_AES_192_CCM);		148				N		N		Y		This is not FIPS compliant mode.		Appears to be dead code.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/RSAHelper.cpp		const OperationId OperationId::AES_192_CTR(R_CR_ID_AES_192_CTR);		147				N		N		Y		This is not FIPS compliant mode.		Appears to be dead code.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/RSAHelper.cpp		const OperationId OperationId::AES_256_CCM(R_CR_ID_AES_256_CCM);		154				N		N		Y		This is not FIPS compliant mode.		Appears to be dead code.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/RSAHelper.cpp		const OperationId OperationId::AES_256_CTR(R_CR_ID_AES_256_CTR);		153				N		N		Y		This is not FIPS compliant mode.		Appears to be dead code.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/SignatureOp.cpp		int ret = Util::R_CR_sign_init(*this, key);		175				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/SignatureOp.cpp		SignatureOp::SignatureOp(const Context &contextObj,		110				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/SignatureOp.cpp		ret = Util::R_CR_sign(*this, (unsigned char*)buffer, iTotalBytes,		191				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/SignatureOp.cpp		void SignatureOp::generateSignature(std::istream &input,		170				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/SymmetricCipherOp.cpp		SymmetricCipherOp::SymmetricCipherOp(const Context &context,		102				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/SymmetricCipherOp.cpp		int ret = Util::R_CR_encrypt_init(*this, key, iv);		163				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/SymmetricCipherOp.cpp		ret = Util::R_CR_encrypt_final(*this, cipherBuffer, &cipherBufUsed);		212				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/SymmetricCipherOp.cpp		ret = Util::R_CR_encrypt_update(*this,		188				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/SymmetricDecipherOp.cpp		int ret = Util::R_CR_decrypt_init(*this, key, iv);		164				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/SymmetricDecipherOp.cpp		ret = Util::R_CR_decrypt_final(*this, clearBuffer, &clearBufUsed);		210				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/SymmetricDecipherOp.cpp		ret = Util::R_CR_decrypt_update(*this,		186				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/SymmetricDecipherOp.cpp		SymmetricDecipherOp::SymmetricDecipherOp(const Context &context,		102				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/SymmetricKey.cpp		SymmetricKey::SymmetricKey(const LibContext &libContext,		100				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/SymmetricKey.cpp		void SymmetricKey::decrypt(const Context &context,		196				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/SymmetricKey.cpp		void SymmetricKey::encrypt(const Context &context,		149				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_CTX_new(const LibContext &libContext, Context &cryptoContext)		515				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_PKEY_CTX_new(const LibContext & libContext,		701				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		return ::R_PKEY_CTX_new(*libContext.mLibContext,		706				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_generate_key_init(Operation &op)		789				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_PKEY_new(const AsymmetricKeyContext &keyContext,		831				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_generate_key(const Operation &operation, AsymmetricKeyPair &key)		929				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_PKEY_TYPE_to_string(int keyType, unsigned int maxLen, char buffer[])		969				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_PKEY_to_binary(const AsymmetricKey &pkey,		1013				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_PKEY_from_binary(const AsymmetricKeyContext &keyContext,		1073				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_PKEY_to_public_key_binary(const R_PKEY *key,		1138				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_PKEY_from_public_key_binary(const AsymmetricKeyContext &keyContext,		1201				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		nt Util::R_PKEY_from_public_key_binary(const AsymmetricKeyContext &keyContext,		1270				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_PKEY_from_file(const AsymmetricKeyContext &keyContext,		1335				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_sign_init(SignatureOp &op,		1382				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_sign_final(const SignatureOp &op,		1426				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_sign_update(const SignatureOp &op,		1480				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_verify_init(const VerificationOp &op,		1532				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_verify_final(const VerificationOp &op		1576				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_verify_update(const VerificationOp &op,		1631				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_PKEY_cmp(const R_PKEY *left, const R_PKEY *right)		1686				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_PKEY_public_cmp(const R_PKEY *left, const R_PKEY *right)		1739				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_asym_encrypt_init(const AsymmetricEncryptOp &op,		1789				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_asym_encrypt(const AsymmetricEncryptOp &op,		1835				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_SKEY_new(const LibContext &libContext,		1896				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_encrypt_init(const SymmetricCipherOp &op,		1945				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_encrypt_update(const SymmetricCipherOp &op,		1999				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_encrypt_final(const SymmetricCipherOp &op,		2062				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_decrypt_init(const SymmetricDecipherOp &op,		2117				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_decrypt_update(const SymmetricDecipherOp &op,		2170				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_decrypt_final(const SymmetricDecipherOp &op,		2230				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_digest_init(DigestOp &op)		2281				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_digest_update(const DigestOp &op,		2377				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_verify(const VerificationOp &op,		2437				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_digest_final(const DigestOp &op,		2324				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_sign(const SignatureOp &op,		2503				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_PKEY_set_info(ParameterKey &pkey, int infoId, void *value)		2651				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_asym_decrypt_init(const AsymmetricEncryptOp &op,		2777				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/Util.cpp		int Util::R_CR_asym_decrypt(const AsymmetricEncryptOp &op,		2823				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/VerificationOp.cpp		VerificationOp::VerificationOp(const Context &contextObj,		108				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/ess/firmware/ds200/src/Crypto/src/VerificationOp.cpp		bool VerificationOp::isValid(std::istream &input,		160				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.GeneratePubPriKey();     		317				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.Sign(argvar[2],argvar[3]);		331				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.Validate(argvar[2],argvar[3]);		346				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.PersistAESKey(argvar[2],argvar[3]);		361				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.ReturnAESKey(argvar[2]);		376				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.EncryptBundle(argcount,argvar);      		391				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.DecryptBundle(argvar[2],argvar[3],argvar[4]);		412				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.EncryptFile(argvar[2],argvar[3],argvar[4]);		427				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.DecryptFile(argvar[2],argvar[3],argvar[4]);		442				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.GeneratePubPriKeyString();           		449				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.SignFile(argvar[2],argvar[3]);		463				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.ValidateFile(argvar[2],argvar[3]);		478				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.ReturnAutomarkSymKey(argvar[2]);		493				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.ReturnEWareSymKey(argvar[2], argvar[3]);		508				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.ReturnHashOfFile(argvar[2]);		523				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.CreateHashManifest(argvar[2]);		538				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.AsymmetricEncryptData(argvar[2], argvar[3]);		554				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.AsymmetricDecryptData(argvar[2], argvar[3]);		570				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.EncryptData(argvar[2], argvar[3]);		586				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.DecryptData(argvar[2], argvar[3]);		602				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		crypto.GeneratePubPriEncryptKeys();     		609				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::GeneratePubPriKey()		674				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		AsymmetricKeyPair keyPair (CreatePubPriKeyString());		684				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		PublicKey publicKey = keyPair.getPublicKey();		687				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		PrivateKey privateKey = keyPair.getPrivateKey();		689				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		publicKey.persistKey(publicFile);		693				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		privateKey.persistKey(priFile);		698				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::GeneratePubPriKeyString()		750				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		PublicKey publicKey = keyPair.getPublicKey();		763				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		PrivateKey privateKey = keyPair.getPrivateKey();		765				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		publicKey.persistKey(publicStr);		767				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		privateKey.persistKey(privStr);		768				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::Sign(string strFileName,string strKeyFileName)		825				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		CreateSignedData(inData, outData, strKeyFileName);		853				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::SignFile(string strFileName,string strPriKeyHex)		921				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		CreateSignedData(inData, outData, priFileName);		966				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::DecryptBundle(string strKeyHex,string strAuthFileName,		1047				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		Context cryptoContext(libContext);//context		1056				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		SymmetricKey symKey(libContext, strKeyBinary);		1063				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		symKey.decrypt(cryptoContext,authIn, authStream);		1068				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::EncryptBundle(int numArgs,const char* args[])		1200				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		SymmetricKey symKey(libContext, clAESKey);		1240				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		symKey.encrypt(cryptoContext, combinedInput, authOutput);           		1267				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::DecryptFile(string strAESKeyHex,string strAuthFileName,		1330				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		Context cryptoContext(libContext);// context		1336				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		SymmetricKey symKey(libContext, strBinaryKey);		1341				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		symKey.decrypt(cryptoContext,authIn, authStream);		1347				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::EncryptFile(string strAESKeyHex,string strKeyFile,		1414				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		SymmetricKey symKey(libContext, strBinaryKey);		1426				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		symKey.encrypt(cryptoContext, keyInput, authOutput);		1432				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		string RSACrypto::GenerateAESKey(Context cryptoContext,string strPsswd)		1481				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		op.digest(digestInput, digestOutput);		1494				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::PersistAESKey(string strPsswd,string strOutFile)		1540				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		string aesKey = GenerateAESKey(cryptoContext, strPsswd);		1549				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::ReturnAESKey(string strPsswd)		1608				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		string aesKey = GenerateAESKey(cryptoContext, strPsswd);		1619				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::Validate(string strASCFileName,string strKeyFileName)		1680				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		bool valid = ValidateSignedData(orgData, ascData,		1720				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::ValidateFile(string strASCFileName,string strPubKeyHex)		1800				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		bool valid = ValidateSignedData(orgData, ascData,		1854				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		AsymmetricKeyPair RSACrypto::CreatePubPriKeyString()		2019				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		AsymmetricKeyContext publicKeyContext(libContext,		2026				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		AsymmetricKeyPair keyPair(publicKeyContext,		2048				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		AsymmetricKeyTypeId::ECC, keyGenOp);		2049				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::CreateSignedData(ifstream &inData, ofstream &outData,		2093				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		AsymmetricKeyContext 		2103				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		PrivateKey filePrivateKey(keyContext,		2107				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		filePrivateKey.digest(cryptoContext, inData, digestedData);		2111				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		filePrivateKey.sign(cryptoContext, digestedData, outData);		2114				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		bool RSACrypto::ValidateSignedData(ifstream &orgData, ifstream &ascData, 		2158				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		AsymmetricKeyContext keyContext(libContext, 		2168				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		PublicKey filePublicKey(keyContext,strKeyFileName.c_str(),		2171				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		filePublicKey.digest(cryptoContext, orgData, digestedData);		2175				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		bool valid = filePublicKey.isValid(cryptoContext, digestedData,		2182				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::ReturnAutomarkSymKey(string strPsswd)		2304				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		op.digest(digestInput, digestOutput);		2360				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::ReturnEWareSymKey(string strPsswd, string strEQC)		2431				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		op.digest(digestInput, digestOutput);		2455				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		op.digest(digestInput, digestOutput);		2472				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		int RSACrypto::GenerateHashOfFile(string strFileName, DigestOp& oDigestOp, 		2555				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		oDigestOp.digest(inData, digestOutput);		2572				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::ReturnHashOfFile(string strFileName)		2628				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		iRetVal = GenerateHashOfFile(strFileName, op, strHash);		2646				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		iRetVal = GenerateHashOfFile(strFileName, op, strHash);		2798				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::EncryptData(string strKeyHex, string strHexData)		2893				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		SymmetricKey symKey(libContext, strBinaryKey);		2909				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		symKey.encrypt(cryptoContext, dataInput, encryptedData);		2917				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::DecryptData(string strKeyHex, string strHexData)		2969				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		SymmetricKey symKey(libContext, strBinaryKey);		2985				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		symKey.decrypt(cryptoContext, dataInput, decryptedData);		2993				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::GeneratePubPriEncryptKeys()		3047				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		KeyGenerationOp keyGenOp(cryptoContext, 		3061				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		AsymmetricKeyPair keyPair(publicKeyContext,		3071				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		PublicKey publicKey = keyPair.getPublicKey();		3076				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		PrivateKey privateKey = keyPair.getPrivateKey();		3078				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		publicKey.persistKey(publicStr);		3081				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		privateKey.persistKey(privStr);		3082				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::AsymmetricEncryptData(string strPublicKeyHex, string strHexData)		3139				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		PublicKey oPubKey(keyContext, AsymmetricKeyTypeId::RSA, 		3158				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		oPubKey.encrypt(cryptoContext, oRawData, oEncryptedData);		3166				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		void RSACrypto::AsymmetricDecryptData(string strPrivateKeyHex, 		3224				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		PrivateKey oPrivKey(keyContext, AsymmetricKeyTypeId::RSA, 		3244				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.

		RSACrypto.exe - 1.0.2.0e		RSACrypto.exe - 1.0.2.0e/Source/RSACrypto/RSACrypto.cpp		oPrivKey.decrypt(cryptoContext, oRawData, oDecryptedData);		3252				Y		Y		Y		This function acts as a wrapper for the RSA Bsafe Libraries and is FIPS approved.






Findings

		Seq #		Vuln File		Vuln Line		Priority		Source File		Source Line		Class		Status		Comments		Requirements		Requirements		Vendor Response		ITA Response

		1		Business.java		116		Warning		Business.java		106		Resource Injection		Exploitable		The value of ip and proxy are obtained using System.getProperty() which could be set to different value by the user.		Table 7: 9
Resource Injection
Allowing user input to control resource identifiers may enable an attacker to access or modify otherwise protected system resources.
VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 9
Resource Injection
Allowing user input to control resource identifiers may enable an attacker to access or modify otherwise protected system resources.
VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Not expoitable. The DS200 operating system explicitly does NOT have external networking installed, so no external application can access the loopback socket.		Code is exploitable. Perhaps the system is not vulnerable due to operational considerations, but the code operates as described.

		2		Business.java		116		Warning		Business.java		103		Resource Injection		Exploitable		0		Table 7: 9
Resource Injection
Allowing user input to control resource identifiers may enable an attacker to access or modify otherwise protected system resources.
VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 9
Resource Injection
Allowing user input to control resource identifiers may enable an attacker to access or modify otherwise protected system resources.
VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Not expoitable. The DS200 operating system explicitly does NOT have external networking installed, so no external application can access the loopback socket.		Code is exploitable. Perhaps the system is not vulnerable due to operational considerations, but the code operates as described.

		3		Business.java		116		Info		0		0		J2EE Bad Practices: Sockets		Exploitable		Use of Socket based communication is crude and doesnt involve any channel security.		Table 7: 9
Resource Injection
Allowing user input to control resource identifiers may enable an attacker to access or modify otherwise protected system resources.
VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 9
Resource Injection
Allowing user input to control resource identifiers may enable an attacker to access or modify otherwise protected system resources.
VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Not expoitable. The DS200 operating system explicitly does NOT have external networking installed, so no external application can access the loopback socket.		Code is exploitable. Perhaps the system is not vulnerable due to operational considerations, but the code operates as described.

		4		Common/src/image.c		277		Info		0		0		Obsolete		Exploitable		This function is deprecated because more secure method like strtok_s is available to use.		Functions like strtok use a static variable for parsing the string into tokens. If multiple or simultaneous calls are made to the same function, a high potential for data corruption and inaccurate results exists.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Functions like strtok use a static variable for parsing the string into tokens. If multiple or simultaneous calls are made to the same function, a high potential for data corruption and inaccurate results exists.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		The strtok function is not depricated in the GNU Linux C/C++ compiler libraries. strtok is the only one available for specifically tokenizing strings.		The existence of the function in a library does not make it a recommended function. For example, strlen(), gets(), and access() are in the library but are always deprecated and should not be used. The same is true of strtok().

		5		Common/src/image.c		284		Info		0		0		Obsolete		Exploitable		This function is deprecated because more secure method like strtok_s is available to use.		Functions like strtok use a static variable for parsing the string into tokens. If multiple or simultaneous calls are made to the same function, a high potential for data corruption and inaccurate results exists.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Functions like strtok use a static variable for parsing the string into tokens. If multiple or simultaneous calls are made to the same function, a high potential for data corruption and inaccurate results exists.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		The strtok function is not depricated in the GNU Linux C/C++ compiler libraries. strtok is the only one available for specifically tokenizing strings.		The existence of the function in a library does not make it a recommended function. For example, strlen(), gets(), and access() are in the library but are always deprecated and should not be used. The same is true of strtok().

		6		Common/src/image.c		295		Info		0		0		Obsolete		Exploitable		This function is deprecated because more secure method like strtok_s is available to use.		Functions like strtok use a static variable for parsing the string into tokens. If multiple or simultaneous calls are made to the same function, a high potential for data corruption and inaccurate results exists.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Functions like strtok use a static variable for parsing the string into tokens. If multiple or simultaneous calls are made to the same function, a high potential for data corruption and inaccurate results exists.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		 The strtok function is not depricated in the GNU Linux C/C++ compiler libraries. strtok is the only one available for specifically tokenizing strings.		The existence of the function in a library does not make it a recommended function. For example, strlen(), gets(), and access() are in the library but are always deprecated and should not be used. The same is true of strtok().

		7		Common/src/image.c		304		Info		0		0		Obsolete		Exploitable		This function is deprecated because more secure method like strtok_s is available to use.		Functions like strtok use a static variable for parsing the string into tokens. If multiple or simultaneous calls are made to the same function, a high potential for data corruption and inaccurate results exists.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Functions like strtok use a static variable for parsing the string into tokens. If multiple or simultaneous calls are made to the same function, a high potential for data corruption and inaccurate results exists.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		The strtok function is not depricated in the GNU Linux C/C++ compiler libraries. strtok is the only one available for specifically tokenizing strings.		The existence of the function in a library does not make it a recommended function. For example, strlen(), gets(), and access() are in the library but are always deprecated and should not be used. The same is true of strtok().

		8		CoNGAuditLog.java		282		Warning		CoNGAuditLog.java		272		Resource Injection		Exploitable		0		Table 7: 9
Resource Injection
Allowing user input to control resource identifiers may enable an attacker to access or modify otherwise protected system resources.
VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 9
Resource Injection
Allowing user input to control resource identifiers may enable an attacker to access or modify otherwise protected system resources.
VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Not expoitable. The DS200 operating system explicitly does NOT have external networking installed, so no external application can access the loopback socket.		Code is exploitable. Perhaps the system is not vulnerable due to operational considerations, but the code operates as described.

		9		CoNGAuditLog.java		282		Warning		CoNGAuditLog.java		269		Resource Injection		Exploitable		0		Table 7: 9
Resource Injection
Allowing user input to control resource identifiers may enable an attacker to access or modify otherwise protected system resources.
VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 9
Resource Injection
Allowing user input to control resource identifiers may enable an attacker to access or modify otherwise protected system resources.
VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Not expoitable. The DS200 operating system explicitly does NOT have external networking installed, so no external application can access the loopback socket.		Code is exploitable. Perhaps the system is not vulnerable due to operational considerations, but the code operates as described.

		10		CoNGAuditLog.java		282		Info		0		0		J2EE Bad Practices: Sockets		Exploitable		0		Table 7: 9
Resource Injection
Allowing user input to control resource identifiers may enable an attacker to access or modify otherwise protected system resources.
VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 9
Resource Injection
Allowing user input to control resource identifiers may enable an attacker to access or modify otherwise protected system resources.
VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Not expoitable. The DS200 operating system explicitly does NOT have external networking installed, so no external application can access the loopback socket.		Code is exploitable. Perhaps the system is not vulnerable due to operational considerations, but the code operates as described.

		11		CoNGBaseline/UnityXmlParser/ParserUtils.c		212		Warning		0		0		Buffer Overflow: Format String		Exploitable		0		Table 7: 1
Buffer Overflow
Writing outside the bounds of allocated memory can corrupt data, crash the program, or cause the execution of an attack payload.

Table 7: 12
String Termination Error
Relying on proper string termination may result in a buffer overflow.

Table 7: 34
Often Misused: Strings
Functions that manipulate strings encourage buffer overflows.

VVSG 2: 5.4.2.d
For those languages with unbound arrays, provides controls to prevent writing beyond
the array, string, or buffer boundaries		Table 7: 1
Buffer Overflow
Writing outside the bounds of allocated memory can corrupt data, crash the program, or cause the execution of an attack payload.

Table 7: 12
String Termination Error
Relying on proper string termination may result in a buffer overflow.

Table 7: 34
Often Misused: Strings
Functions that manipulate strings encourage buffer overflows.

VVSG 2: 5.4.2.d
For those languages with unbound arrays, provides controls to prevent writing beyond
the array, string, or buffer boundaries		Not exploitable. The formating characters in the static format string within the program restrict the resulting output to at most 20 characters which is the size of the dataTime data.		The first %d in the string format is not bounded (e.g., %02d). If, somehow, tm_year were any value greater than 9999, the call to sprintf() would overflow the buffer. Since gmtime() cannot return a date later than January 19, 2038 03:14:07 GMT on a 32-bit machine, this error case is not possible. Therefore, this is not actually exploitable.

However, Fortify's analysis is correct in the strictest sense. There is no protection here (such as snprintf or %02d) that prevents overflowing the buffer if bad input is provided to the sprintf() function.

		12		CoNGBaseline/UnityXmlParser/ParserUtils.c		306		Hot		0		0		Buffer Overflow: Off-by-One		Exploitable		0		Table 7: 1
Buffer Overflow
Writing outside the bounds of allocated memory can corrupt data, crash the program, or cause the execution of an attack payload.

Table 7: 12
String Termination Error
Relying on proper string termination may result in a buffer overflow.

Table 7: 34
Often Misused: Strings
Functions that manipulate strings encourage buffer overflows.

VVSG 2: 5.4.2.d
For those languages with unbound arrays, provides controls to prevent writing beyond
the array, string, or buffer boundaries		Table 7: 1
Buffer Overflow
Writing outside the bounds of allocated memory can corrupt data, crash the program, or cause the execution of an attack payload.

Table 7: 12
String Termination Error
Relying on proper string termination may result in a buffer overflow.

Table 7: 34
Often Misused: Strings
Functions that manipulate strings encourage buffer overflows.

VVSG 2: 5.4.2.d
For those languages with unbound arrays, provides controls to prevent writing beyond
the array, string, or buffer boundaries		Not expoitable. The code extracts the text from inside the brackets of an XML tag this is the element value. Users have no method to change the tags to make it too long therefore someone cannot introduce a tag that would create an off by one or an excessive sized buffer		Agree with SysTest. Buffer overflow does not imply an agent of malicious intent (i.e., a hacker who wants to overflow the buffer). It means writing too much data to a buffer. Any XML tag over 40 characters will trigger the overflow and presumably a segmentation violation or other crash. This is an example where the use of the deprecated strlen() function (which itself can cause a segmentation violation by reading past the end of a non-terminated string looking for a null) can make the likelihood of buffer overflow greater.

		13		CoNGBaseline/UnityXmlParser/ParserUtils.c		312		Hot		0		0		Buffer Overflow: Off-by-One		Exploitable		0		Table 7: 1
Buffer Overflow
Writing outside the bounds of allocated memory can corrupt data, crash the program, or cause the execution of an attack payload.

Table 7: 12
String Termination Error
Relying on proper string termination may result in a buffer overflow.

Table 7: 34
Often Misused: Strings
Functions that manipulate strings encourage buffer overflows.

VVSG 2: 5.4.2.d
For those languages with unbound arrays, provides controls to prevent writing beyond
the array, string, or buffer boundaries		Table 7: 1
Buffer Overflow
Writing outside the bounds of allocated memory can corrupt data, crash the program, or cause the execution of an attack payload.

Table 7: 12
String Termination Error
Relying on proper string termination may result in a buffer overflow.

Table 7: 34
Often Misused: Strings
Functions that manipulate strings encourage buffer overflows.

VVSG 2: 5.4.2.d
For those languages with unbound arrays, provides controls to prevent writing beyond
the array, string, or buffer boundaries		Not expoitable. The code extracts the text from inside the brackets of an XML tag this is the element value. Users have no method to change the tags to make it too long therefore someone cannot introduce a tag that would create an off by one or an excessive sized buffer.		Agree with SysTest. Buffer overflow does not imply an agent of malicious intent (i.e., a hacker who wants to overflow the buffer). It means writing too much data to a buffer. Any XML tag over 40 characters will trigger the overflow and presumably a segmentation violation or other crash. This is an example where the use of the deprecated strlen() function (which itself can cause a segmentation violation by reading past the end of a non-terminated string looking for a null) can make the likelihood of buffer overflow greater.

		14		CoNGBaseline/UnityXmlParser/ParserUtils.c		317		Hot		0		0		Buffer Overflow: Off-by-One		Exploitable		0		Table 7: 1
Buffer Overflow
Writing outside the bounds of allocated memory can corrupt data, crash the program, or cause the execution of an attack payload.

Table 7: 12
String Termination Error
Relying on proper string termination may result in a buffer overflow.

Table 7: 34
Often Misused: Strings
Functions that manipulate strings encourage buffer overflows.

VVSG 2: 5.4.2.d
For those languages with unbound arrays, provides controls to prevent writing beyond
the array, string, or buffer boundaries		Table 7: 1
Buffer Overflow
Writing outside the bounds of allocated memory can corrupt data, crash the program, or cause the execution of an attack payload.

Table 7: 12
String Termination Error
Relying on proper string termination may result in a buffer overflow.

Table 7: 34
Often Misused: Strings
Functions that manipulate strings encourage buffer overflows.

VVSG 2: 5.4.2.d
For those languages with unbound arrays, provides controls to prevent writing beyond
the array, string, or buffer boundaries		Not expoitable. The code extracts the text from inside the brackets of an XML tag this is the element value. Users have no method to change the tags to make it too long therefore someone cannot introduce a tag that would create an off by one or an excessive sized buffer.		Agree with SysTest. Buffer overflow does not imply an agent of malicious intent (i.e., a hacker who wants to overflow the buffer). It means writing too much data to a buffer. Any XML tag over 40 characters will trigger the overflow and presumably a segmentation violation or other crash. This is an example where the use of the deprecated strlen() function (which itself can cause a segmentation violation by reading past the end of a non-terminated string looking for a null) can make the likelihood of buffer overflow greater.

		15		ConsoleSubverter.cpp		390		Warning		0		0		Command Injection		Exploitable		The DLL does not verify the input it is provided; this could lead to command injection here		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Cannot determine ES&S module referneced in this item.  Need package name and file name to further review. 		If a user enters a file name using punctuation that will be interpretted by the Windows command shell (CMD.exe), that command will also be executed. For example, line 1792 of ERMXMLDllInterface.cpp constructs a command line using simple string concatenation. The command, in a normal situation, is a string like this: ".\RSACrypto.exe DecryptBundle csSymKey KeyFilePath OutputFilePath"
There are two problems: (1) there is no certainty that the RSACrypto.exe in the current working directory (".\" means the program's current working directory) is the FIPS-approved, vendor-provided RSACrypto.exe. It could be a malicious program that logs keys, passwords, and other sensitive information and then transparently invokes the real RSACrypto.exe. (2) If any parameter (csSymKey, KeyFilePath, OutputFilePath) contained a string such as " & cmd.exe" then the call to RSACrypto.exe would fail, but a command shell would be launched. This is just one example of command injection. " & cmd.exe /c del /s c:\" would be a very damaging command injection, for example.

		16		Ds200/PaperProcessor.java		109		Info		0		0		J2EE Bad Practices: Sockets		Exploitable		0		Table 7: 9
Resource Injection
Allowing user input to control resource identifiers may enable an attacker to access or modify otherwise protected system resources.
VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 9
Resource Injection
Allowing user input to control resource identifiers may enable an attacker to access or modify otherwise protected system resources.
VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Not expoitable. The DS200 operating system explicitly does NOT have external networking installed, so no external application can access the loopback socket.		Code is exploitable. Perhaps the system is not vulnerable due to operational considerations, but the code operates as described.

		17		electionware_2.0.0.0zzk_SourcePkg/AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/tasks/PrepareBallotDataTask.java		108		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		data written to application directory can be saved and reopened		Table 7: 7
Path Manipulation
Allowing user input to control paths used by the application may enable an attacker to access otherwise protected files.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions. 		Table 7: 7
Path Manipulation
Allowing user input to control paths used by the application may enable an attacker to access otherwise protected files.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions. 		 The machine is hardened to only allow the administrator be able to change system properties. The use of sound administrative proactices disallows other users from modifying system properties. 

Additionally, the data written to the application directory are temporary in nature and deleted as soon as they are not needed anymore.
 
Furthermore, data that are required to be encrypted are never written in the clear.		Code is exploitable. Perhaps the system is not vulnerable due to operational considerations, but the code operates as described.

		18		electionware_2.0.0.0zzk_SourcePkg/AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/tasks/PreviewBallotTask.java		135		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		data written to application directory can be saved and reopened		Table 7: 7
Path Manipulation
Allowing user input to control paths used by the application may enable an attacker to access otherwise protected files.

VVSG 1:  5.2.2 Software Integrity
Self-modifying, dynamically loaded or interpreted code is prohibited, except under the
security provisions outlined in Subsection 7.4. This prohibition is to ensure that the software
tested and approved during the certification process remains unchanged and retains its
integrity.


VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 7
Path Manipulation
Allowing user input to control paths used by the application may enable an attacker to access otherwise protected files.

VVSG 1:  5.2.2 Software Integrity
Self-modifying, dynamically loaded or interpreted code is prohibited, except under the
security provisions outlined in Subsection 7.4. This prohibition is to ensure that the software
tested and approved during the certification process remains unchanged and retains its
integrity.


VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		 The machine is hardened to only allow the administrator be able to change system properties. The use of sound administrative proactices disallows other users from modifying system properties. 

Additionally, the data written to the application directory are temporary in nature and deleted as soon as they are not needed anymore.
 
Furthermore, data that are required to be encrypted are never written in the clear.		Code is exploitable. Perhaps the system is not vulnerable due to operational considerations, but the code operates as described.

		19		electionware_2.0.0.0zzk_SourcePkg/AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/tasks/PreviewBallotTask.java		150		Info		0		0		Command Injection		Exploitable		SUITE_HOME system property or PREVIEWER_PATH property can be modified / set to perform command injection.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		 This is not a System property value, but rather the established location of the install folder.  The value is set while the application is running, and only applicable to the current session.  The value is then used during the session for further calls to other modules that reside within the read-only install folder.		If either value contains punctuation that will be interpretted by the Windows command shell (CMD.exe), an additional command will also be executed. If either contained a string such as " & cmd.exe" then the Runtime.getRuntime().exec() call would invoke automark.exe in an invalid way, which would fail, but a command shell would be launched. This is just one example of command injection. " & cmd.exe /c del /s c:\" would be a very damaging command injection, for example.

		20		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotJDOMParser.java		338		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		By modifying the UserApplicationDir, the temporary files thereby generated which contain sensitive information can be written to a different location.		Table 7: 7
Path Manipulation
Allowing user input to control paths used by the application may enable an attacker to access otherwise protected files.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions. 		Table 7: 7
Path Manipulation
Allowing user input to control paths used by the application may enable an attacker to access otherwise protected files.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions. 		 The machine is hardened to only allow the administrator be able to change system properties. The use of sound administrative proactices disallows other users from modifying system properties. 

Additionally, the data written to the application directory are temporary in nature and deleted as soon as they are not needed anymore.
 
Furthermore, data that are required to be encrypted are never written in the clear.		The point is that, although the machine is hardened, there are still areas that an unprivileged user can write to (e.g., temp directories). The unprivileged user can put configuration files in places that he does have access to, and then through path manipulation, trick the application into loading those files, instead of the official files that are stored in hardened locations.

It may be the case that OS hardening mitigates or eliminates this risk. However, the code executes as described and is vulnerable as described unless mitigating controls are established or the code is changed.

		21		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/system/ControlInstall.java		174		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/system/ControlInstall.java		174		Setting Manipulation		Exploitable		SUITE_HOME can be fixed		Table 7: 10
Using this technique, it is possible to manipulate settings by changing the application functions, such as calls to the database, blocking access to external libraries and/or modification log files. 

VVSG 1:  5.2.2 Software Integrity
Self-modifying, dynamically loaded or interpreted code is prohibited, except under the
security provisions outlined in Subsection 7.4. This prohibition is to ensure that the software
tested and approved during the certification process remains unchanged and retains its
integrity.


VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 10
Using this technique, it is possible to manipulate settings by changing the application functions, such as calls to the database, blocking access to external libraries and/or modification log files. 

VVSG 1:  5.2.2 Software Integrity
Self-modifying, dynamically loaded or interpreted code is prohibited, except under the
security provisions outlined in Subsection 7.4. This prohibition is to ensure that the software
tested and approved during the certification process remains unchanged and retains its
integrity.


VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		 This is not a System property value, but rather the established location of the install folder.  The value is set while the application is running, and only applicable to the current session.  The value is then used during the session for further calls to other modules that reside within the read-only install folder.		The point is that, although the machine is hardened, there are still areas that an unprivileged user can write to (e.g., temp directories). The unprivileged user can put configuration files in places that he does have access to, and then through path manipulation, trick the application into loading those files, instead of the official files that are stored in hardened locations.

It may be the case that OS hardening mitigates or eliminates this risk. However, the code executes as described and is vulnerable as described unless mitigating controls are established or the code is changed.

		22		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		480		Info		0		0		Command Injection		Exploitable		RSACrypto.exe is an external utility that the code calls. The code completely depends on RSACrypto for its integrity and hence exploitable.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		The application is installed/executed on a security-hardened PC that has been validated to have only the trusted software.  Further, the PC is operated in a secure environment.  This prohibits the introduction of any illicit version of the RSACrypto.exe.  The application is able, therefore, to call the module without needing to (re)validate it.		The hypothesized attack is not an attack where the approved and hardened RSACrypto.exe is somehow modified or corrupted. It is an attack where a malicious program that is also named RSACrypto.exe is put in a folder where (a) the malicious user has write access, and (b) the program can be tricked into executing it. If the invocation of RSACrypto.exe was explicit about which RSACrypto.exe it was invoking, there would be a stronger argument that the hardened executable is the one executed at runtime. As it is, the source code is intentionally non-specific about which RSACrypto.exe will be invoked.

		23		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		485		Info		0		0		Denial of Service		Exploitable		RSACryptoInputStream reads the contents of a encrypted file using RSACrypto.exe whose integrity isn't verified. Hence, if it has been modified or compromised, a Denial of Service is possible.		VVSG 1: 2.1.1
2.1.1 Security
System security is achieved through a combination of technical capabilities and sound
administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system
components to guard against loss of system integrity, availability, confidentiality, and
accountability

		VVSG 1: 2.1.1
2.1.1 Security
System security is achieved through a combination of technical capabilities and sound
administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system
components to guard against loss of system integrity, availability, confidentiality, and
accountability

		The application is installed/executed on a security-hardened PC that has been validated to have only the trusted software.  Further, the PC is operated in a secure environment.  This prohibits the introduction of any illicit version of the RSACrypto.exe.  The application is able, therefore, to call the module without needing to (re)validate it.		The hypothesized attack is not an attack where the approved and hardened RSACrypto.exe is somehow modified or corrupted. It is an attack where a malicious program that is also named RSACrypto.exe is put in a folder where (a) the malicious user has write access, and (b) the program can be tricked into executing it. If the invocation of RSACrypto.exe was explicit about which RSACrypto.exe it was invoking, there would be a stronger argument that the hardened executable is the one executed at runtime. As it is, the source code is intentionally non-specific about which RSACrypto.exe will be invoked.

		24		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		544		Warning		0		0		Command Injection		Exploitable		rundll32 is being called to open a pdf file. however, it can be abused to execute		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		 The machine is hardened to allow/limit the user to specific applications/functions. Additionally, the application presents a file chooser that only allows selection of Adobe PDF file types, thus limiting the user to selection PDF files.  The user will not be able to choose anything that s/he has not been authorized to use. 
		The behavior of the system is left to the operating system defaults. If a user can modify the operating system's default behavior when double-clicking PDF files in a folder, they will effectively change the behavior here in this part of the system, too. While operational security controls can mitigate this risk, the finding is that the software, at the code level, is ambiguous and unaware what happens when a PDF file is "launched." At the code level, no assurance is made that the system takes a specific action (e.g., invoking Adobe Acrobat Reader) happens when a PDF file is invoked.

		25		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/BallotImageManager.java		541		Info		0		0		Denial of Service		Exploitable		RSACryptoInputStream reads the contents of a encrypted file using RSACrypto.exe whose integrity isn't verified. Hence, if it has been modified or compromised, a Denial of Service is possible.		VVSG 1: 2.1.1
2.1.1 Security
System security is achieved through a combination of technical capabilities and sound
administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system
components to guard against loss of system integrity, availability, confidentiality, and
accountability

		VVSG 1: 2.1.1
2.1.1 Security
System security is achieved through a combination of technical capabilities and sound
administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system
components to guard against loss of system integrity, availability, confidentiality, and
accountability

		By design, ES&S uses the FIPS certified RSACrypto executable for encrypting and decrypting files. RSACrypto.exe is part of the ES&S trusted build package and stored in a secure folder on a secure machine.  Only data successfully enencrypted by RSACrypto in a legitimate work space is opened by this method.		The hypothesized attack is not an attack where the approved and hardened RSACrypto.exe is somehow modified or corrupted. It is an attack where a malicious program that is also named RSACrypto.exe is put in a folder where (a) the malicious user has write access, and (b) the program can be tricked into executing it. If the invocation of RSACrypto.exe was explicit about which RSACrypto.exe it was invoking, there would be a stronger argument that the hardened executable is the one executed at runtime. As it is, the source code is intentionally non-specific about which RSACrypto.exe will be invoked.

		26		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/StartPageTopComponent.java		231		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Defaults.java		282		Setting Manipulation		Exploitable		Version.properties file can be fixed with malicious version number to inject the xslt file.		Table 7: 10
Using this technique, it is possible to manipulate settings by changing the application functions, such as calls to the database, blocking access to external libraries and/or modification log files. 

VVSG 1:  5.2.2 Software Integrity
Self-modifying, dynamically loaded or interpreted code is prohibited, except under the
security provisions outlined in Subsection 7.4. This prohibition is to ensure that the software
tested and approved during the certification process remains unchanged and retains its
integrity.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 10
Using this technique, it is possible to manipulate settings by changing the application functions, such as calls to the database, blocking access to external libraries and/or modification log files. 

VVSG 1:  5.2.2 Software Integrity
Self-modifying, dynamically loaded or interpreted code is prohibited, except under the
security provisions outlined in Subsection 7.4. This prohibition is to ensure that the software
tested and approved during the certification process remains unchanged and retains its
integrity.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		The application is installed/executed on a security-hardened PC that has been validated to have only the trusted software.  Further, the PC is operated in a secure environment.  This prohibits any user from making changes to the read-only directories where the application is installed.		Code is exploitable as described. Perhaps operational security controls mitigate or eliminate this risk, but the code operates as described.

		27		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/StartPageTopComponent.java		231		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Defaults.java		330		Setting Manipulation		Exploitable		Version.properties file can be fixed with malicious version number to inject the xslt file.		Table 7: 10
Using this technique, it is possible to manipulate settings by changing the application functions, such as calls to the database, blocking access to external libraries and/or modification log files. 

VVSG 1:  5.2.2 Software Integrity
Self-modifying, dynamically loaded or interpreted code is prohibited, except under the
security provisions outlined in Subsection 7.4. This prohibition is to ensure that the software
tested and approved during the certification process remains unchanged and retains its
integrity.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 10
Using this technique, it is possible to manipulate settings by changing the application functions, such as calls to the database, blocking access to external libraries and/or modification log files. 

VVSG 1:  5.2.2 Software Integrity
Self-modifying, dynamically loaded or interpreted code is prohibited, except under the
security provisions outlined in Subsection 7.4. This prohibition is to ensure that the software
tested and approved during the certification process remains unchanged and retains its
integrity.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Duplicate of above item		Code is exploitable as described. Perhaps operational security controls mitigate or eliminate this risk, but the code operates as described.

		28		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/WelcomeLinkListener.java		177		Info		0		0		Process Control		Exploitable		welcome.xslt contents can be modified to load arbitrary class files.		Table 7:8
Executing commands from an untrusted source or in an untrusted environment can cause an application to execute malicious commands on behalf of an attacker. 

VVSG 1:  5.2.2 Software Integrity
Self-modifying, dynamically loaded or interpreted code is prohibited, except under the
security provisions outlined in Subsection 7.4. This prohibition is to ensure that the software
tested and approved during the certification process remains unchanged and retains its
integrity.


VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7:8
Executing commands from an untrusted source or in an untrusted environment can cause an application to execute malicious commands on behalf of an attacker. 

VVSG 1:  5.2.2 Software Integrity
Self-modifying, dynamically loaded or interpreted code is prohibited, except under the
security provisions outlined in Subsection 7.4. This prohibition is to ensure that the software
tested and approved during the certification process remains unchanged and retains its
integrity.


VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		The application is installed/executed on a security-hardened PC that has been validated to have only the trusted software.  Further, the PC is operated in a secure environment.  This prohibits any user from making changes to the read-only directories where the application is installed.		Code is exploitable as described. Perhaps operational security controls mitigate or eliminate this risk, but the code operates as described.

		29		ESSRMU.CPP		725		Warning		0		0		Command Injection		Exploitable		An attacker can exploit a TOCTOU vulnerability here to execute arbitrary commands. After the file RmuFmtFile.bat is created but before CreateProcess() is called, the attacker can replace the contents of RmuFmtFile.bat to cause the application to execute arbitrary commands.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Corrected in version 1.0.0.0e of the ES&S Removable Media Serivce.                           

1. Removed dynamic creation of batch file.

2. Added static batch file that accepts parameters to install package.

3. Installing static batch file to protected application install directory.

4. Calling static batch file from FormatDrive() function
		Corrected version will be reviewed.

		30		EVTSERV.CPP		327		Warning		SERVICE.CPP		1099		Integer Overflow		Exploitable		If input file is very large, this could lead to an integer overflow, which could in turn lead to a buffer overflow		Table 7: 1
Buffer Overflow
Writing outside the bounds of allocated memory can corrupt data, crash the program, or cause the execution of an attack payload.

Table 7: 5
If the integer in question is incremented past the maximum possible value, it may wrap to become a very small, or negative number, therefore providing a very incorrect value. 

VVSG 2: 5.4.2.d
For those languages with unbound arrays, provides controls to prevent writing beyond
the array, string, or buffer boundaries

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 1
Buffer Overflow
Writing outside the bounds of allocated memory can corrupt data, crash the program, or cause the execution of an attack payload.

Table 7: 5
If the integer in question is incremented past the maximum possible value, it may wrap to become a very small, or negative number, therefore providing a very incorrect value. 

VVSG 2: 5.4.2.d
For those languages with unbound arrays, provides controls to prevent writing beyond
the array, string, or buffer boundaries

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		The function GetNextToken() does not work off of input files, but rather off of a string retrieved from a named pipe.  The maximum size of the named pipe buffer is 8300 bytes, so it would be impossible to overflow the 32-bit integer value into which it is placed.		The point is that, although the machine is hardened, the unprivileged user can ask the binary to process files that he does not have access to, instead of the official files that are intended. Through error messages or other program behavior, the user may then be able to view or infer the contents of privileged files that the user is not intended to know. Note that all of this requires the program to execute at a higher privilege level than the user himself, which is unknown in a source code review.

It may be the case that OS hardening mitigates or eliminates this risk. However, the code executes as described and is vulnerable as described unless mitigating controls are established or the code is changed.

		31		RSACrypto.cpp		832		Warning		RSACrypto.cpp		292		Path Manipulation		Exploitable		Exploitable if the executable has been given a setuid attribute such that it runs with higher privileges than the user executing it. In this case, a user could cause the application to open up a file that the user does not have permission to open.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		This function opens a specified data file and generates the associated signature ("asc") file.  Only the data file is specified (the asc file assumes the same base name).  If the user were to modify the file path or specify a different file, either the data file may not be found (error generated), or a signature file will be generated.  This could not cause an adverse affect to our system.		The point is that, although the machine is hardened, the unprivileged user can ask the binary to process files that he does not have access to, instead of the official files that are intended. Through error messages or other program behavior, the user may then be able to view or infer the contents of privileged files that the user is not intended to know. Note that all of this requires the program to execute at a higher privilege level than the user himself, which is unknown in a source code review.

It may be the case that OS hardening mitigates or eliminates this risk. However, the code executes as described and is vulnerable as described unless mitigating controls are established or the code is changed.

		32		RSACrypto.cpp		843		Warning		RSACrypto.cpp		292		Path Manipulation		Exploitable		Exploitable if the executable has been given a setuid attribute such that it runs with higher privileges than the user executing it. In this case, a user could cause the application to open up a file that the user does not have permission to open.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		This function opens a specified data file and generates the associated signature ("asc") file.  Only the data file is specified (the asc file assumes the same base name).  If the user were to modify the file path or specify a different file, either the data file may not be found (error generated), or a signature file will be generated.  This could not cause an adverse affect to our system.		The point is that, although the machine is hardened, the unprivileged user can ask the binary to process files that he does not have access to, instead of the official files that are intended. Through error messages or other program behavior, the user may then be able to view or infer the contents of privileged files that the user is not intended to know. Note that all of this requires the program to execute at a higher privilege level than the user himself, which is unknown in a source code review.

It may be the case that OS hardening mitigates or eliminates this risk. However, the code executes as described and is vulnerable as described unless mitigating controls are established or the code is changed.

		33		RSACrypto.cpp		930		Warning		RSACrypto.cpp		292		Path Manipulation		Exploitable		Exploitable if the executable has been given a setuid attribute such that it runs with higher privileges than the user executing it. In this case, a user could cause the application to open up a file that the user does not have permission to open.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		This function opens a specified data file and generates the associated signature ("asc") file.  Only the data file is specified (the asc file assumes the same base name).  If the user were to modify the file path or specify a different file, either the data file may not be found (error generated), or a signature file will be generated.  This could not cause an adverse affect to our system.		The point is that, although the machine is hardened, the unprivileged user can ask the binary to process files that he does not have access to, instead of the official files that are intended. Through error messages or other program behavior, the user may then be able to view or infer the contents of privileged files that the user is not intended to know. Note that all of this requires the program to execute at a higher privilege level than the user himself, which is unknown in a source code review.

It may be the case that OS hardening mitigates or eliminates this risk. However, the code executes as described and is vulnerable as described unless mitigating controls are established or the code is changed.

		34		RSACrypto.cpp		941		Warning		RSACrypto.cpp		292		Path Manipulation		Exploitable		Exploitable if the executable has been given a setuid attribute such that it runs with higher privileges than the user executing it. In this case, a user could cause the application to open up a file that the user does not have permission to open.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		This function opens a specified data file and generates the associated signature ("asc") file.  Only the data file is specified (the asc file assumes the same base name).  If the user were to modify the file path or specify a different file, either the data file may not be found (error generated), or a signature file will be generated.  This could not cause an adverse affect to our system.		The point is that, although the machine is hardened, the unprivileged user can ask the binary to process files that he does not have access to, instead of the official files that are intended. Through error messages or other program behavior, the user may then be able to view or infer the contents of privileged files that the user is not intended to know. Note that all of this requires the program to execute at a higher privilege level than the user himself, which is unknown in a source code review.

It may be the case that OS hardening mitigates or eliminates this risk. However, the code executes as described and is vulnerable as described unless mitigating controls are established or the code is changed.

		35		RSACrypto.cpp		1091		Hot		RSACrypto.cpp		292		Command Injection		Exploitable		Exploitable if the executable has been given a setuid attribute such that it runs with higher privileges than the user executing it.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		The lines that are flagged (1091, 1243) are both calls to the "system" function using a generated command string.  "Command injection" implies that somehow a user could pass in commands via the command line and cause detrimental things to happen in the system.  However, the command strings in question always begin with a static portion, and then the remaining filenames are added to the command string.  In these cases, the beining of the command string is either "zip" or "unzip".  So, when the system tries to execute the command string, the only function it will try to execute is zip.exe or unzip.exe.  If the user has tried to manipulate any of the input parameters, it may cause either of these commands to fail, but the user should not be able to "inject" any commands into our program call that will cause anything intelligent to happen.		If either value contains punctuation that will be interpretted by the Windows command shell (CMD.exe), an additional command will also be executed. If either contained a string such as " & cmd.exe" then the call to unzip would fail, but an additional command shell would be launched. This is just one example of command injection. " & cmd.exe /c del /s c:\" would be a very damaging command injection, for example.

		36		RSACrypto.cpp		1243		Hot		RSACrypto.cpp		292		Command Injection		Exploitable		Exploitable if the executable has been given a setuid attribute such that it runs with higher privileges than the user executing it.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		The lines that are flagged (1091, 1243) are both calls to the "system" function using a generated command string.  "Command injection" implies that somehow a user could pass in commands via the command line and cause detrimental things to happen in the system.  However, the command strings in question always begin with a static portion, and then the remaining filenames are added to the command string.  In these cases, the beining of the command string is either "zip" or "unzip".  So, when the system tries to execute the command string, the only function it will try to execute is zip.exe or unzip.exe.  If the user has tried to manipulate any of the input parameters, it may cause either of these commands to fail, but the user should not be able to "inject" any commands into our program call that will cause anything intelligent to happen.		If either value contains punctuation that will be interpretted by the Windows command shell (CMD.exe), an additional command will also be executed. If either contained a string such as " & cmd.exe" then the call to zip would fail, but an additional command shell would be launched. This is just one example of command injection. " & cmd.exe /c del /s c:\" would be a very damaging command injection, for example.

		37		RSACrypto.cpp		1266		Warning		RSACrypto.cpp		292		Path Manipulation		Exploitable		Exploitable if the executable has been given a setuid attribute such that it runs with higher privileges than the user executing it. In this case, a user could cause the application to open up a file that the user does not have permission to open.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 2
Command Injection
Executing commands from an entrusted source or in an entrusted environment can cause an application to execute malicious commands on behalf of an attacker.

VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		This function opens a specified data file and generates the associated signature ("asc") file.  Only the data file is specified (the asc file assumes the same base name).  If the user were to modify the file path or specify a different file, either the data file may not be found (error generated), or a signature file will be generated.  This could not cause an adverse affect to our system.		The point is not file corruption of the intended files, but rather that the program could corrupt other files (e.g., rendering cmd.exe corrupted) if (a) the EXE runs with high privileges and (b) a malicious person manages to target cmd.exe (or another sensitive file) as the output destination. This technique could destroy vote data, or other vital operating files, but only IF this program runs with elevated privileges, which we cannot determien through source analysis.

		38		StreamOrientedScannerBallotWireProtocol.java		131		Info		0		0		J2EE Bad Practices: Sockets		Exploitable		Socket communication doesnt involve handshaking for authorization of the external resource.		Table 7: 9
Resource Injection
Allowing user input to control resource identifiers may enable an attacker to access or modify otherwise protected system resources.
VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Table 7: 9
Resource Injection
Allowing user input to control resource identifiers may enable an attacker to access or modify otherwise protected system resources.
VVSG 1:  2.1.1.a,b
System security is achieved through a combination of technical capabilities and sound administrative practices. To ensure security, all systems shall:
a. Provide security access controls that limit or detect access to critical system components to guard against loss of system integrity, availability, confidentiality, and accountability 
b. Provide system functions that are executable only in the intended manner and order, and only under the intended conditions.		Not expoitable. The DS200 operating system explicitly does NOT have external networking installed, so no external application can access the loopback socket.		Code is exploitable. Perhaps the system is not vulnerable due to operational considerations, but the code operates as described.





Raw Data

		Vuln File		Vuln Line		Priority		Data Source		Source Line		Class		Status		Comments

		Business.java		116		Warning		Business.java		106		Resource Injection		Exploitable		The value of ip and proxy are obtained using System.getProperty() which
could be set to different value by the user.

		Business.java		116		Info						J2EE Bad Practices: Sockets		Exploitable		There isnt any handshake or authentication of remote proxy going on.

		Common/src/image.c		277		Info						Obsolete		Exploitable		This function is deprecated because more secure method like strtok_s is available to use.

		Common/src/image.c		284		Info						Obsolete		Exploitable		This function is deprecated because more secure method like strtok_s is available to use.

		Common/src/image.c		295		Info						Obsolete		Exploitable		This function is deprecated because more secure method like strtok_s is available to use.

		Common/src/image.c		304		Info						Obsolete		Exploitable		This function is deprecated because more secure method like strtok_s is available to use.

		ConsoleSubverter.cpp		390		Warning						Command Injection		Exploitable		The DLL does not verify the input it is provided; this could lead to command injection here

		electionware_2.0.0.0zzk_SourcePkg/AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/tasks/PrepareBallotDataTask.java		108		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		data written to application directory can be saved and reopened
by modifying user.home system property.

		electionware_2.0.0.0zzk_SourcePkg/AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/tasks/PreviewBallotTask.java		135		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		data written to application directory can be saved and reopened
by modifying user.home system property.


		electionware_2.0.0.0zzk_SourcePkg/AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/tasks/PreviewBallotTask.java		150		Info						Command Injection		Exploitable		SUITE_HOME system property or PREVIEWER_PATH property can be modified / set to perform command injection.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotJDOMParser.java		338		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		By modifying the UserApplicationDir, the temporary files thereby generated
which contain sensitive information can be written to a different location.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/system/ControlInstall.java		174		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/system/ControlInstall.java		174		Setting Manipulation		Exploitable		SUITE_HOME can be fixed

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		480		Info						Command Injection		Exploitable		RSACrypto.exe is an external utility that the code calls. The code completely
depends on RSACrypto for its integrity and hence exploitable. 

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		485		Info						Denial of Service		Exploitable		RSACryptoInputStream reads the contents of a encrypted file using RSACrypto.exe
whose integrity isn't verified. Hence, if it has been modified or compromised, a
Denial of Service is possible.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		151		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		decrypted contents can be saved to different location by changing
user.home system property.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		422		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		user.home system property can be fixed and hence Application Directory
for the user can be changed.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		544		Warning						Command Injection		Exploitable		rundll32 is being called to open a pdf file. however, it can be abused to execute
arbitrary code.


		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java		675		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		By modifying the UserApplicationDir, the temporary files thereby generated
which contain sensitive information can be written to a different location.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java		677		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		By modifying the UserApplicationDir, the temporary files thereby generated
which contain sensitive information can be written to a different location.


		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutoMarkPollDeviceHandler.java		133		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		By modifying the UserApplicationDir, the temporary files thereby generated
which contain sensitive information can be written to a different location.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/ElectionDeviceHandler.java		180		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		user.home can be fixed to make to program write temp files to a different directory
and hence sensitive information can be leaked.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/DeviceHandler.java		665		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		public keys are written to a temporary file in User Application Directory
and can be modified.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/EQCDeviceHandler.java		167		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		UserApplicationDir can be fixed to obtain the secret key file.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/EQCDeviceHandler.java		169		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		UserApplicationDir can be fixed to obtain the secret key file.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/EQCDeviceHandler.java		240		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		UserApplicationDir can be fixed to obtain the *. esc.pass file.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/EQCDeviceHandler.java		241		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		UserApplicationDir can be fixed to obtain the *. esc.hash file.


		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/EQCDeviceHandler.java		243		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		UserApplicationDir can be fixed to obtain the public key file and modify it
to cause Denial of Service attack.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/PollDeviceHandler.java		145		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		redundant content burnt to a storage device can be saved and reopened
by modifying user.home system property.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/PollDeviceHandler.java		148		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		redundant content burnt to a storage device can be saved and reopened
by modifying user.home system property.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/ReportingDeviceHandler.java		465		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		election.kep file can be saved to a different location by manipulation user.home
system property.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/ReportingDeviceHandler.java		596		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		contents of public key file can be saved to different location by fixing user.home
system property.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/ReportingDeviceHandler.java		598		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Exploitable		ElectionInternalCode can be read from the keyPath file which is constructed
using user.home system property and can be modified to save to a different
location.

		electionware_2.0.0.0zzk_SourcePkg/PaperBallot/src/com/essvote/electionWare/paperballot/PaperBallotModule.java		336		Info						Command Injection		Exploitable		SUITE_HOME property can be modified to perform command injection.

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/BallotImageManager.java		541		Info						Denial of Service		Exploitable		RSACryptoInputStream reads the contents of a encrypted file using RSACrypto.exe
whose integrity isn't verified. Hence, if it has been modified or compromised, a
Denial of Service is possible.

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/LicenceDisclaimerUtil.java		106		Warning		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/LicenceDisclaimerUtil.java		146		Path Manipulation		Exploitable		SUITE_HOME can be fixed to make the program open a malicious license file

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/StartPageTopComponent.java		231		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Defaults.java		282		Setting Manipulation		Exploitable		Version.properties file can be fixed with malicious version number to inject
the xslt file.

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/StartPageTopComponent.java		231		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Defaults.java		330		Setting Manipulation		Exploitable		Version.properties file can be fixed with malicious version number to inject
the xslt file.

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/WelcomeLinkListener.java		177		Info						Process Control		Exploitable		welcome.xslt contents can be modified to load arbitrary class files.

		ESSRMU.CPP		725		Warning						Command Injection		Exploitable		An attacker can exploit a TOCTOU vulnerability here to execute arbitrary commands. After the file RmuFmtFile.bat is created but before CreateProcess() is called, the attacker can replace the contents of RmuFmtFile.bat to cause the application to execute arbitrary commands.

		EVTSERV.CPP		327		Warning		SERVICE.CPP		1099		Integer Overflow		Exploitable		If input file is very large, this could lead to an integer overflow, which could in turn lead to a buffer overflow

		RSACrypto.cpp		832		Warning		RSACrypto.cpp		292		Path Manipulation		Exploitable		Exploitable if the executable has been given a setuid attribute such that it runs with higher privileges than the user executing it. In this case, a user could cause the application to open up a file that the user does not have permission to open.

		RSACrypto.cpp		843		Warning		RSACrypto.cpp		292		Path Manipulation		Exploitable		Exploitable if the executable has been given a setuid attribute such that it runs with higher privileges than the user executing it. In this case, a user could cause the application to open up a file that the user does not have permission to open.

		RSACrypto.cpp		930		Warning		RSACrypto.cpp		292		Path Manipulation		Exploitable		Exploitable if the executable has been given a setuid attribute such that it runs with higher privileges than the user executing it. In this case, a user could cause the application to open up a file that the user does not have permission to open.

		RSACrypto.cpp		941		Warning		RSACrypto.cpp		292		Path Manipulation		Exploitable		Exploitable if the executable has been given a setuid attribute such that it runs with higher privileges than the user executing it. In this case, a user could cause the application to open up a file that the user does not have permission to open.

		RSACrypto.cpp		1091		Hot		RSACrypto.cpp		292		Command Injection		Exploitable		Exploitable if the executable has been given a setuid attribute such that it runs with higher privileges than the user executing it.

		RSACrypto.cpp		1243		Hot		RSACrypto.cpp		292		Command Injection		Exploitable		Exploitable if the executable has been given a setuid attribute such that it runs with higher privileges than the user executing it.

		RSACrypto.cpp		1266		Warning		RSACrypto.cpp		292		Path Manipulation		Exploitable		Exploitable if the executable has been given a setuid attribute such that it runs with higher privileges than the user executing it. In this case, a user could cause the application to open up a file that the user does not have permission to open.

		StreamOrientedScannerBallotWireProtocol.java		131		Info						J2EE Bad Practices: Sockets		Exploitable		Socket communication doesnt involve handshaking for authorization of the
external resource.

		_ESS_Source_At_18May09/EssEvta/EssEvta.cpp		116		Info						Unchecked Return Value		Not an Issue		Code Quality Issue.

		_ESS_Source_At_18May09/EssEvta/EssEvta.cpp		118		Info						Unchecked Return Value		Not an Issue		Code Quality Issue.

		_ESS_Source_At_18May09/EssEvta/EssEvta.cpp		202		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		_ESS_Source_At_18May09/EssEvta/EssEvta.cpp		209		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		BallotCandidate.cpp		1046		Info						Poor Style: Redundant Initialization		Not an Issue		Code Quality Issue.

		BallotCandidate.cpp		1047		Info						Poor Style: Redundant Initialization		Not an Issue		Code Quality Issue.

		BallotCandidate.cpp		1266		Info						Poor Style: Redundant Initialization		Not an Issue		Code Quality Issue.

		BallotCandidate.cpp		1267		Info						Poor Style: Redundant Initialization		Not an Issue		Code Quality Issue.

		BallotFrame.cpp		707		Info						Poor Style: Redundant Initialization		Not an Issue		Code Quality Issue.

		BallotQuestion.cpp		1304		Info						Poor Style: Value Never Read		Not an Issue		Code Quality Issue.

		BallotQuestion.cpp		1475		Info						Poor Style: Value Never Read		Not an Issue		Code Quality Issue.

		BallotView.cpp		2516		Warning						Use After Free		Not an Issue		Code Quality Issue.

		BallotView.cpp		4018		Warning						Missing Check against Null		Not an Issue		Code Quality Issue.

		BallotView.cpp		4189		Info						Poor Style: Value Never Read		Not an Issue		Code Quality Issue.

		BasicAudit.java		78		Info						Poor Logging Practice: Use of a System Output Stream		Not an Issue		Code Quality Issue.

		boost_1_34_1/boost/shared_ptr.hpp		151		Warning						Use After Free		Not an Issue		False Positive.

		boost_1_34_1/boost/shared_ptr.hpp		151		Warning						Use After Free		Not an Issue		False Positive.

		boost_1_34_1/boost/shared_ptr.hpp		151		Warning						Use After Free		Not an Issue		False Positive.

		boost_1_34_1/boost/shared_ptr.hpp		151		Warning						Use After Free		Not an Issue		False Positive.

		boost_1_34_1/boost/shared_ptr.hpp		162		Warning						Use After Free		Not an Issue		False Positive.

		BrowseView.cpp		880		Info						Unchecked Return Value		Not an Issue		Code Quality Issue.

		Build/BALLOT DATA MANAGER/CURRENT/Autoavm.cpp		796		Info						Poor Style: Value Never Read		Not an Issue		Don't agree that this is poor style

		Build/BALLOT DATA MANAGER/CURRENT/Autoavm.cpp		803		Info						Poor Style: Value Never Read		Not an Issue		This is a quality issue. The variable is assigned a value but is never used.

		Build/BALLOT DATA MANAGER/CURRENT/Autoavm.cpp		875		Info						Poor Style: Value Never Read		Not an Issue		This is a quality issue. The variable is assigned a value but is never used.

		Build/BALLOT DATA MANAGER/CURRENT/Autoavm.cpp		896		Info						Poor Style: Value Never Read		Not an Issue		This is a quality issue. The variable is assigned a value but is never used.

		Build/BALLOT DATA MANAGER/CURRENT/BallotStyleDlg.cpp		1243		Info						Poor Style: Value Never Read		Not an Issue		This is a quality issue. The variable is assigned a value but is never used.

		Build/BALLOT DATA MANAGER/CURRENT/BDMAffidavit.cpp		867		Info						Format String		Not an Issue		This input is formatted and added to the calling object. The sting is not user controlled.

		Build/BALLOT DATA MANAGER/CURRENT/BDMBalSet.cpp		1354		Info						Format String		Not an Issue		This input is formatted and added to the calling object. The sting is not user controlled.

		Build/BALLOT DATA MANAGER/CURRENT/BDMCanText.cpp		917		Info						Type Mismatch: Signed to Unsigned		Not an Issue		Appears to be a false positive, check that LPCTSTR and _T are the same type.

		Build/BALLOT DATA MANAGER/CURRENT/BDMCanText.cpp		1011		Info						Format String		Not an Issue		This input is formatted and added to the calling object. The sting is not user controlled.

		Build/BALLOT DATA MANAGER/CURRENT/BDMLCounty.cpp		799		Info						Format String		Not an Issue		This input is formatted and added to the calling object. The sting is not user controlled.

		Build/BALLOT DATA MANAGER/CURRENT/Bdmlparty.cpp		309		Info						Dead Code		Not an Issue		This is a quality issue. This code is not called anywhere in the source and should not be included.

		Build/BALLOT DATA MANAGER/CURRENT/BDMLPoll.cpp		796		Info						Format String		Not an Issue		This input is formatted and added to the calling object. The sting is not user controlled.

		Build/BALLOT DATA MANAGER/CURRENT/BdmRegVote.cpp		659		Info						Type Mismatch: Signed to Unsigned		Not an Issue		Appears to be a false positive, check that LPCTSTR and _T are the same type.

		Build/BALLOT DATA MANAGER/CURRENT/BdmRegVote.cpp		748		Info						Type Mismatch: Signed to Unsigned		Not an Issue		Appears to be a false positive, check that LPCTSTR and _T are the same type.

		Build/BALLOT DATA MANAGER/CURRENT/BDMSPRelate.cpp		441		Info						Type Mismatch: Signed to Unsigned		Not an Issue		Appears to be a false positive, check that LPCTSTR and _T are the same type.

		Build/BALLOT DATA MANAGER/CURRENT/Bdmutil.cpp		1049		Info		Build/BALLOT DATA MANAGER/CURRENT/VotronicCombine.cpp		4221		Buffer Overflow		Not an Issue		This is not a buffer overflow. Here the code is to remove the trailing spaces from the string, if there are any.

		Build/BALLOT DATA MANAGER/CURRENT/Bdmutil.cpp		7501		Warning		Build/BALLOT DATA MANAGER/CURRENT/bdmfile.cpp		2177		String Termination Error		Not an Issue		The string is null terminated. Hence it cannot be a string termination error.

		Build/BALLOT DATA MANAGER/CURRENT/Bdmutil.cpp		7510		Warning		Build/BALLOT DATA MANAGER/CURRENT/bdmfile.cpp		2177		String Termination Error		Not an Issue		The string is null terminated. Hence it cannot be a string termination error.

		Build/BALLOT DATA MANAGER/CURRENT/Bdmutil.cpp		8618		Info						Type Mismatch: Signed to Unsigned		Not an Issue		Incorrectly identified by fortify as an issue. The return type is correct.

		Build/BALLOT DATA MANAGER/CURRENT/Bdmutil.cpp		8837		Warning						Redundant Null Check		Not an Issue		This  pointer cannot be NULL when it is dereferenced.

		Build/BALLOT DATA MANAGER/CURRENT/Bdmutil.cpp		8837		Warning						Redundant Null Check		Not an Issue		This  pointer cannot be NULL when it is dereferenced.

		Build/BALLOT DATA MANAGER/CURRENT/bdmview.cpp		1227		Info						Poor Style: Redundant Initialization		Not an Issue		This is not an issue. This variable is used in this function.

		Build/BALLOT DATA MANAGER/CURRENT/bdmview.cpp		1299		Info						Poor Style: Redundant Initialization		Not an Issue		This is not an issue. This variable is used in this function.

		Build/BALLOT DATA MANAGER/CURRENT/bdmview.cpp		1300		Info						Poor Style: Redundant Initialization		Not an Issue		This is not an issue. This variable is used in this function.

		Build/BALLOT DATA MANAGER/CURRENT/CanCrossEndorseDlg.cpp		2100		Warning						Redundant Null Check		Not an Issue		This  pointer cannot be NULL when it is dereferenced.

		Build/BALLOT DATA MANAGER/CURRENT/CanCrossEndorseDlg.cpp		2100		Warning						Redundant Null Check		Not an Issue		This  pointer cannot be NULL when it is dereferenced.

		Build/BALLOT DATA MANAGER/CURRENT/CanCrossEndorseDlg.cpp		2108		Warning						Redundant Null Check		Not an Issue		This  pointer cannot be NULL when it is dereferenced.

		Build/BALLOT DATA MANAGER/CURRENT/Candlg.cpp		1415		Warning						Memory Leak		Not an Issue		I don't think this is called during voting, only during setup.

		Build/BALLOT DATA MANAGER/CURRENT/CountyEditDlg.cpp		164		Warning						Memory Leak		Not an Issue		probably config functionality

		Build/BALLOT DATA MANAGER/CURRENT/EDMInfo.cpp		605		Warning		Build/BALLOT DATA MANAGER/CURRENT/ImportDataFile.cpp		814		String Termination Error		Not an Issue		The string is null terminated. Hence it cannot be a string termination error.

		Build/BALLOT DATA MANAGER/CURRENT/FileUtil.cpp		306		Info						Often Misused: Strings		Not an Issue		This function takes in valid input and returns a valid size.

		Build/BALLOT DATA MANAGER/CURRENT/FileUtil.cpp		310		Info						Often Misused: Strings		Not an Issue		This function takes in valid input and returns a valid size.

		Build/BALLOT DATA MANAGER/CURRENT/ImportDataFile.cpp		716		Warning		Build/BALLOT DATA MANAGER/CURRENT/ImportDataFile.cpp		814		String Termination Error		Not an Issue		The string is null terminated. Hence it cannot be a string termination error.

		Build/BALLOT DATA MANAGER/CURRENT/ImportDataFile.cpp		1066		Warning		Build/BALLOT DATA MANAGER/CURRENT/ImportDataFile.cpp		814		String Termination Error		Not an Issue		The string is null terminated. Hence it cannot be a string termination error.

		Build/BALLOT DATA MANAGER/CURRENT/ImportDataFile.cpp		1077		Info						Often Misused: Strings		Not an Issue		This function takes in valid input and returns a valid size.

		Build/BALLOT DATA MANAGER/CURRENT/ImportDataFile.cpp		1190		Info						Often Misused: Strings		Not an Issue		This function takes in valid input and returns a valid size.

		Build/BALLOT DATA MANAGER/CURRENT/MrgPrfVotronic.cpp		1042		Info						Poor Style: Redundant Initialization		Not an Issue		This is a quality issue. This variable is initialized but never used.

		Build/BALLOT DATA MANAGER/CURRENT/qtxtdlg.cpp		3301		Info						Dead Code		Not an Issue		This is a quality issue. This code is not called anywhere in the source and should not be included.


		Build/BALLOT DATA MANAGER/CURRENT/Rotate.cpp		5908		Info						Poor Style: Redundant Initialization		Not an Issue		This is a quality issue. The variable is assigned a value but is never used.

		Build/BALLOT DATA MANAGER/CURRENT/VotronicDSIM.cpp		10172		Info						Often Misused: Strings		Not an Issue		This function takes in valid input and returns a valid size.

		Build/BALLOT DATA MANAGER/CURRENT/VotronicDSIMCombine.cpp		2122		Info						Dead Code		Not an Issue		This is a quality issue. This code is not called anywhere in the source and should not be included.


		Build/BALLOT DATA MANAGER/CURRENT/VotronicXML.cpp		7663		Warning						Missing Check against Null		Not an Issue		This was incorrectly marked as not an issue. No check against NULL is done after declaring and initializing the pointer szOldData.

		Build/EssEvta/EssEvta.cpp		116		Info						Unchecked Return Value		Not an Issue		Code Quality Issue.

		Build/EssEvta/EssEvta.cpp		118		Info						Unchecked Return Value		Not an Issue		Code Quality Issue.

		Build/EssEvta/EssEvta.cpp		202		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		Build/EssEvta/EssEvta.cpp		209		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		Business.cpp		103		Warning						Undefined Behavior: Redundant Delete		Not an Issue		Checked using XSD 3.2 source code: It appears as though this managed pointer is explicitly deleted which can cause program instability.

		Business.cpp		133		Warning						Undefined Behavior: Redundant Delete		Not an Issue		Checked using XSD 3.2 source code: It appears as though this managed pointer is explicitly deleted which can cause program instability.

		Business.cpp		163		Warning						Undefined Behavior: Redundant Delete		Not an Issue		Checked using XSD 3.2 source code: It appears as though this managed pointer is explicitly deleted which can cause program instability.

		Business.cpp		297		Warning						Undefined Behavior: Redundant Delete		Not an Issue		Checked using XSD 3.2 source code: It appears as though this managed pointer is explicitly deleted which can cause program instability.

		Business.cpp		519		Warning						Undefined Behavior: Redundant Delete		Not an Issue		Checked using XSD 3.2 source code: It appears as though this managed pointer is explicitly deleted which can cause program instability.

		Business.java		113		Info						Poor Logging Practice: Use of a System Output Stream		Not an Issue		Code Quality Issue.

		Business.java		123		Warning						System Information Leak		Not an Issue		While a system information leak is possible, it is unclear what level of user will receive the displayed information.

		Business.java		316		Info						Denial of Service		Not an Issue		While denial of service is possible, it appears that this functionality can only be accessed by a trusted user who would be able to perform harmful actions without the existence of this vulnerability.

		Business.java		416		Info						Denial of Service		Not an Issue		While denial of service is possible, it appears that this functionality can only be accessed by a trusted user who would be able to perform harmful actions without the existence of this vulnerability.

		Business.java		539		Info						Denial of Service		Not an Issue		While denial of service is possible, it appears that this functionality can only be accessed by a trusted user who would be able to perform harmful actions without the existence of this vulnerability.

		Business.java		800		Info						Denial of Service		Not an Issue		While denial of service is possible, it appears that this functionality can only be accessed by a trusted user who would be able to perform harmful actions without the existence of this vulnerability.

		CDIB.cpp		626		Info						Unchecked Return Value		Not an Issue		Code Quality Issue.

		CDIB.cpp		708		Info						Unchecked Return Value		Not an Issue		Code Quality Issue.

		CDIB.cpp		723		Info						Unchecked Return Value		Not an Issue		Code Quality Issue.

		CDIB.cpp		750		Info						Unchecked Return Value		Not an Issue		Code Quality Issue.

		Common/Serial.c		264		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is read in this function.

		Common/ToneGeneration.c		251		Info						Poor Style: Value Never Read		Not an Issue		False positive. The value of the variable is used in the function.

		Common/ToneGeneration.c		256		Info						Poor Style: Value Never Read		Not an Issue		False positive. The value of the variable is used in the function.

		ConsoleSubverter.cpp		242		Warning						Unreleased Resource		Not an Issue		If an error occurs in this function, there is a possibility that the resource allocated by AllocConsole() will not be released.  If this occurs repeatedly, the resource pool can be depleted.

		ConsoleSubverter.cpp		503		Warning						Redundant Null Check		Not an Issue		It does not appear that this line can be reached without pbytDestBuffer being checked for null.

		CopyFrameDlg.cpp		411		Info						Poor Style: Value Never Read		Not an Issue		Code Quality Issue.

		Draw.cpp		890		Info						Poor Style: Value Never Read		Not an Issue		Code Quality Issue.

		Ds200/admin/Report.java		402		Warning		Business.java		316		Path Manipulation		Not an Issue		All paths are either managed by the application, or are configurable only by a trusted user.

		Ds200/admin/Report.java		402		Warning		Business.java		800		Path Manipulation		Not an Issue		All paths are either managed by the application, or are configurable only by a trusted user.

		Ds200/admin/Report.java		402		Warning		Business.java		416		Path Manipulation		Not an Issue		All paths are either managed by the application, or are configurable only by a trusted user.

		Ds200/admin/Report.java		402		Warning		Business.java		882		Path Manipulation		Not an Issue		All paths are either managed by the application, or are configurable only by a trusted user.

		Ds200/Ds200Config.java		98		Warning						System Information Leak		Not an Issue		While a system information leak is possible, it is unclear what level of user will receive the displayed information.

		Ds200/Ds200DisplayEngine.java		787		Info						J2EE Bad Practices: Threads		Not an Issue		Code Quality Issue.

		Ds200/Ds200DisplayEngine.java		788		Info						J2EE Bad Practices: Threads		Not an Issue		Code Quality Issue.

		Ds200/Ds200DisplayEngine.java		838		Info						J2EE Bad Practices: Threads		Not an Issue		Code Quality Issue.

		Ds200/Ds200Messages.java		66		Info						Poor Error Handling: Program Catches NullPointerException		Not an Issue		Code Quality Issue.

		Ds200/Ds200VoterLangMessages.java		108		Info						Poor Error Handling: Program Catches NullPointerException		Not an Issue		Code Quality Issue.

		Ds200/election/LoadBallotPage.java		91		Info						Code Correctness: Call to System.gc()		Not an Issue		Code Quality Issue.

		Ds200/election/PaperErrorSummaryPage.java		898		Info						Poor Style: Value Never Read		Not an Issue		Code Quality Issue.

		Ds200/election/PaperErrorSummaryPage.java		899		Info						Poor Style: Value Never Read		Not an Issue		Code Quality Issue.

		Ds200/election/PaperErrorSummaryPage.java		944		Info						Poor Style: Value Never Read		Not an Issue		Code Quality Issue.

		Ds200/election/PaperErrorSummaryPage.java		973		Info						Poor Style: Value Never Read		Not an Issue		Code Quality Issue.

		Ds200/UIElements/Ds200Page.java		641		Info						J2EE Bad Practices: Threads		Not an Issue		Code Quality Issue.

		Ds200/UIElements/Ds200Page.java		649		Info						J2EE Bad Practices: Threads		Not an Issue		Code Quality Issue.

		Ds200/UIElements/TileWithShowMe.java		43		Info						Object Model Violation: Erroneous clone() Method		Not an Issue		Code Quality Issue.

		Ds200/util/Ds200VersionFile.java		194		Warning						Redundant Null Check		Not an Issue		False Positive. 

		Ds200/util/Ds200VersionFile.java		194		Warning						Redundant Null Check		Not an Issue		False Positive. 

		Ds200/util/Ds200VersionFile.java		194		Warning						Redundant Null Check		Not an Issue		False Positive. 

		Ds200/util/MediaPlayer.java		747		Info						Poor Error Handling: Overly Broad Catch		Not an Issue		Code Quality Issue.

		electionware_2.0.0.0zzk_SourcePkg/AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/tasks/CreateElectionAudioScript.java		187		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/tasks/CreateElectionAudioScript.java		542		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/tasks/ImportElectionAudioTask.java		130		Warning						Unreleased Resource: Streams		Not an Issue		Quality Issue. Function to close a file should be in a Finally block. In case there is an error opening the file, the code ensures the file is closed and resource is release.

		electionware_2.0.0.0zzk_SourcePkg/AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/tasks/PrepareBallotDataTask.java		109		Info						Unchecked Return Value		Not an Issue		Code quality issue. The function does not check the value returned by the function. 

		electionware_2.0.0.0zzk_SourcePkg/AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/tasks/PrepareBallotDataTask.java		128		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/tasks/PrepareBallotDataTask.java		159		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/tasks/PreviewBallotTask.java		115		Warning						Unreleased Resource: Streams		Not an Issue		Incorrectly marked as not an issue. Function to close a file is missing.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		389		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		724		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		726		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		728		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		1012		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		1330		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		1683		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		1882		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		1902		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		2473		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		2551		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		2588		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		2856		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		3019		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		3119		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		3121		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		3471		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		4491		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		4577		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotJDOMParser.java		355		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotJDOMParser.java		3106		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/DsimJdomParser.java		401		Warning						Null Dereference		Not an Issue		False Positive. The value of the return variable is checked before returning it to the calling function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/DsimJdomParser.java		1324		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/GraphicsUtil.java		197		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Common/src/com/essvote/electionWare/common/data/ElectionContext.java		562		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Common/src/com/essvote/electionWare/common/ElectionWareSuiteService.java		347		Info						Poor Logging Practice: Use of a System Output Stream		Not an Issue		False Positive. No user specific information is logged here.

		electionware_2.0.0.0zzk_SourcePkg/Common/src/com/essvote/electionWare/common/ElectionWareSuiteService.java		368		Info						Poor Logging Practice: Use of a System Output Stream		Not an Issue		False Positive. No user specific information is logged here.

		electionware_2.0.0.0zzk_SourcePkg/Common/src/com/essvote/electionWare/common/ElectionWareSuiteService.java		389		Info						Poor Logging Practice: Use of a System Output Stream		Not an Issue		False Positive. No user specific information is logged here.

		electionware_2.0.0.0zzk_SourcePkg/Common/src/com/essvote/electionWare/common/ElectionWareSuiteService.java		413		Info						Poor Logging Practice: Use of a System Output Stream		Not an Issue		False Positive. No user specific information is logged here.

		electionware_2.0.0.0zzk_SourcePkg/Common/src/com/essvote/electionWare/common/ElectionWareSuiteService.java		521		Info						J2EE Bad Practices: Threads		Not an Issue		Using threads is often highly error. However, its use seems to be safe in this case.

		electionware_2.0.0.0zzk_SourcePkg/Common/src/com/essvote/electionWare/common/ElectionWareSuiteService.java		522		Info						J2EE Bad Practices: Threads		Not an Issue		Using threads is often highly error. However, its use seems to be safe in this case.

		electionware_2.0.0.0zzk_SourcePkg/Common/src/com/essvote/electionWare/common/ElectionWareSuiteService.java		522		Warning						Code Correctness: Call to Thread.run()		Not an Issue		False positive.

		electionware_2.0.0.0zzk_SourcePkg/Common/src/com/essvote/electionWare/common/FallbackLogHandler.java		237		Warning						System Information Leak		Not an Issue		Printing a stack trace to a user is generally not recommended, in this case it appears that the user is trusted.

		electionware_2.0.0.0zzk_SourcePkg/Common/src/com/essvote/electionWare/common/FallbackLogHandler.java		349		Warning						System Information Leak		Not an Issue		Printing a stack trace to a user is generally not recommended, in this case it appears that the user is trusted.

		electionware_2.0.0.0zzk_SourcePkg/Common/src/com/essvote/electionWare/common/FallbackLogHandler.java		351		Info						Poor Logging Practice: Use of a System Output Stream		Not an Issue		False Positive. No user specific information is logged here.

		electionware_2.0.0.0zzk_SourcePkg/Common/src/com/essvote/electionWare/common/OutputWindowLogger.java		162		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Common/src/com/essvote/electionWare/common/OutputWindowLogger.java		255		Warning						System Information Leak		Not an Issue		Printing a stack trace to a user is generally not recommended, in this case it appears that the user is trusted.

		electionware_2.0.0.0zzk_SourcePkg/Common/src/com/essvote/electionWare/common/PrimaryLogHandler.java		224		Warning						System Information Leak		Not an Issue		Printing a stack trace to a user is generally not recommended, in this case it appears that the user is trusted.

		electionware_2.0.0.0zzk_SourcePkg/Configure/src/com/essvote/electionWare/configure/AutoMarkPasswordsPanel.java		317		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Configure/src/com/essvote/electionWare/configure/AutoMarkPasswordsPanel.java		446		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Configure/src/com/essvote/electionWare/configure/data/AutoMarkMachineSettingsDataStore.java		298		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Configure/src/com/essvote/electionWare/configure/data/ConfigureDS200SettingsDataStore.java		440		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Configure/src/com/essvote/electionWare/configure/DS200PasswordsPanel.java		616		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/BlockingSwingTask.java		297		Info						J2EE Bad Practices: Threads		Not an Issue		Using threads is often highly error. However, its use seems to be safe in this case.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/BlockingSwingTask.java		480		Info						J2EE Bad Practices: Threads		Not an Issue		Using threads is often highly error. However, its use seems to be safe in this case.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/BlockingSwingTask.java		818		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/BlockingSwingTask.java		877		Info						J2EE Bad Practices: Threads		Not an Issue		Using threads is often highly error. However, its use seems to be safe in this case.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/device/DevicePanel.java		156		Warning						Command Injection		Not an Issue		No user input is required in the command.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/device/DevicePanel.java		161		Info						Denial of Service		Not an Issue		False Positive. This function does not appear to be reading data from a user controlled input. 

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/device/DevicePanel.java		513		Warning						Command Injection		Not an Issue		No user input is required in the command.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/system/DefaultModuleManager.java		518		Info						J2EE Bad Practices: Threads		Not an Issue		Using threads is often highly error. However, its use seems to be safe in this case.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/system/LoginPanel.java		470		Info						Dead Code: Unused Method		Not an Issue		Code quality issue. The function is defined but not called. 

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAODatabase.java		94		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAODatabase.java		460		Info						Dead Code: Unused Method		Not an Issue		Code quality issue. The function is defined but not called. 

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		892		Info		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1841		Access Control: Database		Not an Issue		Data is sometimes passed to the procedure without validation.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		905		Info		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1841		Access Control: Database		Not an Issue		Data is sometimes passed to the procedure without validation.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		928		Info		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1841		Access Control: Database		Not an Issue		Data is sometimes passed to the procedure without validation.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		943		Info		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1841		Access Control: Database		Not an Issue		Data is sometimes passed to the procedure without validation.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		966		Info		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1841		Access Control: Database		Not an Issue		Data is sometimes passed to the procedure without validation.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		981		Info		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1841		Access Control: Database		Not an Issue		Data is sometimes passed to the procedure without validation.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1002		Info		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1841		Access Control: Database		Not an Issue		Data is sometimes passed to the procedure without validation.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1016		Info		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1841		Access Control: Database		Not an Issue		Data is sometimes passed to the procedure without validation.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1025		Info		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1841		Access Control: Database		Not an Issue		Data is sometimes passed to the procedure without validation.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1030		Info		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1841		Access Control: Database		Not an Issue		Data is sometimes passed to the procedure without validation.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1063		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1063		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1081		Info		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1841		Access Control: Database		Not an Issue		Data is sometimes passed to the procedure without validation.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1114		Info						Poor Logging Practice: Use of a System Output Stream		Not an Issue		False Positive. No user specific information is logged here.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1286		Warning						Null Dereference		Not an Issue		Code quality issue. The value returned by the function is not checked. However, if rs does not have any value it will not add anything to result.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1365		Info						Dead Code: Unused Method		Not an Issue		Code quality issue. The function is defined but not called. 

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1479		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1665		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/report/ReportDriver.java		106		Warning						Unreleased Resource: Streams		Not an Issue		Incorrectly marked as not an issue. The file is not closed before exiting the function.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/report/ReportDriver.java		117		Warning						Unreleased Resource: Streams		Not an Issue		Incorrectly marked as not an issue. The file is not closed before exiting the function.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/report/ReportViewerPanel.java		1421		Info						J2EE Bad Practices: Threads		Not an Issue		Using threads is often highly error. However, its use seems to be safe in this case.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/report/ReportViewerPanel.java		1438		Info						J2EE Bad Practices: Threads		Not an Issue		Using threads is often highly error. However, its use seems to be safe in this case.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/audio/AudioPlayerEventTrigger.java		50		Info						J2EE Bad Practices: Threads		Not an Issue		Using threads is often highly error. However, its use seems to be safe in this case.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/audio/AudioPlayerEventTrigger.java		75		Info						J2EE Bad Practices: Threads		Not an Issue		Using threads is often highly error. However, its use seems to be safe in this case.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/audio/ClipPlayer.java		169		Warning						Unreleased Resource: Streams		Not an Issue		False positive. 

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/audio/ClipPlayer.java		206		Warning						Unreleased Resource: Streams		Not an Issue		False positive.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/audio/ClipPlayer.java		242		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/BlockingQueue.java		46		Info						J2EE Bad Practices: Threads		Not an Issue		Using threads is often highly error. However, its use seems to be safe in this case.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/BlockingQueue.java		104		Info						J2EE Bad Practices: Threads		Not an Issue		Using threads is often highly error. However, its use seems to be safe in this case.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/BlockingQueue.java		131		Info						J2EE Bad Practices: Threads		Not an Issue		Using threads is often highly error. However, its use seems to be safe in this case.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/DataCleaner.java		50		Info						J2EE Bad Practices: Threads		Not an Issue		Using threads is often highly error. However, its use seems to be safe in this case.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Defaults.java		282		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/ImageLoader.java		247		Info						Unchecked Return Value		Not an Issue		Code quality issue. The function does not check the value returned by the function. 

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/ImageLoader.java		456		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/ImageLoader.java		561		Resource Injection		Not an Issue		False Positive. 

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/ImageLoader.java		456		Info		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RSACryptoInputStream.java		125		Resource Injection		Not an Issue		False Positive. 

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/ImageLoader.java		456		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/ImageLoader.java		527		Resource Injection		Not an Issue		False Positive. 

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/ImageLoader.java		456		Info		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RSACryptoInputStream.java		125		Resource Injection		Not an Issue		False Positive. 

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/ImageLoader.java		456		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/ImageLoader.java		561		Resource Injection		Not an Issue		False Positive. 

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/ImageLoader.java		456		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/ImageLoader.java		567		Resource Injection		Not an Issue		False Positive. 

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/ImageLoader.java		456		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/ImageLoader.java		527		Resource Injection		Not an Issue		False Positive. 

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/ImageLoader.java		456		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/ImageLoader.java		567		Resource Injection		Not an Issue		False Positive. 

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Logger.java		56		Info						J2EE Bad Practices: Threads		Not an Issue		Using threads is often highly error. However, its use seems to be safe in this case.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Logger.java		56		Info						J2EE Bad Practices: Threads		Not an Issue		Using threads is often highly error. However, its use seems to be safe in this case.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Logger.java		719		Info						J2EE Bad Practices: Threads		Not an Issue		Using threads is often highly error. However, its use seems to be safe in this case.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		148		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		155		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		194		Info						Unchecked Return Value		Not an Issue		Code quality issue. The function does not check the value returned by the function. 

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		207		Info						Unchecked Return Value		Not an Issue		Code quality issue. The function does not check the value returned by the function. 

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		124		Info						Unchecked Return Value		Not an Issue		Code quality issue. The function does not check the value returned by the function. 

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		187		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		188		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		189		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		189		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		189		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		189		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		189		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		423		Info						Unchecked Return Value		Not an Issue		Code quality issue. The function does not check the value returned by the function. 

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		544		Info						Unchecked Return Value		Not an Issue		Code quality issue. The function does not check the value returned by the function. 

		electionware_2.0.0.0zzk_SourcePkg/ElementLibrary/src/com/essvote/electionWare/elements/ExportPromptAudioPanel.java		399		Info						Poor Logging Practice: Use of a System Output Stream		Not an Issue		False Positive. No user specific information is logged here.

		electionware_2.0.0.0zzk_SourcePkg/ElementLibrary/src/com/essvote/electionWare/elements/ExportPromptAudioPanel.java		405		Info						Poor Logging Practice: Use of a System Output Stream		Not an Issue		False Positive. No user specific information is logged here.

		electionware_2.0.0.0zzk_SourcePkg/ElementLibrary/src/com/essvote/electionWare/elements/tasks/CreatePromptAudioScript.java		319		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/ElementLibrary/src/com/essvote/electionWare/elements/tasks/CreatePromptAudioScript.java		482		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/ElementLibrary/src/com/essvote/electionWare/elements/tasks/ImportSystemAudioTask.java		131		Warning						Unreleased Resource: Streams		Not an Issue		Quality Issue. Function to close a file should be in a Finally block. In case there is an error opening the file, the code ensures the file is closed and resource is release.

		electionware_2.0.0.0zzk_SourcePkg/ModuleNavigator/src/com/essvote/navigator/NavigatorPanel.java		175		Info						Dead Code: Expression is Always true		Not an Issue		This expression will always be true since the value of hideModules is always true.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java		102		Info						Unchecked Return Value		Not an Issue		Code quality issue. The function does not check the value returned by the function. 

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java		690		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Not an Issue		False Positive. 

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java		693		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		420		Path Manipulation		Not an Issue		False Positive. 

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java		785		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		485		Path Manipulation		Not an Issue		False Positive. 

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutoMarkPollDeviceHandler.java		135		Info						Unchecked Return Value		Not an Issue		Code quality issue. The function does not check the value returned by the function. 

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/ElectionDeviceHandler.java		182		Info						Unchecked Return Value		Not an Issue		Code quality issue. The function does not check the value returned by the function. 

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/Compressor.java		201		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/Compressor.java		203		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/Compressor.java		203		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/Compressor.java		203		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/DeviceHandler.java		160		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/DeviceHandler.java		285		Info						Unchecked Return Value		Not an Issue		Code quality issue. The function does not check the value returned by the function. 

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/DeviceHandler.java		316		Info						Unchecked Return Value		Not an Issue		Code quality issue. The function does not check the value returned by the function. 

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/DeviceHandler.java		491		Warning						Command Injection		Not an Issue		label variable is replaced with '_' for every occurance of WHITESPACE character.
Hence, useful command injections aren't possible.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/DeviceHandler.java		511		Info						J2EE Bad Practices: Threads		Not an Issue		False positive. It will be a problem if polling is not done properly, which does not appear to be the case here. 

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/DeviceHandler.java		518		Warning						Command Injection		Not an Issue		no user input is required in the command.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/DeviceHandler.java		523		Info						Denial of Service		Not an Issue		False Positive. This function does not appear to be reading data from a user controlled input. 

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/DeviceHandler.java		773		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/CryptoUtility.java		485		Path Manipulation		Not an Issue		False Positive. 

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/DeviceHandler.java		773		Warning						Unreleased Resource: Streams		Not an Issue		Quality Issue. Function to close a file should be in a Finally block. In case there is an error opening the file, the code ensures the file is closed and resource is release.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/ReportingDeviceHandler.java		467		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/ReportingDeviceHandler.java		525		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/ReportingDeviceHandler.java		525		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/ReportingDeviceHandler.java		525		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/ReportingDeviceHandler.java		525		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/ReportingDeviceHandler.java		525		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/ReportingDeviceHandler.java		525		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/ReportingDeviceHandler.java		525		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/ReportingDeviceHandler.java		525		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBallotStyleXML.java		90		Warning						Unreleased Resource: Streams		Not an Issue		Incorrectly marked as not an issue.  dbCon is not closed before exiting the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBallotStyleXML.java		457		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBallotStyleXML.java		680		Warning						Null Dereference		Not an Issue		False Positive. Value is assigned to the object before it is added to the list. 

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBallotStyleXML.java		680		Warning						Null Dereference		Not an Issue		False Positive. Value is assigned to the object before it is added to the list. 

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBallotStyleXML.java		680		Warning						Null Dereference		Not an Issue		False Positive. Value is assigned to the object before it is added to the list. 

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBallotStyleXML.java		782		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBallotStyleXML.java		862		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBusinessXML.java		95		Warning						Unreleased Resource: Streams		Not an Issue		Incorrectly marked as not an issue.  dbCon is not closed before exiting the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBusinessXML.java		350		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBusinessXML.java		591		Warning						Null Dereference		Not an Issue		False Positive. Value is assigned to the object before it is added to the list. 
        

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBusinessXML.java		591		Warning						Null Dereference		Not an Issue		False Positive. Value is assigned to the object before it is added to the list. 
        

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBusinessXML.java		591		Warning						Null Dereference		Not an Issue		False Positive. Value is assigned to the object before it is added to the list. 
        

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBusinessXML.java		660		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBusinessXML.java		840		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBusinessXML.java		918		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBusinessXML.java		1057		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBusinessXML.java		1131		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBusinessXML.java		1253		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBusinessXML.java		1422		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBusinessXML.java		1587		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateBusinessXML.java		1667		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateElectionXML.java		86		Warning						Unreleased Resource: Streams		Not an Issue		Incorrectly marked as not an issue.  dbCon is not closed before exiting the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateElectionXML.java		411		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateElectionXML.java		487		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreatePollingPlaceXML.java		88		Warning						Unreleased Resource: Streams		Not an Issue		Incorrectly marked as not an issue.  dbCon is not closed before exiting the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreatePollingPlaceXML.java		199		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreatePollingPlaceXML.java		368		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreatePollingPlaceXML.java		693		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreatePollingPlaceXML.java		707		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreatePollingPlaceXML.java		788		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreatePollingPlaceXML.java		789		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreatePollingPlaceXML.java		973		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreatePollingPlaceXML.java		1052		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		679		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		679		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		679		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		760		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		760		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		760		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		844		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		844		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		844		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		928		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		928		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		928		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		1011		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		1011		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		1011		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		1091		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		1091		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		1091		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		1171		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		1171		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		1171		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		1251		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		1251		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/data/VatCfDataStore.java		1251		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/XmlVersionElement.java		137		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/XmlVersionElement.java		149		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. This value is not used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/BallotImageManager.java		541		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/BallotImageManager.java		541		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/LoadErmAction.java		274		Info						Unchecked Return Value		Not an Issue		Code quality issue. The function does not check the value returned by the function. 

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/LoadPollAction.java		339		Info						Unchecked Return Value		Not an Issue		Code quality issue. The function does not check the value returned by the function. 

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/model/DataQuery.java		195		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/util/ZipUtil.java		110		Warning						Unreleased Resource: Streams		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/util/ZipUtil.java		116		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/util/ZipUtil.java		116		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/util/ZipUtil.java		116		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/util/ZipUtil.java		116		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/util/ZipUtil.java		116		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/util/ZipUtil.java		116		Warning						Redundant Null Check		Not an Issue		False Positive.

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/AboutPanel.java		221		Warning		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/AboutPanel.java		214		Path Manipulation		Not an Issue		False Positive. 

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/AboutPanel.java		224		Warning		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/AboutPanel.java		214		Path Manipulation		Not an Issue		False Positive. 

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/LicenceDisclaimerUtil.java		106		Warning						Unreleased Resource: Streams		Not an Issue		Quality Issue. Function to close a file should be in a Finally block. In case there is an error opening the file, the code ensures the file is closed and resource is release.

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/LicenceDisclaimerUtil.java		109		Info						Denial of Service		Not an Issue		False Positive. This function does not appear to be reading data from a user controlled input. 

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/LicenceDisclaimerUtil.java		110		Info						Denial of Service		Not an Issue		False Positive. This function does not appear to be reading data from a user controlled input. 

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/LicenceDisclaimerUtil.java		134		Warning						Unreleased Resource: Streams		Not an Issue		Quality Issue. Function to close a file should be in a Finally block. In case there is an error opening the file, the code ensures the file is closed and resource is release.

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/StartPageTopComponent.java		225		Warning						Unreleased Resource: Streams		Not an Issue		Incorrectly marked as not an issue. The file is not closed before exiting the function.

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/tasks/AddElectionTask.java		390		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/tasks/AddElectionTask.java		419		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is used in the function.

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/tasks/OpenElectionTask.java		201		Info						J2EE Bad Practices: Threads		Not an Issue		False positive. It will be a problem if polling is not done properly, which does not appear to be the case here. 

		ERMXMLConvUtilities.cpp		347		Warning						Missing Check against Null		Not an Issue		Code Quality Issue.

		ERMXMLConvUtilities.cpp		350		Warning						Missing Check against Null		Not an Issue		Code Quality Issue.

		ERMXMLConvUtilities.cpp		353		Warning						Missing Check against Null		Not an Issue		Code Quality Issue.

		ERMXMLConvUtilities.cpp		364		Warning						Missing Check against Null		Not an Issue		Code Quality Issue.

		ERMXMLConvUtilities.cpp		367		Warning						Missing Check against Null		Not an Issue		Code Quality Issue.

		ERMXMLDllInterface.cpp		2642		Warning						Redundant Null Check		Not an Issue		pbytReturnedData is not checked for null before being used.

		ERMXMLDllInterface.cpp		2727		Warning						Redundant Null Check		Not an Issue		pbytReturnedData is not checked for null before being used.

		ERMXMLDllInterface.cpp		2808		Warning						Redundant Null Check		Not an Issue		pbytReturnedData is not checked for null before being used.

		ess/firmware/ds200/src/Crypto/src/AsymmetricEncryptOp.cpp		167		Info						Poor Style: Redundant Initialization		Not an Issue		This is incorrectly identified by Fortify as an issue.  The variable is used in the function.

		ess/firmware/ds200/src/Crypto/src/AsymmetricEncryptOp.cpp		326		Info						Poor Style: Redundant Initialization		Not an Issue		This is incorrectly identified by Fortify as an issue.  The variable is used in the function.

		ess/firmware/ds200/src/Crypto/src/AsymmetricKey.cpp		485		Warning						Memory Leak		Not an Issue		False Positive.

		ess/firmware/ds200/src/Crypto/src/AsymmetricKey.cpp		488		Info						Poor Style: Redundant Initialization		Not an Issue		This is incorrectly identified by Fortify as an issue.  The variable is used in the function.

		ess/firmware/ds200/src/Crypto/src/AsymmetricKeyPair.cpp		125		Info						Poor Style: Redundant Initialization		Not an Issue		This is incorrectly identified by Fortify as an issue.  The variable is used in the function.

		ess/firmware/ds200/src/Crypto/src/ParameterKey.cpp		109		Info						Poor Style: Redundant Initialization		Not an Issue		This is incorrectly identified by Fortify as an issue.  The variable is used in the function.

		ESSCRYPT/ESSCryptSvr.cpp		312		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		ESSCRYPT/ESSCryptSvr.cpp		316		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		ESSCRYPT/ESSCryptSvr.cpp		320		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		ESSCRYPT/ESSCryptSvr.cpp		399		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		ESSCRYPT/ESSCryptSvr.cpp		403		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		ESSCryptLib.cpp		774		Info						Poor Style: Variable Never Used		Not an Issue		False Positive. The variable fe is used in the function.

		ESSCryptLib.cpp		896		Info						Poor Style: Redundant Initialization		Not an Issue		False Positive.

		ESSCryptLib.cpp		961		Info						Poor Style: Redundant Initialization		Not an Issue		False Positive. This variable is used in the function.

		ESSCryptLib.cpp		977		Info						Poor Style: Redundant Initialization		Not an Issue		False Positive. This variable is used in the function.

		ESSElement.cpp		1761		Info						Type Mismatch: Signed to Unsigned		Not an Issue		Code Quality Issue.

		ESSElement.cpp		1767		Info						Type Mismatch: Signed to Unsigned		Not an Issue		Code Quality Issue.

		EssEvt.cpp		106		Info						Unchecked Return Value		Not an Issue		Code Quality Issue.

		EssEvt.cpp		108		Info						Unchecked Return Value		Not an Issue		Code Quality Issue.

		ESSRMU.CPP		393		Info						Format String		Not an Issue		The user does not have control over the message displayed.

		ESSRMU.CPP		539		Info						Format String		Not an Issue		The user does not have control over the message displayed.

		ESSRMU.CPP		542		Warning						Unreleased Resource		Not an Issue		It is a stack allocated variable and will be deallocated when it is out of scope.

		ESSRMU.CPP		614		Info						Format String		Not an Issue		The user does not have control over the message displayed.

		ESSRMU.CPP		678		Warning						Unreleased Resource		Not an Issue		It is a stack allocated variable and will be deallocated when it is out of scope.

		ESSRMU.CPP		1137		Warning						Redundant Null Check		Not an Issue		If the pointer pConnInfo is NULL, this line will not get executed.

		ESSRMU.CPP		1157		Info						Poor Style: Value Never Read		Not an Issue		This is a quality issue. This variable is declared but never used.

		ESSRMU.CPP		1188		Warning						Null Dereference		Not an Issue		the value pDescReq->Data will not be accessed if pDescReq is NULL.

		ESSRMU.CPP		1190		Warning						Redundant Null Check		Not an Issue		If the pointer pConnInfo is NULL, this line wil lnot get executed.

		ESSRMU.CPP		1197		Warning						Redundant Null Check		Not an Issue		If the pointer pConnInfo is NULL, this line will not get executed.

		ESSRMU.CPP		1216		Info						Format String		Not an Issue		The user does not have control over the message displayed.

		ESSRMU.CPP		1231		Warning						Memory Leak		Not an Issue		The memory allocaed to pDescReq is freed, hence it is not an issue.

		ESSRMU.CPP		1231		Warning						Memory Leak		Not an Issue		The memory allocated to pConnInfo is freed, hence it is not an issue.

		ESSRMU.CPP		1243		Info						Poor Style: Value Never Read		Not an Issue		The pointer is deallocated memory and assigned to NULL.

		ESSRMU.CPP		1308		Warning						Memory Leak		Not an Issue		The memory allocated to pRootHubName is freed, hence it is not an issue.

		ESSRMU.CPP		1700		Info						Poor Style: Value Never Read		Not an Issue		It is a quality issue. The variable bDone is assigned a value but is not used ever used.

		ESSRMU.CPP		2140		Warning						Memory Leak		Not an Issue		The memory allocated to pKeyName is freed, hence it is not an issue.

		EssSystem.java		870		Info						J2EE Bad Practices: System.exit		Not an Issue		Code quality issue.

		ESSXmlFile.cpp		1669		Warning						Unreleased Resource		Not an Issue		While it does not appear likely, it is possible that the resource stream will remain unclosed, depleting the resource pool.

		ESSXmlFile.cpp		1697		Warning						Memory Leak		Not an Issue		Code Quality Issue.

		ESSXmlFile.cpp		1738		Warning						Unreleased Resource		Not an Issue		While it does not appear likely, it is possible that the resource stream will remain unclosed, depleting the resource pool.

		ESSXmlFile.cpp		1766		Warning						Memory Leak		Not an Issue		Code Quality Issue.

		ESSXmlFile.cpp		1772		Warning						Unreleased Resource		Not an Issue		While it does not appear likely, it is possible that the resource stream will remain unclosed, depleting the resource pool.

		ESSXmlFile.cpp		1842		Warning						Unreleased Resource		Not an Issue		While it does not appear likely, it is possible that the resource stream will remain unclosed, depleting the resource pool.

		ESSXmlFile.cpp		1917		Warning						Unreleased Resource		Not an Issue		While it does not appear likely, it is possible that the resource stream will remain unclosed, depleting the resource pool.

		ESSXmlFile.cpp		1935		Warning						Memory Leak		Not an Issue		Code Quality Issue.

		ESSXmlFile.cpp		1993		Warning						Unreleased Resource		Not an Issue		While it does not appear likely, it is possible that the resource stream will remain unclosed, depleting the resource pool.

		ESSXmlFile.cpp		2011		Warning						Memory Leak		Not an Issue		Code Quality Issue.

		ESSXmlFile.cpp		2019		Warning						Unreleased Resource		Not an Issue		While it does not appear likely, it is possible that the resource stream will remain unclosed, depleting the resource pool.

		ESSXmlFile.cpp		2097		Warning						Unreleased Resource		Not an Issue		While it does not appear likely, it is possible that the resource stream will remain unclosed, depleting the resource pool.

		ESSXmlFile.cpp		3365		Warning						Memory Leak		Not an Issue		Code Quality Issue.

		ESSXmlFile.cpp		3510		Warning						Memory Leak		Not an Issue		Code Quality Issue.

		ESSXmlFile.cpp		3661		Warning						Memory Leak		Not an Issue		Code Quality Issue.

		ESSXmlUtil.cpp		624		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		ESSXmlUtil.cpp		639		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		ESSXmlUtil.cpp		687		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		ESSXmlUtil.cpp		702		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		ESSXmlUtil.cpp		704		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		ESSXmlUtil.cpp		765		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		ESSXmlUtil.cpp		889		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		ESSXmlUtil.cpp		897		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		ESSXmlUtil.cpp		938		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		ESSXmlUtil.cpp		946		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		EVTLOG.CPP		255		Warning		SERVICE.CPP		1099		String Termination Error		Not an Issue		While difficult to exploit directly, this could lead to a problem if a null terminating string is introduced to the function.

		EVTSERV.CPP		328		Warning		SERVICE.CPP		1099		String Termination Error		Not an Issue		While difficult to exploit directly, this could lead to a problem if a null terminating string is introduced to the function.

		EVTSERV.CPP		328		Warning		SERVICE.CPP		1099		String Termination Error		Not an Issue		While difficult to exploit directly, this could lead to a problem if a null terminating string is introduced to the function.

		fw.c		287		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		fw.c		362		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		fw.c		393		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		fw.c		411		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		fw.c		419		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		fw.c		424		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		fw.c		429		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		fw.c		434		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		fw.c		439		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		fw.c		473		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		fw.c		481		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		fw.c		488		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		fw.c		502		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		fw.c		525		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		fw.c		532		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		LogEvent.cpp		302		Info						Unchecked Return Value		Not an Issue		Code Quality Issue.

		LogEvent.cpp		304		Info						Unchecked Return Value		Not an Issue		Code Quality Issue.

		MainFrm.cpp		6199		Warning						Command Injection		Not an Issue		The dangerous arguments are static member data.

		myfn.c		192		Info						Poor Style: Value Never Read		Not an Issue		This is a quality issue. The value returned by the function is not checked.

		pbmtobmp.cpp		256		Hot		pbmtobmp.cpp		211		Buffer Overflow		Not an Issue		This was incorrectly marked as not an issue. In case the file name is greater than 1020 characters, appending the extension of 4 characters will cause a buffer overflow. Here it is assumed that the file name will never be very long.

		pbmtobmp.cpp		337		Warning		pbmtobmp.cpp		211		Path Manipulation		Not an Issue		Expected behavior

		pbmtobmp.cpp		342		Info						Unchecked Return Value		Not an Issue		This is a quality issue. The return value of fgets is not checked. 

		pbmtobmp.cpp		345		Info						Unchecked Return Value		Not an Issue		This is a quality issue. The return value of fgets is not checked. 

		pbmtobmp.cpp		365		Info						Poor Style: Value Never Read		Not an Issue		This is incorrectly identified as an issue. A valid function call is made to read the data.

		pbmtobmp.cpp		481		Warning		pbmtobmp.cpp		211		Path Manipulation		Not an Issue		Expected behavior

		pbmtobmp.cpp		590		Info		pbmtobmp.cpp		348		Buffer Overflow		Not an Issue		This is a left shift operator. Ther will not be a buffer overflow here.

		pbmtobmp.cpp		590		Info		pbmtobmp.cpp		348		Buffer Overflow		Not an Issue		This is a left shift operator. Ther will not be a buffer overflow here.

		periph.c		731		Info						Poor Style: Variable Never Used		Not an Issue		False Positive. 

		periph.c		732		Info						Poor Style: Variable Never Used		Not an Issue		False Positive. 

		periph.c		736		Info						Poor Style: Variable Never Used		Not an Issue		False Positive. 

		periph.c		858		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		periph.c		866		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		periph.c		884		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		periph.c		900		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		periph.c		905		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		periph.c		910		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		periph.c		946		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		periph.c		966		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		periph.c		1194		Info						Poor Style: Variable Never Used		Not an Issue		False Positive. 

		periph.c		1198		Info						Poor Style: Variable Never Used		Not an Issue		False Positive. 

		periph.c		1369		Info						Poor Style: Variable Never Used		Not an Issue		False Positive. 

		periph.c		1521		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		False Positive.

		periph.c		2328		Info						Poor Style: Variable Never Used		Not an Issue		False Positive. 

		periph.c		2651		Info						Poor Style: Variable Never Used		Not an Issue		False Positive. 

		periph.c		2655		Info						Poor Style: Variable Never Used		Not an Issue		False Positive. 

		periph.c		2963		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is read in the function.

		periph.c		2971		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is read in the function.

		periph.c		3011		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		periph.c		3441		Warning						Code Correctness: Function Returns Stack Address		Not an Issue		False Positive.

		periph.c		4048		Info						Poor Style: Variable Never Used		Not an Issue		False Positive. 

		periph.c		4168		Info						Poor Style: Variable Never Used		Not an Issue		False Positive. 

		periph.c		4746		Info						Poor Style: Variable Never Used		Not an Issue		False Positive. 

		periph.c		4747		Info						Poor Style: Variable Never Used		Not an Issue		False Positive. 

		periph.c		4972		Info						Poor Style: Variable Never Used		Not an Issue		False Positive. 

		periph.c		5303		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is read in the function.

		periph.c		5619		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is read in the function.

		periph.c		5620		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is read in the function.

		periph.c		5621		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is read in the function.

		periph.c		5622		Info						Poor Style: Value Never Read		Not an Issue		False Positive. This value is read in the function.

		periph.c		5957		Info						Dead Code		Not an Issue		False Positive. This is a switch case block. 

		peripherals/PowerManagement.java		503		Info						Code Correctness: Double-Checked Locking		Not an Issue		Code Quality Issue.

		peripherals/PowerManagement.java		556		Info						Code Correctness: Double-Checked Locking		Not an Issue		Code Quality Issue.

		printer/FutureLogic_PSA_66_ST2.java		249		Info						Poor Style: Value Never Read		Not an Issue		Code Quality Issue.

		printer/PrintSpooler.java		738		Info						Dead Code: Unused Field		Not an Issue		False Positive.

		PropertiesFile.cpp		241		Warning						Unreleased Resource		Not an Issue		I don't think this code runs on a voting machine.

		PropertiesFile.cpp		431		Info		PropertiesFile.cpp		378		Integer Overflow		Not an Issue		I don't think this is exploitable because the overflow would also change mbstowcs's idea of the buffer size.

		PropListCtrl.cpp		825		Info						Uninitialized Variable		Not an Issue		Fortify seems to have gotten confused by local variable that shadows a method parameter. Slightly wierd though, why does the compiler allow that?

		QueryResult.cpp		518		Info						Type Mismatch: Signed to Unsigned		Not an Issue		Code Quality Issue.

		RMUDLL.cpp		2014		Info						Poor Style: Value Never Read		Not an Issue		This is a quality issue. The value assigned to nDataLen is never used in the function.

		RMUDLL.cpp		2238		Info						Often Misused: Strings		Not an Issue		This is incorrectly identified by Fortify as an issue. The paraments passed to the function WideCharToMultiByte are of correct types.

		RMUDLL.cpp		2246		Info						Often Misused: Strings		Not an Issue		This is incorrectly identified by Fortify as an issue. The paraments passed to the function WideCharToMultiByte are of correct types.

		RMUDrive.cpp		417		Warning						Unreleased Resource		Not an Issue		It is a stack allocated variable and will be deallocated when it is out of scope.


		RMUServ.cpp		493		Warning						Missing Check against Null		Not an Issue		Check against Null is done on the following line. Hence, it is not an issue.

		RMUServ.cpp		516		Warning						Missing Check against Null		Not an Issue		Check against Null is done on the following line. Hence, it is not an issue.

		RMUUtil.cpp		233		Warning						Unreleased Resource		Not an Issue		It is a stack allocated variable and will be deallocated when it is out of scope.


		RSACrypto.cpp		969		Info						Unchecked Return Value		Not an Issue		This is a quality issue. The return value of the function is not checked.

		RSACrypto.cpp		980		Info						Unchecked Return Value		Not an Issue		This is a quality issue. The return value of the function is not checked.

		RSACrypto.cpp		1099		Info						Unchecked Return Value		Not an Issue		This is a quality issue. The return value of the function is not checked.

		RSACrypto.cpp		1120		Info						Unchecked Return Value		Not an Issue		This is a quality issue. The return value of the function is not checked.

		RSACrypto.cpp		1269		Info						Unchecked Return Value		Not an Issue		This is a quality issue. The return value of the function is not checked.

		RTEDlg.cpp		1044		Info						Poor Style: Value Never Read		Not an Issue		False Positive. 

		RTEDlg.cpp		1054		Info						Dead Code		Not an Issue		False Positive.

		RTEDlg.cpp		1060		Info						Poor Style: Value Never Read		Not an Issue		False Positive.

		RTEDlg.cpp		1485		Info						Poor Style: Value Never Read		Not an Issue		False Positive.

		RTEDlg.cpp		1496		Info						Poor Style: Value Never Read		Not an Issue		Quality Issue. The value of bContinue is not read after this assignment.

		RTEDlg.cpp		1511		Info						Poor Style: Value Never Read		Not an Issue		Quality Issue. The value of bContinue is not read after this assignment.


		RTEDlg.cpp		1609		Info						Poor Style: Value Never Read		Not an Issue		Quality Issue. The value of bContinue is not read after this assignment.


		RTEDlg.cpp		2045		Info						Poor Style: Redundant Initialization		Not an Issue		False Positive. This variable is used in the function.

		RTEDlg.cpp		3114		Info						Poor Style: Value Never Read		Not an Issue		False Positive. The value of bEnable is read after this assignment.

		RTETab.cpp		482		Info						Poor Style: Redundant Initialization		Not an Issue		False Positive. This variable is used in the function.

		RTETab.cpp		556		Info						Poor Style: Redundant Initialization		Not an Issue		False Positive. This variable is used in the function.

		rtf2use.CPP		749		Info						Poor Style: Value Never Read		Not an Issue		Quality Issue. The value of nMode is not read after this assignment.


		rtf2use.CPP		770		Info						Poor Style: Value Never Read		Not an Issue		Code quality issue. The value of nBytesRead is not checked after the function call.

		rtf2use.CPP		778		Info						Unchecked Return Value		Not an Issue		False Positive.

		rtf2use.CPP		788		Info						Unchecked Return Value		Not an Issue		False Positive.

		rtf2use.CPP		892		Info						Unchecked Return Value		Not an Issue		False Positive.

		rtf2use.CPP		915		Info						Unchecked Return Value		Not an Issue		False Positive.

		rtf2use.CPP		1238		Info						Poor Style: Value Never Read		Not an Issue		False Positive. The value of tchrTemp is used in the function.

		rtf2use.CPP		1266		Info						Poor Style: Value Never Read		Not an Issue		False Positive. The value of tchrTemp is used in the function.


		Service.cpp		193		Info						Poor Style: Value Never Read		Not an Issue		Fortify incorrectly identified it as a value that is never read. This value is read in this function after this assignment is made.

		Service.cpp		254		Info						Poor Style: Value Never Read		Not an Issue		This is a quality issue. This variable is assigned a value that is never used.

		Service.cpp		1013		Warning						Redundant Null Check		Not an Issue		If the pointer lpszTemp is NULL, this line will not get executed.

		Shared/ESSCryptLib.cpp		774		Info						Poor Style: Variable Never Used		Not an Issue		False Positive.

		Shared/ESSCryptLib.cpp		774		Info						Poor Style: Variable Never Used		Not an Issue		False Positive

		Shared/ESSCryptLib.cpp		896		Info						Poor Style: Redundant Initialization		Not an Issue		Code Quality Issue.

		Shared/ESSCryptLib.cpp		896		Info						Poor Style: Redundant Initialization		Not an Issue		Code Quality Issue

		Shared/ESSCryptLib.cpp		961		Info						Poor Style: Redundant Initialization		Not an Issue		Code Quality Issue.

		Shared/ESSCryptLib.cpp		961		Info						Poor Style: Redundant Initialization		Not an Issue		Code Quality Issue

		Shared/ESSCryptLib.cpp		977		Info						Poor Style: Redundant Initialization		Not an Issue		Code Quality Issue.

		Shared/ESSCryptLib.cpp		977		Info						Poor Style: Redundant Initialization		Not an Issue		Code Quality Issue

		StoredProc.cpp		544		Hot						Buffer Overflow: Off-by-One		Not an Issue		False positive

		StoredProc.cpp		881		Info						Type Mismatch: Signed to Unsigned		Not an Issue		Code Quality Issue.

		StyleUtils.cpp		4409		Info						Type Mismatch: Signed to Unsigned		Not an Issue		Code Quality Issue.

		StyleUtils.cpp		4493		Info						Type Mismatch: Signed to Unsigned		Not an Issue		Code Quality Issue.

		StyleUtils.cpp		4666		Info						Type Mismatch: Signed to Unsigned		Not an Issue		Code Quality Issue.

		UIElements/BlinkCursor.java		158		Info						Code Correctness: Double-Checked Locking		Not an Issue		Code Quality Issue.

		UIElements/BlinkCursor.java		209		Info						Poor Style: Redundant Initialization		Not an Issue		False Positive.

		UIElements/CalendarComponent.java		465		Info						Poor Style: Redundant Initialization		Not an Issue		The variable isn't used but only initialized.

		UIElements/Tile.java		929		Warning						Null Dereference		Not an Issue		False Positive.

		UIElements/Tile.java		950		Warning						Redundant Null Check		Not an Issue		False Positive.

		UIElements/TimeZoneList.java		375		Info						Dead Code: Unused Method		Not an Issue		Code Quality Issue.

		util/ImageReader.java		714		Info						Dead Code: Unused Field		Not an Issue		Code Quality Issue.

		util/Message.java		89		Info						Dead Code: Expression is Always false		Not an Issue		False Positive.

		util/resourcebundle/ResourceBundle.java		556		Info						Process Control		Not an Issue		While process control is possible, it appears that this functionality can only be accessed by a trusted user who would be able to perform harmful actions without the existence of this vulnerability.  Loading a library would also require access to the filesystem; this increases the difficulty for a process control attack to be successful.

		util/UniqueIdGenerator.java		59		Info						Insecure Randomness		Not an Issue		This code does not appear to need cryptographically secure random numbers.

		util/UniqueIdGenerator.java		154		Info						Insecure Randomness		Not an Issue		Because the random number generator is only being used to create a unique id, and the previously used unique id's are being checked against to make sure there are no repeats, this is not an issue.

		UtilityFunctions.cpp		698		Hot		ERMXMLDllInterface.cpp		3282		Buffer Overflow		Not an Issue		Appears to be a false positive.

		Utils.cpp		606		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		Utils.cpp		614		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		Utils.cpp		670		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		Utils.cpp		677		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		Utils.cpp		728		Info						Often Misused: Strings		Not an Issue		Code Quality Issue; however, this function lends itself to easy buffer overflows.  Beware when using this function.

		Business.java		121		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		Business.java		145		Warning						System Information Leak		Reliability Issue		If the file /var/log/prestrace.log is changed to readonly and TRACE is set,
then we can get the stacktrace.

		Business.java		400		Info						Denial of Service		Reliability Issue		log injection is possible.

		Business.java		400		Warning						Missing Check against Null		Reliability Issue		Tokenize method is custom and doesn't check for input being null.

		Business.java		2153		Warning						Missing Check against Null		Reliability Issue		tokenize is used here

		Common/src/SocketClient.c		318		Info						Obsolete		Reliability Issue		usleep is deprecated.

		CoNGAuditLog.java		124		Warning						Missing Check against Null		Reliability Issue		Tokenize method is custom and doesn't check for input being null.

		CoNGAuditLog.java		287		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		ConsoleSubverter.cpp		240		Info						Unchecked Return Value		Reliability Issue		Ignoring potential errors can cause unexpected behavior in application

		ConsoleSubverter.cpp		242		Info						Unchecked Return Value		Reliability Issue		Ignoring potential errors can cause unexpected behavior in application

		ConsoleSubverter.cpp		304		Info						Unchecked Return Value		Reliability Issue		Ignoring potential errors can cause unexpected behavior in application

		Ds200/Ds200VoterLangMessages.java		143		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		This is a quality issue

		Ds200/election/PaperErrorSummaryPage.java		233		Warning						Null Dereference		Reliability Issue		need to check if object 'it' is null

		Ds200/PaperProcessor.java		116		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue


		Ds200/parser/Ds200BallotPaperFactory.java		111		Warning						Unreleased Resource: Streams		Reliability Issue		FileInputStream object isn't closed.

		Ds200/util/Ds200VersionFile.java		125		Warning						Unreleased Resource: Streams		Reliability Issue		InputStreamReader isn't closed.

		Ds200/util/Ds200VersionFile.java		161		Warning						Unreleased Resource: Streams		Reliability Issue		BufferedReader isn't closed.

		Ds200/util/MediaPlayer.java		541		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue


		Ds200/util/MediaPlayer.java		678		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/AddAudioLanguagePanel.java		127		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/data/BallotAttributesDataStore.java		189		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/ImportElectionAudioPanel.java		216		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/MultipleAttributesEditorCandidatePanel.java		503		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/MultipleAttributesEditorContestPanel.java		491		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		4661		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		4661		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		4698		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotDefinitionDAO.java		4735		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Capture/src/com/essvote/electionWare/capture/BallotJDOMParser.java		287		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Common/src/com/essvote/electionWare/common/data/ValidationErrorsDataStore.java		225		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Configure/src/com/essvote/electionWare/configure/AutoMarkPasswordsPanel.java		476		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Configure/src/com/essvote/electionWare/configure/AutoMarkSettingsPanel.java		500		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Configure/src/com/essvote/electionWare/configure/DS200PasswordsPanel.java		596		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/BlockingSwingTask.java		911		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/BlockingSwingTask.java		1209		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/BlockingSwingTask.java		1818		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/device/DeviceCellRenderer.java		114		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/DisplayTextTopComponent.java		111		Warning		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/DisplayTextTopComponent.java		107		Path Manipulation		Reliability Issue		user.dir property can be modified but program wouldn't crash because
Exception is being caught and handled.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/DisplayTextTopComponent.java		144		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/ModelNode.java		372		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/ModelObject.java		392		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/ModelObject.java		392		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/system/ControlInstall.java		306		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/system/ControlInstall.java		306		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/View.java		246		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/control/View.java		246		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/report/ReportViewerPanel.java		904		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/report/ReportViewerPanel.java		904		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/report/ReportViewerPanel.java		1065		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/report/ReportViewerPanel.java		1183		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/report/ReportViewerPanel.java		1962		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/report/ReportViewerPanel.java		2268		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/report/ReportViewerTopComponent.java		83		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/audio/ClipPlayer.java		543		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/DateUtil.java		398		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Defaults.java		389		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Logger.java		58		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Logger.java		510		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Logger.java		541		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Logger.java		541		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		72		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		98		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/RC4Crypt.java		140		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		225		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		255		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		333		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/util/Utility.java		458		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/ElementLibrary/src/com/essvote/electionWare/elements/EditPartyImagePanel.java		412		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/ElementLibrary/src/com/essvote/electionWare/elements/ExportPromptAudioPanel.java		323		Warning		electionware_2.0.0.0zzk_SourcePkg/ElementLibrary/src/com/essvote/electionWare/elements/ExportPromptAudioPanel.java		323		Path Manipulation		Reliability Issue		this is a design issue

		electionware_2.0.0.0zzk_SourcePkg/ElementLibrary/src/com/essvote/electionWare/elements/ExportPromptAudioPanel.java		350		Warning		electionware_2.0.0.0zzk_SourcePkg/ElementLibrary/src/com/essvote/electionWare/elements/ExportPromptAudioPanel.java		350		Path Manipulation		Reliability Issue		this is a design issue

		electionware_2.0.0.0zzk_SourcePkg/ElementLibrary/src/com/essvote/electionWare/elements/ImportEmblemAutoMarkPanel.java		373		Warning		electionware_2.0.0.0zzk_SourcePkg/ElementLibrary/src/com/essvote/electionWare/elements/ImportEmblemAutoMarkPanel.java		373		Path Manipulation		Reliability Issue		this is a design issue.

		electionware_2.0.0.0zzk_SourcePkg/ElementLibrary/src/com/essvote/electionWare/elements/ImportEmblemAutoMarkPanel.java		385		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/ElementLibrary/src/com/essvote/electionWare/elements/ImportEmblemDS200Panel.java		374		Warning		electionware_2.0.0.0zzk_SourcePkg/ElementLibrary/src/com/essvote/electionWare/elements/ImportEmblemDS200Panel.java		374		Path Manipulation		Reliability Issue		this is a design issue.

		electionware_2.0.0.0zzk_SourcePkg/ElementLibrary/src/com/essvote/electionWare/elements/ImportEmblemDS200Panel.java		386		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/ElementLibrary/src/com/essvote/electionWare/elements/ImportSystemAudioPanel.java		211		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/ElementLibrary/src/com/essvote/electionWare/elements/ImportSystemTranslationsPanel.java		212		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/ElementLibrary/src/com/essvote/electionWare/elements/view/PartyImageNode.java		150		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/EssBeans/src/com/essvote/beans/FeedbackField.java		488		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Help/src/com/essvote/help/HelpTopComponent.java		107		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Help/src/com/essvote/help/HelpTopComponent.java		107		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Help/src/com/essvote/help/HelpTopComponent.java		351		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Help/src/com/essvote/help/HelpTopComponent.java		386		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/ModulePane/src/com/essvote/modulepane/ModulePaneTopComponentTopComponent.java		223		Info						Dead Code: Unused Method		Reliability Issue		setupHelp() is called inside the constructor but commented out for FUTURE USE.

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java		159		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java		1005		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/automark/ElectionDeviceHandler.java		82		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/DeviceHandler.java		187		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/DeviceHandler.java		633		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Package/src/com/essvote/electionWare/packager/ds200/DS200DeviceHandler.java		68		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateElectionXML.java		140		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Process/src/com/essvote/electionWare/process/CreateElectionXML.java		361		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/BallotImageManager.java		556		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/BallotImageManager.java		556		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/CastVoteRecordXmlBuilder.java		189		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/data/JAXBUtil.java		133		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/data/JAXBUtil.java		133		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/model/DataQuery.java		205		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/model/DataQuery.java		259		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/OpenElectionAction.java		325		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/ViewBallotImageAction.java		221		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/ViewBallotImageAction.java		244		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Resolve/src/com/essvote/electionWare/resolve/ViewBallotXmlTopComponent.java		231		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/AboutPanel.java		227		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/LicenceDisclaimerUtil.java		116		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/LicenceDisclaimerUtil.java		134		Warning		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/LicenceDisclaimerUtil.java		146		Path Manipulation		Reliability Issue		malicious contents can be written to the license / disclaimer file.

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/LicenceDisclaimerUtil.java		138		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/tasks/KeyManager.java		80		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/tasks/KeyManager.java		151		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/WelcomeLinkListener.java		187		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/WelcomeLinkListener.java		187		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/WelcomeLinkListener.java		200		Info						Poor Error Handling: Overly Broad Catch		Reliability Issue		this is a quality issue

		electionware_2.0.0.0zzk_SourcePkg/Welcome/src/com/essvote/electionWare/welcome/WelcomePanelManager.java		152		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		this is a quality issue

		ERMXMLConvEngine.cpp		2891		Info						Poor Style: Value Never Read		Reliability Issue		In these particular cases, if the given buffer is not large enough, some data won't be copied to it, and the application will not detect thsi error.

		ERMXMLConvEngine.cpp		2895		Info						Poor Style: Value Never Read		Reliability Issue		In these particular cases, if the given buffer is not large enough, some data won't be copied to it, and the application will not detect thsi error.

		ERMXMLConvEngine.cpp		2899		Info						Poor Style: Value Never Read		Reliability Issue		In these particular cases, if the given buffer is not large enough, some data won't be copied to it, and the application will not detect thsi error.

		ERMXMLConvEngine.cpp		2903		Info						Poor Style: Value Never Read		Reliability Issue		In these particular cases, if the given buffer is not large enough, some data won't be copied to it, and the application will not detect thsi error.

		ERMXMLConvUtilities.cpp		590		Warning						Memory Leak		Reliability Issue		pchDriveStrings is being allocated with "new", but is being deleted with "free()" instead of with "delete". This can cause problems.

		ERMXMLDATAInterface.cpp		349		Info						Unchecked Return Value		Reliability Issue		If operation does not succeed, line 383 will cause program to crash

		ERMXMLDllInterface.cpp		3282		Info						Unchecked Return Value		Reliability Issue		Ignoring potential errors can cause unexpected behavior in application

		ESSDECPT/ESSDecpt.cpp		465		Info						Poor Style: Value Never Read		Reliability Issue		Line 465 should probably be inside an "else" block

		ESSRMU.CPP		1010		Warning						Redundant Null Check		Reliability Issue		The program should crash on line 1007 before it even gets to line 1010

		ESSRMU.CPP		2071		Warning						Code Correctness: Function Returns Stack Address		Reliability Issue		This will likely cause program crashes or other unpredictable behavior

		ESSXML.cpp		175		Info						Unchecked Return Value		Reliability Issue		If initialization fails, the application will not be able to detect it and handle it properly

		ESSXML.cpp		178		Info						Unchecked Return Value		Reliability Issue		If initialization fails, the application will not be able to detect it and handle it properly

		ESSXmlFile.cpp		3365		Warning						Missing Check against Null		Reliability Issue		_wcsdup() at line 875 in ESSXmlUtil.cpp may return null if it cannot allocate memory. In this case, the program will crash when dereferencing a null pointer. However, such a problem would be very difficult to recover from anyway.

		ESSXmlFile.cpp		3510		Warning						Missing Check against Null		Reliability Issue		_wcsdup() at line 875 in ESSXmlUtil.cpp may return null if it cannot allocate memory. In this case, the program will crash when dereferencing a null pointer. However, such a problem would be very difficult to recover from anyway.

		ESSXmlFile.cpp		3661		Warning						Missing Check against Null		Reliability Issue		_wcsdup() at line 875 in ESSXmlUtil.cpp may return null if it cannot allocate memory. In this case, the program will crash when dereferencing a null pointer. However, such a problem would be very difficult to recover from anyway.

		ESSXmlFile.cpp		3662		Warning						Missing Check against Null		Reliability Issue		_wcsdup() at line 875 in ESSXmlUtil.cpp may return null if it cannot allocate memory. In this case, the program will crash when dereferencing a null pointer. However, such a problem would be very difficult to recover from anyway.

		myfn.c		768		Info						Poor Style: Value Never Read		Reliability Issue		If an error occurs when writing the file, the application just ignores it

		myfn.c		806		Info						Poor Style: Value Never Read		Reliability Issue		If an error occurs when writing the file, the application just ignores it

		myfn.c		923		Info						Poor Style: Value Never Read		Reliability Issue		If an error occurs when writing the file, the application just ignores it

		myfn.c		961		Info						Poor Style: Value Never Read		Reliability Issue		If an error occurs when writing the file, the application just ignores it

		parser/BusinessParser.java		108		Warning						Unreleased Resource: Streams		Reliability Issue		FileInputStream isnt closed properly.

		printer/PrinterPoll.java		216		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		This is a quality issue

		printer/PrinterWriter.java		153		Info						Unchecked Return Value		Reliability Issue		this is a quality issue.

		printer/PrinterWriter.java		727		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue


		RMUDLL.cpp		259		Info						Poor Style: Value Never Read		Reliability Issue		Any errors returned by SendReceiveData() are ignored

		RMUDLL.cpp		1423		Info						Poor Style: Value Never Read		Reliability Issue		It's unclear why the code is doing this; could be an error

		SERVICE.CPP		801		Info						Unchecked Return Value		Reliability Issue		Ignoring the return value could lead to unexpected behavior in case of error

		SERVICE.CPP		1278		Warning						Redundant Null Check		Reliability Issue		Line 1280 should probably be "bContinue = (NULL == *pSecDesc) ? FALSE : bContinue;"

		StreamOrientedScannerBallotWireProtocol.java		154		Info						Unchecked Return Value		Reliability Issue		this is a quality issue

		util/ImageReader.java		575		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		This is a quality issue

		util/MediaPlayer.java		727		Info						Poor Error Handling: Overly Broad Throws		Reliability Issue		this is a quality issue


		util/resourcebundle/ResourceBundle.java		569		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		This is a quality issue

		util/VorbisInputStream.java		124		Info						Poor Error Handling: Empty Catch Block		Reliability Issue		This is a quality issue

		BallotView.cpp		2613		Warning						Double Free		Suspicious		This is an object of type LPDEVMODE. It has at least one string argument, which means that this could be exploitable.

		BallotView.cpp		8242		Info						Format String		Suspicious		Can't verfiy whether this string is attacker-controlled

		Build/BALLOT DATA MANAGER/CURRENT/BallotStyleDlg.cpp		1558		Warning						Memory Leak		Suspicious		Can't say for sure whether this might DOS something during voting.

		Build/BALLOT DATA MANAGER/CURRENT/Bdmutil.cpp		1762		Hot		Build/BALLOT DATA MANAGER/CURRENT/domerge.cpp		11209		Buffer Overflow		Suspicious		Not getting enough info from fortify to rule this out.

		Build/BALLOT DATA MANAGER/CURRENT/Bdmutil.cpp		1762		Hot		Build/BALLOT DATA MANAGER/CURRENT/domerge.cpp		11253		Buffer Overflow		Suspicious		Not getting enough info from fortify to rule this out.

		Build/BALLOT DATA MANAGER/CURRENT/Bdmutil.cpp		1762		Hot		Build/BALLOT DATA MANAGER/CURRENT/bdmfile.cpp		2177		Buffer Overflow		Suspicious		Not getting enough info from fortify to rule this out.

		CDIB.cpp		770		Warning		CDIB.cpp		708		Integer Overflow		Suspicious		If you can actually overflow this it could lead to a heap overflow, assumimg you can control what goes in the buffer.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		866		Info						SQL Injection		Suspicious		The 'params' member can be injected and hence SQL Injection might be
possible

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1086		Info		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1841		Access Control: Database		Suspicious		data is sometimes passed to the procedure without validation.

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1253		Info						SQL Injection		Suspicious		The 'params' member can be injected and hence SQL Injection might be
possible

		electionware_2.0.0.0zzk_SourcePkg/Control/src/com/essvote/dataaccess/DAOQueryDef.java		1376		Info						SQL Injection		Suspicious		The 'params' member can be injected and hence SQL Injection might be
possible

		ESSXmlUtil.cpp		247		Info						Format String		Suspicious		Seems like it could be an issue, but could not determine source of pszFormat

		RSACrypto.cpp		1081		Warning						Command Injection		Suspicious		Exploitable if:
* the executable has been given a setuid attribute such that it runs with higher privileges than the user executing it
* the user sets his temp directory to a malicious value (could be a command, or a directory writeable by the application but not by the user

		RTEDlg.cpp		2942		Warning						Command Injection		Suspicious		Could be exploitable if attacker can provide a malicious "filename"

		DSIM.cpp		2367		Warning						Missing Check against Null		Unknown		source file doesn't match fpr

		DSIM.cpp		2409		Warning						Missing Check against Null		Unknown		source file doesn't match fpr

		DSIM.cpp		2430		Warning						Missing Check against Null		Unknown		source file doesn't match fpr

		DSIM.cpp		2461		Warning						Missing Check against Null		Unknown		source file doesn't match fpr

		Capture/src/com/essvote/electionWare/capture/BallotJDOMParser.java"		3052		Info						Poor Style: Value Never Read		Not an Issue		Sept 09 NF - Line does not match with provided source code, similar problem found on line 3106, it is a Code Quality Issue.

		Capture/src/com/essvote/electionWare/capture/CaptureMsg.java"		97		Info						Poor Error Handling: Empty Catch Block		Not an Issue		Sept 09 NF - Code Quality Issue.

		Capture/src/com/essvote/electionWare/capture/DsimParserDAO.java"		390		Info						Poor Style: Value Never Read		Not an Issue		Sept 09 NF - Code Quality Issue.

		Common/src/com/essvote/electionWare/common/CommonMsg.java"		135		Info						Poor Error Handling: Empty Catch Block		Not an Issue		Sept 09 NF - Code Quality Issue.

		Configure/src/com/essvote/electionWare/configure/ConfigureMsg.java"		133		Info						Poor Error Handling: Empty Catch Block		Not an Issue		Sept 09 NF - Code Quality Issue.

		Control/src/com/essvote/control/BlockingSwingTask.java"		440		Info						J2EE Bad Practices: Threads		Not an Issue		Sept 09 NF - Actual line 438. Code Quality Issue.

		Control/src/com/essvote/control/BlockingSwingTask.java"		487		Info						J2EE Bad Practices: Threads		Not an Issue		Sept 09 NF - Actual line 471. Code Quality Issue.

		Control/src/com/essvote/control/BlockingSwingTask.java"		839		Info						J2EE Bad Practices: Threads		Not an Issue		Sept 09 NF - Actual line 823. Code Quality Issue.

		Control/src/com/essvote/dataaccess/DAOQueryDef.java"		1060		Warning						Redundant Null Check		Not an Issue		Sept 09 NF - Appears to be a false positive.

		Control/src/com/essvote/report/ReportViewerTopComponent.java"		83		Info						Poor Error Handling: Overly Broad Catch		Not an Issue		Sept 09 NF - Code Quality Issue.

		Control/src/com/essvote/util/ControlMsg.java"		130		Info						Poor Error Handling: Empty Catch Block		Not an Issue		Sept 09 NF - Code Quality Issue.

		ElementLibrary/src/com/essvote/electionWare/elements/ImageUtil.java"		149		Info						Poor Error Handling: Overly Broad Catch		Not an Issue		Sept 09 NF - Code Quality Issue.

		ElementLibrary/src/com/essvote/electionWare/elements/ImageUtil.java"		149		Info						Poor Error Handling: Empty Catch Block		Not an Issue		Sept 09 NF - Code Quality Issue.

		Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java"		790		Info						Denial of Service		Not an Issue		Sept 09 NF - Discontinuity between fpr and codebase.

		Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java"		791		Info						Denial of Service		Not an Issue		Sept 09 NF - Discontinuity between fpr and codebase.

		Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java"		826		Info						Denial of Service		Not an Issue		Sept 09 NF - Discontinuity between fpr and codebase.

		Package/src/com/essvote/electionWare/packager/automark/AutomarkHandler.java"		829		Info						Poor Error Handling: Empty Catch Block		Not an Issue		Sept 09 NF - Code Quality Issue.

		Package/src/com/essvote/electionWare/packager/PackageMsg.java"		134		Info						Poor Error Handling: Empty Catch Block		Not an Issue		Sept 09 NF - Code Quality Issue.

		PaperBallot/src/com/essvote/electionWare/paperballot/PaperBallotMsg.java"		75		Info						Poor Error Handling: Empty Catch Block		Not an Issue		Sept 09 NF - Code Quality Issue.

		PaperBallot/src/com/essvote/electionWare/paperballot/PaperBallotMsg.java"		130		Info						Poor Error Handling: Empty Catch Block		Not an Issue		Sept 09 NF - Code Quality Issue.

		Process/src/com/essvote/electionWare/process/ProcessMsg.java"		132		Info						Poor Error Handling: Empty Catch Block		Not an Issue		Sept 09 NF - Code Quality Issue.

		Process/src/com/essvote/electionWare/process/tasks/GenerateAutomarkDataTask.java"		417		Info						Poor Error Handling: Overly Broad Throws		Not an Issue		Sept 09 NF - Code Quality Issue.

		Process/src/com/essvote/electionWare/process/tasks/GenerateAutomarkDataTask.java"		626		Info						Poor Error Handling: Overly Broad Throws		Not an Issue		Sept 09 NF - Code Quality Issue.

		Process/src/com/essvote/electionWare/process/tasks/GenerateAutomarkDataTask.java"		796		Info						Denial of Service		Not an Issue		Sept 09 NF - Discontinuity between fpr and codebase.

		Process/src/com/essvote/electionWare/process/tasks/GenerateAutomarkDataTask.java"		798		Info						Denial of Service		Not an Issue		Sept 09 NF - Discontinuity between fpr and codebase.

		Resolve/src/com/essvote/electionWare/resolve/CastVoteRecordXmlBuilder.java"		189		Info						Poor Error Handling: Empty Catch Block		Not an Issue		Sept 09 NF - Code Quality Issue.

		StyleCriteriaDlg.cpp"		1262		Info						Poor Style: Value Never Read		Not an Issue		Sept 09 NF - Code Quality Issue.

		UtilityFunctions.cpp"		698		Hot		ERMXMLDllInterface.cpp		3282		Buffer Overflow		Not an Issue		Sept 09 NF - Appears to be a false positive.

		Welcome/src/com/essvote/electionWare/welcome/WelcomeLinkListener.java"		187		Info						Poor Error Handling: Overly Broad Catch		Not an Issue		Sept 09 NF - Code Quality Issue.

		Welcome/src/com/essvote/electionWare/welcome/WelcomeLinkListener.java"		187		Info						Poor Error Handling: Empty Catch Block		Not an Issue		Sept 09 NF - Code Quality Issue.

		Welcome/src/com/essvote/electionWare/welcome/WelcomeLinkListener.java"		200		Info						Poor Error Handling: Overly Broad Catch		Not an Issue		Sept 09 NF - Code Quality Issue.

		Welcome/src/com/essvote/electionWare/welcome/WelcomeMsg.java"		132		Info						Poor Error Handling: Empty Catch Block		Not an Issue		Sept 09 NF - Code Quality Issue.

		Welcome/src/com/essvote/electionWare/welcome/WelcomePanelManager.java"		152		Info						Poor Error Handling: Empty Catch Block		Not an Issue		Sept 09 NF - Code Quality Issue.

		Affidavit.cpp"		733		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Affidavit.cpp"		739		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Affidavit.cpp"		741		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalCandFactory.cpp"		470		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Ballot.cpp"		653		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Ballot.cpp"		665		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Ballot.cpp"		678		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Ballot.cpp"		1035		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Ballot.cpp"		1048		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotContest.cpp"		1130		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotContest.cpp"		1137		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotContest.cpp"		1337		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotContest.cpp"		1400		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotSet.cpp"		1060		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotSet.cpp"		1066		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotSet.cpp"		1068		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotSet.cpp"		1072		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotSet.cpp"		1075		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotSetStyle.cpp"		360		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotSetStyle.cpp"		366		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotSpec.cpp"		803		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotSpec.cpp"		810		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotSpec.cpp"		814		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotSpec.cpp"		816		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotSpec.cpp"		818		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotSpec.cpp"		820		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotSpec.cpp"		822		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotSpec.cpp"		824		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotStyleContestFactory.cpp"		505		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotStyleContestFactory.cpp"		791		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotStyleContestFactory.cpp"		861		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotStyleFactory.cpp"		580		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotStyleFactory.cpp"		667		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotStyleFactory.cpp"		840		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotStyleFactory.cpp"		902		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotStyleLangFactory.cpp"		509		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotStyleLangFactory.cpp"		576		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotTitle.cpp"		1323		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotTitle.cpp"		1329		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotTitle.cpp"		1330		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotTitle.cpp"		1331		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotTitle.cpp"		1332		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotTitle.cpp"		1333		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotTitle.cpp"		1335		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BallotView.cpp"		2875		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleCand.cpp"		1292		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleCand.cpp"		1298		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleCand.cpp"		1300		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleCand.cpp"		1302		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleCand.cpp"		1304		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleCand.cpp"		1306		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleCand.cpp"		1308		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleCand.cpp"		1310		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleCand.cpp"		1312		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleCand.cpp"		1314		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleCand.cpp"		1316		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleWI.cpp"		1220		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleWI.cpp"		1226		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleWI.cpp"		1227		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleWI.cpp"		1228		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleWI.cpp"		1229		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleWI.cpp"		1230		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleWI.cpp"		1231		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleWI.cpp"		1232		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleWI.cpp"		1234		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleWI.cpp"		1236		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalStyleWI.cpp"		1238		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		BalWIFactory.cpp"		478		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Candidate.cpp"		2462		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Candidate.cpp"		2468		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Candidate.cpp"		2470		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Candidate.cpp"		2472		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Candidate.cpp"		2476		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Candidate.cpp"		2479		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Candidate.cpp"		2481		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Candidate.cpp"		2483		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Candidate.cpp"		2485		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Candidate.cpp"		2487		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Candidate.cpp"		2489		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Candidate.cpp"		2491		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Candidate.cpp"		2497		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Candidate.cpp"		2504		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		CandidateLang.cpp"		787		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		CandidateLang.cpp"		793		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		CandidateLang.cpp"		797		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		CandidateLang.cpp"		799		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		CandidateLang.cpp"		801		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		CandidateLang.cpp"		803		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		CandidateLang.cpp"		805		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		CandidateLang.cpp"		807		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		CandidateLang.cpp"		809		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		CandidateLang.cpp"		811		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		CandidateLang.cpp"		813		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		CandidateLang.cpp"		815		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		CandidateStyle.cpp"		620		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		CandidateStyle.cpp"		622		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		CandidateStyle.cpp"		626		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Capture/src/com/essvote/electionWare/capture/DsimParserDAO.java"		233		Warning						Null Dereference		Reliability Issue		Sept 09 NF - seqDefList can be null if certain conditions are or are not met.

		Capture/src/com/essvote/electionWare/capture/DsimParserDAO.java"		233		Warning						Null Dereference		Reliability Issue		Sept 09 NF - seqDefList can be null if certain conditions are or are not met.

		Column.cpp"		1343		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Column.cpp"		1344		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Column.cpp"		1345		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Column.cpp"		1346		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Column.cpp"		1347		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Column.cpp"		1348		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Column.cpp"		1349		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Column.cpp"		1350		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Column.cpp"		1351		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Column.cpp"		1352		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Column.cpp"		1353		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ConsoleView.cpp"		800		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2761		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2762		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2763		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2764		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2765		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2766		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2767		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2768		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2769		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2770		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2771		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2772		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2773		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2774		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2776		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2777		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2778		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2779		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2780		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2781		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2782		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2783		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2784		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Content.cpp"		2785		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ContentStyleSheet.cpp"		943		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ContentStyleSheet.cpp"		944		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ContentStyleSheet.cpp"		945		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ContentStyleSheet.cpp"		946		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		3825		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4473		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4475		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4477		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4479		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4558		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4560		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4562		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4564		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4566		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4568		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4570		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4572		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4574		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4576		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4578		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4580		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4582		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4584		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4586		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4588		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4590		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4592		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Contest.cpp"		4594		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ContestLang.cpp"		1055		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ContestLang.cpp"		1061		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ContestLang.cpp"		1064		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ContestLang.cpp"		1066		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ContestLang.cpp"		1068		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ContestLang.cpp"		1070		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ContestLang.cpp"		1072		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ContestLang.cpp"		1074		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ContestLang.cpp"		1076		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ContestLang.cpp"		1078		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ContestLang.cpp"		1080		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ContestLang.cpp"		1082		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ContestLang.cpp"		1084		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ContestLang.cpp"		1086		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ContestLang.cpp"		1088		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ContestLang.cpp"		1090		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Control/src/com/essvote/control/system/DynamicFileSystem.java"		412		Warning						Null Dereference		Reliability Issue		Sept 09 NF - toolbar can be null if certain conditions are or are not met.

		Control/src/com/essvote/control/system/DynamicFileSystem.java"		428		Warning						Null Dereference		Reliability Issue		Sept 09 NF - toolbar can be null if certain conditions are or are not met.

		Control/src/com/essvote/control/system/DynamicFileSystem.java"		445		Warning						Null Dereference		Reliability Issue		Sept 09 NF - toolbar can be null if certain conditions are or are not met.

		Control/src/com/essvote/report/ReportDriver.java"		106		Warning						Unreleased Resource: Streams		Reliability Issue		Sept 09 NF - reportStream is never explicitly closed.

		Control/src/com/essvote/report/ReportDriver.java"		117		Warning						Unreleased Resource: Streams		Reliability Issue		Sept 09 NF - reportStream is never explicitly closed.

		Criterion.cpp"		661		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Criterion.cpp"		662		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Criterion.cpp"		663		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Criterion.cpp"		666		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Criterion.cpp"		781		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Criterion.cpp"		787		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		DistrictName.cpp"		1910		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		DistrictName.cpp"		1916		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		DistrictName.cpp"		1918		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		DistrictName.cpp"		1920		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		DistrictName.cpp"		1924		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		DistrictName.cpp"		1926		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		DistrictName.cpp"		1943		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		DistrictNameLang.cpp"		497		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		DistrictNameLang.cpp"		503		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		DistrictNameLang.cpp"		507		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		DistrictNameLang.cpp"		509		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		DistrictPrecinct.cpp"		315		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		DistrictPrecinct.cpp"		321		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		DistrictType.cpp"		1007		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		DistrictType.cpp"		1013		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		DistrictType.cpp"		1015		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		DistrictType.cpp"		1018		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		DistrictTypeName.cpp"		386		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		DistrictTypeName.cpp"		392		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		DlgGraphicsMgr.cpp"		1404		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionBuilder.cpp"		2422		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionBuilder.cpp"		2810		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionBuilder.cpp"		3056		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionBuilder.cpp"		3126		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionBuilder.cpp"		3205		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionBuilder.cpp"		3402		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionBuilder.cpp"		3571		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionBuilder.cpp"		3779		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionBuilder.cpp"		4166		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionBuilder.cpp"		4540		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionBuilder.cpp"		4793		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptions.cpp"		2956		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptions.cpp"		2958		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptions.cpp"		2960		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptions.cpp"		2962		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptions.cpp"		2964		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptions.cpp"		2966		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptions.cpp"		2968		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptions.cpp"		2970		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptions.cpp"		2972		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptions.cpp"		2974		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptions.cpp"		2976		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptions.cpp"		2978		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptions.cpp"		2980		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptions.cpp"		2982		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptions.cpp"		2984		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptions.cpp"		2986		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptions.cpp"		2988		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptions.cpp"		2990		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptions.cpp"		2992		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptions.cpp"		3013		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptionsLang.cpp"		532		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptionsLang.cpp"		538		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptionsLang.cpp"		542		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptionsLang.cpp"		544		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionOptionsLang.cpp"		546		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ElectionUtils.cpp"		1619		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		EmptyStyle.cpp"		393		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ERMXMLConvUtilities.cpp"		347		Warning						Missing Check against Null		Reliability Issue		Sept 09 NF - Code Quality Issue.

		ERMXMLConvUtilities.cpp"		350		Warning						Missing Check against Null		Reliability Issue		Sept 09 NF - Code Quality Issue.

		ERMXMLConvUtilities.cpp"		353		Warning						Missing Check against Null		Reliability Issue		Sept 09 NF - Code Quality Issue.

		ERMXMLConvUtilities.cpp"		364		Warning						Missing Check against Null		Reliability Issue		Sept 09 NF - Code Quality Issue.

		ERMXMLConvUtilities.cpp"		367		Warning						Missing Check against Null		Reliability Issue		Sept 09 NF - Code Quality Issue.

		ERMXMLConvUtilities.cpp"		370		Warning						Missing Check against Null		Reliability Issue		Sept 09 NF - Code Quality Issue.

		ERMXMLConvUtilities.cpp"		373		Warning						Missing Check against Null		Reliability Issue		Sept 09 NF - Code Quality Issue.

		ERMXMLConvUtilities.cpp"		376		Warning						Missing Check against Null		Reliability Issue		Sept 09 NF - Code Quality Issue.

		ERMXMLConvUtilities.cpp"		628		Warning						Missing Check against Null		Reliability Issue		Sept 09 NF - Code Quality Issue.

		FontSpec.cpp"		1553		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FontSpec.cpp"		1556		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FontSpec.cpp"		1557		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FontSpec.cpp"		1558		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FontSpec.cpp"		1559		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FontSpec.cpp"		1560		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FontSpec.cpp"		1561		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FontSpec.cpp"		1562		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FontSpec.cpp"		1563		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FontSpec.cpp"		1564		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FontSpec.cpp"		1565		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FontSubstitution.cpp"		1073		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FontSubstitution.cpp"		1076		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FontSubstitution.cpp"		1077		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FontSubstitution.cpp"		1078		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FontSubstitution.cpp"		1079		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FontSubstitution.cpp"		1080		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FontSubstitution.cpp"		1081		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FontSubstitution.cpp"		1082		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FontSubstitution.cpp"		1083		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FontSubstitution.cpp"		1084		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Frame.cpp"		1274		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Frame.cpp"		1275		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Frame.cpp"		1276		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Frame.cpp"		1277		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Frame.cpp"		1278		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Frame.cpp"		1279		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Frame.cpp"		1280		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Frame.cpp"		1281		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Frame.cpp"		1282		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Frame.cpp"		1285		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		FramePage.cpp"		1615		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Heading.cpp"		968		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Heading.cpp"		974		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Heading.cpp"		976		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Heading.cpp"		980		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		HeadingLang.cpp"		401		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		HeadingLang.cpp"		407		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		HeadingLang.cpp"		411		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		HeadingStyle.cpp"		450		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Language.cpp"		892		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Language.cpp"		898		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Language.cpp"		900		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Language.cpp"		904		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Language.cpp"		906		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Language.cpp"		908		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Language.cpp"		910		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Language.cpp"		918		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		MainFrm.cpp"		6424		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		MainFrm.cpp"		6425		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeRow.cpp"		1686		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeRow.cpp"		1687		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeRow.cpp"		1688		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeRow.cpp"		1689		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeRow.cpp"		1690		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeRow.cpp"		1691		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeRow.cpp"		1692		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeRow.cpp"		1693		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeRow.cpp"		1694		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeRow.cpp"		1695		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeRow.cpp"		1696		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeRow.cpp"		1697		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeRow.cpp"		1698		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeRowParty.cpp"		1006		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeRowParty.cpp"		1007		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeRowParty.cpp"		1008		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeRowParty.cpp"		1009		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeRowParty.cpp"		1010		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeRowParty.cpp"		1011		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeRowParty.cpp"		1012		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeStyle.cpp"		1716		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeStyle.cpp"		1717		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeStyle.cpp"		1718		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeStyle.cpp"		1720		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeStyle.cpp"		1722		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeStyle.cpp"		1724		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeStyle.cpp"		1726		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeStyle.cpp"		1727		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeStyle.cpp"		1728		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeStyle.cpp"		1729		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeStyle.cpp"		1730		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeStyle.cpp"		1731		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeStyle.cpp"		1732		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeStyle.cpp"		1736		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeStyle.cpp"		1871		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeStyle.cpp"		1881		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OfficeStyle.cpp"		1882		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OpenSaveDlg.cpp"		966		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OpenSaveDlg.cpp"		1058		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		OpenSaveDlg.cpp"		1151		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Overlay.cpp"		1018		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Overlay.cpp"		1019		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Overlay.cpp"		1020		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Overlay.cpp"		1022		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Overlay.cpp"		1023		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Overlay.cpp"		1024		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Overlay.cpp"		1025		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Overlay.cpp"		1026		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Panel.cpp"		1192		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Panel.cpp"		1198		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Panel.cpp"		1199		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Panel.cpp"		1200		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Panel.cpp"		1201		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Panel.cpp"		1202		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Panel.cpp"		1203		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Panel.cpp"		1204		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Panel.cpp"		1205		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Panel.cpp"		1206		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Panel.cpp"		1207		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Party.cpp"		2111		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Party.cpp"		2117		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Party.cpp"		2119		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Party.cpp"		2123		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Party.cpp"		2125		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Party.cpp"		2127		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Party.cpp"		2129		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Party.cpp"		2131		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Party.cpp"		2133		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Party.cpp"		2135		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Party.cpp"		2137		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Party.cpp"		2139		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PartyLang.cpp"		1091		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PartyLang.cpp"		1098		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PartyLang.cpp"		1102		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PartyLang.cpp"		1104		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PartyLang.cpp"		1106		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PartyLang.cpp"		1108		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PartyLang.cpp"		1110		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PartyLang.cpp"		1112		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PartyLang.cpp"		1114		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PartyLang.cpp"		1116		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PartyStyle.cpp"		432		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PartyStyle.cpp"		571		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PartyStyle.cpp"		577		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PartyStyle.cpp"		578		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Passwords.cpp"		1045		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Passwords.cpp"		1051		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Passwords.cpp"		1053		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Passwords.cpp"		1055		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Passwords.cpp"		1057		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Passwords.cpp"		1059		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Passwords.cpp"		1061		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Passwords.cpp"		1063		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Poll.cpp"		1755		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Poll.cpp"		2069		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Poll.cpp"		2071		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Poll.cpp"		2073		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Poll.cpp"		2144		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Poll.cpp"		2150		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Poll.cpp"		2152		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Poll.cpp"		2154		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Poll.cpp"		2156		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Poll.cpp"		2158		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Poll.cpp"		2160		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Poll.cpp"		2179		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PollLang.cpp"		344		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PollLang.cpp"		350		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PollLang.cpp"		354		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PollPrecinct.cpp"		383		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PollPrecinct.cpp"		388		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Precinct.cpp"		1888		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Precinct.cpp"		1894		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Precinct.cpp"		1896		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Precinct.cpp"		1898		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Precinct.cpp"		1902		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Precinct.cpp"		1904		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Precinct.cpp"		1906		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Precinct.cpp"		1908		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Precinct.cpp"		1910		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Precinct.cpp"		1912		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Precinct.cpp"		1914		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Precinct.cpp"		1916		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Precinct.cpp"		1918		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Precinct.cpp"		1920		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Precinct.cpp"		1922		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Precinct.cpp"		2302		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PrecinctBallotStyle.cpp"		384		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PrecinctBallotStyle.cpp"		390		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PrecinctLang.cpp"		701		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PrecinctLang.cpp"		707		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PrecinctLang.cpp"		711		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PrecinctLang.cpp"		713		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PrecinctLang.cpp"		715		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PrecinctLang.cpp"		717		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PrecinctLang.cpp"		719		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PrecinctLang.cpp"		721		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PrecinctLang.cpp"		723		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		PrecinctLang.cpp"		725		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Process/src/com/essvote/electionWare/process/CreateBusinessXML.java"		1149		Warning						Null Dereference		Reliability Issue		Sept 09 NF -  this does appear to be an issue, if the conditional beforehand evaluates to false, ballotSheetStyleGroupE1 will be null.

		Process/src/com/essvote/electionWare/process/CreateBusinessXML.java"		1149		Warning						Null Dereference		Reliability Issue		Sept 09 NF - If the conditional on line 1138 evaluates to false, ballotSheetStyleGroupE1 will remain null.

		Process/src/com/essvote/electionWare/process/CreateBusinessXML.java"		1155		Warning						Null Dereference		Reliability Issue		Sept 09 NF - logBallotE1 can be null if certain conditions are or are not met.

		Process/src/com/essvote/electionWare/process/CreateBusinessXML.java"		1155		Warning						Null Dereference		Reliability Issue		Sept 09 NF - logBallotE1 can be null if certain conditions are or are not met.

		Process/src/com/essvote/electionWare/process/CreateBusinessXML.java"		1341		Warning						Null Dereference		Reliability Issue		Sept 09 NF - partyListElement can be null if certain conditions are or are not met.

		Process/src/com/essvote/electionWare/process/CreateBusinessXML.java"		1341		Warning						Null Dereference		Reliability Issue		Sept 09 NF - partyListElement can be null if certain conditions are or are not met.

		Process/src/com/essvote/electionWare/process/CreateBusinessXML.java"		1435		Warning						Null Dereference		Reliability Issue		Sept 09 NF - pollElement can be null if certain conditions are or are not met.

		Process/src/com/essvote/electionWare/process/CreateBusinessXML.java"		1435		Warning						Null Dereference		Reliability Issue		Sept 09 NF - pollElement can be null if certain conditions are or are not met.

		QuestionRow.cpp"		907		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		QuestionRow.cpp"		913		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		QuestionRow.cpp"		914		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		QuestionRow.cpp"		915		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		QuestionRow.cpp"		916		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		QuestionRow.cpp"		917		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		QuestionStyle.cpp"		1177		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		QuestionStyle.cpp"		1178		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		QuestionStyle.cpp"		1179		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		QuestionStyle.cpp"		1180		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		QuestionStyle.cpp"		1181		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		QuestionStyle.cpp"		1182		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		QuestionStyle.cpp"		1183		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		QuestionStyle.cpp"		1184		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		QuestionStyle.cpp"		1187		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Resolve/src/com/essvote/electionWare/resolve/DeviceHeader.java"		159		Warning						Unreleased Resource: Streams		Reliability Issue		Sept 09 NF - If an exception is raised before reader.close() is called, reader may remain open depleting the resource pool.

		ResponseStyle.cpp"		545		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ResponseStyle.cpp"		546		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ResponseStyle.cpp"		549		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ResponseStyle.cpp"		600		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ResponseStyle.cpp"		606		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		ResponseStyle.cpp"		607		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Settings.cpp"		3720		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Settings.cpp"		4852		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Settings.cpp"		4926		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Settings.cpp"		4935		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Settings.cpp"		4936		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Settings.cpp"		4937		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Settings.cpp"		4938		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Settings.cpp"		4939		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Settings.cpp"		4940		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Settings.cpp"		4942		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Settings.cpp"		4943		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Settings.cpp"		4944		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Settings.cpp"		4945		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Settings.cpp"		4946		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Settings.cpp"		4948		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Settings.cpp"		4950		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Settings.cpp"		5297		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Settings.cpp"		5312		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Settings.cpp"		5318		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Settings.cpp"		5320		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		3510		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4282		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4285		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4288		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4289		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4290		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4299		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4311		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4315		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4317		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4320		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4322		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4324		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4326		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4328		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4330		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4333		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4335		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4337		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4339		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4341		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4343		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		SheetSettings.cpp"		4345		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Signature.cpp"		471		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Signature.cpp"		477		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Signature.cpp"		479		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleSheet.cpp"		1885		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleSheet.cpp"		1886		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleSheet.cpp"		1887		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleSheet.cpp"		1888		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleSheet.cpp"		1889		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleSheet.cpp"		1891		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleSheet.cpp"		1892		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleSheet.cpp"		1893		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleSheet.cpp"		1894		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleSheet.cpp"		1895		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleSheet.cpp"		1896		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleSheet.cpp"		1897		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleSheet.cpp"		1898		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleSheet.cpp"		2034		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleSheet.cpp"		2162		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleUtils.cpp		1469		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleUtils.cpp"		910		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleUtils.cpp"		916		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleUtils.cpp"		917		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleUtils.cpp"		1055		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleUtils.cpp"		1061		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleUtils.cpp"		1062		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleUtils.cpp"		1194		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleUtils.cpp"		1200		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleUtils.cpp"		1201		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleUtils.cpp"		1475		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleUtils.cpp"		1476		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleUtils.cpp"		1694		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleUtils.cpp"		1700		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		StyleUtils.cpp"		1701		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Target.cpp"		488		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Target.cpp"		494		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Target.cpp"		496		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Target.cpp"		498		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Text.cpp"		714		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Text.cpp"		717		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Text.cpp"		723		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Text.cpp"		724		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Text.cpp"		726		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		TextMgrDlg.cpp"		1412		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		TextStyle.cpp"		706		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		TextStyle.cpp"		707		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		TextStyle.cpp"		708		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		TextStyle.cpp"		711		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		TimeStamp.cpp"		551		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		TimeStamp.cpp"		557		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		TimeStamp.cpp"		558		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Version.cpp"		491		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		WriteIn.cpp"		598		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		WriteIn.cpp"		604		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		WriteIn.cpp"		606		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		WriteIn.cpp"		608		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		WriteInStyle.cpp"		435		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		XmlFragment.cpp"		297		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		XmlFragment.cpp"		362		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		XmlFragment.cpp"		378		Warning						Memory Leak		Reliability Issue		Sept 09 NF - It appears that the memory allocated will never be freed in most circumstances, unless this memory management is being handled elsewhere, and can free the allocated memory regardless of problems in execution.  Unable to find any other location for memory management.  Unfreed memory limits available resources, and if left unchecked will eventually deplete the resource pool.

		Resolve/src/com/essvote/electionWare/resolve/DeviceHeader.java"		162		Info						Denial of Service		Suspicious		Sept 09 NF - if eba.hdr is able to be modified, an attacker could potentially craft a malicious file and replace the original.

		AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/tasks/PreviewBallotTask.java"		115		Warning		AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/tasks/PreviewBallotTask.java		107		Path Manipulation		Unknown		Sept 09 NF - If the system properties are editable, a malicious user could inject any filepath accessible by the system.

		AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/tasks/PreviewBallotTask.java"		133		Warning		Control/src/com/essvote/util/Defaults.java		330		Path Manipulation		Unknown		Sept 09 NF - If the system properties are editable, a malicious user could inject any filepath accessible by the system.

		AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/tasks/PreviewBallotTask.java"		133		Warning		AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/tasks/PreviewBallotTask.java		123		Path Manipulation		Unknown		Sept 09 NF - If the system properties are editable, a malicious user could inject any filepath accessible by the system.

		AccessibleBallot/src/com/essvote/electionWare/accessibleBallot/tasks/PreviewBallotTask.java"		133		Warning		Control/src/com/essvote/util/Defaults.java		282		Path Manipulation		Unknown		Sept 09 NF - If the system properties are editable, a malicious user could inject any filepath accessible by the system.

		Admin/src/com/essvote/electionWare/admin/SecurityCodeStrengthPanel.java"		507		Info						Poor Style: Value Never Read		Unknown		Sept 09 NF - Cannot find corresponding source file.

		Control/src/com/essvote/dataaccess/DAOQueryDef.java"		1084		Info		Control/src/com/essvote/dataaccess/DAOQueryDef.java		1844		Access Control: Database		Unknown		Sept 09 NF - Appears that the source provided was not used in this scan.  Cannot locate this finding.

		Control/src/com/essvote/util/CryptoUtility.java"		453		Warning		Control/src/com/essvote/util/CryptoUtility.java		447		Path Manipulation		Unknown		Sept 09 NF - If the system properties are editable, a malicious user could inject any filepath accessible by the system.

		DSIM.cpp		2409		Warning						Missing Check against Null		Unknown		source file doesn't match fpr

		DSIM.cpp		2430		Warning						Missing Check against Null		Unknown		source file doesn't match fpr

		DSIM.cpp		2461		Warning						Missing Check against Null		Unknown		source file doesn't match fpr

		PaperBallot/src/com/essvote/electionWare/paperballot/PaperBallotModule.java"		319		Warning		PaperBallot/src/com/essvote/electionWare/paperballot/PaperBallotModule.java		313		Path Manipulation		Unknown		Sept 09 NF - If the system properties are editable, a malicious user could inject any filepath accessible by the system.

		Resolve/src/com/essvote/electionWare/resolve/LoadPollAction.java"		337		Warning		Resolve/src/com/essvote/electionWare/resolve/DeviceHeader.java		162		Path Manipulation		Unknown		Sept 09 NF - If the system properties are editable, a malicious user could inject any filepath accessible by the system.






Findings

		Item #		Date		Module		Status		Responsible Manager		Filename		Lines		Severity		Title		Description		Vendor Response		SysTest Review		Cigital Comments

		1		2005-06-08		AutoMARK-VAT - 1.6.0.0k		Complete		Adams		HardwareLib.cpp		2221-2227		Medium		Buffer Overflow		The InitXML() function accepts a possibly tainted tchar* string and prints it into the stack allocated buffer tempbuf (which is 2048 bytes), using wsprintf() 		The operating environment of the VAT provides protection against any such occurance.		The target text buffer is declared to be 2049 bytes long, but the call to wsprintf does not include a maximum length check so a buffer overflow may be possible.

Specific claims related to the "operating environment of the VAT" cannot be confirmed through source code ananysis.		The operating system settings are beyond the purview of a code review.  Regardless of these settings, the issue still exists within the codebase.

		2		2005-06-08		AutoMARK-VAT - 1.6.0.0k		Complete		Adams		HardwareLib.cpp		2295 - 2303		Medium		Buffer Overflow		The LoadXMLFile() function accepts a possibly tainted tchar* string and prints it into the stack allocated buffer tempbuf (which is 2048 bytes), using wsprintf() 		The operating environment of the VAT provides protection against any such occurance.		The target text buffer is declared to be 2048 bytes long, but the call to wsprintf does not include a maximum length check so a buffer overflow may be possible.

Specific claims related to the "operating environment of the VAT" cannot be confirmed through source code ananysis.		The operating system settings are beyond the purview of a code review.  Regardless of these settings, the issue still exists within the codebase.

		3		2005-06-08		AutoMARK-VAT - 1.6.0.0k		Complete		Adams		Data_Ballot.cs		2491-2520		Low		Log Injection		Validation is not performed on the values that are printed into the log, to ensure that they do not contain control characters.		Can not find code or function referenced.		The reference appears to be incorrect.  The referenced lines from the source code file comprise the methods 
internal uint NumberYYYTimingMarksBack, 
public int PortraitMode, and public CPrinting GetPrinting( bool blocked )		Supplied source code does not reflect this issue.

		4		2005-06-08		AutoMARK-VAT - 1.6.0.0k		Complete		Adams		Hardware.cs		4178 - 4210		Low		Log Injection		Validation is not performed on the values that are printed into  the log, to ensure that they do not contain control characters.		This function is not available in the Release (implementation) deployment.  The code must be compiled in "debug" mode for the function to be available.  Since that is never the case for released code, this is not an issue.		The contents of the function are wrapped in the conditional:

if( Hardware.ScannerPrinterLibraryRout.IsDebugMode() == true)

If the call to IsDebugMode() returns other than true then the function does nothing.		Acceptable explanation.

		5		2005-06-08		AutoMARK-VAT - 1.6.0.0k		Complete		Adams		NonVolatileLibrary.cpp		 3602-3627		Medium		Hardcoded secrets		There is a default password that overrides the SecurityPassword on the EEPROM, if the  BYPASS_PASSWORD compiler flag is set to true.  It is described in a "pseudo-encrypted" form		This function is not available in the Release (implementation) deployment.  The code must be compiled in "debug" mode for the function to be available.  Since that is never the case for released code, this is not an issue.		The referenced code is wrapped in the pre-compiler directive

#ifdef BYPASS_PASSWORD

The definition of BYPASS_PASSWORD cannot be found in the AutoMARK source code, so it may be that the subject lines of source code are not compiled.		Acceptable explanation.

		6		2005-06-08		AutoMARK-VAT - 1.6.0.0k		Complete		Adams		NonVolatileLibrary.cpp		3452 - 3463		Medium		Hardcoded secrets		There is a default password that overrides the Administrator's password on the EEPROM, if the  BYPASS_PASSWORD compiler flag is set to true.  It is described in a "pseudo-encrypted" form		This function is not available in the Release (implementation) deployment.  The code must be compiled in "debug" mode for the function to be available.  Since that is never the case for released code, this is not an issue.		The referenced code is wrapped in the pre-compiler directive

#ifdef BYPASS_PASSWORD

The definition of BYPASS_PASSWORD cannot be found in the AutoMARK source code, so it may be that the subject lines of source code are not compiled.		Acceptable explanation.

		7		2005-06-08		AutoMARK-VAT - 1.6.0.0k		Complete		Adams		OperationLogger.cpp 		2816 - 2917		Medium		Buffer Overflow		The AddModuleVersionOperationLoggerEntry()function accepts a possibly tainted tchar* string and prints it into the stack allocated buffer stringbuf (which is 40 bytes), using wsprintf() 		The operating environment of the VAT provides protection against any such occurance.		The target buffer of 40 bytes is assigned 9 or 10 characters (depending on whether the module number is one or two digits), in the form of "Module XX ", in addition to the version number string of the subject module.  If the version number is in excess of 30 characters in length then a buffer overflow may occur.  In the event of a buffer overflow an exception should be generated by the operating system that will be trapped and result in the function returning a return value of FAILURE.		The operating system settings are beyond the purview of a code review.  Regardless of these settings, the issue still exists within the codebase.

		8		2005-06-09		electionware_2.0.0.0zzk		Complete		Collicott		CryptoUtility.java		480		Suspicious		Call to External Executable		CryptoUtility.java has a method called rsaCrypto(...) which runs an external executable called RSACrypto.exe without doing any checks to ensure the integrity of the executable. This is suspicious behavior since there are no checks being made on the integrity of the executable in the code that we have available		The application is installed/executed on a security-hardened PC that has been validated to have only the trusted software.  Further, the PC is operated in a secure environment.  This prohibits the introduction of any illicit version of the RSACrypto.exe.  The application is able, therefore, to call the module without needing to (re)validate it.				The physical security/hardened nature of the PC are beyond the purview of a code review.  The issue still exists within the codebase.

		9		2005-06-10		 EDM - 8.2.0.0i		Complete		Collicott		VotronicXML.cpp		1022		Medium		hard coded password		This line contains a hardcoded password. We aren't able to determine if users are instructed to change this password or how often it gets reset to the default.		 All password functionality has been disabled in EDM for the ElectionWare equipment type.  All dialogs or controls related to passwords are either disabled or not shown in EDM for the ElectionWare equipment type.  While default passwords are automatically created and populated into the XML file and election data tables, they are ignored by ElectionWare and the rest of the election system as ElectionWare creates all of the keys and passwords for the downstream hardware and software.		The override password is retrieved and written to a file in lines 2965 - 2970 of file Votronic.cpp, and also lines 3712 - 3715 of file VotronicText.cpp.  There is also logic to retrieve the override password and create XML elements in lines 8178 - 8226 of file VotronicLS.cpp, and lines 11327 - 11374 of file VotronicDSIM.cpp.  

There are 924 occurrences of the word "password" in 53 files within the project, too many to fully inspect in the course of this analysis.		Acceptable explanation.

		10		2005-06-10		 EDM - 8.2.0.0i		Complete		Collicott		VotronicLS.cpp		5676, 5688, 5694		Medium		hard coded password		This line contains a hardcoded password. We aren't able to determine if users are instructed to change this password or how often it gets reset to the default.		 All password functionality has been disabled in EDM for the ElectionWare equipment type.  All dialogs or controls related to passwords are either disabled or not shown in EDM for the ElectionWare equipment type.  While default passwords are automatically created and populated into the XML file and election data tables, they are ignored by ElectionWare and the rest of the election system as ElectionWare creates all of the keys and passwords for the downstream hardware and software.		This is similar to item 9 (above).  Lines 5676 - 5695 of file VotronicLS.cpp include 3 hard-coded and identical passwords.  The cited lines of file VotronicLS.cpp are also very similar to lines 6695 - 6728 of file VotronicDSIM.cpp.

There are 924 occurrences of the word "password" in 53 files within the project, too many to fully inspect in the course of this analysis.		Acceptable explanation.

		11		2005-06-10		 EDM - 8.2.0.0i		Complete		Collicott		BdmPollDefaults.cpp		467		Medium		hard coded password		This line contains a hardcoded password. We aren't able to determine if users are instructed to change this password or how often it gets reset to the default.		 All password functionality has been disabled in EDM for the ElectionWare equipment type.  All dialogs or controls related to passwords are either disabled or not shown in EDM for the ElectionWare equipment type.  While default passwords are automatically created and populated into the XML file and election data tables, they are ignored by ElectionWare and the rest of the election system as ElectionWare creates all of the keys and passwords for the downstream hardware and software.		Line 467 in file BdmPollDefaults.cpp passes a hard-coded override password as an argument in a call to method CPollDefaults::PutOverridePW.  Method CPollDefaults::PutOverridePW stores the parameterized override password in class data member m_strOverridePW.   The value stored in class data member m_strOverridePW is returned by class member method GetOverridePW.  Method GetOverridePW is called from CPollDefaults::LoadFields, CImportEngine::InsertPollRecord, CPollEditPage::SetDefaults, CPollingPlaceEditDlg::SetDefaults,  and CPollPlaceDefaultsDlg::OnInitDialog.

Method CSelOffDlg::CleanupPolls calls a similarly named method on class CPoll, which may or may not return the same stored override password.

There are 924 occurrences of the word "password" in 53 files within the project, too many to fully inspect in the course of this analysis.		Acceptable explanation.

		12		2005-06-10		 EDM - 8.2.0.0i		Complete		Collicott		BDMIvoPasswords.cpp		292		Medium		hard coded password		This line contains a hardcoded password. We aren't able to determine if users are instructed to change this password or how often it gets reset to the default.		 All password functionality has been disabled in EDM for the ElectionWare equipment type.  All dialogs or controls related to passwords are either disabled or not shown in EDM for the ElectionWare equipment type.  While default passwords are automatically created and populated into the XML file and election data tables, they are ignored by ElectionWare and the rest of the election system as ElectionWare creates all of the keys and passwords for the downstream hardware and software.		Lines 292 - 298 of file BDMIvoPasswords.cpp appear to include 7 hard-coded passwords.  The 7 appear to be default passwords in the case of no prior password record having been found.

There are 924 occurrences of the word "password" in 53 files within the project, too many to fully inspect in the course of this analysis.		Acceptable explanation.

		13		2005-06-10		 EDM - 8.2.0.0i		Complete		Collicott		IvoPasswordsDLG.cpp		 619		Medium		hard coded password		This line contains a hardcoded password. We aren't able to determine if users are instructed to change this password or how often it gets reset to the default.		 All password functionality has been disabled in EDM for the ElectionWare equipment type.  All dialogs or controls related to passwords are either disabled or not shown in EDM for the ElectionWare equipment type.  While default passwords are automatically created and populated into the XML file and election data tables, they are ignored by ElectionWare and the rest of the election system as ElectionWare creates all of the keys and passwords for the downstream hardware and software.		Lines 619 - 621 of file IvoPasswordsDlg.cpp include three hard-coded identical passwords.  The 3 hard-coded passwords appear to be default values to be used in the absence of previously provided values.

There are 924 occurrences of the word "password" in 53 files within the project, too many to fully inspect in the course of this analysis.		Acceptable explanation.

		14		2005-06-10		 EDM - 8.2.0.0i		Complete		Collicott		VotronicsDSIM.cpp		6715, 6727		Medium		hard coded password		This line contains a hardcoded password. We aren't able to determine if users are instructed to change this password or how often it gets reset to the default.		 All password functionality has been disabled in EDM for the ElectionWare equipment type.  All dialogs or controls related to passwords are either disabled or not shown in EDM for the ElectionWare equipment type.  While default passwords are automatically created and populated into the XML file and election data tables, they are ignored by ElectionWare and the rest of the election system as ElectionWare creates all of the keys and passwords for the downstream hardware and software.		This is similar to item 9 (above).  Lines 6695 - 6728 of file VotronicDSIM.cpp include 2 hard-coded and identical passwords.  

There are 924 occurrences of the word "password" in 53 files within the project, too many to fully inspect in the course of this analysis.		Acceptable explanation.

		15		2005-06-10		 EDM - 8.2.0.0i		Complete		Collicott		bdmtable.h		N/A (missing code)		Medium		Possible double-free		This class has dynamically allocated data members that are deleted in the destructor, but the class has no copy constructor. This creates the danger of a double-free vulnerability because it is often hard to determine visually when an object will be copied. Without a copy constructor, the copy operation simply copies the pointers to dynamically allocated data members, and the pointers will be deleted in the destructor of the original object as well as the copied object. As a rule, all C++ classes should have copy constructors and assignment operators.		 The issue cited is not valid for the item referenced.  The item is never utilized in the context cited so it can not cause the problem cited.
1) The CBDMTable class contains no dynamically allocated member variables, only pointers to static member variables created by the derived classes and a single instance of the codebase object created by EDM.
2) The CBDMTable class is never instantiated as an object; this class is used to derive the various tables that contain the election definition
3) None of the classes derived from CBDMTable are ever use a copy constructor or any other copy mechanism; doing so would create multiple instances of a file, which would not only invalidate the election data but would cause issues with file name collision.		It does appear that the BDMTable class is used only as a base class from which other classes are derived, and that the class itself is never instantiated.  There are possibly 64 classes derived from BDMTable, too many to fully inspect for how the base class is accessed.		Acceptable explanation.

		16		2005-06-10		 EDM - 8.2.0.0i		Complete		Collicott		CanSheet.h		N/A (missing code)		Medium		Possible double-free		This class has dynamically allocated data members that are deleted in the destructor, but the class has no copy constructor. This creates the danger of a double-free vulnerability because it is often hard to determine visually when an object will be copied. Without a copy constructor, the copy operation simply copies the pointers to dynamically allocated data members, and the pointers will be deleted in the destructor of the original object as well as the copied object. As a rule, all C++ classes should have copy constructors and assignment operators.		 It is not allowed by the application to have multiple instances of this class exist at the same time, so no copy constructor is ever used or even necessary.		It appears that only a single instance of class CCandSheet is created, and that is in function CanPropSheet in file Candlg.cpp.		Acceptable explanation.

		17		2005-06-10		 EDM - 8.2.0.0i		Complete		Collicott		CanTextSheet.h		N/A (missing code)		Medium		Possible double-free		This class has dynamically allocated data members that are deleted in the destructor, but the class has no copy constructor. This creates the danger of a double-free vulnerability because it is often hard to determine visually when an object will be copied. Without a copy constructor, the copy operation simply copies the pointers to dynamically allocated data members, and the pointers will be deleted in the destructor of the original object as well as the copied object. As a rule, all C++ classes should have copy constructors and assignment operators.		 It is not allowed by the application to have multiple instances of this class exist at the same time, so no copy constructor is ever used or even necessary.		It appears that only a single instance of class CCanTextSheet is created, and that is in method CCanCrossEndorseDlg::InitCanTextPropSheet in file CanCrossEndorseDlg.cpp.		Acceptable explanation.

		18		2005-06-10		 EDM - 8.2.0.0i		Complete		Collicott		DsPasswordsDlg.cp		374		high		Weak passwords mandatory		Users are prohibited from using a password longer than eight characters. Also, the password is required to contain only alphanumeric characters.		 All password functionality has been disabled in EDM for the ElectionWare equipment type.  All dialogs or controls related to passwords are either disabled or not shown in EDM for the ElectionWare equipment type.  While default passwords are automatically created and populated into the XML file and election data tables, they are ignored by ElectionWare and the rest of the election system as ElectionWare creates all of the keys and passwords for the downstream hardware and software.		The referenced source code lines are in method CDsPasswordsDlg::ValidatePassword, which is called from the CDsPasswordsDlg::OnOK event handler.
Method CBdmView::OnElectionIVotronicPasswords declares an instance of  CDsPasswordsDlg and displays it modally, and there is a message map entry in file bdmview.cpp that can result in CBdmView::OnElectionIVotronicPasswords being called.		Acceptable explanation.

		19		2005-06-10		 EDM - 8.2.0.0i		Complete		Collicott		MergeBallotSetDlg.h		N/A (missing code)				Possible double-free		This class has dynamically allocated data members that are deleted in the destructor, but the class has no copy constructor. This creates the danger of a double-free vulnerability because it is often hard to determine visually when an object will be copied. Without a copy constructor, the copy operation simply copies the pointers to dynamically allocated data members, and the pointers will be deleted in the destructor of the original object as well as the copied object. As a rule, all C++ classes should have copy constructors and assignment operators.		 It is not allowed by the application to have multiple instances of this class exist at the same time, so no copy constructor is ever used or even necessary.		There appears to be two instantiations of class CMergeBallotSetDlg, one in method CMainDlg::OnMerge and the other in method CBdmView::OnMergeGo.  The two instantances of the dialog cannot exist at the same time as each is shown modally upon their creations.		Acceptable explanation.

		20		2005-06-10		 EDM - 8.2.0.0i		Complete		Collicott		Bdm.cpp		1331		high		Hard-coded static password		The static array g_nPassArray is used to generate passwords, The contents of the array are hardcoded and the array is declared static, meaning users will not be allowed to modify it.		The g_nPassArray is not a password, but a static text array shared between the EDM application and those down-stream applications.  It is used so that corresponding operations can share the same static data and process the public-domain data generated out of EDM.		g_nPassArray is an array of unsigned short ints, the character representations of which are assigned to global variable string g_strPassword.    g_strPassword is then passed as an argument in calls to functions g_crypt.EncryptFile and g_crypt.DecryptFile.  g_nPassArray does not seem to be a password.		Acceptable explanation.

		21		2005-06-10		MFCSharedSource -  2.0.0.0a		Complete		Collicott		EssCryptLib.cpp		488		low		Suspicious generation of session key		The code generates a cryptographic key by hashing a password, and according to the comment this is a session key. There is no salt in the hash, so deriving a session key from the password negates the security benefits of having a session key at all; the session key will be the same for all sessions. However, we couldn't verify that this key is really used as a session key. It's possible the the developer just used the term “session key” because it sounded good and didn't really know what a session key is. Nonetheless this should be investigated more closely.		 Inspection of the call to the Microsoft libraries will reveal that the function called creates a salt, so it is not necessary to create one in our code.  We believe that the key then works as expected.		Line 489 in file ESSCryptLib.cpp calls method GetKeyFromHashedPassword.  That called function, GetKeyFromHashedPassword, calls into the Microsoft library to the MS functions CryptCreateHash, CryptHashData and CryptDeriveKey.  The call to CryptDeriveKey takes a parameter that specifes whether a salt should be produced.  The argument provided in the call to CryptDeriveKey is 0, which is not one of Microsoft's defined constants specified for use in creating a salt.  The subject line of source code is:

if (0 == (::CryptDeriveKey(hProv,ENCRYPT_ALGORITHM,hHash,0,&hKey)))

and the link into the MSDN is:

http://msdn.microsoft.com/en-us/library/aa379916(VS.85).aspx

It appears from reading the referenced MSDN section that providing 0 as a dwFlags argument, the fourth argument to the function call, results in no salt being created.		According to the MSDN article, CRYPT_CREATE_SALT must be used as dwFlags argument to generate a salt. The current call to CryptDeriveKey uses 0, not CRYPT_CREATE_SALT

		22		2005-06-10		ElectionWare		Complete		Collicott		RC4Crypt.java		238-256		High		Weak Encryption / Decryption		40 bit key encryption is very easy to crack. Key strength is too low.		No requirement exists for the data in question to be encrypted since the election data is public-domain.  Further, because the device has been hardened and used in a physically secure environment, and the user authentication is strong, there is little likelihood that the data could be accessed outside the normal use.  Adding this encryption process makes it harder for someone that might happen upon the data to see it; but, as the data does not need to be encrypted, this is simply an additional hurdle, albeit a small one.		ES&S is not in disagreement with the description.		Vendor made no attempt to dispute the existence of the finding.

		23		2005-06-10		ElectionWare		Complete		Collicott		RC4Crypt.java		281-306		High		Weak Encryption / Decryption		usage of hashing function is discouraged. PBE is a better option while trying to get a key from the password.		No requirement exists for the data in question to be encrypted since the election data is public-domain.  Further, because the device has been hardened and used in a physically secure environment, and the user authentication is strong, there is little likelihood that the data could be accessed outside the normal use.  Adding this encryption process makes it harder for someone that might happen upon the data to see it; but, as the data does not need to be encrypted, this is simply an additional hurdle, albeit a small one.
		ES&S is not in disagreement with the description.		Vendor made no attempt to dispute the existence of the finding.

		24		2005-06-10		ElectionWare		Complete		Collicott		Utility.java		548-553		High		Weak Encryption / Decryption		Key is stored in the program.		No requirement exists for the data in question to be encrypted since the election data is public-domain.  Further, because the device has been hardened and used in a physically secure environment, and the user authentication is strong, there is little likelihood that the data could be accessed outside the normal use.  Adding this encryption process makes it harder for someone that might happen upon the data to see it; but, as the data does not need to be encrypted, this is simply an additional hurdle, albeit a small one.		ES&S is not in disagreement with the description.		Vendor made no attempt to dispute the existence of the finding.

		25		2005-06-10		ElectionWare		Complete		Collicott		Utility.java		538-545		Medium		Arbitrary Code Execution		The openFile utility written to open a pdf file can be abused to execute any arbitrary file(e.g RunDLL32.exe SHELL32.DLL,ShellExec_RunDLL "C:\ESS\arbitrary.xxx".		 The machine is hardened to allow/limit the user to specific applications/functionst. Additionally, the application presents a file chooser that only allows selection of Adobe PDF file types, thus limiting the user to selection PDF files.  The user will not be able to choose anything that s/he has not been authorized to use. 		Due to the abstract nature of the java source code, SysTest has been unable to verify through source code analysis that the displayed file chooser component has been configured to allow only for opening Adobe .pdf files.		The operating system settings are beyond the purview of a code review.  Regardless of these settings, the issue still exists within the codebase.

		26		2005-06-10		ElectionWare		Complete		Collicott		KeyManager.java		111-120		Medium		Weak Key Generation Algorithm		The EQC value is generated from the currentTimeInMillis(). This value is very much predictable. EQC is used as Key to store a value in the registry(OpenElectionAction.java line 145) and also to obtain encryptionPasswd for the keys stored in Database.		 This is only a unique election identifier which is shown to the user.  It is not secret, but used for uniqness.		It appears that the letter combinations "eqc" and "EQC", representing an Election Qualification Code, are used only to associate various data aspects related to particular elections.  The phrases "eqc"/"EQC" do not themselves seem to represent encryption keys.		If the device is required to run in a FIPS compliant mode, this may present an issue.

		27		2005-06-10		ElectionWare		Complete		Collicott		PaperBallotModule.java (many other java files not listed)				Low		Global Variables than can be fixed.		Dependency on System properties SUITE_HOME		 This is not a System property value, but rather the established location of the install folder.  The value is set while the application is running, and only applicable to the current session.  The value is then used during the session for further calls to other modules that reside within the read-only install folder.		The value of System property SUITE_HOME is set at line 174 of file ControlInstall.java with the statement:

System.setProperty(SUITE_HOME, System.getProperty("user.dir"));

According to the Java reference at:

http://java.sun.com/j2se/1.4.2/docs/api/java/lang/System.html#getProperties()

System.getProperty("user.dir") is a standard java system property representing the "User's current working directory".		While not itself an Environment Variable, "user.dir" is still a Java System property.

		28		2005-06-10		ElectionWare		Complete		Collicott		OpenElectionTask.java		178		Low		NullPointer Dereferencing		The value of theElectionId can be null. This is a quality issue and not a security problem.		This has been corrected in a new version of the module, which is soon to be delivered.  		In the TDP of 06Aug2009 the method  doInBackground has been edited to simply return false and to not call method performTask in the event of theElectionId being null.		Acceptable explanation.

		29		2005-06-10		ElectionWare		Complete		Collicott		ElectionNode.java		200		Low		Arbitrary HTML Code injection.		getHtmlDisplayName() and getShortDescription() outputs content in a html format. This could cause quality issue if some of the fields aren't output encoded		 The generated html code is only used to format tree nodes in the navigator.  No damage can be done to the application or election data with unencoded values.		Both of methods ElectionNode.getHtmlDisplayName and ElectionNode.getShortDescription create HTML with nested strings as are directly returned by other method calls.  There are no validations of the string fragments in either method.  It may be that the string values nested into the constructed HTML are validated elsewhere but that determination is beyond the scope of this source code analysis.		Injected values can cause unexpected behavior.  If the "navigator" does not know how to traverse injected fields, the malicious content can pose a threat to usability.

		30		2005-06-10		RegUtil.DLL - 1.1.2.0b		Open		Weber		RegUtMap.CPP		532-542		low		Use after free		The buffer allocated on line 532 is released at line 541, but then referenced at line 542 when its contents are copied to another array		This has been corrected in version 1.1.2.0c of RegUtil.DLL, which is soon to be delivered.  		In the TDP of 06Aug2009 the two lines that released the buffer and then did the string copy have been re-ordered so that the string copy precedes the buffer release.		Acceptable explanation.

		31		2005-06-10		RmuSvc.exe - 1.0.0.0c		Complete		Collicott		ESSRMU.CPP		725-732		medium		Denial of Service		Code waits indefinitely for child process to exit		This design point was chosen because it provides the best option for the situation.  There can be no DOS for voting since this is a non-voting state function.  The impact from a non-responsive child process would be trivial.  Therefore, this is not an issue.		The referenced line waits for a spawned process to format a drive.  This may be related to USB drives, and is in a logically similar location to code related to ejecting a drive.  It is most likely not part of the voting process.		Acceptable explanation.

		32		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		*.WS files		804-832		Medium		Wrong declaration for Dates		Some of the .WS files use YEAR-IN as PIC 99. And many other files use YEAR-IN  as PIC XX. The data type X is used for alpha-numeric and shouldn’t be used for Dates(day, month or year). Also, there isn’t any validation code to validate that the year is valid. Date validation routine should ensure that an incoming date is acceptable i.e month is between 1 and 12, day between 1 and 31, year is an expected year. There were 50 occurences of PIC XX used for year, the list is:		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		Research into the issue of representing dates as PIC XX type variables has yielded the following two sources of information:

http://docs.hp.com/cgi-bin/doc3k/B3150090014.11950/32

and 

http://publib.boulder.ibm.com/infocenter/pdthelp/v1r1/index.jsp?topic=/com.ibm.entcobol.doc_3.4/cpmle35.htm

both of which illustrate and describe the declararions of date fields, and their constituent parts (month, day, year), as PIC XX types.  There is apparently nothing explicitly incorrect about declaring date type fields in such a fashion.		Acceptable explanation.

		33		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		CHECKERR.WS		148		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.	07159US		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		34		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		filesel.ws		120		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		35		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		grputil.ws		260		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.	03076US		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		36		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		pa030.ws		294		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		37		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		Pa030HI.ws		261		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		38		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA050ALL.WS		153		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		39		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA052.WS		360		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		40		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		pa060all.ws		165		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		41		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		pa068all.ws		148		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		42		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		pa086all.ws		339		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		43		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		pa111all.ws		288		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		44		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		pa112all.ws		251		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		45		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA1133PE.WS		148		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		46		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		pa117all.ws		267		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		47		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA119ALL.WS		284		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		48		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		pa135.ws		106		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		49		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		pa139.ws		120		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		50		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA139CAL.WS		130		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		51		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA139LA.WS		121		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		52		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		pa139mn.ws		122		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		53		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA139NC.WS		121		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		54		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		pa139sc.ws		125		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		55		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA139SW.WS		118		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		56		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA139WY.WS		124		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		57		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		Pa140cal.ws		201		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		58		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		pa152vtr.ws		129		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		59		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA155UVT.WS		174		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		60		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		pa155vtr.ws		175		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		61		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		pa159vtr.ws		178		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		62		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		pa163vtr.ws		132		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		63		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		pa164vtr.ws		128		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		64		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		Pa165vtr.ws		137		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		65		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		pa167all.ws		299		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		66		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA172ALL.WS		121		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		67		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA173ALL.WS		258		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		68		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA174ALL.WS		151		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		69		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA175ALL.WS		165		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		70		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA176ALL.WS		187		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		71		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA179ALL.WS		196		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		72		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		pa187all.ws		194		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		73		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA189ALL.WS		177		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		74		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA204ALL.WS		311		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		75		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		pa30aall.ws		313		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		76		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA45AALL.WS		407		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		77		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA50AALL.WS		146		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		78		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		pa50bv-2.ws		107		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		79		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA52DALL.WS		338		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		80		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA52NALL.WS		316		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		81		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA52S.WS		262		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		82		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		PA68AALL.WS		447		Medium		Wrong declaration for Dates	05	YEAR-IN	PIC	XX.		This is a specific example for the citation on row 33 (item numbered 32).		The execution of the Cobol statement "ACCEPT DATE-IN FROM DATE" returns the system date to the calling program as a 6 character numberic field as YYMMDD.  In all cases, the DATE-IN is defined as a 6 character numeric field - PIC 9(6).  DATE-IN is then redefined into one or more alpha-numeric data items describing each part of the date as separate data fields that can be moved into an edited string that can be printed on reports, such as "Run Date:MM/DD/YY".  No computations are performed on the 'accepted' date.  The date does not require validation as the system date does not allow invalid values to be set for month, day or year.  The 'accepted' system DATE is only used as the current date to be printed on reports and shown on user displays.  It is common practice in Cobol to redefine such date fields as alpha-numeric items. 		This is another example similar to item 32 (above).		Acceptable explanation.

		83		2005-06-11		ESS/ERM - 8.1.0.0g		Complete		Weber		LOGIO.WS.		33-58		Low		Wrong declaration for Dates		Within this file, the comments for the data type declaration, and the actual declaration doesn’t match. The code snippet is attached below:

      * 01 DATE-IN | Field to hold current date                       *                           
     *   05 YEAR-IN | 2 digit year in current date                   *                           
     *   05 DATE-MOVE | Definition of current month/day              *                           
      01 DATE-IN                    PIC 9(6)    VALUE ZERO.                                     
      01 TIME-IN                    PIC 9(8)    VALUE ZERO		Since the comments have no functional impact, they will be corrected in a future version.		ES&S is not in disagreement with the finding.  Comments have no effect on the logical execution.		Acceptable explanation.

		84		2005-06-11		AutoMARK-VAT - 1.6.0.0k		Complete		Adams		AutomarkEncoder.cpp
		1234-1305		Medium		Insecure Key Generation		Three DES keys for TripleDES encryption are devied from the user's PIN in the function enc73(), however these keys are not generated independently.  In effect, the effective key strength is only 56 bits.  Although the way in which these keys are derived is not obvious,  security by obscurity should not be relied on.		The key and randomness for the cited function is not used for data encryption.  These are only used for file corruption detection, providing a preliminary check prior to installation of the firmware on the device.		The citation is the entirety of the function enc73.  Function enc73 is called only from function encode.  Other than a recursive call within itself, function encode is called only from function CodeDirCore.  Function CodeDirCore seems to be written to encode the files contained within a specified directory.

The implementation of function enc73 found in file AutomarkEncoder.cpp is for all intents and purposes identical to that found in file SecurityLibrary.cpp, which was not cited.		If the device is required to run in a FIPS compliant mode, this will present an issue.

		85		2005-06-11		AutoMARK-VAT - 1.6.0.0k		Complete		Adams		AutomarkEncoder.cpp
		1196-1203, 1168-1173		Medium		Insecure Randomness		The function GRInit() uses the system startup time to generate the  seed of the PRNG, then XORs and multiplies the seed's value with a constant.  The GR() function is then used to return the next random number in the sequence.  However the value returned is modulo 533, and a cast returns the lower 8 bits of the value.  Since random numbers are used to compute a MAC to check file integrity, an attacker could bypass this check by predicting these "random" numbers.		The key and randomness for the cited function is not used for data encryption.  These are only used for file corruption detection, providing a preliminary check prior to installation of the firmware on the device.		This is closely related to item 84 (above).  The random values created and returned by function GR are used by  function addhash, which is called by function encode.  Function addhash calls function GR repeatedly for random numbers to assign to specific byte offsets of the string buffer being encoded.  The random numbers seem to be related to encoding directory and file information, and not data.		If the device is required to run in a FIPS compliant mode, this will present an issue.

		86		2005-06-11		AutoMARK-VAT - 1.6.0.0k		Complete		Adams		SecurityLibrary.cpp		319		Medium		Hardcoded secrets		A hardcoded key (FirmwareHashCodeKey) was found in this file		The key and randomness for the cited function is not used for data encryption.  These are only used for file corruption detection, providing a preliminary check prior to installation of the firmware on the device.		The array FirmwareHashCodeKey is used in three functions, GetNthEntry, FillHashCodeOSEntry and FillHashCodeBootloaderEntry.  Function GetNthEntry seems to be written to calculate a hash value for a specified directory.  Function FillHashCodeOSEntry seems to be written to calculate and save the hash value of the section of memory that contains the operating system, although the nature of the code makes confirmation of that very difficult.  Function FillHashCodeBootloaderEntry seems to be written to calculate and save the hash value of the section of memory that contains the boot loader binary code, although the nature of the code also makes confirmation of that very difficult.		If the device is required to run in a FIPS compliant mode, this will present an issue.

		87		2005-06-11		AutoMARK-VAT - 1.6.0.0k		Complete		Adams		sysUpgrade.cpp		128		Medium		Buffer Overflow		There  is a stack Buffer Overflow vulnerability in the InitInstance() function.  User input sepcified on the command line is copied into the stack allocated buffers 'path' and 'cmd', without validation, using the unsafe wcscpy() function. 		The SysUpgrade executable is a COTS component from EuroTech.  As a COTS component, it is not part of the code review for our products.  We will relay this information to EuroTech so that they can review it for possible future revision.		- File sysUpgrade.cpp is not commented as a COTS file, and it includes comments typical of an ES&S owned file.
- The reference to line 128 appears to be incorrect as line 128 is in a block of function header comments.
- There is no risk of overflowing the bounds of either of the cmd or path variables because the declarations of those two variables are included in a block that is not compiled.  The declarations are inside of a block wrapped in the conditional

    #if XVOX_ONLY

and XVOX_ONLY is defined to be 0 on line 45 of file StdAfx.h.  If XVOX_ONLY is ever made to be not 0 then the code will not compile as there are unmatched parenthesis in a conditional included in that block (lines 286-291) as follows:

 if( ( wcscmp(token, TEXT("Disk") != MATCH) || 
      ( wcscmp(token, TEXT("Card") != MATCH) ||
      ( wcscmp(token, TEXT("disk") != MATCH) || 
      ( wcscmp(token, TEXT("card") != MATCH) ||
      ( wcscmp(token, TEXT("DISK") != MATCH) || 
      ( wcscmp(token, TEXT("CARD") != MATCH) )

Additionally, if the parenthesis in that conditional were made to match correctly then it might be recognized that the conditional being comprised of a series of logical ors (||) must be incorrect.		Acceptable explanation.

		88		2005-06-11		AutoMARK-VAT - 1.6.0.0k		Complete		Adams		AutomarkStartup.cpp		256		Low		Ambiguous Binary Invocation		The "explorer" process is being started by name, ultimately by using the CreateProcess() system call.  Since there are no integrity checks on this file, there is not guarantee that the process executed is actually the Windows "explorer.exe" process.		All files on the device (including this one) are validated using an independent validation process.  Since the machine contains only validated software, no run-time (re)validation is required. 		The referenced line of source code reads:

  StartProcess( TEXT("explorer.exe"), TEXT("") );

and there is no included validation logic.  The vendor cited "independent validation process" is beyond the scope of this source code analysis.		The physical security/hardened nature of the PC are beyond the purview of a code review.  The issue still exists within the codebase.

		89		2005-06-21		PowerManagement_Msp430 - 1.2.2.0a		Complete		Wall		PMBProtocol.c		3005		low		Ignored Errors		When receiving input from a serial line, the code executes the received command, even if an incorrect CRC is received		This is "by design".  This feature allows for emergency shut down to be handled by the Power Management Board.  It provides a needed feature, and is not an issue.		The vendor is aware of the cited condition.  The code includes the comment: "Handle the command even though the CRC may not have matched".

The referenced line is a call to function HandleCommandIn.  Function HandleCommandIn includes a switch construct on the value of the g_PMBMessageIn.chCommand variable field.  That field is populated just prior to the call to HandleCommandIn being made.  The possible actions called for in HandleCommandIn include PMB_COMMAND_DEBUG_TOGGLE, PMB_COMMAND_BSL_TOGGLE, PMB_COMMAND_POLLS_OPEN, PMB_COMMAND_FIRMWARE_VERSION, PMB_COMMAND_BUILD_VERSION, PMB_COMMAND_PCB_VERSION, PMB_COMMAND_DIVERTER_CONTROL, PMB_COMMAND_STATUS, PMB_COMMAND_PLAY_TONE, and PMB_COMMAND_POWER_DOWN.

The "_VERSION" commands are related to providing version information.  The "_DIVERTER_" command is related to controllling the ballot diverter.  The "_BSL_" command is related to boot strap loader logic.  The "_POLLS_OPEN" command is related to opening and closing the polls.		Acceptable explanation.

		90		2005-06-21		PowerManagement_Msp430 - 1.2.2.0a		Complete		Wall		Timer.c		639-663		low		TOCTOU Issue		An attempt is made to ensure that simultaneous calls to MessagePump() are not all serviced; however, there is a race condition that may allow multiple simultaneous calls to MessagePump() to be serviced.		The results of multiple simultaneous calls would be slow or now response from an automated request to power-down the unit.  The manual power-down capability would still work.  Thus the impact of this would be negligible.		There may be a timing issue in function MessagePump that might allow multiple calls to method ApplicationMessagePump.  The contents of ApplicationMessagePump include two tasks; to clear an existing error indicator based on a time-out value, and to check the status of the system fan and possibly set an error value if the fan is detected to be not running.  


(File Timer.c and others in the PowerManagementMsp430 are encoded with line terminating characters that cause the files to display differently in various editors.  Lines are terminated with three characters, CR|CR|LF, instead of the Windows standard CR|LF or the Unix standard LF.  This issue makes determining referenced line numbers impossible.)		The physical aspects of the device are beyond the purview of a code review.  The issue still exists within the codebase.

		91		2005-06-15		ElectionWarePaperBallot.exe - 1.0.0.0x/Source/ElectionWarePaperBallot_1.0.0.0x_Source/dsim		Complete		Collicott		PostgresDao.cpp		338 & 396		high		Apparent SQL injection		The two functions named ExecQuery perform sql queries but don't do any checking on the query string. It's possible that they use only stored procedures since there is a file called StoredProc.cpp, but in these methodes there's also a TODO comment that says  "escape query string" so maybe they don't always use stored procedures.		The system uses only stored procedures, the ExecQuery functions are deprecated and are not used.		Neither of the two versions of ExecQuery appear to be called from anywhere.		Acceptable explanation.

		92		2005-06-15		ElectionWarePaperBallot.exe - 1.0.0.0x/Source/ElectionWarePaperBallot_1.0.0.0x_Source/dsim		Complete		Collicott		Passwords.cpp		N/A		Medium		passwords stored on disk/in memory		this class appears to be there in order to provide a place in memory to store passwords. They're read from an apparently unencrypted xml file. Neither of these things is ideal since it potentially makes it easier for hackers to get at the passwords.		Passwords are no longer entered in EDM or processed by Paper Ballot, the CPasswords class is deprecated and is not used.		It appears that class CPasswords is never instantiated, and is referenced as a parameter or return type in only two functions, CElection::PutPasswords and CElection::GetPasswords.  It also appears that both of those member methods of class CElection are not called.  Class CElection includes a member pointer to class type CPasswords but, other than in the two previously mentioned methods, the member pointer is only initialized to NULL in methods CElection::CElection and CElection::Initialize.		Acceptable explanation.

		93		2005-06-15		ElectionWarePaperBallot.exe - 1.0.0.0x/Source/ElectionWarePaperBallot_1.0.0.0x_Source/dsim		Complete		Collicott		Doc.cpp		N/A (missing code)		Medium		Possible double free due to missing copy constructor.				No code was referenced in the discrepancy, but if this is regarding the CDoc class, the system was designed to create only one instance of CDoc, therefore no double-free can occur.		It appears that only a single instance of the Cdoc class is created.  The single instance is created by use of the IMPLEMENT_DYNCREATE(CDoc, CDocument) macro in file Doc.cpp.		Acceptable explanation.

		94		2005-06-15		ElectionWarePaperBallot.exe - 1.0.0.0x/Source/ElectionWarePaperBallot_1.0.0.0x_Source/dsim		Complete		Collicott		StructureException.cpp		399		Medium		information disclosure		 The function getInfo can seemingly list the contents of the CPU registers in an exception's error string. This could expose crypto keys, passwords, or other sensitive data if the crash occurred while processing such data.		This function is accessed only by Paper Ballot code.  Paper Ballot itself does not deal with sensitive data, but rather with ballot layout of public-domain election information.  Data that does reside in the registers can only be related to this same election information.  Therefore, no risk of disclosure of sensitive information exists.		The subject source code lines are lines 431-452, and they do cause the CPU register values to be concatonated to the message string.  We are, however, unable to ascertain the exact contents of the registers at any point in time.		Acceptable explanation.

		95		2005-06-15		ElectionWarePaperBallot.exe - 1.0.0.0x/Source/ElectionWarePaperBallot_1.0.0.0x_Source/dsim		Complete		Collicott		TabWnd.c		199		Medium		 possible double free due to missing copy constructor.				No code was referenced in the discrepancy, but if this is regarding the CTabWnd class, the system was designed to create only one instance of CTabWnd, therefore no double-free can occur.		There appears to be only a single instance of class CTabWnd created.  The declaration of a CTabWnd pointer is in file MainFrm.h, as a member variable of class CMainFrame, and the assignment to the pointer is in method CMainFrame::OnCreateClient.		Acceptable explanation.

		96		2005-06-15		PowerManagement_Msp430 – 1.2.2.0a/source/PowerManagementMsp430_1.2.2.0a_Source/PowerManagementMsp430/Common		Complete		Wall		Timer.c		317		low		broken mutual exclusion algorithm		This doesn't work at all. Could be hard to maliciously exploit (if it were exploitable it would probably be a denial of service).		The results of multiple simultaneous calls would be slow or now response from an automated request to power-down the unit.  The manual power-down capability would still work.  Thus the impact of this would be negligible.		The referenced line, line 317 in file Timer.c, is a line in header comments.  Without a code sample it cannot be determined what exactly is being cited.

(File Timer.c and others in the PowerManagementMsp430 are encoded with line terminating characters that cause the files to display differently in various editors.  Lines are terminated with three characters, CR|CR|LF, instead of the Windows standard CR|LF or the Unix standard LF.  This issue makes determining referenced line numbers impossible.)		The physical aspects of the device are beyond the purview of a code review.  The issue still exists within the codebase.

		97		2005-06-18		/DS200 - 2.1.0.0k/source/source/Ds200-2.1.0.0k-Source.tar/ds200-2.1.0.0k/TouchScreen/src/		Complete		Wall		cal.c		 643		Medium		incorrect use of sizeof()		Here, the number of characters to be copied (from a USB stick's serial number) is determined by using the sizeof operator on the destination string. The destination string is given by a character pointer, so for it, the sizeof operator returns the number of bytes in a char * (e.g. 4). Thus, only four characters of the serial number are copied. The potentially truncated serial number is later compared to another serial number that's apparently also truncated, in order to determine whether a calibration file is valid. I can't tell whether this validity check acts as a security mechanism, but if so it may be weakened by this flaw.		The citation is incorrect about the use.  The information being retrieved is the serial number of the touchscreen sontroller (not a USB stick); further, the receiving variable is then cast to convert the string an unsigned character pointer to a character pointer; thus, there would be no truncation.
In answer the the question in the citation: No, this is not a security mechanism, it is only used to determine if the system should automatically present the screen calibration utility.		The call to strncpy copies only four bytes [sizeof(unsigned char *)]  into the parameterized string_buffer as the original declaration of the buffer is local to the calling function, and not within a scope visible to function get_elo_serial_number.  Function get_elo_serial_number is called from two functions, get_cal_file_status and fill_cal_data_struct.

Function fill_cal_data_struct is called from function main and the populated serial number is written into the calibration file through a call to make_cal_file.

Function get_cal_file_status reads the struct containing the saved serial number from the calibration file and compares the retrieved value to the value gotten from get_elo_serial_number.  The two serial number values probably match, but most likely only 4 bytes are being compared.  If the comparison fails then calibration logic is executed.  If the comparison is a match then the calibration logic is skipped.  		Acceptable explanation.

		98		2005-06-18		./DS200 - 2.1.0.0k/source/source/Ds200-2.1.0.0k-Source.tar/ds200-2.1.0.0k/CoNGBaseline/UnityXmlParser/		Complete		Wall		ElecPasswordsParser.c		N/A		Medium		cleartext passwords		Passwords seem to be stored on disk with no encryption.		This was Dead Code and it has been removed in version 2.1.0.0t - which is soon to be delivered.		File ElecPasswordsParser.c has been removed from version 2.1.0.0t as delivered on July 16, 2009		Acceptable explanation.

		99		2005-06-18		/MFCSharedSource - 2.0.0.0a/Source/MFCSharedSource_2.0.0.0a_Source/Shared/		Open		Collicott		AuditMgr.cpp		455		low		dangerous function		The function claims it "Verifies provided username and password" but it always returns true. That fact is documented but it seems a little hard to notice. The function doesn't seem to be called but if calls are added to the code in the future it could lead to a vulnerability.		This function is not used for this release.  Therefore it is not an issue.		Method CAudit::CheckLogin in file AuditMgr.cpp does not appear to be called from anywhere in version 2.1.0.0t.		Acceptable explanation.

		100		2005-06-18		./DS200 - 2.1.0.0k/source/source/Ds200-2.1.0.0k-Source.tar/ds200-2.1.0.0k/CoNGBaseline/UnityXmlParser		Complete		Wall		/BallotImageParser.c		231		low		dangerous function		This function contains a buffer overflow. The function doesn't appear to be called but if the code were modified to call it in the future it may lead to a vulnerability.		This was Dead Code and it has been removed in version 2.1.0.0t - which is soon to be delivered.		File BallotImageParser.c has been removed from version 2.1.0.0t as delivered on July 16, 2009		Acceptable explanation.

		101		2005-06-18		./MyDLL.dll - 1.1.2.0.c/Source/MYDLL_1.1.2.0c_Source/mydll		Complete		Weber		myfn.c		570		low		dangerous function		This function contains at least two potential buffer overflows. The function is never called as far as we can see. Whether or not an exploit will be possible if someone ever changes the code to call the function will depend on how the function is called.		This dll is used exclusively by ERM which manages the requests to much less than the size of the buffer.  Therefore this is not an issue.		If the parameterized number of bytes to be read is larger than 16384, and there are more than 16384 bytes available to be read from the parameterized file handle, then the locally declared variable TempBuffer's bounds will be overflowed.

If the parameterized number of bytes to be read is greater than the size of the parameterized char buffer, and the bytes available to be read from the parameterized file handle are also greater than the size of the parameterized char buffer, then the bounds of the destination buffer will be overflowed.

No calls to the function could be found.		Acceptable explanation.

		102		2005-06-18		MyDllMyDLL.dll - 1.1.2.0.c/Source/MYDLL_1.1.2.0c_Source/mydll/		Complete		Weber		LogCode.c		109		low		Possible hardcoded encryption key				This function is not used in this certification, it is exclusive to the Model 650 (a device not submitted for this certification).  Since this is not included in the certification, it is not an issue. 		The array perm64 is declared at line 109 in file LogCode.c, and is found to be referenced only in that file within functions log_encode, log_decode, and log_decode_650.  None of the three functions have been found to be called in v. 2.1.0.0t.		Acceptable explanation.

		103		2005-06-18		./DS200 - 2.1.0.0k/source/source/Ds200-2.1.0.0k-Source.tar/ds200-2.1.0.0k/MSP430_BootLoader/src/		Complete		Wall		command.cpp		734		Medium		password stored in clear text		The password being read here is passed directly to a device elsewhere, indicating that anyone who reads the file will be able to bypass this particular password protection.		The use of the term "password" is a misnomer.  The manufacturer of the microdevice uses this term in its published documentation.  The value is a command sequence used to activate the device in a specific mode and the sequence is published publicly.  Having the value in the code is no danger when it is public domain information already.		The password value is read directly from the file whose name is provided as a parameter.  It is stored in a class member of CBSLCommand named m_arrayPassword.  That member is passed as an argument in a call to method CBasicCommand::SendPassword.  Method SendPassword copies the content of m_arrayPassword into a packed frame structure and then calls method CSerial::Transmit passing the packed frame as a parameter.  Method Transmit evidently sends the packed frame structure that includes the password value out a serial port.  It is not known where the password value goes from that point or how it is used.		Acceptable explanation.
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		NYSBOE Lot 1 - ES&S				Open		Pending		Response/Reject		Closed		Total

				Project Totals:		41		0		0		2073		2114

		Source



		Spreadsheet Name		Type		Open		Pending		Response/Reject		Closed		Total



		Rev03.CreateLog.EXE_TDP08062009_ESS.xls				0		0		0		0		0



		Rev03.CreateLog.EXE_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev03.DS200_PowerManagement_MSP430_TDP08062009_ESS.xls				0		0		0		0		0



		Rev03.DS200_PowerManagement_MSP430_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev03.DS200_Scanner_C8051_TDP08062009_ESS.xls				0		0		0		0		0



		Rev03.DS200_Scanner_C8051_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev03.EDM_MFCSharedSource_TDP08062009_ESS.xls				0		0		0		0		0



		Rev03.EDM_MFCSharedSource_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev03.ERM_CB_Evt.DLL_TDP08062009_ESS.xls				0		0		0		0		0



		Rev03.ERM_CB_Evt.DLL_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev03.ERM_CB_XML.DLL_TDP08062009_ESS.xls				0		0		0		0		0



		Rev03.ERM_CB_XML.DLL_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev03.ERM_CB_XMLConv.DLL_TDP08062009_ESS.xls				0		0		0		0		0



		Rev03.ERM_CB_XMLConv.DLL_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev03.ERM_EssDecpt.EXE_TDP08062009_ESS.xls				0		0		0		0		0



		Rev03.ERM_EssDecpt.EXE_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev03.ERM_PBMtoBMP.EXE_TDP08062009_ESS.xls				0		0		0		0		0



		Rev03.ERM_PBMtoBMP.EXE_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev03.EventLog_EssEvt.DLL_TDP08062009_ESS.xls				0		0		0		0		0



		Rev03.EventLog_EssEvt.DLL_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev03.EventLog_EssEvtA.DLL_TDP08062009_ESS.xls				0		0		0		0		0



		Rev03.EventLog_EssEvtA.DLL_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev03.EventLog_EssEvtMsg.DLL_TDP08062009_ESS.xls				0		0		0		0		0



		Rev03.EventLog_EssEvtMsg.DLL_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev03.EventLog_EvtSvc.EXE_TDP08062009_ESS.xls		Module has header		0		0		0		1		1



				Required resources		0		0		0		1		1



				Self-modifying code		0		0		0		1		1



		Rev03.EventLog_EvtSvc.EXE_TDP08062009_ESS.xls		Totals		0		0		0		3		3



		Rev03.EventLog_LogEvent.EXE_TDP08062009_ESS.xls				0		0		0		0		0



		Rev03.EventLog_LogEvent.EXE_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev03.RmuCli.EXE_TDP08062009_ESS.xls				0		0		0		0		0



		Rev03.RmuCli.EXE_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev03.VAT_sysUpgrade_TDP05192009_ESS.xls				0		0		0		0		0



		Rev03.VAT_sysUpgrade_TDP05192009_ESS.xls		Totals		0		0		0		0		0



		Rev04.DS200_PresentLayer_TDP08062009_ESS.xls		Class, function and variable names		0		0		0		6		6



				Comments in uniform format		0		0		0		2		2



				Constant Definitions		0		0		0		43		43



				File's functions' line count		0		0		0		1		1



				Format of messages		0		0		0		1		1



				Indentation		0		0		0		7		7



				In-Line Comments		0		0		0		17		17



				Levels of indented scope		0		0		0		2		2



				Line Length		4		0		0		12		16



				Module has header		5		0		0		666		671



				Specific function		0		0		0		58		58



				Unbound arrays		0		0		0		2		2



				Variable initialization		0		0		0		2		2



				Variables		4		0		0		22		26



		Rev04.DS200_PresentLayer_TDP08062009_ESS.xls		Totals		13		0		0		841		854



		Rev04.DS200_TDP08062009_ESS.xls		Accept		0		0		0		2		2



				Class, function and variable names		0		0		0		13		13



				Constant Definitions		0		0		0		22		22



				Executable statement		0		0		0		3		3



				File's functions' line count		0		0		0		1		1



				Format of messages		0		0		0		1		1



				Indentation		0		0		0		1		1



				In-Line Comments		0		0		0		16		16



				Levels of indented scope		0		0		0		2		2



				Line Length		0		0		0		38		38



				Mixed-mode operations		0		0		0		1		1



				Module has header		13		0		0		202		215



				Module has unique name		4		0		0		0		4



				Program re-direction		2		0		0		0		2



				References variables		0		0		0		1		1



				Single Exit Point		0		0		0		2		2



				Specific function		0		0		0		13		13



				Unbound arrays		0		0		0		14		14



				Variable initialization		0		0		0		22		22



				Variables		5		0		0		27		32



		Rev04.DS200_TDP08062009_ESS.xls		Totals		24		0		0		381		405



		Rev04.EDM_EssXmlA.DLL_TDP08062009_ESS.xls		Assert() statement		0		0		0		1		1



				Indentation		0		0		0		1		1



				In-Line Comments		0		0		0		2		2



				Module has header		0		0		0		1		1



				Specific function		2		0		0		0		2



		Rev04.EDM_EssXmlA.DLL_TDP08062009_ESS.xls		Totals		2		0		0		5		7



		Rev04.ElectionWare_EssXml.DLL_TDP08062009_ESS.xls		Assert() statement		0		0		0		1		1



				Module has header		0		0		0		6		6



				Variable initialization		0		0		0		1		1



		Rev04.ElectionWare_EssXml.DLL_TDP08062009_ESS.xls		Totals		0		0		0		8		8



		Rev04.ElectionWare_PaperBallot_TDP08062009_ESS.xls		Case statements		0		0		0		1		1



				Class, function and variable names		0		0		0		2		2



				Constant Definitions		0		0		0		1		1



				Executable statement		0		0		0		2		2



				In-Line Comments		0		0		0		7		7



				Line Length		0		0		0		1		1



				Mixed-mode operations		0		0		0		8		8



				Module has header		0		0		0		74		74



				Parameters type and range validation		0		0		0		10		10



				Program re-direction		0		0		0		1		1



				Specific function		0		0		0		3		3



				Unbound arrays		0		0		0		1		1



				Variable initialization		0		0		0		18		18



				Variables		0		0		0		4		4



		Rev04.ElectionWare_PaperBallot_TDP08062009_ESS.xls		Totals		0		0		0		133		133



		Rev04.ERM_ERMXMLData.DLL_TDP08062009_ESS.xls		Module has header		0		0		0		9		9



				Unbound arrays		0		0		0		1		1



				Variable initialization		0		0		0		3		3



				Variables		0		0		0		2		2



		Rev04.ERM_ERMXMLData.DLL_TDP08062009_ESS.xls		Totals		0		0		0		15		15



		Rev04.ERM_EssCrypt.DLL_TDP08062009_ESS.xls		Module has header		0		0		0		6		6



		Rev04.ERM_EssCrypt.DLL_TDP08062009_ESS.xls		Totals		0		0		0		6		6



		Rev04.ERM_ESSXMLDataParser.DLL_TDP08062009_ESS.xls				0		0		0		0		0



		Rev04.ERM_ESSXMLDataParser.DLL_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev04.ERM_MYDLL_TDP08062009_ESS.xls		Class, function and variable names		0		0		0		1		1



		Rev04.ERM_MYDLL_TDP08062009_ESS.xls		Totals		0		0		0		1		1



		Rev04.ERM_RegUtil.DLL_TDP08062009_ESS.xls				0		0		0		0		0



		Rev04.ERM_RegUtil.DLL_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev04.RmuDll.DLL_TDP08062009_ESS.xls		Constant Definitions		0		0		0		2		2



				Explicit return values		0		0		0		1		1



				Module has header		0		0		0		4		4



				Parameters type and range validation		0		0		0		1		1



				Variables		0		0		0		1		1



		Rev04.RmuDll.DLL_TDP08062009_ESS.xls		Totals		0		0		0		9		9



		Rev04.RmuSvc.EXE_TDP08062009_ESS.xls		Constant Definitions		0		0		0		1		1



				Module has header		0		0		0		4		4



				References variables		0		0		0		1		1



				Self-modifying code		1		0		0		0		1



				Variable initialization		0		0		0		3		3



		Rev04.RmuSvc.EXE_TDP08062009_ESS.xls		Totals		1		0		0		9		10



		Rev04.VAT_AMCode_Source_TDP08062009_ESS.xls				0		0		0		0		0



		Rev04.VAT_AMCode_Source_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev04.VAT_AutomarkDataHelperLibrary_TDP08062009_ESS.xls		Levels of indented scope		0		0		0		1		1



				Line Length		0		0		0		1		1



				Module has header		0		0		0		3		3



				Pointers		0		0		0		1		1



		Rev04.VAT_AutomarkDataHelperLibrary_TDP08062009_ESS.xls		Totals		0		0		0		6		6



		Rev04.VAT_AutomarkData_TDP08062009_ESS.xls				0		0		0		0		0



		Rev04.VAT_AutomarkData_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev04.VAT_AutomarkEncoder_TDP08062009_ESS.xls		Constant Definitions		0		0		0		3		3



				Executable statement		0		0		0		2		2



				In-Line Comments		0		0		0		1		1



				Module has header		0		0		0		5		5



		Rev04.VAT_AutomarkEncoder_TDP08062009_ESS.xls		Totals		0		0		0		11		11



		Rev04.VAT_AutomarkService_TDP08062009_ESS.xls		Constant Definitions		0		0		0		1		1



		Rev04.VAT_AutomarkService_TDP08062009_ESS.xls		Totals		0		0		0		1		1



		Rev04.VAT_AutomarkStartup_TDP08062009_ESS.xls				0		0		0		0		0



		Rev04.VAT_AutomarkStartup_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev04.VAT_Automark_TDP08062009_ESS.xls		Class, function and variable names		0		0		0		11		11



				Constant Definitions		0		0		0		5		5



				File's functions' line count		0		0		0		1		1



				Module has header		0		0		0		5		5



				Module has unique name		0		0		0		1		1



				Variables		0		0		0		2		2



		Rev04.VAT_Automark_TDP08062009_ESS.xls		Totals		0		0		0		25		25



		Rev04.VAT_DiagnosticLogger_TDP08062009_ESS.xls				0		0		0		0		0



		Rev04.VAT_DiagnosticLogger_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev04.VAT_GetMarks_TDP08062009_ESS.xls				0		0		0		0		0



		Rev04.VAT_GetMarks_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev04.VAT_Makebin_TDP08062009_ESS.xls		Class, function and variable names		0		0		0		2		2



				Constant Definitions		0		0		0		1		1



		Rev04.VAT_Makebin_TDP08062009_ESS.xls		Totals		0		0		0		3		3



		Rev04.VAT_NonVolatileLibrary_TDP08062009_ESS.xls				0		0		0		0		0



		Rev04.VAT_NonVolatileLibrary_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev04.VAT_OperationLogger_TDP08062009_ESS.xls				0		0		0		0		0



		Rev04.VAT_OperationLogger_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev04.VAT_PrinterEngineBoard_TDP08062009_ESS.xls				0		0		0		0		0



		Rev04.VAT_PrinterEngineBoard_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev04.VAT_ScanDriver_TDP08062009_ESS.xls		Executable statement		0		0		0		1		1



		Rev04.VAT_ScanDriver_TDP08062009_ESS.xls		Totals		0		0		0		1		1



		Rev04.VAT_ScannerPrinterLibarary_TDP08062009_ESS.xls		Executable statement		0		0		0		3		3



				Unbound arrays		1		0		0		0		1



		Rev04.VAT_ScannerPrinterLibarary_TDP08062009_ESS.xls		Totals		1		0		0		3		4



		Rev04.VAT_Scanner_Asembler_TDP08062009_ESS.xls				0		0		0		0		0



		Rev04.VAT_Scanner_Asembler_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev04.VAT_Scanner_TDP08062009_ESS.xls		Executable statement		0		0		0		1		1



		Rev04.VAT_Scanner_TDP08062009_ESS.xls		Totals		0		0		0		1		1



		Rev04.VAT_SecurityLibrary_TDP08062009_ESS.xls		Case statements		0		0		0		2		2



				Class, function and variable names		0		0		0		2		2



				Constant Definitions		0		0		0		4		4



				Executable statement		0		0		0		2		2



				Module has header		0		0		0		3		3



				Single Exit Point		0		0		0		1		1



				Variables		0		0		0		1		1



		Rev04.VAT_SecurityLibrary_TDP08062009_ESS.xls		Totals		0		0		0		15		15



		Rev04.VAT_SwitchInterfaceBoard_TDP08062009_ESS.xls				0		0		0		0		0



		Rev04.VAT_SwitchInterfaceBoard_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev04.VAT_UltrasonicSheetDetector_Assembler_TDP08062009_ESS.xls				0		0		0		0		0



		Rev04.VAT_UltrasonicSheetDetector_Assembler_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev04.VAT_UltrasonicSheetDetector_TDP08062009_ESS.xls				0		0		0		0		0



		Rev04.VAT_UltrasonicSheetDetector_TDP08062009_ESS.xls		Totals		0		0		0		0		0



		Rev05.ElectionWare_TDP08062009_ESS.xls		Class, function and variable names		0		0		0		2		2



				Constant Definitions		0		0		0		45		45



				In-Line Comments		0		0		0		15		15



				Levels of indented scope		0		0		0		1		1



				Line Length		0		0		0		12		12



				Module has header		0		0		0		186		186



				Module has unique name		0		0		0		3		3



				Specific function		0		0		0		24		24



				Variables		0		0		0		46		46



		Rev05.ElectionWare_TDP08062009_ESS.xls		Totals		0		0		0		334		334



		Rev05.ERM_Cobol_TDP08062009_ESS.xls		Executable statement		0		0		0		16		16



				Exit() message		0		0		0		1		1



				Levels of indented scope		0		0		0		4		4



				Unbound arrays		0		0		0		94		94



		Rev05.ERM_Cobol_TDP08062009_ESS.xls		Totals		0		0		0		115		115



		Rev05.ERM_ERMXMLConvDLL.DLL_TDP08062009_ESS.xls		Constant Definitions		0		0		0		1		1



				Module has header		0		0		0		2		2



				Variable initialization		0		0		0		1		1



		Rev05.ERM_ERMXMLConvDLL.DLL_TDP08062009_ESS.xls		Totals		0		0		0		4		4



		Rev05.ERM_RSACrypto.EXE_TDP08062009_ESS.xls		Constant Definitions		0		0		0		2		2



				In-Line Comments		0		0		0		2		2



				Module has header		0		0		0		24		24



				Variables		0		0		0		5		5



		Rev05.ERM_RSACrypto.EXE_TDP08062009_ESS.xls		Totals		0		0		0		33		33



		Rev08.EDM_TDP08062009_ESS.xls		Constant Definitions		0		0		0		1		1



				Module has header		0		0		0		80		80



				Specific function		0		0		0		1		1



				Unbound arrays		0		0		0		2		2



				Variable initialization		0		0		0		23		23



				Variables		0		0		0		3		3



		Rev08.EDM_TDP08062009_ESS.xls		Totals		0		0		0		110		110



				Project Totals:		41		0		0		2073		2114







































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































